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Introduction

The Vocera smartphone provides the one-touch, instant communication
capability of a Vocera client in a familiar phone form factor. With the
smartphone, users have the additional flexibility to use keypad dialing if
necessary.

The process of configuring and updating Vocera smartphones is different from
the process used to configure and update Vocera badges, and the tools you use
for both are also different. The key difference is that Motorola Mobility Services
Platform (MSP) is the updater software required for Vocera smartphones instead
of the Vocera Badge Configuration Utility and Badge Properties Editor.

The purpose of this guide is to describe how to use MSP to configure

and update Vocera smartphones. It is intended to supplement Motorola's
documentation for MSP, not replace it. For complete details on how to use MSP,
see the Motorola documentation.

Smartphone Configuration Overview

Staging and Provisioning using MSP

Motorola’s Mobility Services Platform (MSP) is a scalable software solution that
provides a single point of control for managing large numbers of mobile devices
within your Enterprise.

The MSP Server can manage thousands of mobile devices through the MSP
Client Software on the devices. The interface for MSP Server is called MSP
Console UL.

MSP is a 3-tier management system that always manages mobile devices
indirectly through one or more intermediary Relay Servers (FTP Servers) located
within your Enterprise. This layered architecture makes it possible for MSP to be
configured to manage large numbers of mobile devices from a central point,
using a single MSP Server.
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Typical MSP Setup

Note: For configuration of Vocera smartphones, a single Relay Server should be
sufficient, and you can install it on the same computer as the MSP Server.

MSP is available in three editions: MSP Stage Edition, MSP Provision Edition, and
MSP Control Edition. Vocera provides a license for the MSP Provision Edition to
use for configuring Vocera smartphones.

This manual does not cover all MSP features. It focuses instead on the following
tasks:

¢ Staging — Vocera smartphones must be configured for use on your
Enterprise network and appropriate software must be installed before the
phones can be used. Staging is a manual process initiated by the person
configuring the device.

® Provisioning — Ongoing configuration and installation of software and
settings onto Vocera smartphones is accomplished through Provisioning. It is
done remotely under the control of the MSP Server.

Important: MSP 3.3 supports dynamic deployment of content to mobile
devices, allowing you to render content differently to different devices. Vocera
smartphones currently do not support dynamic deployment. The same content
must be deployed statically to all Vocera smartphones.

Typical MSP Setup

In the typical setup of MSP for Vocera, you install MSP on the Vocera Client
Gateway computer, as shown in the following figure. A configuration computer
is used to perform initial staging of content onto Vocera smartphones using a
browser plugin called the On Demand Server. The MSP system installed on the
Vocera Client Gateway computer is used to perform provisioning of software
updates.
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Tethered Configuration ¢ &

Figure 1.1. Typical MSP setup for Vocera smartphones

Configuration Computer Vocera Client Gateway Computer
; -y

MSP

MSP Server
Console

Relay Server

This typical setup of MSP components simplifies the deployment and meets the
following requirements:

e All MSP Components are installed on the same computer, the Vocera Client
Gateway computer. This includes Microsoft SQL Server 2005 Express and
Microsoft Internet Information Services (IIS).

¢ SQL Authentication is used for runtime connections to the SQL database.

¢ Microsoft SQL Server 2005 Express is recommended.

Tethered Configuration

If you have only a few Vocera smartphones to configure, it may be more
practical to manually configure them by tethering them to a computer using a
USB cable rather than using MSP to configure them over the air. For details, see
Appendix B, Tethered Configuration of Smartphones on page 109.
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MSP Server Requirements

MSP Server Requirements

MSP Requirements on the Vlocera Client Gateway Computer

The Vocera Client Gateway has the following requirements:

Table 1.1. Vocera Client Gateway requirements

Component Requirement

Operating System Windows Server 2003 Standard or Enterprise editions with SP2

or higher
Processor See the Vocera Server Sizing Matrix'.
Hard Disk Capacity
Internal Memory
Video Card 256 colors

Network Interface 1 network interface controller
Controller

MSP Requirements on the Configuration Computer

Vocera requires the following hardware for the configuration computer used to
configure Vocera smartphones.

Important: The configuration computer that you use to run the MSP Console
to configure Vocera smartphones can be different from the computer used

to configure Vocera badges. It does not need to be connected to an isolated
access point. However, it requires a LAN or WLAN connection to the MSP Server
computer.

Table 1.2. Configuration hardware requirements

Component Requirement

Configuration Computer Any notebook or desktop computer running Windows
7, Windows Server 2003 Standard edition, Windows
Server 2003 Enterprise edition, or Windows XP
Professional edition.

! http:/Aww.vocera.com/products/documents/VoceraServerSizingGuidelines.pdf

14 --- Vlocera Smartphone Configuration Guide


http://www.vocera.com/products/documents/VoceraServerSizingGuidelines.pdf
http://www.vocera.com/products/documents/VoceraServerSizingGuidelines.pdf

Browser Requirements

Component Requirement
Network Interface An Ethernet port to connect to the MSP Server over the
Controller LAN.

Note: You could also use a wireless network interface
controller to connect to the MSP Server over the WLAN.

.NET Framework 2.0 SP2 .NET Framework 2.0 SP2 is required to run the MSP
Console in Internet Explorer.

Windows Mobile Device Windows Mobile Device Center or ActiveSync is needed
Center or Microsoft on any computer on which you tether a phone.
ActiveSync

USB port and a USB cable  The USB cable connects phones to the configuration
computer.

Browser Requirements

A Web browser is required to use the MSP Console. You can access the MSP
Console on the MSP Server or from another computer connected to the
network. Motorola recommends using Microsoft Internet Explorer™ versions
6or7.

Note: On-Demand Staging is supported only with Internet Explorer.

MSP Requirements on VMware

MSP 3.3 is supported for use in a VMware virtualized environment. VMware
can be installed and run on any "host" operating system (the one VMware
itself is running on) that is supported by VMware. However, the "guest”
operating system (the one running inside the virtual machine and on which
MSP is installed) must be one of the supported Microsoft operating systems as
described in the MSP 3.3 Software Installation Guide.

Note: Vocera recommends installing Vocera Client Gateway and Motorola MSP
on separate VMs.
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Prerequisite Software

Prerequisite Software
The following prerequisite software must be installed with MSP 3.3:
¢ Microsoft Internet Information Services (IIS) 6
* Microsoft .NET Framework 2.0 SP2
¢ Microsoft SQL Server 2005 Express
¢ Windows Installer 4.5 Update
Note: To install Microsoft IIS 6, you will need the Windows Server 2003

CD. .NET Framework 2.0 SP2, SQL Server 2005 Express, and Windows Installer
4.5 Update are included on the MSP 3.3 CD.

MSP Documentation

This manual describes how to use MSP to configure and update Vocera
smartphones. For complete information on how to use MSP, see the following
Motorola documentation:

* Mobility Services Platform Software Installation Guide
* Using Mobility Services Platform

* Mobility Services Platform Release Notes
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Installation

This chapter describes how to install MSP Server and all the prerequisite
software.

Note: When you set up the MSP Server, make sure you use the installation
checklists. See Appendix A, Installation Checklists on page 105.

Installing Microsoft IIS

Follow these steps to install Microsoft Internet Information Services (IIS).

To install IIS 6 on Windows Server 2003:
1. Log in to the MSP Server computer with administrator privileges.
2. Choose Start > Settings > Control Panel > Add or Remove Programs.

3. Click the Add/Remove Windows Components tab in the left pane. The
Windows Components wizard appears.

4. 1n the list of Windows Components, select Application Server and click
Details.

5. In the list of Application Server subcomponents, check the box for Internet
Information Services (IIS), and then click Details.
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Installing Microsoft IIS

Figure 2.1. Application Server components

Application Server [ %]

To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Application Server:

O ﬁ] Application Server Console 0.0 MB ;I
O] B A5PNET 0.0ME
(B Enable network COM+ access 0.0ME

O @ Enable network DTC access 0.0 MB

'™ YE Intemnet Infamation Se 5)
[ =2 Message Qusuing 7.OMEB

|

Description: 115 Includes Web, FTP, SMTF, and NNTP suppart, along with support
for FrontPage Server Extensions and Active Server Pages [ASP).

Total digk space required: 31 ME Detals... |
Space available on disk: 33079.2 MB
()3 I Cancel |

6. In the list of IS subcomponents, make sure the following components are
selected:

e Common Files
¢ File Transfer Protocol (FTP) Service
¢ Internet Information Services Manager
e World Wide Web Service
Click OK.
7.1n the Application Server dialog box, click OK.

8. In the Windows Components dialog box, click Next. The installation
program will prompt you for the Windows CD that was used to install the
operating system. Follow the prompts to complete the installation of IIS.

9. When installation is completed, click Finish to close the Windows
Components wizard.

10. To verify that IS has been installed correctly:
a. Choose Start > Programs > Administrative Tools.

b. Verify that Internet Information Services (1IS) Manager is listed as
one of the Administrative tools.
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Configuring the FTP Server

Configuring the FTP Server
This section describes how to configure the Windows IIS FTP Service.
e Creating an MSP FTP Folder on page 19

¢ Configuring Windows IIS FTP Service as a Relay Server on page 19

Creating an MSP FTP Folder

As a best practice, you should create a home folder for the FTP server different
from the default setting. For example, you could create a folder on the d: drive
named MSP_FTP to easily identify where MSP FTP files are stored.

Configuring Windows IIS FTP Service as a Relay Server

This section describes how to configure Windows IIS FTP Service as a Relay
Server for MSP Server.

To configure Windows IIS FTP Service:
1. Log in to the MSP Server computer with administrator privileges.

2. Create a Windows user account to use for the IIS FTP Service. If appropriate,
add the account to a Windows user group.

a. Choose Start > Programs > Administrative Tools > Computer
Management.

b. In the console tree, right-click the System Tools > Local Users and
Groups > Users folder, and choose New User from the pop-up menu.

c. In the New User dialog box, type the username and password (for
example, vocer a for both).

d. Make sure the User Must Change Password at Next Logon box is
unchecked.

e. Make sure the Password Never Expires box is checked.
f. Click Create to create the user account.
g. Click Close to close the New User dialog box.

Note: Write down the Username and Password for the account. You will
need to know them when you configure a Relay Server in the MSP Console.

3. Choose Start > Programs > Administrative Tools > Internet
Information Services (1IS) Manager.
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Configuring Windows IIS FTP Service as a Relay Server

4.1n IIS Manager, click the local computer, right-click the FTP Sites folder,
point to New, and then click FTP Site.

The FTP Site Creation Wizard appears.
5. 0n the Welcome to the FTP Site Creation Wizard page, click Next.
6. On the FTP Site Description page, enter Vocer a, and then click Next.

7.0n the IP Address and Port Settings page, DO NOT change the default
settings for the IP address of the server and the desired port number. Click
Next.

8. On the FTP User Isolation page, click Isolate users, and then click Next.

This setting determines a unique home directory for each user that logs into
the FTP server based on the user name.

9. On the FTP Site Home Directory page, enter the MSP FTP folder you
created in Creating an MSP FTP Folder on page 19 (for example, d:
\MSP_FTP).

10. On the FTP Site Access Permissions page, make sure both the Read and
Write boxes are checked. Click Next.

11. Click Finish.
12. Create user home directories for the vocer a user and anonymous users:

a. For the vocer a user, create the LocalUser\vocera directory under the
FTP root directory.

For example, if FTP site home directory is d:\MSP_FTP, the full path of
the vocer a user directory is d:\MSP_FTP\LocalUser\vocera.

b. For anonymous users, create the LocalUser\Public directory under the
FTP root directory.

For example, if the FTP site home directory is d:\MSP_FTP, the full path
of the anonymous user directory is d:\MSP_FTP\LocalUser\Public.

13. Stop the Default FTP Site. Right-click the Default FTP Site, and choose
Stop.

14. Start the Vocera site. Right-click the Vocera site, and choose Start.
15. Verify that you can access the FTP directory from a different computer.

a. Open Internet Explorer on a different computer and enter the following
in the Address field of the browser window:

ftp://MSP_Server_| P_Address

b. To view the site, choose View > Open FTP Site in Windows
Explorer.
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Installing .NET Framework

c. To log in as the vocer a user, choose File > Login As.

A login dialog box should appear. Enter the User Name and
Password, and then click Logon to see the contents of the MSP FTP
folder.

Installing .NET Framework

The MSP Server computer requires .NET Framework 2.0 SP2 (or later), which
you can install from the MSP 3.3 CD.

The Motorola EWP Provisioning Tool, which should be installed on the

Vocera configuration computer for tethered configuration of smartphones,
requires .NET Framework 3.5 (or later). You can download the installer for .NET
Framework 3.5 Service Pack 1 and installation instructions from the following
Microsoft site:

Download Microsoft .NET Framework 3.5 Service Pack 1'

Installing MSP 3.3 Server

This section describes how to install MSP 3.3 Server. During installation of MSP
3.3, you will also install .NET Framework 2.0 SP2, Windows Installer 4.5 Update,
and Microsoft SQL Server 2005 Express.

To install MSP 3.3:
1. Log in to the MSP Server computer with administrator privileges.
2. Insert the MSP 3.3 Installation CD in the drive.

Important: You must install from the MSP 3.3 Installation CD. You cannot
copy the files on the CD to another location (such as a hard disk) and run
the installer from there.

The MSP 3.3 CD Launcher dialog box appears automatically.

! http:/Avww.microsoft.com/en-us/download/details.aspx?id=22
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Figure 2.2. MSP 3.3 CD Launcher dialog box

305 3.3 €D Launcher Pl S
@ L L TWl VISP 3.3 (32 bit) Install CD

7| Pre-requisites

& nginstalled
@ The NET Framework 2.0 SP2was not detected. Install
& Windows Installer version 4.5.6001.22159 is installed
5| Documents
Installation Guide View
Other Docurnents Open
3 Installation
MSP 3.3 Senver (32 bif) Install
MSF 3.3 Workstation Install
| Additional Components
Micras ot SOL Server 2005 Express Edition Install

(configured for MSP)

If this screen does not appear, browse to root of the MSP 3.3 Installation CD
and run the following file:

¢ Launch_CD_Menu.bat

3. If .NET Framework version 2.0 SP2 is NOT detected, click the Install button

for it. Otherwise, skip to step 4.

a. Click I have read and ACCEPT the terms of the license agreement,
and then click Install.

b. When .NET Framework installation is finished, the Setup Complete
dialog box appears. Click Exit.

c. A message box says that installation completed successfully. Click OK.

4. If Windows Installer 4.5 Update is NOT detected, click the Install button for

it. Otherwise, skip to step 5.
a. When the Software Update Installation Wizard appears, click Next.

b. In the License Agreement dialog box, select | Agree, and then click
Next.

c. When the installation is finished, make sure the Do Not Restart box is
unchecked. Click Finish to apply the changes.

d. A message box says that installation completed successfully. Click OK.

5. If Microsoft SQL Server 2005 Express is NOT installed and configured for

MSP 3.3, click the Install button for it. Otherwise, skip to step 6.
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Microsoft SQL Server 2005 Express installation proceeds without user

interaction and takes several minutes.

When the installation is finished, a message box says that installation

completed successfully. Click OK.

6. To install MSP Server, click the Install button for it.

7.In the Welcome dialog box, click Next.

Figure 2.3. MSP 3.3 Server Installer - Welcome

{8 MSP 3.3 Install Point - Installer

welcome to the installer for MSP 3.3 Install

@ mororoLa [

This installer will deliver the Files to install MSP 3.3 on your
computer, To continue, click Mext,

WARNING: This program is probected by copyright law and
international treaties.

Cancel

8. In the License Agreement dialog box, click | accept the terms of the

license agreement, and then click Next.

Figure 2.4. MSP 3.3 Server Installer - License Agreement

{&@ MSP 3.3 Install Point - Installer

License Agreement

@ mororora
FPlease read the Following license agreement carefully.

MOTOROLA, INC.
END USER LICENSE AGREEMENT

Motorola is willing to license its Motorola Mobility Services Platform
(MSP) Software (defined as “Products” below) and the accompanying
documentation to you only on the condition that you accept all the
terms in this License Agreement (“Agreement”).

IMPORTANT: READ THE FOLLOWING TERMS AND
CONDITIONS BEFORE USING THE ACCOMPANYING

E

E

' T accept the terms in the license agreementt: Print |

" Ido not accept the terms in the license agresment

< Back. I Mext = I Cancel

9. In the Destination Folder dialog box, accept the destination folder. Click

Next.
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Note: DO NOT specify a destination different from the default folder.
Scripts provided by Vocera to set up MSP Server after installation refer to
this default location.

Figure 2.5. MSP 3.3 Server Installer - Destination Folder

1 MSP 3.3 Install Point - Installer

Destination Folder
@ mororora
Click Mesxt to install to this Folder, or click Change to install to a
different Folder.

G Install MSP 3.3 Install Point to:
CiiProgram FilesiMaotorola MSPY change... |

Cancel |

10. In the Ready to Install the Program dialog box, click Install.

Figure 2.6. MSP 3.3 Server Installer - Ready to Install the Program

{2 MSP 3.3 Install Point - Installer

Ready to Install the Program
MOTOROLA
The installer is ready ko begin installation,

Click. Install ko begin the installation,

IF you want to review or change any of your installation settings, dlick Back. Click Cancel to
exit,

E el

Cancel |

Wait while the installer installs the MSP 3.3 Install Point. This may take a
few minutes.

11. When the Installer Completed dialog box appears, click Finish.
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Figure 2.7. MSP 3.3 Install Point Installer - Installer Completed

{2 MSP 3.3 Install Point - Installer

0 MOTOROLA Install Completed

The installer has successfully installed MSP 3.3 Install Paint,
Click Finish to begin the process of configuring and installing
the M5P Server Components. .

I Show the Windows Installer lng

Cancel |

= Back

Note: At this point, installation of the MSP 3.3 Install Point is completed,
but MSP 3.3 Server installation is NOT finished yet.

12. When the Installation Scenario dialog box appears, click One Box, and then
click Next.

Figure 2.8. MSP 3.3 Server Installer - Installation Scenario

MSP 3.3.0.2400 Installation [<]

Installation Secenario
@ wororoLa @ mororota

Which of the following best describes your installation scenario?

* Install evenything on this server Iwhere SOL Server s dleady instaled)

TwoBox
T Install the MSP databases on one server [where SOL Server is aleady installed) and the rest of
MSP on this server.

Advanced ik [ nets | caea |

13.If the MSP 3.3 Server Installer displays a message saying it cannot find a SQL
Server Express instance, click OK.

14. When the MSP Control Components dialog box appears, click No, and then
click Next.
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Figure 2.9. MSP 3.3 Server Installer - MSP Control Components

MSP 3.3.0.2400 Installation

MSP Control Components
0 MOTOROLA Q MOTOROLA

Do you plan on using the Control Components of MSP?

 Yes (*ifig

Feawes |
= Data Callection
T Long Term analysis

cpack |[CHew> | cancel |

15. When the MSP Core Database dialog box appears, accept the default
settings, and click Next.

Figure 2.10. MSP 3.3 Server Installer - MSP Core Database

MSP 3.3.0.2400 Installation

MSP Core Database

@ wororoLa

The MSP Core database will be installed on the following SQL Server
instance:

SOL Server: |SA0[

How should we connect ta this instance to install the SOL database?
& indows Authentication

 SOL Authentication
SOL User.

[
SOL Password: |
Confirm Password: |

MSP Catalog Mame:  MSP

Advanced Test cpock | mes | conen |

16. When the SQL Core Database Review dialog box appears, click Next.
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Figure 2.11. MSP 3.3 Server Installer - SQL Core Database Review

MSP 3.3.0.2400 Installation

0 MOTOROLA

SOL Core Database Review

Please review the MSP Core database installation information

SOL Server: VOCERAASPEN\MSP
MSF Catelog Hame:  MSP New]

A new MSP database will be installed.

Carcel |

17. When the MSP Runtime Windows Authentication dialog box appears,
accept the defaults and click Next.

Figure 2.12. MSP 3.3 Server Installer - MSP Runtime Windows Authentication

MSP 3.3.0.2400 Installation

@ wororoLa

MSP Runtime Windows Authentication

The MSP Application Components will run as a local windows account for
authentication purposes.

Local Windows Accaunt for runtime  authentication:
[Note: The aceount and group will be ereated if they d

User Account o

Password:

Confirm Password:

Windows Authentication Group:  MspServiceBroup

cpack | mes |

Carcel |

Advanced

18. When the MSP Authentication to SQL Database dialog box appears, accept
the defaults and click Next.
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Figure 2.13. MSP 3.3 Server Installer - MSP Authentication to SQL Database

MSP 3.3.0.2400 Installation

MSP Authentication to SQL Database

0 MOTOROLA

Q MOTOROLA

IE

How will the MSP Application Components connect at runtime to the MSP
SQL database?

Method to use for muntime  authentication.
& Hifindows Aviherfication ;
' 5QL Authentication
SOL User

[
SOL Password |
I

Comfirm Passwornd:

cpack |[CHew> | cancel |

19. When the Initial MSP Users dialog box appears, accept the defaults and click
Next.

Figure 2.14. MSP 3.3 Server Installer - Initial MSP Users

MSP 3.3.0.2400 Installation

Initial MSP Users
0 i

The installer will create two initial MSP Users.

Securty Role Lagin

User: ecuiit)
Passward: B -

Adrministrator Roke Login:

User fadin
Password feeere
Confirm Password: [eseee T

cpock | mes | conen |

20. When the Review Installation Settings dialog box appears, accept the
settings and click Install.
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Figure 2.15. MSP 3.3 Server Installer - Review Installation Settings

MSP 3.3.0.2400 Installation

Review Installation Settings
0 MOTOROLA ° MOTOROLA

MSP Core Database:

SOL Server: VOCERAASPENSMSP
MSP Catelog Hame: WP [New)
Install Authentication:  Windows Authentication

Runiine Authentication:  Windows Authentication
Windows Runtime Authentication:
User Accaunt localhost\MSP_SERYICE_ACCOUNT
Windows Authentication Group:  MspServiceBroup
Initial Console Users:
Secuiy Role User seouity
Administrator Flole User:  admin

cBack |[imal ] concel |

21. An Install Progress window opens, displaying the progress of MSP 3.3 Server
installation.

Several minutes later when MSP 3.3 Server installation is finished, the Install
Progress window displays "Install Succeeded." Click Close.

Figure 2.16. MSP 3.3 Server Installer - Install Progress

=]

g MOTOROLA
Executing Install step 10 : MSP 3.3 Package Builder

Execuling Install step 11 ; User Date Upgrade Taal (SOL Auth)

Executing Install step 12 : Grant Senvics Cantral to Service Account

Execuiing Install step 13 Start MSP Senvices

Executing Install step 15 : Set Condition to not Resume M3F Install

Successfuly completed all Install Tasks
Install Succeedad

Close

22. Close the MSP 3.3 CD Launcher window.
23. Reboot the computer.

Upgrading from MSP 3.2.1 to MSP 3.3

You can upgrade from MSP 3.2.1 to MSP 3.3, maintaining your existing data.
You do not need to reinstall prerequisite software such as .NET Framework 2.0
SP2 or Microsoft SQL Server 2005 Express.

Chapter 2. Installation --- 29



Upgrading from MSP 3.2.1 to MSP 3.3

To upgrade from MSP 3.2.1 to MISP 3.3:

1. Use the Microsoft SQL Server Management Studio Express to back up your
MSP 3.2.1 database.

See Installing Microsoft SQL Server Management Studio

Express on page 31 for information about how to download Microsoft
SQL Server Management Studio Express. For information about how to
use Microsoft SQL Server Management Studio Express to back up the MSP
database, see Using Mobility Services Platform.

2. Uninstall MSP 3.2.1.
a. Choose Start > Control Panel > Add or Remove Programs.
b. Select MSP Package Builder, and click Change.
c.In the Welcome dialog box, click Next.
d. In the Remove the Program dialog box, click Remove.
e. When the Installer Completed dialog box appears, click Finish.

f.In the Add or Remove Programs window, select MSP Server, and then
click Change.

g. In the Welcome dialog box, click Next.

h.In the MSP Server Installer Information dialog box, select DON'T
Delete MSP Server Related Data. Click OK.

Figure 2.17. MISP Server Installer Information dialog box
fiit MSP Server Installer Information B

™ You have chosen to uninstall MSP Server, Select below ta
delete data associated with the MSP Server installation.

{¢ DON'T Delete MSP Server Related Datal

" Delete MSP Server Related Data

i. In the Remove the Program dialog box, click Remove.
j- When the Installer Completed dialog box appears, click Finish.
k. Close the Add or Remove Programs window.

3. Install MSP 3.3 Server. See Installing MSP 3.3 Server on page 21.

During MSP 3.3 Server installation, in the SQL Core Database Review dialog
box make sure you choose to keep the existing MSP data.
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Figure 2.18. SQL Core Database Review dialog box

MSP 3.3.0.2400 Installation

SOL Core Database Review
0 MOTOROLA ° MOTOROLA

Please review the MSP Core database installation information

SOL Server: VOCERAASPEN\MSP
MSF Catelog Hame:  MSP [Existing - 0002,00201.1600)

This is an existing MSP database. Do you want o keep the existing data?
FiYesi o

cpack |[CHew> | cancel |

When you finish MSP 3.3 Server installation, reboot the computer.

4. After the computer reboots and the MSP services are started, upload the
latest Network WLAN.EWP Setting definition document. See Uploading
the Network.WLAN.EWP Setting Definition Document on page 38.

The version of Network.WLAN.EWP.setting.xml required for MSP 3.3 is
6.4 or later.

Installing Microsoft SQL Server Management Studio Express

To back up the MSP database, you must install Microsoft SQL Server
Management Studio Express, which is not included in the basic installation of
Microsoft SQL Server 2005 Express. You can download it from the following
location:

Download Microsoft SQL Server Management Studio ExpressZ

For more information about how to use Microsoft SQL Server Management
Studio Express to back up the MSP database, see Using Mobility Services
Platform.

Smartphone Files Installed with the Vocera Client Gateway

MSP Server is typically installed on the same computer as the Vocera Client
Gateway. When you install the Vocera Client Gateway, the following
smartphone-related directories are also installed:

! http:/Avww.microsoft.com/en-us/download/details.aspx?id=8961
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Table 2.1. Smartphone-related directories on the Vocera Client Gateway

Directory

Description

\vocera\config\smartphone

Files for configuring Vocera smartphones by
tethering them to another computer using a USB
cable rather than using Motorola MSP

Note: These files are intended for the Vocera
smartphone only. They cannot be used to
configure other types of devices.

\VoceraMSP\setup

Files for using Motorola MSP to configure Vocera
smartphones over the air.

Note: If Vocera Client Gateway and MSP
Server are installed on separate machines
(whether physical or virtual), you should copy
the \VoceraMSP folder on the Vocera Client
Gateway computer and paste it to the root of
the drive where MSP is installed on the MSP
computer.

Logging into the MSP Console

After you install MSP Server components, you are ready to log into the MSP
Console. You can access the MSP Console on the MSP Server or from another
computer connected to the network. Motorola recommends using Microsoft
Internet Explorer™ versions 6 or 7.

To log into the MSP Console:

1. Launch the Internet Explorer browser.

2. If you are working on the MSP Server computer, enter the following in the
Address field of the browser window:

http://local_machine/MSP.Web

where local_machine is one of the following values: the IP address
127.0.0.1, the name localhost, or the numeric IP address or the DNS name

of the local computer.

Note: On the MSP Server computer, you can also launch the MSP Console
by choosing Start > Programs > Motorola MSP > MSP Web Console,

which points to localhost.

3. If you are accessing the MSP Console from any computer other than the
MSP Server computer, enter the following in the Address field of the

browser window:
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http://msp_server/MSP.Web

where msp_server is either the numeric IP address or the DNS name of the
MSP Server.

Note: You might want to create a Favorites link (also called a bookmark) in
your browser for the MSP Console URL.

4. 0On the Login page, enter the Username and Password, and then click
Sign In.

Note: The default username/password is admin/admin.
After you log in, the MSP Console Start Page appears.

Figure 2.19. MSP Console Start Page tab

AA MObi”ty Services Platform Welcome admin | VOCERA-ASPEN | Version 3.3

b Transfer Status Preferences | & Builder

i

Start Page

T Admin Setup

|
]

Device Status Summary i . Count Last Update # Record License

Create Sits
status.CollectionRejected 0 0 0 0 | Sfes 2 # Create Site
status.missing Y BN WS Relay Servers ] # Create Relav Server
status.orphaned o|lolole SM3 Carriers o

Admin Tasks L X
& “WView Compliance By Relay Server 2
Hame Count  Last Update “WVlew Compliance By Site
Relay Server status i E:] . Paciages 26 ;/r;’?m[' S
Relay Servers 2 i Settings Operations Setup
Bundles # Upload Package
Conditions # Create Bundle

# Create Condition

Message Sets ¥
Site Status File Sets ’
# Create Profile

# Create Message Set
# Create Sefting

= io e 1o e

7o (5 # Upload File Set
Hame Count  Last Update
Frofiles 0
Policies 0
Actions 0
Collection Requests [}

Version 3.2.0.2400 Copyright & Motorols Inc. 2007-2009 All rights reserved o]
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MSP Console Quick Reference

This following table shows how to perform different operations in the MSP

Console UL.

Table 2.2. MSP quick reference

Feature

Location in MISP Console Ul

Customization

Configure "widgets" to streamline your
access to the tasks and information most
important to you

Start Page

Staging

Create or view Staging Profiles

Staging > Staging Profiles

View Staging History

Staging > Staging History

Provisioning

Create or manage provisioning policies

Provisioning > Policy
Management

View provisioning compliance information

Provisioning > Compliance
Summary

Provisioning > Compliance By
Relay Server

Provisioning > Compliance By
Site

Content Objects

View or upload Package objects

Library > Packages

Create Package objects

Builder > Create Package

Upload a Package template

Builder > Templates > Upload
Builder > Upload Template

Create or view Settings objects

Library > Settings

Create or view Bundle objects

Library > Bundles

Create or view Condition objects

Library > Conditions
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Feature

Location in MSP Console Ul

Create or view Message Set objects

Library > Message Sets

Create or view Attributes

Library > Attributes

Administration

Create or view user accounts

Admin > User Accounts

Create or view sites

Admin > Sites

Create or view Relay Servers

Admin > Relay Servers

View or upload MSP definition documents

Admin > DefDocs

View MSP license information, or update
your license key

Admin > Licensing

Import and Export

Import CSV data into MSP

Transfer > CSV Import

Export XML data from MSP

Transfer > XML Export

Import XML data into MSP

Transfer > XML Import

Status

View device status

Status > Device Status

View Relay Server status

Status > Relay Server Status

View site status

Status > Site Status

Preferences

Create customized views configured by and
applicable to each individual user

Preferences > Custom Views

Create default views for users who do not
have customized views

Preferences > Global Views
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Administrative Setup

This chapter describes the administrative tasks you must perform after
installation MSP to prepare the system to be used to update Vocera
smartphones.

Copying Files from the Vocera Client Gateway Computer

When you install Vocera Client Gateway, files for using Motorola MSP to
configure Vocera smartphones over the air are installed into the following
folder:

%vocera_drive%\VoceraMSP\setup

If Vocera Client Gateway and MSP Server are installed on separate machines
(whether physical or virtual), you should copy the \VoceraMSP folder on the
Vocera Client Gateway computer and paste it to the root of the drive where
MSP is installed on the MSP computer.

Updating Your MSP License Key

After you finish installing MSP, you may need to update your license key in the
MSP Console to enable MSP functionality, particularly Provisioning. For more
information, see the separate license key instructions provided by Vocera.

Important: Each time your organization purchases additional smartphones
from Vocera, you must update your MSP license key to ensure that you have
enough Provisioning seats for them.
To create a license key:

1. Copy the new license key provided by Vocera to the Clipboard.

2. In the MSP Console, click the Admin tab.

3. Click Licensing.

4. Click Create. The License window appears.
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5. Paste your new MSP license key into the License Key field, and then click
Add.

Note: After updating the license key, you must log out of the MSP Console
and then log back in to enable features activated by the license and to
update the License Compliance window.
To delete a license key:
1.In the MSP Console, click the Admin tab.
2. Click Licensing.

3. Select the check box(es) for the appropriate license, and click Delete.

Uploading the Network.WLAN.EWP Setting Definition Document

When MSP is first installed, it lacks a Network Setting definition document
for Vocera smartphones. Therefore, to configure network settings for
Vocera smartphones, you must upload a file to the MSP Object Library called
Network.WLAN.EWP.setting.xml.

The Network.WLAN.EWP:setting.xml file is located in the following folder on
Vocera Client Gateway computer:

%vocera_drive%\VoceraMSP\setup\xml

Note: For PEAP authentication support, make sure the
Network.WLAN.EWP.setting.xml file is version 6.6 (or later). To view the
version of Network.WLAN.EWP.setting.xml that is currently installed in
the MSP Console, click Admin > DefDocs, and then look at the Version
column. To view the version of the Network.WLAN.EWP.setting.xml file in
an XML viewer, open the file in Internet Explorer. The last parameter of the
<dataDocDefn> tag is the version.
To upload the Network.WLAN.EWPsetting.xml file:
1. In the MSP Console, click the Admin tab.
2. Click DefDocs.
3. Click Upload.
4. Click Browse to select the Network.WLAN.EWP.setting.xml file from a
local drive.
Note: Do not select the file from a network drive.

5. Click Upload.

6. If you are prompted whether to overwrite an existing file, click Yes.
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Uploading the EWP Persistent REG Install Package Template

One of the common types of packages you need to create in MSP is a package
containing registry settings for Vocera smartphones. To create packages

for registry settings, you need a special package template called EWP
Persistent REG Install. You can upload this template from an XML file named
EWP_REG.xml.

The EWP_REG.xml file is located in the following folder on the Vocera Client
Gateway computer:

%vocera_drive%\VoceraMSP\setup\xml
To upload the EWP Persistent REG Install Package template:
1. In the MSP Console, click the Builder tab.

2. Click Upload Template.

3. In the File Template File field, click Browse and select the EWP_REG.xml
file from a local drive.

Note: Do not select the file from a network drive.

4. Click Upload.

5. The Related Tasks list appears. Select one of the options.

Uploading the Vocera Root Certificate Install Package Template

To install a self-signed certificate on smartphones using MSP, you must first
upload a special package template called Vocera Root Certificate Install. You
can upload this template from an XML file named Vocera_Cert.xml.

The Vocera_Cert.xml file is located in the following folder on the Vocera Client
Gateway computer:

%vocera_drive%\VoceraMSP\setup\xml

Note: If you do not plan to enable SSL on your Vocera system, you can skip
this setup task.
To upload the Vocera Root Certificate Install Package template:
1. In the MSP Console, click the Builder tab.
2. Click Upload Template.
3. In the File Template File field, click Browse and select the
Vocera_Cert.xml file from a local drive.

Note: Do not select the file from a network drive.
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4. Click Upload.

5. The Related Tasks list appears. Select one of the options.

Creating a Relay Server Object

When you create a Relay Server object in MSP, you are providing the
information MSP needs to interact with an FTP Server. You should not create
the Relay Server object in MSP until the FTP Server already exists. If you followed
the instructions to install Microsoft IS, the IIS FTP Service should already be
installed on the MSP Server. For more information, see Installing Microsoft

IIS on page 17

Note: If you create a Relay Server object in MSP before the FTP Server
exists, MSP will periodically attempt to contact the nonexistent server, thus
unnecessarily increasing the load on MSP and on the network.

By using external relay servers (that is, FTP servers located on computers other
than the MSP Server computer), you can distribute the load more effectively
and scale the system to support more devices. However, you must ensure

that the MSP Server has reliable connectivity with all relay servers. Otherwise,
system performance will degrade significantly. For more information on complex
deployments using multiple relay servers, see Using Mobility Services Platform.

To create a Relay Server Object:
1. Click the Admin tab.
2. Click Relay Servers.

3. Click Create. The Create Relay Servers wizard appears.

Figure 3.1. Create Relay Server wizard

Relay Servers = Create Relay Server

1 SERVER INFO

1. SERVER INFO

Name: l—

Description:

Stg/Prov Start Time: 00:00
Stg/Prov End Time: 00:00

Timezone: GMT-5 Eastern US p7
Min Contact (hrs): 0

Max Jobs: 0

Mext Cancel
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.In the Name field, enter a name for the Relay Server. The name does not

have to be the actual server name, but it should be meaningful.

.In the Description field, enter a meaningful description of the Relay Server.

This box is optional.

. Use the default settings for the other fields on this screen. Click Next to

display the Private Access Info page. The Private Access Info page defines
the communications between MSP and the FTP Server.

.In the Protocol field, use the down arrow to define the FTP Server Protocol.

Select FTP.

Note: Although FTPS is one of the listed protocols, it is not recommended.

8. In the Server Address field, enter the IP address of the FTP Server.
9. In the Port field, enter the Port address for the FTP Server. The Port defaults

10.

"

12.

13.

14.

15.
16.

to 21, but this may not be correct.

Leave the Path field blank. MSP will use the Shared Folder or Home
Directory of your FTP server to store all the Contents (Packages, Bundles,
and network Settings) from your MSP Server.

.In the User and Password fields, enter the User ID and Password required

to access the FTP Server. For example, the username/password could be
vocera/vocera.

Make sure the Public Same As Private box is checked, which causes the
Public Access Info page of the wizard to share the same settings as the
Private Access Info page.

In the Passive Mode field, select True (the default) to use the Passive
mode.

Click Next to display the Public Access Info page. The Public Access Info

page defines the communications between the FTP Server and the Mobile
Devices.

You should not need to change anything on the Public Access Info page
because it shares the same information from the Private Access Info page.
Click Finish.

The Related Tasks screen appears. Click Activate to activate the new Relay
Server.

Important: If you change any part of the Relay Server configuration or move

the

Relay Server to a different machine after software has already been staged

on the phones, you must create a new Relay Server object and then provision it
to phones. See Changing the Relay Server after Staging on page 95.
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Creating a Network Settings Object

For each Site object that you create, you should create a Network Settings
object. This will be used to configure devices to connect to the wireless
network.

To create a Network Settings object:
1. Click the Library tab.
2. Click Settings.
3. Click Create. The Create Setting wizard appears.

Figure 3.2. Create Setting wizard

Settings > Setting Create

1 PROFILE IMFO

1. Setting Type:
Settings Type: | Metwork. WLAN. EWP. getting. xml j
Name:

Mext Cancel

4. In the Type field, select Network.WLAN.EWP.setting.xml.

Note: If Network. WLAN.EWPsetting is not listed, you did not upload the
required definition document. See Uploading the Network.WLAN.EWP
Setting Definition Document on page 38.

5.1n the Name field, enter a name for the setting.

Best Practice: Identify the network settings by Site and SSID:
sanj ose. taurus

6. Click Next.

7. Enter the following network settings:

Table 3.1. Network settings

Field Description
Description Enter an optional description for the setting.
SSID Enter the WLAN network ESSID.
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Field

Description

Authentication

Select the Network Authentication type. Depending on your
selection, the subsequent options will change.

Available authentication types are:
e Static WEP

IEEE8802.1X with Dynamic WEP
¢ \WPA-Personal (PSK)

e \WPA-Enterprise (EAP)

* \WPA2-Personal (PSK)

e WPA2-Enterprise (EAP)

WEP Key Type
Selection

Select the type of WEP key:

e ASCII WEP 40 - keys are set with 5 ASCII characters.

e ASCII WEP 104 — keys are set with 13 ASCII characters.
e HEX WEP 40 — keys are set with 10 HEX characters.

e HEX WEP 104 — keys are set with 26 HEX characters.

Key O
Key 1
Key 2
Key 3

If you selected WEP in the Authentication field, enter
either the hexadecimal or ASCII keys that the access

point and Vocera smartphones use to transmit data. Each
hexadecimal key is 26 characters, and each ASCIl key is 13
characters.

The best practice is to enter all four keys. That way, if a
security administrator changes the position that the access
point uses to transmit, Vocera smartphones will continue to
work.

Encryption

Select an encryption type, either TKIP or AES-CCMP.

o |f WPA-PSK or WPA-EAP authentication is selected, select
TKIP encryption.

o If WPA2-PSK or WPA2-EAP authentication is selected,
select AES-CCMP encryption.

If your authentication type is Static WEP or IEEE8802.1X
with Dynamic WEP, the Encryption field is not available.

PSK Key Type

Select either "HEX Pre-Shared Key" or "ASCII Pre-Shared

Selection Key". Only needed for WPA-Personal (PSK) or WPA2-
Enterprise (PSK).
PSK If your network uses WPA-Personal (PSK) authentication,

specify the ASCII passphrase used by your wireless network.
Alternatively, you can also specify the 64-character,
hexadecimal value for the pre-shared key.
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Field

Description

EAP

Select one of the following the EAP authentication types:
e TLS

e PEAP

e LEAP

e EAP-FAST

Identity

Specify the authentication username for PEAP, LEAP, EAP-
FAST, or IEEE8802.1X with Dynamic WEP authentication.

Password

Enter the authentication identity password for PEAP,
LEAP, EAP-FAST, or I[EEE8802.1X with Dynamic WEP
authentication.

Disable Identity
Protection

If you want to disable identity protection for PEAP or EAP-
FAST authentication, select "Yes".

Server Certificate
Selection

Select the type of certificate you are using for EAP-TLS

or PEAP authentication. Select either "Use Standard CA
Certificates" or "Use Custom Certificates." Standard

CA certificates are certificates purchased from a trusted
certificate authority, such as Go Daddy. Custom certificates
are certificates created by your own certificate authority.

Note: Do NOT select "Use CEC Certificates" since the
device manufacturer CA certificates may not be installed on
all Vocera smartphones.

Client Certificate
(Issued By)

Enter the name of the issuer of the client certificate for EAP-
TLS authentication.

PAC Provisioning
Method

Select either Automatic or Manual provisioning of Protected
Access Credentials (PACs) for EAP-FAST authentication. The
default is Automatic.

Important: If you select Manual PAC provisioning, you
must create a new PAC on the Cisco ACS and install the
PAC file in the \Windows folder on smartphones before
configuring this setting.

PAC File

If you selected Manual PAC provisioning for EAP-FAST
authentication, enter the name of the PAC file. The
password for the manual PAC file must be the same as the
RADIUS password.

Provision Auto-
PAC on Expiry

Select "Yes" to enable automatic provisioning of a new PAC
when it expires.
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Field Description

CCKM If your wireless network has enabled Cisco Certified Key
Management, select "Enable".

CCKM is a form of fast roaming supported on Cisco

access points and on various routers. Using CCKM, Vocera
smartphones can roam from one access point to another
without any noticeable delay during reassociation. After

a smartphone is initially authenticated by the RADIUS
authentication server, each access point on your network
acts as a wireless domain service (WDS) and caches security
credentials for CCKM-enabled client devices. When a
Vocera smartphone roams to a new access point, the WDS
cache reduces the time it needs to reassociate.

By default, CCKM is disabled. In order to take advantage
of this feature, your access points must support CCKM and
have it enabled, and you must use WPA-PEAP or WPA2-
PEAP.

8. Click Finish.

9. The Related Tasks list appears. Select one of the options.

Creating a Site Object

Optionally, you can create Site objects in MSP to define locations within the
Enterprise where devices are used. For example, if different locations use
different WLAN network settings for Vocera smartphones, you should create
different sites for them in MSP.

Sites can also use different relay servers. Relay servers can be located anywhere
within the Enterprise to meet the needs of devices and to compensate for any
connectivity issues or limitations that may exist. In many cases, locating a relay
server at a remote site may be the best way to avoid unnecessary traffic over
slow links. In other cases, wide area connectivity may be adequate to allow for
a centralized relay server.

Although Site objects are optional, they can make your Staging and Provisioning
processes simpler and easier to understand, particularly if you deploy devices to

different physical locations. If network settings or relay servers vary per location,
then you should consider creating Site objects.

Note: Do not confuse MSP Site objects with Vocera Site objects. Although Sites
in the Vocera system can be used to identify different physical locations, they
are not associated with configuring network settings of devices.
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To create a Site object:
1. Click the Admin tab.
2. Click Sites.

3. Click Create. The Create Sites wizard appears.

Figure 3.3. Create Site wizard

Sites > Create Site

1 SITE INFO
1. SITE INFO
Name:
E
Description:
|
Network - P——
Settings: |N0 Metwark Settings RequlredJ
Type: Both 'I
Relay l—;l
Server: Mo Relay Server Required
Timezone: |GMT—5 Eastern US j
Mext | Cancel

4. In the Name field, type a unique name for the site. Although the name can
be arbitrary, it should be meaningful. You can use periods in the site name
(us.west.ca.sanjose), but spaces are not allowed.

5. In the Description field, type a description of the Site. This field is optional.

6. In the Network Settings field, use the down arrow to select the
appropriate network settings. Use the text box next to the drop-down list
to search and limit the settings shown in the drop-down list. If you created
settings in the Library Settings module, specify those settings. If you do not
know the settings or do not want to specify any, select No Network Settings
Required.

See Creating a Network Settings Object on page 42.

7.1n the Type field, use the down arrow to specify if the site is Production,
Staging, or Both. A Production site is where the mobile devices are actually
used. A Staging site is where the settings and software are loaded onto the
mobile devices.

Best Practice: If devices will be both staged and used at the same location,
select Both for the Type field. Otherwise, select Production or Staging.
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12.

Creating a Site Object

In the Relay Server field, use the down arrow to select the relay server that
you want to be associated with the Site. Use the text box next to the drop-
down list to search and limit the Relay Servers shown in the drop-down list.
You can select No Relay Server Required if you choose not to associate a
relay server with the Site.

.In the Time Zone field, select the appropriate time zone.
10.
11.

Click Next to display the Address and Contact Info page.

Optionally, enter the appropriate address and contact information for the
site.

Click Finish.
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Uploading and Creating Content Objects

This chapter describes how to upload predefined packages for Vocera
smartphones, and also create new Content objects to use for staging and
provisioning.

Understanding Content Objects

Content Objects are used to define the information that will be stored in
MSP and delivered to devices that are managed by MSP. All MSP users can
use Content Objects, but only users with a role of "Operators" or higher can
manage Content Objects.

You are ready to create Content Objects as soon as you have defined the
Enterprise Objects (Relay Server, Site, Users) needed for your MSP server.

If a Content Object references another Object, the other Object must be created
first. The following figure illustrates the various types of Content Objects and
identifies which Content Objects reference other Objects and how and when
they are most commonly used.
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Figure 4.1. Content Objects

Bundle

A unique combination and ordering
of Packages, Settings, and Message
Sets to be deployed by MSP

Package Message Set Settings
Object Object
A unique physical unit of .
software to be deployed A unique set of messages A unique collection of
using MSP to be displayed to device

settings to be applied to

users during Provisioning devicas

Condition
Object

A unique device-specific
condition that will be
included as part of a
Settings Object

Note: MSP comes with several predefined Content Objects to support MSP.

Uploading Packages for Vocera Smartphones

To prepare for staging and provisioning content on Vocera smartphones, you
need to upload several predefined packages into the MSP Object Library. You
also need to create a package containing the Vocera Client Gateway IP address
to configure Vocera smartphones to connect to the Vocera Client Gateway.

When you install Vocera Client Gateway, Vocera provides the following batch
file that creates the Vocera Client Gateway IP address package and uploads it
and the other predefined packages into the MSP Object Library:

%vocera_drive%\VoceraMSP\setup\ vocera
\upload_packages.bat

To upload predefined packages for Vocera smartphones:

1. If Vocera Client Gateway and MSP Server are running on different machines
(whether physical or virtual), copy the %vocera_drive%\VoceraMSP
folder on the Vocera Client Gateway computer, and paste it to the root of
the drive where MSP Server is installed on the MSP computer.
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2. Run the following batch file on the MSP computer:

%msp_drive%\VoceraMSP\setup\ vocera
\upload_packages.bat

Note: This is a simple batch file that provides no error checking. You must
enter valid values when you use it. Also, this batch file requires that MSP
Server is installed in the default location (%system_drive %\Program Files
\Motorola MSP\).

3. A Command Prompt window opens, and the batch file prompts for the first
VCG IP address.

Type the IP address of the first VCG server in dotted-decimal notation (for
example, 192.168.15.10), and then press Enter.

4. The batch file prompts for the second VCG IP address.

Type the IP address of the second VCG server, and then press Enter. If you
do not have a second VCG server, press Enter without typing anything.

Respond to other VCG IP address prompts as appropriate.

5. When you finish entering VCG IP addresses, the batch file prompts for the
first VS IP address.

Type the IP address of the first Vocera Server, and then press Enter.
6. The batch file prompts for the second VS IP address.

Type the IP address of the second Vocera Server, and then press Enter. If you
do not have a second Vocera Server, press Enter without typing anything.

Respond to other VS IP address prompts as appropriate.

7. When you finish entering VS IP addresses, the batch file prompts whether to
enable SSL.

Important: You should only enable SSL on Vocera smartphones after SSL
has already been enabled on all Vocera Servers.

To enable SSL, type Yes and then press Enter. If you do not want to enable
SSL, type No and then press Enter.

8. Press any key.

9. The script prompts that one file has been moved and several have been
copied.

Press any key to close the Command Prompt window.
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In a minute or two, the Vocera packages will be visible in the Library >
Packages page in the MSP Console.

Note: You can update the VoceraClientGatewaylPAddress package by
running upload_packages.bat again. See Changing the Vocera Client
Gateway IP Address on page 92.

Predefined Vocera Packages

The following table describes the predefined packages for Vocera smartphones
not included in the default installation of MSP Server:

Table 4.1. Predefined MSP packages for Vocera smartphones

Package Description

VoceraApps.apf Installs Vocera Apps, which provides
contacts and text messaging
functionality.

VoceraCAB.apf Installs core Vocera functionality.

VoceraClientGatewaylPAddress.apf Sets the IP address of the Vocera Client
Gateway server, which allows Vocera
smartphones to communicate with the
Vocera Server and the Vocera Telephony
Server or Vocera SIP Telephony Gateway.

Note: This package is created when you
run the upload_packages.bat file.

VoceralBlendJVM.apf Updates the JBlend JVM on the device.
VoceraRadio80211d-disable.apf Disables 802.11d.
VoceraRadio80211d-enable.apf Enables 802.11d.
VoceraRadioBand-a.apf Sets the radio to use 802.11a data rates.
VoceraRadioBand-abg.apf Sets the radio to use 802.11a, b, and g
data rates.
VoceraRadioBand-bg.apf Sets the radio to use 802.11b and g data
rates.
VoceraRadioBGChannels-1611.apf If the device is set to use 802.11b and

g data rates, this package sets it to scan
only on channels 1, 6, and 11.
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Package Description

VoceraRadioBGChannels-14711.apf If the device is set to use 802.11b and
g data rates, this package sets it to scan
only on channels 1, 4, 7, and 11.

VoceraRadioBGChannels-14811.apf If the device is set to use 802.11b and
g data rates, this package sets it to scan
only on channels 1, 4, 8, and 11.

Note: There may be additional predefined packages included in subsequent
releases.

Creating Settings

Settings objects define configuration changes to be made to a device. Settings
objects can be applied directly to devices by referencing them from a Staging
Profile. They can also be used as Content by referencing them from a Bundle
object as "Content — Setting". For Vocera smartphones, you will typically need
to create the following types of Settings objects:

¢ Clock.DateAndTime Settings
¢ Network WLAN.EWP Settings
¢ Certificate Settings

In the MSP Console, create Settings objects by choosing Library > Settings >
Create. In the Settings Create wizard, click the Help button for assistance.

For an example of how to create a Network Settings object, see Creating a
Network Settings Object on page 42.

For more information about the different types of Settings objects, see Using
Mobility Services Platform.

Creating a Date and Time Settings Object

To configure the date and time and time zone for Vocera smartphones, you
need to create a Date and Time Settings object.

To create a Clock.DateAndTime Settings object in MSP:
1. Click the Library tab.
2. Click Settings.
3. Click Create. The Create Setting wizard appears.
4. In the Type field, select Clock.DateAndTime.setting.xml.
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5.In the Name field, enter a name. For example, name the Settings objects
after the time zone of the site: Paci fi ¢, Mount ai n, Central , or
East ern.

6. Click Next.
7. Enter the following date and time settings:

Table 4.2. Date and Time settings

Field Description
Description Enter an optional description for the setting.
Set time zone? Select Set time zone on device.

Select Time Zone  Select the desired time zone from the drop-down list.

Set device clock? Select Set clock on device.

URL Specify the URL of a valid Web Server (HTTP Server)
reachable from the device. The Web Server must be
properly configured with the current date and time. The
time zone of the Web Server is irrelevant since the absolute
time is used.

If the MSP Server is reachable from the device, you can
specify an MSP Server URL. The URL would have the form:

http://msp_server_ip/MSP.Web/
where msp_server_ip is the IP Address of the MSP Server.

8. Click Finish.

9. The Related Tasks list appears. Click View Detail to view the date and time
settings object you created.

Creating a Certificate Settings Object

If you are planning to configure Vocera smartphones for PEAP or EAP-TLS
authentication, you will need to install one or more public key certificates on
Vocera smartphones before you configure the phone's network settings.

To create a Certificate Settings object in MSP:
1. Click the Library tab.
2. Click Settings.
3. Click Create. The Create Setting wizard appears.
4.In the Type field, select Certificate.setting.xml.
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5.1n the Name field, enter a name for the setting.

6. Click Next to see step 2 of the the Create Setting wizard.

Figure 4.2. Create Setting wizard, Step 2

Settings > Setting Create

2 SETTNG INFO

1. Certificate.setting.xm|
Name: FEAPCenSetiing

Description: |

Device date and time: Do not change ~

Certificate Type: Server ¥
Certificate File:
Root Certificate: False ¥
Enable Certifcate 27 False v
Enable Certifcate 32 False v
Enable Certifcate 47 False v
Enable Certifcate 57 False v
Enable Certifcate 62 False
Enable Certifcate 77 False v
Enable Certifcate 87 False v

7. Enter the following certificate settings:

Table 4.3. Certificate settings

Field Description

Description Enter an optional description for the setting.

Device Date and Select "Do not change" (the default).

Time

Certificate Type Select "Server" or "Client."

Certificate File Click Browse to select the certificate file.

Root Certificate Select "Yes" or "No" to identify whether the certificate is a
root certificate.

Certificate Enter the client certificate password.

Password

Enable Certificate  Select "True" to add another certificate to the Certificate
n Setting object. Otherwise, select "False."

8. Click Finish.

9. The Related Tasks list appears. Select one of the options.
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Creating a Vocera Server SSL Certificates Package

If SSL is enabled for your Vocera system, you need to install the self-signed
certificate from each Vocera Server on each smartphone. Otherwise, the Vocera
Apps software, which provides contacts and text messaging functionality, will

be unable to connect with the server.

Before you can create a Vocera Server SSL Certificates package, you must first
upload a special package template called Vocera Root Certificate Install to
the MSP Server. See Uploading the Vocera Root Certificate Install Package

Template on page 39.

Note: If SSL is not enabled on your Vocera system, you can skip this section.

To create a Vocera Server SSL Certificates package in MSP:

1. Create a folder to store the SSL certificates on your configuration computer.
For example, the folder could be %vocera_drive % \vocera\config
\smartphone\certs.

2. Copy the SSL certificate from each Vocera Server to the SSL certificates
folder on your configuration computer.

On the Vocera Server, the certificate is found in the following folder:

%vocera_drive%\apache\Apache2\conf\ssl

Important: Make sure you copy the certificate with a .cer filename
extension. The smartphone does not support certificates with a .crt
filename extension.

3. In the MSP Console, click the Builder tab.
4. Click Create Package. The Create Package wizard appears.

Figure 4.3. Create Package wizard

Create Package

1 PACKAGE NFO

1. Package Info

Name: |
Version:

Validate

5.1n the Name field, enter Vocer aSer ver SSLCer ti fi cat es.
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11.

12.

13.

Creating a Vocera Server SSL Certificates Package

.In the Version field, enter a version for the package. Best practice

is to enter the IP address for one or more of the Vocera Server
computers followed by the date the certificate was created, for example,
10. 37.43.101_02-01-11.

. Click Next.

The General Package Info screen appears.

. On the General Package Info screen, use the default settings. Click Next.
. Click Next.

The Package Files screen appears.

Figure 4.4. Package Files scree

Create Package

3 PACKAGE FILES

Package Name: YoceraServerSSL Certificates, Version: 10.37.43.103_01/12/11
1.File

File Template Type: |- Select a Template =

2. File List Selection

Package Size: 0 Adjusted Size: o Total Size: 0

Back | Mext | Cancel

In the File Template Type field, select Vocera Root Certificate Install. The
File To Add field appears.

In the File To Add field, click Browse to select the Vocera Server certificate
file, and then click Add.

If you have multiple Vocera Servers, add other certificate files to the
package in the same way.

After all certificates for your Vocera Servers have been added, click Next.

The Command Definition screen appears.

On the Command Definition screen, use the default settings. Click Next.

The Review screen appears.

14. Review the package settings, and then click Create Package.

15.

The Related Tasks list appears. Click Upload to MSP to upload the package
you created to the MSP Server.
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Managing SSL Certificates

When you enable SSL on each Vocera Server, a self-signed certificate is
generated that is set to expire in 1825 days (5 years). The long duration of the
certificate is intended for your convenience so that you do not need to replace
it frequently on each Vocera Server and on all Vocera smartphones.

Make sure you update SSL certificates on the Vocera Servers before they expire.
See Creating a New SSL Certificate in the Vocera Administration Guide.
When you generate new SSL certificates for the Vocera Servers, you need to
update your VoceraServerSSLCertificates package to provision the certificates
to the phones.

You can verify the expiration date of a certificate by opening the certificate file.
On the smartphone screen, you can read the expiration date of root Vocera
Server certificates that have already been installed.

To view root certificates for Vocera Servers already installed on the smartphone:

1. Press Start > All Programs > Settings > More (7) > Security >
Certificates > Root.

The Root Certificates dialog box appears.

2. Select a root certificate for the IP address of a Vocera Server—you may need
to select More... a few times to see it—and press Menu > View.

Optional Content Objects
This section briefly describes optional content objects you can add to bundles.
¢ Creating Conditions on page 58

¢ Creating Message Set Objects on page 59

Creating Conditions

Condition objects are used to test the current state of a device. You can use
Condition objects to prevent the MSP Agent on a device from performing an
operation until the specified condition is met on that device.

In the MSP Console, create Condition objects by choosing Library >
Conditions > Create. In the Condition Create wizard, click the Help button for
assistance.

Condition Objects can be used for the following purposes:
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Table 4.4. Condition Object purposes

Purpose Description
Readiness Readiness Conditions in Policies can reference Condition
Conditions objects to prevent Jobs sent to devices from executing until the

conditions are met on each device.

Conditions in Settings objects can reference Condition objects to configure

Settings devices to change their behavior based on conditions in effect
on the device. For example, you could have a Condition object
referenced by an Agent.30 Settings Object to control when
the MSP Agent is allowed to contact the Relay Server. Such
conditions are called Check-In Conditions.

For more information about Condition objects, see Using Mobility Services
Platform.

Creating Message Set Objects

Message Set objects allow you to display messages on a device during
Provisioning. When you create a Bundle, you can specify which Message Set
objects will be displayed to users of the mobile device when the Bundle is
deployed.

In the MSP Console, create Message Set objects by choosing Library >
Message Sets > Create. In the Message Create wizard, click the Help button
for assistance.

Note: Message Set objects are only used during Provisioning. They are not
used during Staging.

Creating Bundles

Bundle objects are the primary unit of deployment in MSP. Bundle objects
define the Deployment Steps to be performed when Content is deployed as
part of a Staging Profile or a Provisioning Policy.

In the MSP Console, create Bundle objects by choosing Library > Bundles >
Create. In the Bundle Create wizard, click the Help button for help on the
wizard options.

Each Bundle object can specify up to 40 deployment steps. There are three
types of deployment steps:

¢ Install Package — Installs a package on the mobile device.

¢ Uninstall Package — Removes a package(s) from the mobile device.
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¢ Reboot - Causes the mobile device to be rebooted.

Tip: When you create a Bundle object in the MSP Console, maximize the
browser window. Otherwise, MSP Console popup windows may not display
correctly.

To create a bundle for Vocera smartphones:
1. Click the Library tab.
2. Click Bundles.
3. Click Create. The Bundle Create wizard appears.

4. 0n the Bundle Info screen, enter a unique Name for the Bundle, such as
Vocer aBundl e. Optionally, enter a Description.

5. Click Next to go to the Deployment Steps screen.

6. Add the bundle steps in the exact order listed in the following table. The
final bundle step is a reboot step.

Table 4.5. Vocera smartphone bundle steps

Bundle Step Type Package Type Package Name Reboot Force
Type Install
Install Package User-Defined abup30 - dwp_7.02.79 N/A False

Updates the MSP Agent on devices.

Install Package

User-Defined DateAndTime N/A False

Control module that enables the date,
time, or time zone to be set on devices
using MSP.

Install Package

User-Defined GetAdapters N/A False

Control Module to report active adapters.
Needed to create custom device status
views that include the MAC address and
IP address.

Install Package

Content - Clock.DateAndTime - Ti neZone N/A False

Setting Sets the date, time, and time zone on

devices.

See Creating a Date and Time Settings
Object on page 53.
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Bundle Step Type Package Type Package Name Reboot Force
Type Install
Install Package User-Defined enable30 - 2.0 N/A False

Updates the MSP Agent on the device to
check in with the relay server every 15
minutes.

Important: There are two packages
named enable30 on your MSP Server. Use
the enable30 package version 2.0. This is
the version that is signed.

Install Package

User-Defined

VoceralBlendJVM N/A False
Updates the JBlend JVM on the device.

Install Package

User-Defined

VoceraClient- GatewaylPAddress N/A False

Sets the IP address of the Vocera Client
Gateway server, which allows Vocera
smartphones to communicate with the
Vocera Server and the Vocera Telephony
Server or Vocera SIP Telephony Gateway.

This package must be added before
VoceraCAB in the Vocera bundle.

See Uploading Packages for Vocera
Smartphones on page 50.

Install Package

User-Defined

VoceraServer- SSLCertificates N/A False

Installs root Vocera Server SSL certificates
to the certificate store of phones.

This package should only be installed
if SSL is enabled on all Vocera Servers.
Otherwise, it should not be included in
the bundle.

See Creating a Vocera Server SSL
Certificates Package on page 56.

Install Package

User-Defined

VoceraCAB N/A False
Installs core Vocera functionality.

Install Package

User-Defined

VoceraApps N/A False

Installs Vocera Apps, which provides
contacts and text messaging functionality.
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Bundle Step Type Package Type Package Name Reboot Force
Type Install
Install Package User-Defined [One or more of the predefined N/A False

VoceraRadio packages]

Optionally, add one or more of the
predefined VoceraRadio packages here
to set the device radio to use 802.11 a,
b, or g data rates and scan on specific
channels.

See Uploading Packages for Vocera
Smartphones on page 50.

Install Package Content - Network.WLAN.EWPSi t €.SSI D N/A False

Setting Sets network settings on devices.

See Creating a Network Settings
Object on page 42.

Install Package Content - Rel ayServer N/A False

Relay Server Sets the Relay Server to use.

See Creating a Relay Server
Object on page 40.

Reboot N/A N/A Warm N/A
with
RegMerge

To add a bundle step, click the Add Step button. The Bundle Step Add
page appears.

Figure 4.5. Bundle Step Add page

Bundle Step Add

Type of Step: @ Install Package O Uninstall Package O Rebaot

Package Type:
@ User-Defined © Content - Setting © Content - Relay Server

|| 2bup30 - ddd_7.02.79 v
Addtional:

OForce Install
[ Disconnect

Add Bundle Step Cancel Add

Complete the options for each bundle step according to the information in
the above table.
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For each bundle step, make sure the Disconnect box is unchecked. This
ensures that the device does not disconnect from the relay server before the
installation command is executed.

When you are finished defining a bundle step, click Add Bundle Step.

7. After you finish adding bundle steps, click Finish.

8. The Related Tasks screen appears. If you are ready to create a staging
profile, click Create Profile. This will automatically associate the new
staging profile with the user-defined staging bundle.

Using Production Site Bundles

When you define a Production Site (a Site object whose type is Production
or Both), MSP automatically creates a Bundle for that Site. This is known as
a Production Site Bundle, and it includes Settings Packages for the Network
Settings Object and/or Relay Server Object, if any, referenced by that Site.

If you deploy a Production Site Bundle to a device, the Network Settings Object
and/or Relay Server Object referenced by that Site are applied to the device, and
the device is assigned to that Site.
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Using Staging to Configure Vocera Smartphones

This chapter describes the Staging process. Staging is the process of initially
configuring and installing software on a mobile device by initiating a request
from the device. Each Staging operation is defined by creating a unique Staging
Profile object. Staging settings, such as Network Settings and Relay Server
Settings, can be deployed early in the Staging operation, followed by Staging
Content objects (Packages and Settings), which are deployed from a Bundle.
When the Staging operation is finished, the Vocera smartphone can be updated
remotely under the control of the MSP Server using Provisioning.

Staging Prerequisites
There are several prerequisites for staging:

¢ Install .NET Framework 2.0 SP2 on the configuration computer.

See Installing .NET Framework on page 21

¢ Install Windows Mobile Device Center or Microsoft ActiveSync on the
configuration computer.

Both Windows Mobile Device Center and Microsoft ActiveSync are free
programs that let you synchronize data and information between your
computer and a Windows Mobile device, such as a Vocera smartphone.
These applications can also be used to copy files from your computer to
Vocera smartphones.

¢ Obtain a USB cable to connect the phone to the USB port of the
configuration computer.

¢ Vocera smartphones must be available for staging. Staging is an on-demand
procedure, so each device must be manually set to begin the staging process.

e Make sure the Relay Server is active. If it is not, click Activate in the Related
Tasks list.
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¢ At least one Staging Profile must be made available to Vocera smartphones.
Click the Staging tab in the MSP Console and find the Profile in the list of
Profiles. To turn on the staging server for that Staging Profile, click the On
Demand link in the Method column.

How Staging Works

Vocera smartphones support On-Demand (Electronic) Staging. Barcode-based
Staging and SMS Staging are not supported.

The following figure illustrates the On-Demand Staging method.

Figure 5.1. On-demand staging of Vocera smartphones

Create content/staging objects

Serve up staging profile

Serve up staging profile

View staging status and logs
MSP Server
Relay Server

MSP Console

Bundle and packages in staging profile

L. 1 Discovery document and staging log
WLAN

On a configuration computer, an MSP user connects the phone to the computer
using a USB cable. The user then runs the MSP Console in an Internet Explorer
window, which connects to the MSP Server. In the MSP Console, the user clicks
the On Demand link for the Staging Profile, which launches a special page
known as the On Demand Server that receives Profiles from the MSP Server

and provides them to mobile devices. On the On Demand Server page, the user
turns on the staging server by clicking the Turn Staging server on button.
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Creating a Staging Profile

Now the user can turn on the tethered Vocera smartphone, start the Rapid
Deployment client, and select Search Connected Networks to download the
Staging Profile from the computer. The Rapid Deployment client configures the
device as specified by the staging profile, contacts the relay server running on
the same computer as the MSP Server, downloads the bundle, and performs the
deployment steps.

During the staging process, the Rapid Deployment client on the Vocera
smartphone pushes the following files to the relay server:

¢ a discovery document (. XML file) describing the device to the DISCOVERY
subfolder on the relay server

¢ astaging log (.completed or .failed file) describing the results of the staging
operation to the LOGS subfolder of the relay server

The MSP Server pulls the discovery document from the relay server and adds the
device to the Staging History list. It also pulls the staging logs and stores them
in the MSP Database.

In the MSP Console, a user can see which devices have been staged by
choosing Staging > Staging History. For any device, the user can also check
the staging logs to troubleshoot any staging issues.

Creating a Staging Profile

The Staging Profile object defines the types of Staging operations to be
performed on devices using MSP. It can reference settings objects, a Relay
Server object, and other content.

To create a staging profile:
1. Click the Staging tab. The Staging Profiles pages is selected by default.

2. Click Create. The Profile Create wizard appears.
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Creating a Staging Profile

Figure 5.2. Profile Create wizard

Staging Profiles > Profile Create

1 PROFILE INFO

1. Name and Describe the Profile

Hame:

Description:

2, Specify Device Attributes
Specify a device model, 0S, and wireless LAN radio

Device ¥
Model: 4 ANY M

os: ANY 3
Wireless
LAN: ANY v

3. Staging Settings
Define how the Settings that will be applied as part of the Profile will be specified:
Explicitly or by Inheriting them from a Staging and/or Production Site

@ Select pre-defined settings O Inherit from site

3. Enter a Name and Description for the staging profile. The name is
required.

4. In the Specify Device Attributes pane, use the default setting, ANY.

5.1n the Network Access Settings pane, select whether to Select Pre-
defined settings or Inherit from Site to get the network settings from
the site where the devices are staged. Select Inherit from Site if you
associate a network setting with a site.

6. Click Next. The Staging Settings page appears. This page displays different
choices depending on whether you selected Select pre-defined settings
or Inherit from site on the previous page.

If you selected Select pre-defined settings on the previous page, specify
the Network Access Setting and the MSP Relay Server Setting fields by
selecting the correct values from the drop-down lists.

If you selected Inherit from site on the previous page, select the Staging
Site and the Production Site options. You can choose to specify a site
explicitly, or specify the site at staging (also known as Late Site Binding).

If you need assistance, click Help.
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7.In the Additional Settings Options pane, DO NOT select any additional
settings. If any are selected, click Clear Additional Settings.

8. Click Next. The Deployment Steps page appears.

9. In the Bundles pane, select User-Defined, and then select the bundle you
created earlier from the drop-down list.

10. Click Next. The Staging Options page appears.

11.1n the Bar Code Staging pane, uncheck the Allow Bar Code Staging
box. Bar Code Staging is not supported on Vocera smartphones.

12.In the Electronic Staging pane, check the Allow Electronic Staging box.

13.In the Automatic Staging pane, make sure the Enable Automatic
Staging box is unchecked. Automatic staging is not recommended for
Vocera smartphones.

14. Click Finish.

15. The Related Tasks screen appears. Click View Detail to review the profile
you created.

Creating a Staging Profile Without Network Settings

You cannot stage PEAP network settings on a smartphone with firmware that
does not support PEAP. For example, if you are staging new smartphones for
PEAP authentication and the phones have firmware earlier than version 2.1.1,
you should NOT include network settings in the staging profile.

On Step 2 of the Profile Create wizard, make sure you select "Network Settings
Not Applicable" for the Network Access Setting field.

Figure 5.3. Profile Create wizard, Step 2

Staging Profiles > Profile Detail > Profile Create
2 STAGING SETTNGS
1. Name 4. Additional Settings Options
Hame: Add

2. Network Access Setting

Netwark S Mat A b

Network Settings Not Applicable v
3. MSP Relay Server Setting

MyRelay -

Important: When you stage the smartphone using a staging profile without
network settings, keep the phone tethered to the configuration computer
during the entire staging process.
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How to Use Staging

After you have prepared a staging Bundle and created one or more Staging
Profiles, you are ready to configure Vocera smartphones using On-Demand
Staging. Before turning on the staging server in the MSP Console, gather the
phones you want to configure.

To perform On-Demand Staging on Vocera smartphones:

1. On the configuration computer, run the MSP Console and create the
Content objects needed for staging. These include:

Site and Relay Server objects as necessary

Package objects

Settings objects

A Bundle object that describes the exact deployment steps, installing any
required Packages or Settings objects, as well as uninstalling any desired
Packages, all in the proper, relative order.

For more information about bundles, see Creating Bundles on page 59.

2. Create a Staging Profile that references the Bundle, network settings, the
Relay Server, and any other Settings objects.

See Creating a Staging Profile on page 67.

3.1n an Internet Explorer window, log into the MSP Console, which connects
to the MSP Server.

The URL for the MSP Console is:
http://msp_server/MSP.Web

where msp_server is either the numeric IP address or the DNS name of the
MSP Server.

4.In the MSP Console, click the Staging tab, and then click the On Demand
link for the Staging Profile.

Note: If this is the first time you are staging a phone on this computer, a
security warning appears asking if you would like to install onDemand.dll.
Click Install. The onDemand.dll file, which is also known as the On
Demand Server, receives Profiles from the MSP Server and provides them to
mobile devices.

5. The Staging Server page appears. It indicates that the staging server is
turned off.

70 - Vocera Smartphone Configuration Guide



How to Use Staging < «

Figure 5.4. Staging server is turned off

AA Mobility Services Platform

Version 3.2

Process Profile

Staging server is off.
Launch the MSP client on all devices

[ Turn staging server on J

6. Click the Turn Staging server on button. The Staging Server page now
shows that the staging server is turned on.

Figure 5.5. Staging server is turned on

AA Mobility Services Platform

Version 3.2

Process Profile

Staging server is on.
Launch the MSP client on all devices

|§| [ Turn staging server off ,]

7. Using a USB cable, plug a Vocera smartphone into your computer, as shown
in the following figure.

Figure 5.6. Connecting the phone to a computer

8. If you have Windows Mobile Device Center:
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When the Windows Mobile Device Center window appears, click Connect
without setting up your device.

If you have ActiveSync:

a. If Microsoft Outlook is not installed on the computer, you are prompted
that you can synchronize only non-Outlook items. If so, click OK.

b. When the Synchronization Setup Wizard appears, click Cancel. The
Microsoft ActiveSync window appears. Leave the Microsoft ActiveSync
window open.

9. On the Vocera smartphone, press Start > All Programs > Rapid
Deployment.

Note: If the Rapid Deployment shortcut is missing, either copy it

from the configuration computer to the \Windows\Start Menu

folder of your phone (see Restoring the Rapid Deployment Client
Shortcut on page 127), or use File Manager to run the \Windows
\rdclient.Ink file on the phone. DO NOT run the \Windows\rdclient.exe
file as it defaults to barcode scanning, which is not supported on the
phone.

10. Select Search Connected Networks, which causes the Rapid Deployment
client to try all connected adapters, including USB, to locate an On-Demand
Profile Server.

Figure 5.7. Rapid Deployment - Search Connected Networks

Rapid Deployment

MAIN MENU

Search Connected Networks
Search Unconnected Netwarks
View Client Info

Log Menu

11. The Rapid Deployment client locates the On Demand Server running on the
computer and downloads a Staging Profile from it.

Note: If the MSP staging server has been turned on for multiple Staging
Profiles, you will be prompted at this point to select a profile.

12. If your staging profile contains network settings, you are prompted to
remove the device from the cradle.
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13.

14.

15.

How to Use Staging

Figure 5.8. Rapid Deployment - Remove device prompt

Rapid Deployment Yy,

PROCESSING PROFILE

Remove device from cradle

You can disconnect the device from the USB cable. At this point, you can
connect another phone to stage it. Follow steps Step 7 through Step 12.

Note: If your staging profile does NOT contain network settings, keep the
phone tethered to the configuration computer during the entire staging
process.

The Rapid Deployment client configures the device as specified by the
Staging Profile, contacts the Relay Server specified in the Staging Profile,
downloads the Bundle, and performs the deployment steps, including
installing or uninstalling Packages or performing specified reboot(s).

Note: If Staging fails on the device for any reason, repeat steps Step 7
through Step 12 again until Staging succeeds.

When Staging is finished on each phone, the Rapid Deployment client
displays the following dialog box:

Figure 5.9. Rapid Deployment - Staging Complete dialog box

Rapid Deployment Tl
STAGING COMPLETE.
Your Device is Ready To Use.

Press OK (the left soft key).

Press Start. A new MSP Agent status icon i appears in the status bar at
the top of the screen, indicating that the MSP Agent is running and will
check for updates that are provisioned for the device.
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Note: After a phone has been staged, the Rapid Deployment and MSP
Agent shortcuts (but not the client applications) are removed from the Start
screen of the phone to prevent users from accidentally misconfiguring the
phone.

Viewing Staging Status

If you staged content on one or more Vocera smartphones, you can view the
staging status in the MSP Console. A device appears in the Staging History only
when it successfully completes Staging and uploads a Staging Log to the Relay
Server where it can be obtained by the MSP Server.

To view staging status:
1. Click the Staging tab.
2. Click Staging History.

3. Click the link to a device in the Device ID column to display the Detail page
for the device, which provides detailed information regarding the device
and the Staging performed for it.

Best Practices

Follow these best practices when staging content for Vocera smartphones:

¢ To simplify the staging and provisioning of Content on Vocera smartphones,
use the same bundle for both. You can then update the bundle when you
receive subsequent software updates from Vocera or when you need to
change device settings.

¢ Include Settings objects in a Bundle to make them persistent.

If the Settings need to be Persistent, and cannot be inherited from a
Production Site, then they should be included in the Bundle referenced by the
Profile rather than add Additional Settings to the staging profile.

¢ Use Production Site Bundles to simplify Bundles needed for Staging and
Provisioning.
If you use Production Site Bundles, you do not need to include site-specific
network settings and relay server settings in the Staging Content Bundle. At
the end of the Staging process, after the Staging Content Bundle has been
deployed, the Production Site Bundle for that Site will also be automatically
deployed. See Using Production Site Bundles on page 63.

For more information about these recommendations, see Using Mobility
Services Platform.
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Provisioning is the installation and configuration of software onto mobile
devices remotely by the MSP Server. Once Vocera smartphones have gone
through Staging, they are enabled for Provisioning. Provisioning requires no
action by the device user; it is controlled entirely by the MSP Server and the MSP
administrator.

Provisioning Prerequisites

Before you can perform Provisioning on Vocera smartphones, the following
prerequisites must be met:

MSP Provisioning Seats Are Available for Each Smartphone — Each time
your organization purchases additional smartphones from Vocera, you must
update your MSP license key to ensure that you have enough Provisioning
seats for them. See Updating Your MSP License Key on page 37.

Devices Are Already Staged — The devices must have been previously
staged to configure them to connect to the production WLAN.

Provisioning Bundle is Ready — A Bundle object must be created that
contains the settings and content to install on the devices. This is likely the
same Bundle object used for staging.

Provisioning Policy Object is Ready — A Provisioning Policy object must be
created that defines the types of Provisioning operations to be performed on
devices.

How Provisioning Works

The following figure illustrates provisioning of Content objects for Vocera
smartphones.
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Figure 6.1. Provisioning content onto Vocera smartphones

\ Evaluate policy
applicability and

compliance

Create content/provisioning objects
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The Provisioning process is driven by the Provisioning Policy, which defines the
types of Provisioning operations to be performed on devices and establishes
which devices are applicable.

e A Policy is either active or inactive. You cannot edit or delete a Policy unless it
is inactive.

¢ To determine if a device is compliant, MSP evaluates the Bundle referenced
by the Policy and checks to make sure all the deployment steps in the bundle
have been deployed.

¢ There are two types of provisioning Policies: On-Going and Manual. If the
type is On-Going, MSP automatically sends Jobs to noncompliant devices as
needed. If the type is Manual, someone must use the MSP Console to push
Jobs out to devices. Vocera recommends using On-Going Policies.

¢ If a Policy fails for a device, MSP stops evaluating the Policy for that device.
This prevents Jobs from being continuously sent to the devices where they
will simply fail.
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Creating a Provisioning Bundle

The packages that you use for a provisioning Bundle can be the same as the
ones used to stage Vocera smartphones. For information on how to create the
Bundle and the typical packages and settings that should be included in it, see
Creating Bundles on page 59.

Managing Package Versions

Although you can edit a Bundle to remove one version of a Package and add
another version, this can be time-consuming process if the same Package is
referenced by many Bundles. Also, any active Policies that reference the Bundle
must be deactivated before you can edit the Bundle.

If you need to modify a Bundle to use a different version of a particular
Package, use the Package Management page in the MSP Console.

Figure 6.2. Package Management page

AA Mobility Services Platform Welcome admin | VOCERA-ASPEN | Version 33

o) & Staging -|_.~,1 Provisioning 5| Libraryfl & Admin | 75 Transfer §E Status §| F] Preferences | &5 Builder
I I 1 1 I 1

s BT

Packages > Package Detail > Package Management

Package: VeceraCab

Version: 24 Change To :-ﬁa-;

Description: Vocera Client for Smariphones, build 24
Bundie Vocera
| Description: Wocera bundle
& Bundle Steps

To change the version of a Package used in a Bundle:
1. Click the Library tab in the MSP Console.
2. Click Packages.
3. Click the Package you want to manage. The Package Details page appears.
4

.In the Related Tasks list, click Manage. The Package Management page
appears.

ul

.In the Change To drop-down list, select the version you want to use.

6. For each Bundle that you want to use the selected version of the Package,
check the box next to the Bundle name.

7. Click Apply.
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Important: By default, all Policies that are affected by changes to Bundles
using the Package Management feature are automatically deactivated before
the changes are made to each Bundle. You can reactivate these afterwards to
cause them to deploy the new Package versions.

Creating a Provisioning Policy

A Provisioning Policy is an object that controls how a Bundle is provisioned
to devices. The Policy references the Bundle, which contains the settings and
packages to install, and it establishes which devices are applicable.

To create a provisioning Policy:
1. Click the Provisioning tab.
2. Click Policy Management.

3. Click Create. The Policy Create wizard appears.

Figure 6.3. Policy Create wizard

Palicy Management > Palicy Create

1 POLICY INFO

1. General Policy Details

Name:
Description:

Type: On-Going ¥

Pause/Resume: (O True (&) False

Compl. Activity [,
Max:

4. Enter a Name and a Description for the Policy.

5.1n the Type box, select On-going to provision automatically, or select
Manual if you want an MSP user to push the policy to devices.

6. For Pause/Resume, select True to specify that if a job is interrupted
because of a connectivity problem, it will resume when connectivity is
restored.

7. Click Next to go to the Applicability Rules page.
8. For Rule Type, select Affect All Devices or Custom Rule.
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If you select Custom Rule, the Custom Rule Builder window appears.
Optionally, construct a rule so that the Policy applies only to a set of devices,
such as Vocera smartphones. If you need assistance at any time, click Help.

For example, the following rule causes the provisioning policy to apply only
to Vocera smartphones.

identity. devi ceModel = 'Mto EW
Note: If 'Moto EWP' is not a value listed in the Value drop-down list, you
can type the value.
9. Click Next to go to the Deployment Steps page.
10. In the Deployment Type pane, select Bundle.
11.In the Bundles pane, select User-Defined, and then select the user-defined

bundle (for example, "VoceraBundle") from the drop-down list.

Note: The packages that you use for a provisioning Bundle can be the
same as the ones used to stage Vocera smartphones. Use the Package
Management page of the MSP Console to update package versions for
provisioning.

12. Click Next to go to the Readiness Conditions page.

13. Apply Conditions to the Policy by selecting them in the left pane and
moving them to the right pane with the Arrow button.

For information on creating Conditions, see Creating
Conditions on page 58 and Using Mobility Services Platform.

14. Click Finish.

15. The Related Tasks screen appears. If you are ready to activate the Policy, click
Activate. Otherwise, you can activate it later on the Policy Management

page.

How to Use Provisioning

Once you create a provisioning Policy, you are ready to activate it to begin
updating Vocera smartphones. By default, Vocera smartphones check in
with the Relay Server every 15 minutes for updates, so it may take longer to
provision updates to smartphones than badges.
To activate a Policy:

1. Click the Provisioning tab.

2. Click Policy Management.
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3. For any inactive policy, click the Activate link in the Modify Status
column.

To edit or delete a Policy:

1. Click the Provisioning tab.
2. Click Policy Management.

3. If the policy you want to edit or delete is active, click the Deactivate link in
the Modify Status column.

4. Click the policy to edit or delete.
5. Click Edit or Delete in the Related Tasks list.

Viewing Provisioning Status

You can view the results of provisioning on the Compliance Summary pages of
the Provisioning tab. Click the following links to view provisioning status:

Compliance Summary — view provisioning status by Policy
Compliance by Relay Server - view provisioning status by Relay Server

Compliance by Site — view provisioning status by Site

Best Practices

Follow these best practices when provisioning updates for Vocera smartphones:

Use the same Bundle for Staging and Provisioning.

The Bundle that you use for Provisioning can be the same one used for
Staging, with newer versions of some packages.

For a planned change to VLAN security settings, provision new network
settings to move devices to another VLAN temporarily.

If you plan to make a change your VLAN security settings, you should first
provision new network settings to move the mobile devices to another VLAN
temporarily. After the original VLAN security settings have been updated,
you can provision network settings again to switch the devices back to the
original VLAN.

Avoid frequently activating and deactivating On-Going Policies.

When you activate an On-Going Policy, Jobs are sent to devices. When you
deactivate it, cancellation files are sent. To reduce traffic, only activate or
deactivate On-Going Policies when necessary.
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¢ Use the Package Management page in the MSP Console to effectively
manage package versions for Provisioning. See Managing Package
Versions on page 77.

If you receive an updated package from Vocera that you need to provision to
devices, the Package Management feature allows you to selectively change
the version of a Package used in a Bundle.

e Use Applicability Rules so Provisioning Policies apply only to Vocera
smartphones

You can specify the rule identity.deviceModel="Moto EWP' to make a
Policy applicable only to Vocera smartphones.
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This chapter describes how to verify whether a Vocera smartphone has been
configured correctly.

Testing the Smartphone

This section describes how to test a smartphone after it has been configured,
and helps you troubleshoot problems connecting to the network or to the
Vocera Client Gateway.

To verify that you can log into Vocera and make a call:

1. After configuring the phone, remove the USB cable from the phone to
disconnect it from the configuration computer.

If the phone is still rebooting, wait until it is completely finished. This may
take a couple minutes.

2. When the phone is finished starting up, the Vocera Apps screen appears.

Press the Home key to display the Home screen. It should look like one of
the following screens:

a. Successful Startup: If the phone is configured properly, it will connect
to your Vocera Client Gateway and will display "Logged Out" in the
center of the screen.

Figure 7.1. Phone after successful startup

Bl v @ ¥Ri=
12/2/2010 6:43 PM

Logged Out

e Start Vocera Apps -
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If you see "Logged Out" in the center of the screen, proceed to the
next step to log in.

b. Searching for Gateway: If the Vocera Client Gateway IP address is
wrong, the phone will display "Searching for Gateway" in the center of
the screen:

Figure 7.2. Phone stuck "Searching for Gateway"

Bl v e vale
12/2/2010 6:33 PM

Searching for Gateway

Vocera Apps

Make sure the Vocera Client Gateway IP address and port that you
configured the phone with are correct, and make sure the Vocera
Client Gateway is running. The "Searching for Gateway" message
could also appear if the phone is unable to connect to the Vocera
Client Gateway, or if the Vocera Client Gateway is not running or
cannot connect to the Vocera Server.

You can verify the Vocera Client Gateway IP address and port that the
phone is using in the Vocera Smartphone Information application. See
Viewing Smartphone Information on page 86.

If this problem occurs, you may need to reconfigure the phone.

c. No Network Connection: If the wireless network settings on the
phone are wrong, the phone will display nothing in the center of the
screen:

Figure 7.3. Phone with no network connection
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If this problem occurs, you may need to reconfigure the phone. It could
occur for one or more of the following reasons:

e The SSID is specified incorrectly, perhaps in the wrong case.
e The WEP key index is wrong.
e The pre-shared key is specified incorrectly.

e There is an encryption mismatch between the phone and the access
points.
e If WPA-PSK or WPA-EAP authentication is selected, select TKIP
encryption.
e If WPA2-PSK or WPA2-EAP authentication is selected, select AES-
CCMP encryption.
¢ The specified username or password is incorrect.
¢ The certificate is not installed in the smartphone's certificate store.

e The CCKM setting on the phone is inconsistent with the CCKM
setting on the access points.

You can view wireless network information and security information
in the Vocera Smartphone Information application. See Viewing
Smartphone Information on page 86.

3. If the phone started up successfully, put the phone to your ear—by default,
the phone is in handset mode—and press the Call button on the side of the
phone. Wait for the Genie to answer.

¢ If the Genie asks for your name, say your first and last names.

¢ If the Genie answers by saying "Vocera" or by playing a tone, say
"Log me in as <your first and last name>" (for example, "Log me in as
John Smith").

4. After logging in successfully, try to make a call. Press the Call button on the
side of the phone, wait for the Genie to answer, and then say:

Call <person's first and last names>.

5. After verifying that the phone can make calls, press Vocera Apps. Make
sure the Favorites and Company Directory apps work.

If the application is unable to connect, the screen displays "Lost
Connection." If this happens, make sure port 80 or 443 (if SSL is enabled)
of the Vocera Server is accessible from the phone.

Chapter 7. Verifying Smartphone Configuration --- 85



Viewing Smartphone Information

Viewing Smartphone Information

The smartphone has an application called Vocera Smartphone Information
that allows you to view the following categories of information:

¢ wireless network information
¢ Vocera Client Gateway information
¢ wireless security information

¢ version information

The Vocera Smartphone Information application also allows you to upload
smartphone logs to an FTP server.

Note: The Vocera Smartphone Information application replaces the Vocera SP
About application provided in earlier releases.

To view Vocera Smartphone information:
1. Press Start > All Programs > Vocera Smartphone Information.

The Information dialog box appears.

Figure 7.4. Information dialog box

Information

1 WLAN Information

2 VCG Information

3 Wireless Security Information
4 Log Upload

5 About

2. Select one of the Smartphone Information categories:

¢ WLAN Information — The WLAN information is updated every half-
second, displaying real-time wireless network information. It displays
whether the phone has associated with an AP, the SSID, the phone's
MAC and IP address, the AP MAC address and current channel, and
signal strength (RSSI) and signal-to-noise (SNR) values.
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Figure 7.5. WLAN Information dialog box

WLAN Information

Association: Associated

MAC Address: 00:23:A2:B0:69:82
SSID: Taurus

AP MAC Address:  00:25:45:6b:11:80
Channel: 6

IP Address: 172.19.4.44

RSSL:  -60 SNR: 26

VCG Information - Displays the current Vocera Client Gateway IP
address(es) and ports, and whether the phone has registered with the
gateway.

Figure 7.6. VCG Information dialog box

VCG Information

Curent VCG IP address:  10.37.44.17

Curent VCG Port: 5060

Curent VCG Status: Registered

Transport: upp

Available VCGs

10.37.44.17:5060 ,
-

Wireless Security Information — Displays the SSID, the type of
authentication and encryption, whether 802.11d is enabled, which
802.11 data rates are being used, and which channels are scanned for
different radio bands.

Figure 7.7. Wireless Security Information dialog box

Wireless Security Information ¢ am
SSID: Taurus
Security Protocol:  WPA - WPA-PSK
TKIP - Unknown
802.11d Setting:  Disabled
Radio Network: ~ 1ladg
Channels To be Scanned in Connected State
B/G Band:16,11
A Band: 30,40,44,48,149,153,157,161
RA Band: 32,56,60,64

Log Upload - Allows you to upload smartphone logs to a specified FTP
server. For more information, see Uploading Smartphone Logs to an
FTP Server on page 98.
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Figure 7.8. Log Upload dialog box

Log Upload
IP Ftp Server:  |10.37.43.120
Status

Cancel Send

¢ About - Displays version information for Vocera Smartphone firmware,
the Vocera Client (vomo.dll), and the Motorola platform image.

Figure 7.9. About dialog box

About P anyl

o

Vocera Smartphone v2.2.6.0114
vomo.dll v01.00.00.13

Platform Image P1.5-151600-US
Motorola Inc

Copyright © Motorola 2009
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Troubleshooting

This chapter describes how to troubleshoot problems you might have
configuring Vocera smartphones using MSP.

Troubleshooting Staging

If the staging server fails to turn on, make sure .NET Framework 2.0 SP2
is installed on the client.

If you try to turn on the staging server from the MSP Console, it may result in
the following error:

The onDemand control is not in memory

This means that the client on which you are running Internet Explorer does not
have .NET Framework 2.0 SP2 installed. Make sure you install .NET Framework
2.0 SP2 on that machine, and try turning on the staging server again.

If a device is unable to communicate with the relay server, check the
device-side staging logs.

During successful staging, staging logs are uploaded to the relay server and
are then made available to the MSP Console. However, if a device is unable to
communicate with the relay server, the staging logs are not uploaded. In this
situation, you have to use the MSP Agent to look at the staging logs on the
device.
To view staging logs on the Vocera smartphone:

1. Press Start > All Programs > MSP Agent.

2. Select Log Menu.

3. Select View Log.

Note: The selected log level determines what information is contained in

the logs. To change the log level, select Log Menu > Log Level. Available
log levels are Critical, Error, Warning, Info, and Verbose.
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Troubleshooting Staging

During staging, a WiFi Login dialog box appears.

After the phone is configured by the Staging Profile, a WiFi Login dialog box
may appear. You can ignore this dialog, or press Cancel to close it.

Figure 8.1. WiFi Login dialog box

User Name:

|

Password:

| |

During staging, an "API busy" error message appears in the Rapid
Deployment client.

This error may indicate that MSP services need to be restarted on the MSP
Server. See Restarting MSP Services on page 93.

Staging fails, and the device-side log has the following error: "rdclient
ERR Unregistered setting plug-in."

This error indicates that you are trying to install a Settings object before the
plugin for that object has been installed on the phone. For example, you cannot
install a date and time Settings object before installing the DateAndTime
package. Make sure you add the bundle steps in the correct order. See

Table 4.5, “Vocera smartphone bundle steps” on page 60.

When you create the Staging Profile, do not select Additional Settings Options.
As a best practice, you should include Settings objects in a Bundle to make
them persistent.
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Troubleshooting Provisioning

Staging succeeds, but the phone cannot connect to the wireless
network.

Perhaps you selected the wrong encryption type in your network settings
package.

o |f WPA-PSK or WPA-EAP authentication is selected, select TKIP encryption.

o |[f WPA2-PSK or WPA2-EAP authentication is selected, select AES-CCMP
encryption.

Troubleshooting Provisioning
The Provisioning tab is missing from the MSP Console.
To enable the Provisioning tab, update your MSP license key. See Updating
Your MSP License Key on page 37.
Updates to Vocera smartphones are not being provisioned successfully.
Make sure the abup - dwp_7.02.79 package is listed first in the Vocera bundle.
See Creating Bundles on page 59.
Not all of the smartphones are being updated at the same time.

If you activated a provisioning policy and only some of the smartphones are
being updated, it could be because you have not updated your MSP license key
with enough Provisioning seats for all the phones. See Updating Your MSP
License Key on page 37.
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Changing the Vocera Client Gateway IP Address

Make sure Pause/Resume is set to True.

In the Provisioning Policy, make sure the Pause/Resume option is set to True.
This specifies that if a job is interrupted because of a connectivity problem, it
will resume when connectivity is restored.

Handle failed jobs by Deactivating and then Activating a Provisioning
Policy.

A job is considered failed when the MSP Agent starts the job and it does not
complete. The failed job may be orphaned if it is left in a started state. To
complete the job, deactivate and then activate the Provisioning Policy in the
MSP Console. Alternatively, the user of the phone can reboot the phone. After
the phone is rebooted, the MSP Agent will automatically try to resume the job.

You can view a list of failed jobs on the Compliance Summary > Compliance
Status page in the MSP Console.

Note: If a failed job does not restart after you deactivate and then activate a
Provisioning Policy, you may need to restart MSP services. See Restarting MSP
Services on page 93.

Restart MSP services if the compliance summary for a policy shows
"Processing” for more than 5 minutes.

If you modify a Bundle that is used in an active Provisioning Policy, it should
automatically determine how many devices are compliant with the policy. On
the Compliance Summary page, if the Compliant column shows "Processing"
for more than 5 minutes, you should restart MSP services to resolve the
problem. See Restarting MSP Services on page 93.

Changing the Vocera Client Gateway IP Address

Before you can stage and provision content on a Vocera smartphone, you need
to upload several predefined packages into the MSP Object Library. One of
these packages is called VoceraClientGatewaylPAddress, which is created
when you run the upload_packages.bat file.

You may need to update the VoceraClientGatewaylPAddress package for the
following reasons:

¢ You entered the wrong IP address for the Vocera Client Gateway when you
ran the upload_packages.bat file.

¢ You moved the Vocera Client Gateway to a different computer.

¢ You installed Vocera Client Gateway on additional computers.
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Restarting MSP Services

To update the VoceraClientGatewaylPAddress package, run the
upload_packages.bat file again to generate a new version of the
VoceraClientGatewaylPAddress package with the correct IP address(es).

Note: If you configured the smartphone by tethering it to another computer
using a USB cable rather than using MSP, you can update the Vocera Client
Gateway IP address(es) using the Motorola EWP Provisioning Tool. See Using
the Motorola EWP Provisioning Tool on page 113.

To change the Vocera Client Gateway IP address package in MISP:

1. Run upload_packages.bat again, and specify the new IP address(es) of the
Vocera Client Gateway computer(s) when prompted.

See Uploading Packages for Vocera Smartphones on page 50.

2.In the MSP Console, choose Library > Packages. Refresh the page every
minute until you see the VoceraClientGatewaylPAddress package. It may
take a few minutes.

3. In the MSP Console, update the version of the
VoceraClientGatewaylPAddress package used in your Vocera bundle. See
Managing Package Versions on page 77.

Restarting MSP Services

If you notice that a Provisioning Policy fails to activate successfully, there may
be a problem with one or more of the MSP services. You can stop and start the
MSP services using the MSP Administration Program.

The MSP Administration Program is a client application installed on the MSP
server. It displays a summary of MSP components and allows you to start and
stop MSP services. It also allows you to specify logging options and the location
of MSP files.
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Figure 8.2. MSP Administration Program

Fle  About Welcome admin | VOCERA-ASPEN | 3.3
- Installation HEPEErs
MSF Palicy Service MSP Contal Collection Service
% M5P Services Rurning Stop Aunning Stop
i
MSF Content Service MSP Conliol Mapping Engine Service
& configuration Funning o Ruming o
1=/ Logging MSF Upload Service
FRunning Step
4 Import/Export
MSP Task Service
s Running Stop
MSF SHS Service
FRunning Step
MSP Web Applcation
Funning Stop
Start Al Stap Al
Piog

To restart MSP services:
1. Log into the MSP server as a user with Administrator privileges.
2. Choose Start > Programs > Motorola MSP > MSP Admin.
3. Click MSP Services.
4. Click Stop All to stop all MSP services.
5. Click Start All to start all MSP services.

For more information about how to use the MSP Administration Program, see
Using Mobility Services Platform.

Troubleshooting the Relay Server
If a Relay Server object is defined incorrectly, the MSP Server will be unable
to connect with the associated FTP server, preventing MSP staging and
provisioning from working.
To check the status of a relay server in the MSP Console, click the Status tab,

and then click Relay Server Status. All of the status icons should be green. If
any are red, there is a problem connecting with the relay server.

If a Relay Server object that you created is not listed on the status page, it has
not been activated. Make sure you activate the Relay Server before using it for
staging or provisioning.
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Changing the Relay Server after Staging

Here is a list of common problems to check:

e Make sure the FTP Publishing Service is running.

Choose Start > Administrative Tools > Services to open the Services
window. The status of the FTP Publishing Service should be Started. If it is not
Started, perform these steps:

1. Double-click the service to open the Properties dialog box.
2.In the Startup Type field, select Automatic, and then click Start.
3. Click OK to save your changes and close the Properties dialog box.

¢ Make sure the FTP Service has Read and Write access to the specified
home directory. See Configuring Windows IIS FTP Service as a Relay
Server on page 19.

¢ Open the Relay Server object in MSP Console, and make sure it is configured
correctly.

e Make sure the Relay Server is active. If it is not, click Activate in the
Related Tasks list.

e Make sure the user and password are specified correctly. They should
match exactly the user and password you created for the FTP Service. See
Configuring Windows IIS FTP Service as a Relay Server on page 19.

e Make sure the correct FTP Server IP address is specified. It should be the
same |P address as the MSP Server.

e Make sure the FTP protocol is specified. Do not select FTPS.
e Make sure the correct FTP port is specified. The default is port 21.

Changing the Relay Server after Staging

The Relay Server that the Vocera smartphone uses for provisioning is
determined by the bundle that you staged on the phones. If you change any
part of the Relay Server configuration (including the home directory, username,
or password) or move the Relay Server to a different machine after software has
already been staged on the phones, you must use the MSP Console to create a
new Relay Server object, and then add it to the bundle. The new Relay Server
will then be provisioned to the phones, and phones will be able to connect to
it. Once all phones have been provisioned with the new Relay Server object, you
can delete the old one.

For information on creating a Relay Server object in the MSP Console, see
Creating a Relay Server Object on page 40.
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Configuring FileZilla Server as a Relay Server

If you are unable to get the IIS FTP Service to work successfully as a relay server
for MSP, you can choose to set up the free FileZilla Server instead. FileZilla may
be easier to install and configure than IIS FTP Service. In addition, the FileZilla
Server Interface provides extensive logging capabilities that may help you
troubleshoot problems.

To configure FileZilla Server as a relay server:
1.Log in to the MSP Server computer with administrator privileges.
2. Download FileZilla Server from http://filezilla-project.org/ and install it.

3. After FileZilla is installed, choose Start > Programs > Filezilla Server >
Filezilla Server Interface.

4. Choose Edit > Users. The Users dialog box appears.

Figure 8.3. Users dialog box

Page ~Accaunt setting User
I” | Enable aceotnk

i+ Shared folders ™| Password: ,—

- Gpeed Limits

IP Filter Group membership: [

I Eyvpass userlimit of server

Maximum cannection count:

Connsction It per IP:
Add | Bemove
™ Eorce 55L For user login
Fename | | Copy
~Descrip!
=

“¥ou can enker some comments sbouk the user
Cancel

5. In the Users pane, click Add. The Add User Account window appears.

Figure 8.4. Add User Account dialog box

Add user account

Fleaze enter the name of the uzser account that shauld
be added:

f
Usger should be member of the fallowing group:

|<n0ne> j

(0] LCancel I
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Configuring FileZilla Server as a Relay Server

.In the Add User Account dialog box, enter the Username and click OK. For

example, enter vocer a. The username you entered appears in the User
pane.

7.In the Account Setting pane, make sure the Password box is checked.

11.

12.
13.
14.
15.
16.

.In the Password field, enter a password.

Note: Write down the Username and Password you chose for the
account. You will need to know them when you configure a Relay Server in
the MSP Console.

. Click the Shared Folders page and click Add.
. Select a folder from your system (for example, d:\MSP_FTP) and click OK.

The selected folder appears in the Shared Folders pane.

All the Contents (Packages, Bundles, and network Settings) from MSP will
be delivered to this folder.

Enable the following options under the Files and Directories panes:
¢ Files: Read, Write, Delete, Append

¢ Directories: Create, Delete, List, +Subdirs

Figure 8.5. FileZilla Shared Folders page
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& directory glias will also appear at the specified location. Aliases must contain the: full local
path. Separate multiple aliases for one directory with the pipe character (|

If using aliases, please avoid cydiic disctony structures, it will only canfuss FTP dlisnts

Cancel

In the Users pane, click Add again. The Add User Account window appears.
In the Username field, enter anonynous, and then click OK.

In the Account Setting pane, make sure the Password box is unchecked.
Click the Shared Folders page and click Add.

Select a folder from your system (for example, d:\\SmartphonelLogs) and
click OK. The selected folder appears in the Shared Folders pane.
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All smartphone logs that you upload using the Log Upload tool will be
delivered to this folder.

17. Click OK.
18. Verify that you can access the FTP directory from a different computer.

For example, open Internet Explorer on a different computer and enter the
following in the Address field of the browser window:

ftp:// MSP_Server | P_Address

19. Once you have configured FileZilla for use as an MSP Relay Server, you must
create a Relay Server Object in MSP with the details pertaining to the FTP
Server. See Creating a Relay Server Object on page 40.

Uploading Smartphone Logs to an FTP Server

Vocera provides a Log Upload tool with the Vocera Smartphone Information
application. If a user experiences a problem with a smartphone that you need
to troubleshoot, you can use the Log Upload tool to upload log files from the
smartphone to an FTP server.

Important: The FTP server you specify must be configured to allow anonymous
access.

IIS FTP Server Requirements

Uploading Logs

If you are using IIS FTP Server, make sure the FTP site uses Isolate Users mode
so that all users that access the site, including anonymous users, have their
own home directory. See Configuring Windows IIS FTP Service as a Relay
Server on page 19. If the IIS FTP Site was is not currently set to Isolate Users
mode, see the following site for instructions on how to convert it:

Converting an Existing FTP Site to Isolate Users Mode'

This section describes how to upload log files from the smartphone to an FTP
server.

To upload smartphone logs to an FTP server:
1. Press Start > All Programs > Vocera Smartphone Information.

The Information dialog box appears.

! http://Awww.microsoft.com/technet/prodtechnol/WindowsServer2003/Library/IIS/b63de8ef-e3c5-456d-
a8ca-7af4198819d4.mspx?mfr=true
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Downloading Logs ¢

2. Select Log Upload.
The Log Upload dialog box appears.

Figure 8.6. Log Upload dialog box

IP Ftp Server:  10.37.43.120

Status

Cancel — Send

3.In the IP Ftp Server field, enter the IP address of an FTP server in dotted-
decimal notation (for example, 192.168.15.10).

The default IP address of FTP server used by the Log Upload tool depends
on how the smartphone was configured. If MSP was used to configure the
phone, the default FTP server is the IP address of the MSP relay server. If the
phone was configured manually by tethering it to a configuration computer,
the default FTP server is the IP address of the active Vocera Client Gateway
server, which may not be running an FTP server. If necessary, specify the IP
address of another FTP server.

4. Press Send.

The Status field indicates whether the file was sent successfully.

Figure 8.7. Log Upload success

IP Ftp Server:  10.37.43.120

Status File succesfully sent:
MAC0023A2B06582-
20101004-021601.zip

Downloading Logs

When you use the Log Upload tool, it zips up the phone's log files into a

single file named MacAddr ess_Dat e_Ti ne.zip, and it then sends the file
anonymously to the specified FTP server. To view the logs, download the ZIP file
from the FTP server and then extract its contents using any ZIP utility.
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Log for Viocera Apps

The Log Upload tool does not upload the separate log file for Vocera Apps,
which includes the smartphone's contacts and text messaging functionality.
When logging for Vocera Apps is enabled, the log for Vocera Apps is saved to
the following file on the smartphone:

\Windows\JBlend_VM.trace.txt

Note: Logging for Vocera Apps is disabled by default.

Master Clearing a Smartphone
If you need to clear all settings on a smartphone and restore the factory
settings, you can Master Clear the phone.

Important: Only an administrator responsible for configuring phones should
Master Clear a phone. After you Master Clear a phone, it will no longer
connect to the wireless network nor offer the Vocera functionality. You need to
reconfigure it so that it can be used again.

To Master Clear a smartphone:

1. On the phone, press Start > All Programs > System Tools > Master
Clear.

2. An Alert dialog box prompts whether you are sure. Press Yes.

3. In the Enter Master Code dialog box, type six zeros (000000), and then
press Done.

MSP Client Error Codes

MSP Client components on the Vocera smartphone (Rapid Deployment and the
MSP Agent) can return error codes in the -8xx range and the -10xx range.

Table 8.1. MSP client error codes

Error Code Description

-801 Fatal error during creation of file on mobile computer.
-802 Package does not exist in host package directory.

-803 Format error in AirBEAM package.

-805 Insufficient memory to load package (and subpackages).
-806 Invalid FTP user.
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Error Code Description

-807 Invalid FTP password for FTP user.

-808 Invalid FTP account.

-810 Error attempting to set binary mode for FTP transfer.
-811 Error connecting to the FTP server.

-812 Error resolving FTP server name.

-813 Error occurred during file transfer.

-815 Error occurred while determining available disk space.
-816 Invalid path specified for mobile computer file.

-817 Error occurred in mkdir() call.

-822 Missing temporary package directory (\application\airbeam\_pt).
-823 Missing package directory (\application\airbeam\pkg).
-836 Error occurred while uploading a file.

-837 Error occurred while reading host directory.

-838 Host file existed prior to upload in safe mode.

-839 Error client file to be uploaded.

-840 Too many install command line arguments.

-841 Error occurred while executing the install command line.
-842 Error occurred while executing the uninstall command line.
-843 Error occurred while opening package definition file.
-845 Error creating WNMS information file.

-846 Error uploading WNMS information file.

-847 Missing/invalid AirBEAM license file.

-848 Corrupt package definition file (.apd).

-849 Error occurred renaming a file on the server.
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MSP Client Error Codes

Error Code

Description

-850

Error occurred trying to restart an FTP download.

-851

Error occurred getting a file list from server.

-852

AirBEAM Client is already running.

-853

Error occurred initializing AirBEAM Client.

-854

Background synchronization already in progress.

-855

Specified command file was not found.

-856

Invalid L2 command.

-857

Missing path information.

-858

Downloaded file length error.

-1001

A Job was orphaned. A Job is considered orphaned when the
MSP Agent starts and the Job was left in a started state. This
can occur if a program within the Job reboots the Device (i.e.,,
osupdate) without returning to the agent.

-1002

A pending Job was cancelled.

-1003

An error occurred opening the MSP Client log file.

-1004

An error occurred reading the MSP Client log file.

-1005

Buffer length error. This is an internal error code used by the
logging logic and should never be reported by the agent.

-1006

Invalid plug-in class error. This error code is not retuned by the
agent. It is use by custom plug-ins to indicate an unsupported
plug-in class value was specified.

-1007

Invalid plug-in provider error. This error indicates the Provider
registry value is missing from the plug-in registration. In other
words, the HKLM\Software\MSP\Plugins\<vendor>\Provider
registry entry is missing.

-1008

Error reading registry value. This error is returned when an
unexpected lowlevel error occurs reading the Device registry.

-1009

No plug-in provider. This error indicates the a plug-I is not
registered correctly. In other words, the HKLM\Software\MSP
\Plugins\<vendor> registry key is missing.
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Error Code Description

-1010 Missing Bundle error. This error indicates a Bundle specified in a
Staging Profile, or a job, was not found on the Relay Server.

-1011 Error connecting to FTPS server. This error is usually caused by
missing/invalid server certificate when VerifyServer is enabled.

-1012 Invalid Bundle error. This error indicates a Bundle file has invalid
Contents.

-1013 Invalid Job error. This error indicates a file has invalid Contents.

-1014 Error occurred during FTP file deletion.

-1015 Error occurred creating Bundle.

-1016 Error occurred writing Bundle.

-1017 Invalid message file. Messages are limited to 50 characters.

-1018 Invalid blob header. This error indicates a blob header has invalid
Contents.

-1019 Invalid Device UUID. This error indicates an error occurred while

trying to obtain the Device’s UUID from the CE system calls.

-1020 Too many attributes. This is an internal error code used by the
User attribute logic and should never be reported by the agent.

-1021 No MSP Client mutex error. This error indicates the low-level
Staging/Provisioning engine is in-use by another process.

-1022 Provisioning cancelled error. This error indicates the Provisioning
process was cancelled by a Staging process.

-1023 Error writing registry entry. This error is returned when an
unexpected lowlevel error occurs writing the Device registry.

-1024 Error processing condition. This error indicates a condition plug-in
returned a failure.

-1025 Error occurred during FTP CWD command.
-1026 Error occurred processing Relay Server info file.
-1027 Insufficient buffer space for Relay Server info file site list. This is

an internal error code used by the Relay Server info file processing
logic and should never be reported by the agent.
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Error Code

Description

-1028

Plug-in (setting or condition) entry point is undefined.

-1029

Missing plug-in DLL. The specified plug-in DLL does not exist on
the Device.

-1030

Error returned from setting plug-in entry-point.

-1031

Maximum concurrent jobs exceeded. This error is returned if
the optional "maximum number of concurrent jobs" limit is
exceeded.

-1032

Launch command error. This error indicates one of the new proxy
plug-in commands failed. It only applies to MPA, so maybe we
shouldn't list it in the regular MSP client document.
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» » Installation Checklists

This appendix provides checklists you can follow to set up your MSP Server.

Pre-Installation Checklist for IT

Before installing prerequisite software and MSP Server software, make sure
someone from IT has completed the following checklists to prepare the MSP
Server computer and the configuration computer for installation.

Pre-Installation Tasks for the MISP Server

[

1. Provision the MSP Server computer. Make sure the hardware conforms
to specifications. Typically, you install MSP Server on the Vocera Client
Gateway computer.

See MSP Server Requirements on page 14.

O

2. Install Windows Server 2003 (Standard Edition or Enterprise Edition) with
SP2 or higher on the MSP Server computer.

Pre-Installation Tasks for the Configuration Computer

[

1. Make sure the Vocera Configuration Computer can connect to the MSP
Server using either a network interface controller or a wireless network
interface controller.

[

2. Obtain a USB cable to connect the phone to the USB port of the
configuration computer.
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Installation Checklist

MSP Server Installation Tasks

[

1. Install Microsoft IIS from the Windows CD.
See Installing Microsoft IIS on page 17.

[

2. Create a home folder for the IIS FTP Service specifically for MSP Server
files.

See Creating an MSP FTP Folder on page 19.

3. Configure the Windows user account needed for the IIS FTP Service, and
then configure the IIS FTP Service.

If someone else is responsible for configuring a Relay Server in the
MSP Console, provide that person the username and password for the
account.

See Configuring Windows IIS FTP Service as a Relay
Server on page 19.

4. Install .NET Framework 2.0 SP2 from the MSP 3.3 CD.
See Installing MSP 3.3 Server on page 21.

5. Install Microsoft SQL Server 2005 Express from the MSP 3.3 CD.
See Installing MSP 3.3 Server on page 21.

6. Install Windows Installer 4.5 Update (if needed) from the MSP 3.3 CD.
See Installing MSP 3.3 Server on page 21.

7. Install MSP 3.3 Server from the MSP 3.3 CD.
See Installing MSP 3.3 Server on page 21.

T I I B W

8. For backup purposes, install Microsoft SQL Server Management Studio
Express.

See Installing Microsoft SQL Server Management Studio
Express on page 31.

Configuration Computer Installation Tasks

[

1. Install .NET Framework 3.5 (or later).
See Installing .NET Framework on page 21.

[

2. Install Windows Mobile Device Center or Microsoft ActiveSync.
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] 3. Install the Motorola EWP Provisioning Tool.

The Motorola EWP Provisioning Tool is an application you use to generate
CAB files to configure network, Vocera Server, Vocera Client Gateway,
and time zone settings on Vocera smartphones.

See Installing the Motorola EWP Provisioning Tool on page 111.

Post-Installation Checklist

Administrative Setup Tasks

] 1. If Vocera Client Gateway and MSP Server are installed on separate

machines, copy the \VoceraMSP folder on the Vocera Client Gateway
computer and paste it to the root of the drive where MSP is installed on
the MSP computer.

See Copying Files from the Vocera Client Gateway
Computer on page 37.

] 2. Update your MSP license key.
See Updating Your MSP License Key on page 37.

] 3. Upload MSP definition documents and package templates provided by
Vocera.

See the following topics:

¢ Uploading the Network.WLAN.EWP Setting Definition
Document on page 38

¢ Uploading the EWP Persistent REG Install Package
Template on page 39

¢ Uploading the Vocera Root Certificate Install Package
Template on page 39

] 4. Create a Relay Server object.
See Creating a Relay Server Object on page 40.

] 5. Create a Network Settings object. If you have multiple locations (or
SSIDs) with different network settings, create a separate Network
Settings object for each.

See Creating a Network Settings Object on page 42.

] 6. Optionally, create Site objects for locations with different network
settings.

See Creating a Site Object on page 45.
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Content Objects Tasks

[

. Upload predefined packages provided by Vocera.

See Uploading Packages for Vocera Smartphones on page 50.

[

. Create a Date and Time Settings object. If you have multiple sites with

different time zones, create a Date and Time Settings object for each.
See Creating a Date and Time Settings Object on page 53.

.If SSL is enabled on your Vocera system, create a package to install the

self-signed certificate from each Vocera Server on each smartphone.
See Creating a Vocera Server SSL Certificates Package on page 56.

. Optionally, create Message Set objects to prompt users during

Provisioning.
See Creating Message Set Objects on page 59.

. Create a Bundle to use for both Staging and Provisioning.

See Creating Bundles on page 59.

Staging Tasks

. Create a Staging Profile.

See Creating a Staging Profile on page 67.

. Perform On-Demand Staging of Vocera smartphones.

See How to Use Staging on page 70.

. View the Staging status.

See Viewing Staging Status on page 74.

Provisioning Tasks

. If you need to update the settings or software on Vocera smartphones,

update the appropriate packages, and change the package versions used
in the Bundle.

See Managing Package Versions on page 77.

. Create a Provisioning Policy, and activate it.

See Creating a Provisioning Policy on page 78.

. View the Provisioning status.

See Viewing Provisioning Status on page 80.
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This appendix describes how to manually configure a Vocera smartphone by
tethering it to a computer using a USB cable rather than using MSP to configure
the phones. If you are configuring only a handful of phones, the tethered
procedure may be simpler and faster.

Tethered Configuration Checklist

The following checklist provides a high-level overview of the tethered
configuration steps:

] 1. Set up the configuration computer with the required software and USB
cable.

See Setting Up a Computer to Configure
Smartphones on page 110

] 2. Collect the wireless network and security information needed to

configure smartphones from your IT department. Also, if you are using
EAP-TLS or PEAP authentication, collect the certificate files you need to
configure smartphones.

See Collecting Network and Security Information on page 112.

] 3. Use the Motorola EWP Provisioning Tool to create a provisioning CAB file
for the phone with network, Vocera Server, Vocera Client Gateway, and
time zone settings.

See Using the Motorola EWP Provisioning Tool on page 113.

] 4. Connect the phone to the configuration computer using a USB cable.

. Copy the iles provided by Vocera for tethered configuration as we
] 5.C he CAB fil ided by Vi f hered confi i Il

as the CAB file created by the Motorola EWP Provisioning Tool into the
\Temp folder on the phone.

See Copying Vocera CAB Files on page 119.
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] 6. Install each of the CAB files on the phone.
See Installing Vocera CAB Files on page 122.

] 7.1f SSL is enabled for your Vocera system, install the certificate from
each Vocera Server on each phone. See Installing Vocera Server SSL
Certificates on a Smartphone on page 126.

] 8. Optionally, set the date and time on the phone. See Setting the Date
and Time on page 127.

This step may be completed by the person assigned to use the phone.

] 9. Verify that the phone has been configured correctly.

See Chapter 7, Verifying Smartphone Configuration on page 83.

Setting Up a Computer to Configure Smartphones

Before you can begin to configure a smartphone manually, you must perform
the following setup tasks on the configuration computer:

1. Install Windows Mobile Device Center or Microsoft ActiveSync.

Both Windows Mobile Device Center and Microsoft ActiveSync are free
programs that let you synchronize data and information between your
computer and a Windows Mobile device, such as a Vocera smartphone.
These applications can also be used to copy files from your computer to
Vocera smartphones.

Windows Mobile Device Center is the replacement for ActiveSync on
Windows Vista and Windows 7 computers. When you connect a Windows
Mobile device to a Windows 7 computer, drivers for Windows Mobile
Device Center are installed automatically.

On Windows 7 computers, you can also use Windows Explorer to copy files
to Vocera smartphones.

2. Install the Motorola EWP Provisioning Tool.

The Motorola EWP Provisioning Tool is an application you use to generate
CAB files to configure network, Vocera Client Gateway, and time zone
settings on Vocera smartphones.

See Installing the Motorola EWP Provisioning Tool on page 111.

3. Create a working folder on the configuration computer in which to place
smartphone CAB files (for example, c:\vocera\config\smartphone).
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4. 0n the Vocera Client Gateway computer, copy the %vocera_drive%
\vocera\config\smartphone folder and its subfolders to the working
folder on the configuration computer. The %vocera_drive%\vocera
\config\smartphone on the Vocera Client Gateway computer contains
predefined CAB files needed to configure the phones.

5. Obtain a USB cable to connect the phone to the USB port of the
configuration computer.

Installing the Motorola EWP Provisioning Tool

The Motorola EWP Provisioning Tool is a software application used to configure
network, Vocera Server, Vocera Client Gateway, and time zone settings on the
smartphone while it is connected to another computer using a USB cable. It can
be used to configure a small number of phones quickly, rather than setting up
MSP to configure them.

After you install Vocera Client Gateway, the Motorola EWP Provisioning Tool
installation program (MotorolaEWPProvisioningToolSetup.msi) is located in
the following folder on the Vocera Client Gateway computer:

%vocera_drive%\vocera\config\smartphone\ ProvisioningTool

Note: The Motorola EWP Provisioning Tool requires .NET Framework 3.5 (or
later). Install .NET Framework before you install the Motorola EWP Provisioning
Tool. See Installing .NET Framework on page 21.

To install the Motorola EWP Provisioning Tool:

1. Install Vocera Client Gateway. For complete Vocera Client Gateway
installation instructions, see the Vocera Installation Guide.

2. Install the latest Vocera Smartphone Firmware update on the Vocera Client
Gateway computer.

3. On the Vocera Client Gateway computer, open the %vocera_drive%
\vocera\config\smartphone\ProvisioningTool folder.

4. Copy the MotorolaEWPProvisioningToolSetup.msi file to the desktop of
your configuration computer.

5. On the configuration computer, run the
MotorolaEWPProvisioningToolSetup.msi file.

6. In the install wizard, respond appropriately to any prompts to install the
application.

Important: On the Supported Platforms page of the install wizard, make
sure you select Vocera.
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Figure B.1. Supported Platforms dialog box
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7.0n the last wizard dialog box, click Close to exit.

8. To start the application, choose Start > Programs > Motorola EWP
Provisioning Tool, or click the Motorola EWP Provisioning Tool shortcut
icon on the desktop.

Collecting Network and Security Information

Before you begin to configure Vocera smartphones, you must obtain wireless
network and security information from your IT department. The following table
lists the information you need for each authentication protocol.

Table B.1. Network and security information

Information Needed WEP WPA-PSK or WPA-EAP or
WPA2-PSK WPA2-EAP

Vocera Server IP address(es) and v v e

port

Vocera Client Gateway IP v v v

address (port is optional)

SSID v

Authentication protocol v

Encryption type (TKIP or CCMP) v e

WEP key and index v

Pre-shared key v
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Information Needed WEP WPA-PSK or WPA-EAP or
WPA2-PSK WPA2-EAP

PEAP, LEAP, or EAP-FAST e

authentication identity

password

Certificates for EAP-TLS or PEAP v

authentication

Whether CCKM is enabled on v v v

the WLAN

Whether SSL is enabled on the v v e

Vocera Server

Configuring a Smartphone

This section describes how to configure a phone using a tethered connection to
a configuration computer.

¢ Using the Motorola EWP Provisioning Tool on page 113
e Copying Vocera CAB Files on page 119
¢ Installing Vocera CAB Files on page 122

Note: These configuration instructions are intended for the Vocera smartphone
only. They cannot be used to configure other types of devices.

Using the Motorola EWP Provisioning Tool

The Motorola EWP Provisioning Tool is a software application you can use
to create a provisioning CAB file for the phone with network, Vocera Server,
Vocera Client Gateway, and time zone settings.

For instructions on how to install the Motorola EWP Provisioning Tool, see
Installing the Motorola EWP Provisioning Tool on page 111.

To use the Motorola EWP Provisioning Tool:

1. Log into the configuration computer with administrator privileges.

Note: You can also use the Run As command to run the Motorola EWP
Provisioning Tool program as an administrator.

2. Choose Start > Programs > Motorola EWP Provisioning Tool.

The Motorola EWP Provisioning Tool window appears.
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Figure B.2. Motorola EWP Provisioning Tool window
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3. In the Platform list, select VOCERA.

4.In the Vocera Server IP Addresses field, enter the Vocera Server IP
address(es) in dotted-decimal notation (for example, 192.168.15.10). If you
have a Vocera cluster, enter one IP address per row.

5.In the Vocera Server Port field, enter the Web server port used by the
Vocera Server. The default is port 80.

6. If your Vocera system has SSL enabled, make sure the Enable SSL box is
checked. If you check this box, you need to also install Vocera Server SSL
certificates on each phone. See Installing Vocera Server SSL Certificates
on a Smartphone on page 126.

7.1n the VCG Servers box, enter the IP address(es) of the Vocera Client
Gateway and the port(s). If you leave the port blank, the default port (5060)
is used.

8. In the WLAN Profile box, specify values for your wireless network
settings, such as the SSID, authentication and encryption type, and security
certificate.

9.In the CAB Parameters box, specify the Output Folder in which to save
the CAB file.
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Make sure the output folder location is identical to the working folder
where other smartphone CAB files are stored (for example, c:\vocera
\config\smartphone).

10. Save the settings to an XML file so that you can load and edit the settings

later:

a. Choose Profile > Save.

b. Specify the name and path of the XML file to store the settings, and

then click Save.

11. Click Generate to create a CAB file in the specified output folder.

The CAB file has the name of the specified SSID. If you prefer a different
name for the file, you can rename it.

Table B.2. Motorola EWP Provisioning Tool fields

Field

Description

Platform

Select the Motorola EWP platform. For the Vocera
smartphone, select "VOCERA".

Vocera Server IP
Addresses

Enter the Vocera Server IP address in dotted-decimal
notation (for example, 192.168.15.10). If you have a
Vocera cluster, enter the IP address of each Vocera Server
on a separate row.

Vocera Server Port

Enter the Web server port used by the Vocera Server. The
default is port 80.

Enable SSL

If your Vocera system has SSL enabled, make sure this box
is checked.

If you check the Enable SSL box, the Vocera Server
Port field automatically changes to 443. Similarly, if you
uncheck the Enable SSL box, the Vocera Server Port
field automatically changes to 80. In either case, you can
change the port to something other than 443 or 80.

You also need to install Vocera Server SSL certificates on
the phone. See Installing Vocera Server SSL Certificates
on a Smartphone on page 126.

VCG Server IP

Enter the Vocera Client Gateway IP address in dotted-
decimal notation (for example, 192.168.15.10). If you
have multiple Vocera Client Gateway servers, enter the IP
address of each Vocera Client Gateway on a separate row.

VCG Server Port

Enter the port used by each Vocera Client Gateway. If you
leave this field blank, the default port (5060) is used.
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Field Description

Time Zone Select the time zone where the phone will be used.
After you configure a phone by installing CAB files, you
can set the date and time on the phone. See Setting the
Date and Time on page 127.

SSID Enter the Service Set Identifier, or SSID, of the wireless

network the Vocera smartphones will use. This field is case
sensitive.

Security Mode

Select the authentication protocol used by your wireless
network. Choose from the following values:

e Static WEP

® \WPA-Personal (PSK)

¢ WPA-Enterprise (EAP)

® \WPA2-Personal (PSK)

e \WWPA2-Enterprise (EAP)
I[EEE8802.1X with Dynamic WEP

PSK

Select either ASCII or HEX for the type of pre-shared key
for WPA/WPA2 - PSK protocol.

In the text box to the right of the PSK field, enter either
the ASCII passphrase or the HEX key (64 characters).

Encryption

Select the type of encryption used by the authentication
type. Supported encryption types: TKIP or CCMP.

o |f WPA-PSK or WPA-EAP authentication is selected,
select TKIP encryption.

o |f WPA2-PSK or WPA2-EAP authentication is selected,
select CCMP encryption.

Alphabetic

If WEP authentication is selected, specify the alphabetic
key (Hex or ASCII):

e ASCII WEP 40t — keys are set with 5 ASCII characters.

o ASCII WEP 104 — keys are set with 13 ASCII characters.
e HEX WEP 40t — keys are set with 10 HEX characters.

e HEX WEP 104 — keys are set with 26 HEX characters.

Key_O
Key_1
Key_2
Key_3

Select the index of the WEP key used to transmit data. The
default is Key_0.

In the text box to the right of the key, enter the key values
for WEP encryption.
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Field

Description

EAP

S

elect one of the following the EAP authentication types:
TLS
PEAP
LEAP
EAP-FAST

Identity

S

FAST, or IEEE8802.1X with Dynamic WEP authentication.

pecify the authentication username for PEAP, LEAP, EAP-

Enable CCKM

If your wireless network has enabled Cisco Certified Key
Management, make sure this box is checked.

CCKM is a form of fast roaming supported on Cisco
access points and on various routers. Using CCKM, Vocera

S

without any noticeable delay during reassociation. After
a smartphone is initially authenticated by the RADIUS
authentication server, each access point on your network
acts as a wireless domain service (WDS) and caches
security credentials for CCKM-enabled client devices.
When a Vocera smartphone roams to a new access point,
the WDS cache reduces the time it needs to reassociate.

By default, this property is not selected. In order to take
advantage of this feature, your access points must support
CCKM and have it enabled, and you must use WPA-PEAP
or WPA2-PEAP.

martphones can roam from one access point to another

Password

Enter the authentication identity password for PEAP,
LEAP, EAP-FAST, or IEEE8802.1X with Dynamic WEP
authentication.

Disable Identity
Protection

If you want to disable identity protection for PEAP or EAP-
FAST authentication, check this box.

Certificate Selection

Select the type of certificate you are using for EAP-
TLS or PEAP authentication. Select either "Standard
CA Certificate" or "Custom Certificate." Standard CA

C
C

are certificates created by your own certificate authority.

Note: Do NOT select "CEC Certificate" since the device
manufacturer CA certificates may not be installed on all
Vocera smartphones.

ertificates are certificates purchased from a trusted
ertificate authority, such as Go Daddy. Custom certificates

Server Certificate File

If you are using a custom certificate for EAP-TLS or PEAP
authentication, select the server certificate file.

Appendix B. Tethered Configuration of Smartphones --- 117



Using the Motorola EWP Provisioning Tool

Field Description

Client Certificate Issuer  Enter the name of the issuer of the client certificate for
Name EAP-TLS authentication.

Client Certificate File Select the client certificate file for EAP-TLS authentication.

Client Certificate Enter the client certificate password for EAP-TLS
Password authentication.

PAC Provisioning Select either Automatic or Manual provisioning of
Method Protected Access Credentials (PACs) for EAP-FAST

authentication. The default is Automatic.

If you select Manual PAC provisioning, create a new PAC
on the Cisco ACS, copy the PAC to your computer, and
then select the file in the PAC File field.

PAC File If you selected Manual PAC provisioning for EAP-FAST
authentication, select the PAC file to install on each phone.

Provision Auto-PAC on  Check this box to enable automatic provisioning of a new
Expiry PAC when it expires.

Output Folder Select the output folder where the CAB file will be
created. The default is C:\Documents and Settings
\user nanme\Desktop. The text field is not editable
directly. To select a different output folder, click the ".."
button to the right.

Make sure the output folder you select is identical to the
working folder where other smartphone CAB files are
stored (for example, c:\vocera\config\smartphone).
Otherwise, after you click Generate, you will need to copy
the CAB file to the working folder.

Saving and Loading Provisioning Tool Settings

The Motorola EWP Provisioning Tool allows you to save its settings to an XML
file that you can load and edit later. If you need to revise a pre-shared key, WEP
key, password, or certificate for a particular network setting, you can load the
XML file, specify the new setting, and then generate a new CAB file used to
configure smartphones.

To save Provisioning Tool settings to an XML file:
1. In the Motorola EWP Provisioning Tool, choose Profile > Save.

2. Specify the name and path of the XML file to store the settings, and then
click Save.
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To load Provisioning Tool settings from an XML file:
1. In the Motorola EWP Provisioning Tool, choose Profile > Load.

2. Select an XML file you previously saved with the Provisioning Tool, and then
click Open.

Encrypted Settings

All wireless network security settings are encrypted on the Vocera smartphone
to prevent the settings from being copied and used on other devices.
Consequently, the Motorola EWP Provisioning Tool stores wireless network
settings in encrypted format.

Copying Viocera CAB Files
The following steps describe how to copy CAB files onto the Vocera
smartphone using Windows Mobile Device Center or Microsoft ActiveSync.
To copy Vocera CAB files to the smartphone using Windows Mobile Device
Center:

1. On the configuration computer, open the working folder (for example,
c:\vocera\config\smartphone), and copy the following files to the
Clipboard:

¢ ewpsecuritypolicyoff.cab — Provides permission to replace the JBlend
VM.

¢ installer_SW_REL_nunber .CAB - Installs the Vocera Client.
¢ JBlendWM_Vocera.CAB - Installs the JBlend JVM.

¢ VoceraDeleteRDClcon.CAB — Removes the Rapid Deployment
client shortcut from the phone, preventing users from accidentally
misconfiguring the phone.

¢ SSI D.CAB - Installs network settings that you created with the Motorola
EWP Provisioning Tool. See Using the Motorola EWP Provisioning
Tool on page 113.

¢ VoceraAppsSettings.CAB - Installs application settings for Vocera Apps.

¢ VoceraAppslinstaller.CAB - Installs Vocera Apps, which provides
contacts and text messaging functionality.

2. Turn on the phone by pressing and holding the Power/End [&] key for one to
two seconds.

3. Using a USB cable, plug the phone into your configuration computer, as
shown in the following figure.

Appendix B. Tethered Configuration of Smartphones --- 119



Copying Vocera CAB Files

Figure B.3. Connecting the phone to a computer

4. When the Windows Mobile Device Center window appears, click Connect
without setting up your device.

5. Choose File Management > Browse the contents of your device.
A Windows Explorer window opens.

6. Double-click the root folder to open it.

7. Double-click the Temp folder to open it.
Note: If you don't see the Temp folder, choose Tools > Folder Options,
click the View tab, and make sure the Hide protected operating system
files box is cleared.

8. Paste the CAB files into the Temp folder on the phone.

9. Optionally, copy additional CAB files to the smartphone following the
steps above. For example, you can install CAB files to update smartphone
radio settings or enable or disable logging features. See Optional CAB
Files on page 124.

To copy Vocera CAB files to the smartphone using Microsoft ActiveSync:

1. On the configuration computer, open the working folder (for example,
c:\vocera\config\smartphone), and copy the following files to the
Clipboard:

¢ ewpsecuritypolicyoff.cab — Provides permission to replace the JBlend
VM.

¢ installer_SW_REL_nunber .CAB - Installs the Vocera Client.
¢ JBlendWM_Vocera.CAB - Installs the JBlend JVM.
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¢ VoceraDeleteRDClcon.CAB — Removes the Rapid Deployment
client shortcut from the phone, preventing users from accidentally
misconfiguring the phone.

¢ SSI D.CAB - Installs network settings that you created with the Motorola
EWP Provisioning Tool. See Using the Motorola EWP Provisioning
Tool on page 113.

¢ VoceraAppsSettings.CAB — Installs application settings for Vocera Apps.

¢ VoceraAppslinstaller.CAB — Installs Vocera Apps, which provides
contacts and text messaging functionality.

. Turn on the phone by pressing and holding the Power/End [Z] key for one to
two seconds.

. Using a USB cable, plug the phone into your configuration computer, as
shown in the following figure.

Figure B.4. Connecting the phone to a computer

. If Microsoft Outlook is not installed on the computer, you are prompted that
you can synchronize only non-Outlook items. If so, click OK.

. When the Synchronization Setup Wizard appears, click Cancel. The
Microsoft ActiveSync window appears. Leave the Microsoft ActiveSync
window open.

Note: The Synchronization Setup Wizard appears each time you restart the
phone. Each time it appears, click Cancel.
.In the Microsoft ActiveSync window, click Explore.

. Double-click My Windows Mobile-Based Device to go to the root
directory of the device.

. Double-click the \Temp folder to open it.
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9. Paste the CAB files into the \Temp folder on the phone.

Note: If ActiveSync prompts that it may need to convert files when
synchronizing between your computer and the phone, click OK.

10. Optionally, copy additional CAB files to the smartphone following the
steps above. For example, you can install CAB files to update smartphone
radio settings or enable or disable logging features. See Optional CAB
Files on page 124.

Installing Vocera CAB Files

The following steps describe how to install CAB files on the Vocera smartphone
to configure it.

To install Vocera CAB files on the smartphone:

1. On the phone, press Start > All Programs > File Manager.

2. Use the navigation key ‘© to select the 4 icon, and press the center key ‘®
to go back one level to the root folder.

3. Select the \Temp folder, and press the center key ‘® to open it.

4. Use the navigation key ‘©' to scroll to a file and then press the center key ‘@
to install it.

You must install the CAB files in the following order:
¢ ewpsecuritypolicyoff.cab
installer_SW_REL_nunber .CAB
JBlendWM_Vocera.CAB
VoceraDeleteRDClcon.CAB

SS| D.CAB

¢ VoceraAppsSettings.CAB

¢ VoceraAppsinstaller.CAB

Note: If there are multiple files with the name
installer_SW_REL_nunber .CAB in that folder, select the one with the
highest version number.

5. Respond to prompts as appropriate for each file.

122 --- Vlocera Smartphone Configuration Guide



Installing Vocera CAB Files ¢

CAB File Prompts
installer_SW_ When you run
REL_nunber .CAB installer_SW_REL_nunber .CAB, the

following alert dialog box appears:

Installation

Alert

The previous version of Motorola-CVC
Vocera Client will be removed before the
new one is installed. Select OK to continue
or Cancel to quit.

0K Cancel

Press OK (the left soft key) to continue.
Another alert dialog box appears:

Installation

Alert

The previous version of Motorola-CvC
Vocera Client cannot be removed. Do you
want to continue installing Motorola-CvC
Vocera Client ?

Yes No

Press Yes (the left soft key) to continue.

When you are prompted to reboot, press
Cancel.

JBlendWM_Vocera.CAB When you are prompted to reboot, press OK
only if you are enabling SSL on the phone.
Otherwise, press Cancel.

Note: If you are enabling SSL on the
phone, you must reboot the phone after
installing the JBlendWM_Vocera.CAB

file. Otherwise, you will encounter a Java
exception when you install subsequent CAB
files.
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Optional CAB Files

CAB File Prompts

SSI D.CAB When you run SSI D.CAB, a confirmation
dialog box appears if you are installing
network settings on a previously configured
phone:

Taurus.CAB |
Confirm

The program is from an unknown publisher.
YYou should install it only if you trust its
publisher. Do you want to continue?

Name: Taurus.CAB
Location: \Temp

Press Yes (the left soft key) to continue.

When the file is finished being installed,
press Done.

All Other CAB files When the file is finished being installed,
press Done.

6. Install other CAB files as needed. For example, you could install optional
CAB files to update smartphone radio settings and enable or disable
logging features. See Optional CAB Files on page 124.

7. Reboot the phone to load the updated settings.

Optional CAB Files

Vocera provides optional CAB files you can use to update smartphone radio
settings and enable or disable logging features.

e Updating Radio Settings on page 124
¢ Enabling and Disabling Logging on page 125

Updating Radio Settings

The following table lists the optional radio settings CAB files found in the
\vocera\config\smartphone\advanced folder on the Vocera Client Gateway
computer. You should copy these files to your configuration computer. To install
these CAB files, copy one or more of them to the \Temp folder of the phone,
run the file(s) in File Manager to install the settings, and then reboot the phone.
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Table B.3. Optional radio settings CAB files

File

Description

VoceraRadio80211dDisable.cab

Disables 802.11d. This is the default
setting.

VoceraRadio80211dEnable.cab

Enables 802.11d.

VoceraRadioABG.cab

Sets the radio to use 802.11a, b, and g
data rates. This is the default setting.

VoceraRadioAChannelsDefault.cab

Sets the radio to use the following
default 802.11a channels: 36, 40, 44,
48, 52, 56, 60, 64, 149, 153, 157, 161

VoceraRadioAOnly.cab

Sets the radio to use 802.11a data rates.

VoceraRadioBGChannels-1611.cab

If the device is set to use 802.11b and
g data rates, this CAB file sets it to scan
only on channels 1, 6, and 11.

VoceraRadioBGChannels-14711.cab

If the device is set to use 802.11b and
g data rates, this CAB file sets it to scan
only on channels 1, 4, 7, and 11.

VoceraRadioBGChannels-14811.cab

If the device is set to use 802.11b and
g data rates, this CAB file sets it to scan
only on channels 1, 4, 8, and 11.

VoceraRadioBGonly.cab

Sets the radio to use 802.11b and g data
rates.

Enabling and Disabling Logging

The following table lists the optional CAB files found in the \vocera\config
\smartphone\debug folder on the Vocera Client Gateway computer that
enable or disable Motorola logging features on the smartphone. You should
copy these files to your configuration computer. To install these CAB files, copy
one or more of them to the \Temp folder of the phone, run the file(s) in File
Manager to install the settings, and then reboot the phone.

All Vocera smartphone log files are saved to the \Logs folder.

Vocera Client logging is always enabled on the phone. Vocera Client log files,
which contain information about Vocera calls, begin with the vomo prefix.
Motorola platform logs, which contain wireless network information, begin

with the VoceraLogs prefix.
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Installing Vocera Server SSL Certificates on a Smartphone

Table B.4. Logging CAB files

File Description

DisableLocalRTA.cab Disables logging for the local realtime
analyzer. This is the default setting.

DisableLogs.cab Disables Motorola platform logging.

EnableLocalRTA.cab Enables logging for the local realtime analyzer,
providing information about the wireless
radio.

Note: By default, local realtime analyzer
logs are disabled on the smartphone as they
affect performance. You should only enable
local realtime analyzer logs if told to do so by
Vocera Technical Support for troubleshooting
purposes. Realtime analyzer data is saved to
a binary file named RtaDefault.bin that only
Vocera Technical Support can view using an
internal debugging tool.

EnableLogs.cab Enables Motorola platform logging. This is the
default setting.

Installing Vocera Server SSL Certificates on a Smartphone

Note: If SSL is not enabled on your Vocera system, skip this setup task.

To install Vocera Server SSL certificates on a smartphone:

1. On the configuration computer, create a folder to store the SSL certificates.
For example, the folder could be %vocera_drive%\vocera\config
\smartphone\certs.

2. Copy the SSL certificate from each Vocera Server to the SSL certificates
folder on your configuration computer.

On the Vocera Server, the certificate is found in the following folder:
%vocera_drive%\apache\Apache2\conf\ssl

Important: Make sure you copy the certificate with a .cer filename
extension. The smartphone does not support certificates with a .crt
filename extension.

3. Connect the smartphone to the configuration computer using a USB cable.
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4. Use Windows Mobile Device Center, ActiveSync, or Windows Explorer to
paste the certificate(s) to the \My Documents\certs_to_install\ folder on
the phone.

5. On the smartphone, open File Manager and navigate to the \My
Documents\certs_to_install\ folder.

6. Run each certificate file. The certificates are automatically added to the
phone's certificate store.

7. For security reasons, delete the certificate file(s) in the \My Documents
\certs_to_install\ folder. This prevents the file(s) from being copied to
other devices.

8. Reboot the phone to load the certificates.
Note: If you do not reboot the phone to load the certificates, audio

prompts that indicate when you have received or sent a text message are
not played on the phone.

Setting the Date and Time

After you configure a smartphone by installing CAB files, you can set the correct
date and time on it.

To set the date and time on the smartphone:
1. Press Start > All Programs > Clock & Alarm > Date and Time.

The Date and Time window appears.

Figure B.5. Date and Time window

Date and Time

Time zone:

|GMT-8 Pacific US O
Date:

7/28/2009

Time:

1:56:08 PM

2. Enter the correct date and time. Press Done to save your settings.

Restoring the Rapid Deployment Client Shortcut

The Rapid Deployment client is software installed on the phone for MSP staging
functionality.
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Restoring the Rapid Deployment Client Shortcut

During tethered configuration of the phone, you install a CAB file
(VoceraDeleteRDClcon.CAB) that removes the Rapid Deployment client
shortcut. This prevents users from accidentally misconfiguring the phone.
However, if you want to transition from tethered configuration to using MSP to
update the phone, you should restore the Rapid Deployment client shortcut.

Note: Even without the Rapid Deployment client shortcut, you can still run
the Rapid Deployment client by running the rdclient.Ink file in the \Windows
folder on the phone. DO NOT run the rdclient.exe file in the \Windows
folder as it defaults to barcode scanning, which is not supported on the phone.

To restore the Rapid Deployment Client shortcut on the phone:

1. On the configuration computer, open the \vocera\config\smartphone
folder, and then navigate to the \debug\VoceraReplaceRDCicon
subfolder, and copy the following file to the Clipboard:

¢ Rapid Deployment
Note: If the configuration computer does not have a \vocera\config
\smartphone folder, copy the %vocera_drive%\vocera\config
\smartphone folder on the Vocera Client Gateway computer to the
configuration computer.

2. Using a USB cable, plug the phone into your configuration computer.

3. Use Windows Mobile Device Center, ActiveSync, or Windows Explorer to
paste the Rapid Deployment Client shortcut to the \Windows\Start Menu
folder on the phone.

Note: If ActiveSync prompts that it may need to convert files when
synchronizing between your computer and the phone, click OK.

After you restore the Rapid Deployment client shortcut, you can start Rapid
Deployment by pressing Start > All Programs > Rapid Deployment.
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Configuring Smartphones for PEAP or EAP-TLS
Authentication

This appendix describes how to configure Vocera smartphones to use PEAP or
EAP-TLS authentication.

Upgrading Smartphones to PEAP or EAP-TLS

The following table lists the Vocera smartphone firmware versions that support
PEAP and EAP-TLS:

Table C.1. Smartphone firmware required for PEAP and EAP-TLS

Protocol Firmware Required
PEAP Smartphone Firmware 2.1.1 or later
EAP-TLS Smartphone Firmware 2.3.5 or later

If your smartphones have an earlier version of the firmware, you cannot
provision PEAP or EAP-TLS network settings on smartphones until the firmware
has been updated. This is true whether you are using MSP or the Motorola EWP
Provisioning Tool to configure Vocera smartphones.

If you are staging new smartphones for PEAP or EAP-TLS authentication and the
phones do not have the required firmware, do NOT include network settings

in the staging profile. Instead, stage the phone and keep it tethered to the
configuration computer during the entire staging process. The phone can
then successfully download the bundle, install the new VoceraCAB package,
and then install the PEAP or EAP-TLS network settings.

Important: The PEAP or EAP-TLS network settings package should be listed
after VoceraCAB in the bundle.

For more information about creating a staging profile without network settings,
see Creating a Staging Profile Without Network Settings on page 69.
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Authentication Servers and Certificates

If you are implementing PEAP or EAP-TLS, you will need an authentication
server. Vocera has tested smartphones configured for PEAP and EAP-TLS using
Cisco Access Control Server (ACS).

For information on how to add a server certificate, set up a certificate authority,
and install a trusted certificate on your authentication server, see your
authentication server documentation:

e Cisco ACS — PEAP/EAP-TLS Configuration Scenario’

For instructions on how to install a self-signed certificate on the smartphone,
see Installing a Certificate on the Smartphone on page 131.

Device Authentication versus User Authentication

The PEAP protocol typically requires each user in a network environment to be
authenticated with a unigue set of credentials. However, Vocera supports device
authentication, not user authentication. Consequently, each Vocera smartphone
must have the same security properties. All Vocera smartphones must present
the same set of credentials for network authentication.

Certificates from Trusted Certificate Authorities

You will need to obtain a public key certificate to use for authenticating Vocera
smartphones. If you purchase the certificate from a trusted Certificate Authority
(such as Go Daddy), the root certificate is most likely already installed on the
smartphone.

To view root certificates already installed on the smartphone:

1. Press Start > All Programs > Settings > More (7) > Security >
Certificates > Root.

The Root Certificates dialog box appears.

! http://www.ciscosystems.com/en/US/docs/net_mgmt/cisco_secure_access_control_server_for_windows/4.1/configuration/

guide/peap_tls.html
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Self-Signed Certificates

Figure C.1. Root Certificates dialog box

Root Certificates
AAA Certificate Services
AddTrust External CA Root
Baltimore CyberTrust Root

Class 2 Public Primary Certification Authori
Class 3 Public Primary Certification Authori
Entrust.net Certification Authority (2048)
More...

2. Select a root certificate—you may need to select More... a few times to see
it—and press Menu > View.

Self-Signed Certificates

Self-signed certificates, like certificates from a trusted Certificate Authority,
provide a secure, encrypted connection. With a self-signed certificate, the

person who created the certificate assures that it is legitimate, rather than

relying on a trusted Certificate Authority.

If you generate your own self-signed certificate, you will need to install it on
every smartphone. See the next section.

Vocera Manufacturer Certificates Not Supported on Smartphones

Vocera provides client- and server-side certificates for B2000 and B3000
badges called Vocera Manufacturer Certificates. However, Vocera Manufacturer
Certificates are not pre-installed on Vocera smartphones. If you want to use
EAP-TLS authentication for Vocera smartphones, you need to either obtain
certificates from a trusted CA, or generate your own certificates.

Installing a Certificate on the Smartphone
If you generated a self-signed certificate rather than purchasing a certificate
from a trusted Certificate Authority, you need to install it on each smartphone.
To install a certificate on the smartphone using MSP:
1. Log into the MSP Console.

2. Create a Certificate Settings object and add the certificate(s) to it. See
Creating a Certificate Settings Object on page 54

3. Deactivate provisioning policies that use the Vocera bundle.

4. Add the new Certificate Setting object to the Vocera bundle. Make sure the
Certificate Setting object is listed before the VoceraCAB package.

Appendix C. Configuring Smartphones for PEAP or EAP-TLS Authentication --- 131



Configuring PEAP Using MSP

5. Reactivate provisioning policies that use the Vocera bundle to push the
certificate(s) to the phones.

To install a certificate on the smartphone by tethering it to a computer:
1. Connect the smartphone to the configuration computer using a USB cable.

2. Use Windows Mobile Device Center, ActiveSync, or Windows Explorer to
copy the certificate to the \My Documents\certs_to_install\ folder on the
phone.

3. On the smartphone, open File Manager and navigate to the \My
Documents\certs_to_install\ folder.

4. Run the file. It is automatically added to the phone's certificate store.

5. For security reasons, delete the certificate file in the \My Documents
\certs_to_install\ folder. This prevents the file from being copied to other
devices.

Configuring PEAP Using MSP

This section describes how to use MSP to configure smartphones for PEAP,

To configure a smartphone for PEAP using MSP:

1. If you are using a self-signed certificate, first install the certificate
on each smartphone. See Installing a Certificate on the
Smartphone on page 131.

If you are using a certificate from a trusted Certificate Authority, you may
not need to install the certificate on the phone.

2. Upload the latest version of Network.WLAN.EWP.setting.xml to the MSP
Server. See Uploading the Network.WLAN.EWP Setting Definition
Document on page 38.

3. Create a Network Settings object for your PEAP SSID. See Creating a
Network Settings Object on page 42.
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Figure C.2. Create Setting wizard for PEAP configuration

Settings > Setting Create
2 SETTING INFO
1. Network.WLAN.EWP.setting.xml
Name: virgo
Description: PEAP settings on Virge
3SID: virgo
Authentication: WPA-Enterprise (EAP) v
WPA Enterprise:
Encryption: TKIP L4
EAP: PEARP A
Identity: vocera
Password:  eueees
Disable dentity Protection: No
Server Certificate Selection: Use Standard CA Cerificate v
CCKM: Enable v

4. Add the latest VoceraCAB package to the Vocera bundle. Make sure the
PEAP network settings package is listed after VoceraCAB in the bundle. For
more information, see the following topics:

¢ Creating Bundles on page 59
¢ Managing Package Versions on page 77

5. Provision new PEAP network settings to Vocera smartphones that
have been updated with the latest firmware. See How to Use
Provisioning on page 79.

6. If you are staging new smartphones for PEAP authentication and the
phones have firmware earlier than version 2.1.1, do NOT include network
settings in the staging profile. See Upgrading Smartphones to PEAP or
EAP-TLS on page 129.

Configuring EAP-TLS Using MSP

This section describes how to use MSP to configure smartphones for EAP-TLS.

Note: For EAP-TLS authentication, you do not need to specify an
authentication username. Instead, the CN (common name) of the client
certificate is the identity used during authentication.
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< ¢ Configuring EAP-TLS Using MSP

To configure a smartphone for EAP-TLS using MSP:
1. Either generate your own self-signed, client- and server-side certificates or
obtain certificates from a trusted Certificate Authority (CA).

Note: Note the password used to encrypt the client key. You will need this
when you create a Certificate Settings object in the MSP Console.
2. Download the server-side certificates to your authentication server.

3. Install the certificates on each smartphone. See Installing a Certificate on
the Smartphone on page 131.

4. Upload the latest version of Network.WLAN.EWP.setting.xml to the MSP
Server. See Uploading the Network.WLAN.EWP Setting Definition
Document on page 38.

5. Create a Network Settings object for your EAP-TLS SSID. See Creating a
Network Settings Object on page 42.

Figure C.3. Create Setting wizard for EAP-TLS configuration

Settings > Setting Create
2 SETTING INFO
1. Network.WLAN.EWP.setting.xml
Description:
Authentication: "v‘-’F‘ﬁ-Elwlerpr\se (EAP) v
WPA Enterprise:
Encryption:
Server Certificate Selection:
Please use the Certificate Setting Object to install the server and / or Client certificates to the device
before applying this settings
Client Certificate (Issued By): l:l
CCKM:

6. Add the latest VoceraCAB package to the Vocera bundle. Make sure the
EAP-TLS network settings package is listed after VoceraCAB in the bundle.
For more information, see the following topics:

e Creating Bundles on page 59

e Managing Package Versions on page 77
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7. Provision new EAP-TLS network settings to Vocera smartphones
that have been updated with the latest firmware. See How to Use
Provisioning on page 79.

8. If you are staging new smartphones for EAP-TLS authentication and the
phones have firmware earlier than version 2.3.5, do NOT include network
settings in the staging profile. See Upgrading Smartphones to PEAP or
EAP-TLS on page 129.

Configuring PEAP or EAP-TLS Using the Motorola EWP Provisioning Tool

For instructions on how to use the Motorola EWP Provisioning Tool to
configure PEAP or EAP-TLS, see Using the Motorola EWP Provisioning
Tool on page 113.
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» » IP Port Usage

The following tables indicates the ports used by MSP Server for IP
communication:

Table D.1. MSP Server IP port usage

Description Protocol Port No

Browser <> MSP Console TCP 80 and 443
(for SSL)

FTP Server <> Smartphone TCP 20 and 21

Note: Different ports are required based on the UDP > 1023

FTP mode used (Active vs. Passive). See below.

Ports used when the FTP Server is in Passive Mode:
e FTP Server's port 21 from anywhere
(Client initiates connection)
e FTP Server's port 21 to ports > 1023
(Server responds to client's control port)
e FTP Server's ports > 1023 from anywhere
(Client initiates data connection to random port specified by server)
e FTP Server's ports > 1023 to remote ports > 1023
(Server sends acknowledgments and data to client's data port)
Ports used when the FTP Server is in Active Mode:
e FTP Server's port 21 from anywhere
(Client initiates connection)
e FTP Server's port 21 to ports > 1023
(Server responds to client's control port)
e FTP Server's port 20 to ports > 1023
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(Server initiates data connection to client's data port)
e FTP Server's port 20 from ports > 1023

(Client sends acknowledgements to server's data port)
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