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About the Vocera Messaging Platform

The Vocera Messaging Platform (VMP) provides an enterprise messaging solution designed

to address the unique communication challenges of healthcare. Users can leverage the
communication capabilities of VMP from the Vocera Collaboration Suite, the VMP Web Console,
and the Vocera badge.

The VMP platform runs on Windows Server and integrates with Windows SQL Server. User data
can be imported from Active Directory, Vocera Voice Server, SQL, or Excel/CSV data files.

VMP administrators perform initial system configuration and ongoing system administration. Initial
configuration tasks are managed from the VMP Enterprise Manager and the VMP Administrator.
Administrative tasks are also managed from the VMP Web Console.

Integration Options

The Vocera Messaging Platform (VMP) runs on Windows Server and integrates with other server
systems.

Table 1: Integration options

System Integration Details

Active Directory Server The VMP Server uses Active Directory to synchronize domain users with the
VMP Administrator.

SQL Server The VMP Server uses SQL Server to store the system data in a secure

database. Users and Contacts can also be imported from an SQL database.
Vocera highly recommends that you create a unique instance on the SQL
Server to house the VMP database. This ensures that resources can be
assigned as specified in the Server Sizing Matrix.

Apple Push Noatification The VMP Server integrates with APNS when Apple iOS devices are not
Service (APNS) connected directly to the Vocera infrastructure to receive direct push
notifications. The APNS Servers are not hosted within a network. The VMP
Server connects to the APNS network through HTTP(S).
The APNS security certificate must be updated every year. See Updating the
APNS Certificate on page 71 for details on updating your APNS certificate.

Google Cloud Messaging The VMP Server integrates with GCM when Google Android devices are

Service (GCM) not connected directly to the Vocera infrastructure to receive direct push
notifications. The GCM Servers are not hosted within a network. The VMP
Server connects to the GCM network through HTTP(S).

Vocera Voice Server The VMP Server integrates with the Vocera Voice Server through a direct
network connection.

VMP Architecture

VMP Messages can be delivered to a number of different devices, including iOS and Android
devices running Vocera Collaboration Suite, or to cell phones via SMS. Pagers are also supported
using the WCTP and SNPP protocols.
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ABOUT THE VOCERA MESSAGING PLATFORM

VMP has a SOAP-based API that external systems can use to send messages and receive
delivery statuses and responses to the messages. VMP also supports WCTP as an inbound and
outbound protocol to allow third-party systems to initiate and receive messages.
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Figure 1: VMP Architecture
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Installation

Learn about VMP Server system requirements, and learn how to install the VMP Server.

For detailed information on operating system requirements, MS SQL Server requirements, and
more, see the Server Sizing Matrix.

VMP Server Requirements

Before you begin your installation, make sure that the VMP installation server is running with at
least 4 GB RAM and 120 GB HDD and meets the requirements described here.

details about virtualization, see the Server Sizing Matrix.

j Note: The VMP Server can be installed on a virtualized server running VMWare. For

Network Access Requirements

Prior to installation, make sure the minimum network access requirements are met.

Table 2: Network access requirements

HTTPS connection SMS message aggregation requires an outbound HTTPS connection.
IIS Service The IIS World Wide Web Publishing Service must not be running on
port 80 or 443.
VMP Software

To install and deploy the VMP Server, you must have the necessary prerequisites on the
installation server.

¢ A Windows Server that meets the minimum requirements
e The VMP installation files

e  The VMP license file

e The SSL certificate that the VMP Server is using, if needed

If you do not have these items ready for your installation, speak with your Vocera services
representative before continuing with the installation.

VMP System Accounts

During the VMP Server installation, two system accounts are created on the associated SQL
Server: wicapplication and wicauth.

e wicapplication is the VMP system application account.
e wicauth is the user authentication account.

VOCERA MESSAGING PLATFORM ADMINISTRATION GUIDE


http://www.vocera.com/guides/pubs_portal/live/vmp/vmp_5.1.0/help/vmp_serversizing_help/index.html
http://www.vocera.com/guides/pubs_portal/live/vmp/vmp_5.1.0/help/vmp_serversizing_help/index.html

INSTALLATION

The accounts are created automatically during platform installation. The installation wizard
prompts you for the user ID and password that you use to log in to the SQL server.
VMP System Settings

The system settings described here must be provided during the VMP installation.

e Public host name or IP address for the VMP Server
* Internal host name or IP address for the VMP Server
e  SMTP Settings

Table 3: VMP SMTP settings

Setting Description

Mail Server The Exchange server name or IP address.

Mail Server Port The port on which the Exchange server resides.

Email Address The email address for sending out installation communications and

receiving server status updates.

Use Authentication Enable the Use Authentication checkbox and enter the credentials, as
these credentials are required to access the Exchange server.

Installing the VMP Server

This section provides information about installing the VMP Server.

VMP Server Installation Checklist

Use this checklist to prepare for the VMP installation and deployment.

The VMP installation server meets the minimum server requirements. See VMP Server
Requirements on page 9.

The VMP software and associated files are available on the installation server. See VMP
Software on page 9.

The platform minimum network access requirements are available. See Network
Access Requirements on page 9.

The SQL Server VMP instance is running and meets the minimum requirements. See
the Server Sizing Matrix.

The Vocera Voice Server is configured to communicate with the VMP Server (if a
Vocera Voice Server integration is part of the deployment). See Vocera Voice Server
Integration on page 26.

The user sources are defined and proper credentials are available to configure the
import parameters for remote sources. See Contacts on page 83.

Installing the VMP Server
Use these steps to install the VMP Server.

1. Use the following steps to turn off the IIS World Wide \Web Publishing Service. This step
ensures that port 80 is open for the VMP Web Console.

a. Open the Windows Services application:
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8.

9.

INSTALLATION

Windows > Start > Administrative Tools > Services
Click to select World Wide Web Publishing Service.
Right-click and select Properties.

From the Startup type dropdown list, select Disabled.
Click Stop, and click Apply.

Execute the VMP setup file on the VMP installation server.

® a0 o

In the Welcome screen, click Next.
Accept the License Agreement, and click Next.
In the Software Type dialog, select VMP Server and Administrator, and click Next.

In the Destination Folder field, Vocera recommends that you use the default destination folder
provided. To use a different destination folder, type or browse for the folder in which the VMP
Server is to be installed, and click Install.

In the Create VMP Database Wizard dialog, do the following:
a. Enter the SQL Server VMP instance name using the format of ServerName\InstanceName.

Tip: Vocera recommends that you type the name of the Server and instance
name instead of using the dropdown list.

Create YMP Database Wizard

S0L Server connection

Configure connection to SOL server, This connection will be used to
cieate VMP databases, SOL seaver login shoukd have rights o create
dalabases and SOL accounts.

SOL Server. [host\SOL |
o

© Windows Authentiication

& Sql Server Aulhenticalion

Login: [sa

Pm [.-......

< Back I Mewt > I Cancel I

b. Select the Sql Server Authentication radio button.

c. Enter the server authentication Login and Password.

d. Click Next.

” ] Note: For details about the SQL Server requirements, see the Server Sizing Matrix.
4

Enter a password for the wicapplication and wicauth accounts using the following rules, and
click Next.

Passwords must be a minimum of 7 characters and include at least three of the following:
e Uppercase letter

e |owercase letter

e Symbol and/or number

7
In the VMP system Settings dialog, enter the VMP Server internal and external host
information and the SMTP settings. Click Next.

”_" Note: Do not change the system account names.
I
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Create VMP Database Wizard x|

VMP system Settings
Specify VMP system settings

VMP server public host name orip: |10.37.43.123

WMP server intemal host name or ip: |10.37.43.128
—Smtp

Mail server; IMEnge.vocem.\ocal

Mail server port |25

Email address: I\Mr.znﬂ @vocera com

™ Use authentication

Login I

Password I

Corfirm Password |

<Bak | Net> | canel |

Tip: Use the DNS name for the external host name to make IP scheme updates
easier. If configuring a device manually, use an IP address.

m===| Note: For detailed information about System Setting requirements, see VMP System
= Settings on page 10.

10. If the VMP Server is using a Vocera Voice Server:

Create VMP Database Wizard x|
Voice Server Settings

™ Use Voice Server

Voice Server IP I

Port: |80
| Use 551 Authertication

<Back [ Net> Cancel

a. Select Use Voice Server.

b. Inthe Voice Server IP field, type the IP address of the Voice server that you want to use.
If you are using a clustered environment, ensure that the IP address of the active Voice
server is listed first.

c. Inthe Port field, specify the port number that the Voice server is using. In most
environments, you can use the default port number that is provided in the installer.

d. Select Use SSL Authentication if you are using SSL when communicating with the Voice
server.

Click Next.

11. If the VMP Server is using an Active Directory server:

12 VOCERA MESSAGING PLATFORM ADMINISTRATION GUIDE
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zl

Active Directory Setiings

™ Use Active Directary

Server Name or IP: I
™| Use Active Directony for Authertication
™| Use S5L Authentication

<Back | [ Net> Carcel |

a. Select Use Active Directory.

b. Inthe Server Name or IP field, type the domain name or the IP address of the Active
Directory server that you want to use.

c. Select Use Active Directory for Authentication if you want to authenticate using Active
Directory usernames and passwords. The default is to use VMP Server authentication.

d. Select Use SSL Authentication if you are using SSL when communicating with the Active
Directory server.

Click Next.
12. In the Security Options window:

Create VMP Database Wizard x|

Security Options

Admin Password: I

Corfirm Admin Password: I
™ Enforce SSL for Web and Smariphone connections

Location of S5L certificate Erowse
¥ Use app PIN for shared devices

™ Suppress notification message content

<Back | [ Net> Carcel |

a. Inthe Admin Password field, type the password to use for the default administrator
account.

b. in the Confirm Admin Password field, retype this password.

Select Enforce SSL for Web and Smartphone connections to enforce the use of secure
connections.

d. If Enforce SSL for Web and Smartphone connections has been selected, in the Location
of SSL certificate field, specify the location of the SSL certificate to use with this
installation. Click Browse to display the certificates that are available to you.

e. Select Use app PIN for shared devices if you want to force users to supply a PIN when
accessing this server from the Vocera Collaboration Suite. This sets the Enforce App PIN
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INSTALLATION
configuration option to SHARED. If this checkbox is not selected, Enforce App PIN is set
to OFF.

=== Note: You can override this specification for any individual user. See Editing User
=== | |nformation on page 78 for more details.

f. Click Next to continue.

Tip: Vocera recommends that you use SSL to transmit information. If you are using
VMP to transmit confidential patient information, your jurisdiction may require by law
that this information be transmitted securely.

13. Skip the step that asks you whether you want to install the OTA. xm1 file.

14. The installer creates the VMP databases on the SQL server. When the script is complete, click
OK.

15. This release opens the VMP Enterprise Manager after the database script is complete. Close
the application to complete the installation process. Click Finish to close the installer.

16. The VMP Server is now installed. Confirm a good installation by opening a supported Web
browser and pointing to the server URL. If VMP is installed correctly, the VMP Web Console
opens at the login page.

For information on supported Web browsers, see Browser Requirements on page 108.

Configuring the VMP License
Use these steps to configure the VMP Server.

1. Start the VMP Enterprise Manager application:
All Programs > VMP > VMP Enterprise Manager

2. Click the Instances icon @ and type the SQL Server administrator credentials.

s

" VMP Enterprise Manager

Connect To SQL Server

SQL Server I‘u"M P4TWMPSQLTEST

 Windows Authentfication
% SQL Server Authentication

Login: Isa
Password: [~

[ ox ] coca |

Note: For more information about the SQL Server credential requirements, see the
Server Sizing Matrix.

3. In the Licenses tab, select the Install License () button.

4. Navigate to the license file and click Open.

Note: The license file is provided by the Vocera order management team. The file is
distributed as a zip file. Extract the file before you begin the installation to import the
WLC extension.

5. Click OK to close the install dialog.
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Updating the VMP Server
These steps describe how to install an update of the VMP Server.

== Note: For best results, save a backup of the contents of the folder in which the VMP
mm—— Server is installed (by default, this is \Program Files\Wallace), and save a copy of the
WICMASTER SQL database.

1. Stop the Vocera Data Exchange service. See Starting and Stopping the VMP Server on
page 21 for details on how to do this.

Execute the updated VMP setup file on the VMP installation server.

In the Welcome screen, click Next.

Accept the License Agreement, and click Next.

In the Software Type dialog, select VMP Server and Administrator, and click Next.
Accept the existing Destination Folder and click Install.

N ook

In the Create VMP Database Wizard dialog, do the following:
a. Enter the SQL Server VMP instance name using the format of ServerName\InstanceName.

Tip: Vocera recommends that you type the name of the Server and instance
name instead of using the dropdown list.

Create YMP Database Wizard

S0L Server connection

Configuie connection o SOL server, This connection will be used to
create VMP databases, SUL sesver login should have rights to create
databases and SGL accounts,

SOL Server: [hostiSOL |
" Windows Authentfication
= 5l Server Authenticalion
Login: [sa
Pm [........

coack | mMews> | cancal |

b. Select the Sqgl Server Authentication radio button.

c. Enter the server authentication Login and Password.

d. Click Next.

Note: For details about the SQL Server requirements, see the Server Sizing Matrix.

I
I
—

#

8. Click OK to confirm that the existing database will be upgraded, and click Next.

9. Skip the step that asks you whether you want to install the OTA. xm1 file.

10. The installer will create the VMP databases on the SQL server. When the script is complete,
click OK.

11.If the VMP Enterprise Manager opens after the database script is complete, close the
application to complete the installation process. Click Finish to close the installer.

12. Restart the server.

18. The VMP Server is now updated. Confirm a good installation by opening a supported Web
browser and pointing to the server URL. If VMP is installed correctly, the VMP Web Console
opens.
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Installing a VMP Cluster

To ensure maximum reliability, you can set up a cluster and install the VMP Server on each node
of the cluster.

For more information on using the Vocera Messaging Platform in a clustered environment, see
Vocera Messaging Platform Failover on page 65.

Installing the VMP Server on the First Node of a Cluster

When installing the VMP Server in a clustered environment, the first step is to install on the first
node of the cluster.

1. Perform a normal installation of the VMP Server using the steps in Installing the VMP Server
on page 10.
2. Test your installation to ensure the server is working properly.

3. Copy the server configuration file, WIC.config, to a folder that the second node of the cluster
can access.

===| Note: The WIC.config file is located in the VMP installation folder. By default, this is
memm— \Program Files\Wallace\WIC.

Installing the VMP Server on the Second Node of a Cluster

After you have installed the VMP Server on the first node of a cluster, you can use the
configuration file from this node when installing on the second node of the cluster.

1. Create the VMP installation folder for the VMP Server. By default, the path is:
\Program Files\Wallace\WIC

2. Locate the copy of the server configuration file, WIC.config, that you created when installing
the VMP Server on the first node of the cluster. Copy this file to the VMP installation folder that
you have just created.

3. Turn off the IS World Wide Publishing Service. See Installing the VMP Server on page 10
for instructions on how to do this.

Execute the VMP setup file.
Accept the License Agreement, and click Next.
In the Software Type dialog, select VMP Server and Administrator, and click Next.

N ook

In the Install Location field, enter the path of the installation directory into which you copied
the WIC.config file. Click Install.

8. Atthe Create VMP Database Wizard prompt, confirm that the SQL Server name is correct.
Note: The SQL Server name is supplied by the WIC.config file that you copied.

9. Select the Sqgl Server Authentication radio button, and enter the SA Login and Password.
Click Next.

10. When prompted, click OK to upgrade the database.
11. Leave the SQL Account Configuration page unchanged and click Next.

=== Note: The account configuration information is supplied from the WIC.config file that
== \/oU copied. Do not change this information.

12. Complete the VMP System Setting dialog and all subsequent steps in the Create VMP
Database Wizard as described in Installing the VMP Server on page 10.

Updating a VMP Cluster

If you are using the VMP Server in a clustered environment and you want to install an update, you
must update the VMP Server on each node of the cluster.
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1. On the first node of the cluster, follow the instructions in Updating the VMP Server on page
15 to update the VMP Server.

2. Stop the Vocera Data Exchange Service on the first node. See Starting and Stopping the
VMP Server on page 21 for details on how to do this.

3. On the second node of the cluster, follow the instructions in Updating the VMP Server on
page 15 to update the VMP Server.

4. Stop the Vocera Data Exchange Service on the second node.
5. Restart the Vocera Data Exchange Service on the first node of the cluster.

The Smartphone Proxy

To be able to support Active Directory authentication, the VMP Server must be part of the
corporate network and must be connected to the domain controller. However, the VMP Server
needs to be opened to external traffic, since it needs to communicate with smartphones.

For security reasons, some customers place the VMP Server into a DMZ or perimeter network.
Unfortunately, this means that some VMP features, including Active Directory authentication,
become unavailable. To solve this problem, the Vocera Smartphone Proxy (VSP) is included with
VMP.

The VSP performs the following tasks:

e Accepts HTTP traffic

e Filters smartphone requests

¢ Authenticates the requests

e Sends the requests to the VMP Server

¢ Provides replies to the smartphones that sent the requests

The VSP can be installed in the DMZ on a separate server, and will block all traffic to the VMP
Server except for authenticated smartphone traffic.

For server requirements for the VSP, see the Server Sizing Matrix.

=] Note: You cannot stream audio and video content to client devices if you are using the

I

= \/SP to access the VMP Server, since devices are normally connected to the VSP through
a cellular network.

Installing the Vocera Smartphone Proxy (VSP)

The VSP is included as part of the VMP installer, but must be installed as a separate VMP
component on a different server.

The VMP Server must be installed first.
To install the VSP:

1. Run setup.exe.
2. Select Smartphone Proxy and click Next.
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V' VMP 4.9.0 Setup

Software Type
Select type of software you want to install

3. Confirm or change the default install location, and click Install.
4. Use the VSP Configuration Utility to configure the proxy settings.
5. Click Save, and click Start.

. Note: To uninstall VSP, open the VSP Configuration application, and click Uninstall.

The VSP Configuration Utility
A configuration utility for the VSP is included with VMP.

This utility appears when you install the VSP. It lets you install VSP as a Windows service, start
and stop it, and configure it.

i} vSP Configuration

—

=
=
=]

lll

Figure 2: The VSP configuration utility
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The VSP configuration utility consists of four sections:

e HTTP server settings
e Logger settings

e  SMTP settings

e Proxy settings

The HTTP server settings section specifies the network interface that the VSP is listening to.

Table 4: HTTP server settings options

Option

Interface

Port
Https Port

Connection Limit

Connection Timeout

Certificate Name, Certificate Location,
Certificate Thumbprint

Description

The IP address for the network interface. Specify 0.0.0.0 to use all
available local network interfaces.

The local HTTP port number.
The local HTTPS port number.

The maximum number of simultaneous requests that will be
redirected to the application server. This lets you control the
impact of smartphone use on the application server load.

The number of seconds that the VSP is to keep HTTP requests in
the local queue.

The fields that define the SSL certificate. Click '/ to browse for
the location of a previously installed certificate.

The Logger settings section specifies the settings for file logs, Windows event logs, and log

records sent by email.

The SMTP settings section specifies the communication settings for the SMTP server. These
settings are identical to the settings specified in the VMP Enterprise Manager.

The Proxy settings section defines the Vocera Data Exchange server that the VSP is connected
to. (For historical reasons, this Vocera Data Exchange server is referred to using the initials WDE.)

Table 5: Proxy settings options

Option
WDE HTTP Url
WDE HTTPS Url

Check PIN Query String
Use only HTTP protocol for WDE

Cache timeout

Authentication Timeout

Request Timeout

19

Description
The URL to access the Vocera Data Exchange server using HTTP.

The URL to access the Vocera Data Exchange server using
HTTPS.

A query to authenticate the device.

Select this checkbox if the VSP is to always use the HTTP
interface to communicate with the Vocera Data Exchange
server. This lets you use fewer VSP and Vocera Data Exchange
resources. If this checkbox is cleared, VSP will use HTTPS if the
smartphone requests it.

The number of minutes that VSP stores information about
previously authenticated devices. When the cache record is
expired, the VSP re-authenticates the device on the Vocera Data
Exchange server.

The number of milliseconds that the VSP will wait for a response
from the Vocera Data Exchange server to an authentication
request.

The number of milliseconds that the VSP will wait for a response to
an authenticated request redirected to the Vocera Data Exchange
server.
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VSP High Availability

For best results when implementing a high-availability solution using multiple instances of VSP,
implement a round-robin solution with online-offline status using a load balancer.

e The load should be distributed evenly between available VSP instances.

e The VSP instances should all point to the VMP Server, or to an internal VMP load balancer if
VMP has been implemented in a cluster deployment.

If you are implementing the Vocera Smartphone Proxy in a high-availability solution, these tests
will be of use to you.

* http://<serverid>/vsptest: This query checks the status of the VSP.

* http://<serverid>/WIC?query=test: This query is terminated on the VMP Server, and
tests the status of VMP and the connection between the VSP and the VMP Server.

<serverid> is the VSP IP address or domain name. The interval between tests using http://
<serverid>/WIC?query=test should be identical to the timeout interval on the VSP (this is
normally 30 seconds).

If two consecutive queries fail on a particular instance of VSP:

e This VSP instance should be considered unavailable.
¢ The load balancer should route traffic to the other available VSP instances.

* An email notification should be sent to the administrator, along with the results of the http://
<serverid>/vsptest query. If this query fails, this VSP service is down and should be
considered offline, and the administrator needs to attend to the server (for example, restart
the server or start up the virtual machine). If this query passes, it may indicate that either the
VMP Server is unavailable or the connection to it is unavailable. In this case, the administrator
should look at the VMP Server or the connection between it and the VSP.

http://<serverid>/WIC?query=test queries should continue. If a query passes, this instance
of VSP is again functional and can be considered online. The load balancer should redistribute
loading to this VSP instance.

== Note: Optional smartphone URL filtering on the external load balancer can reduce
I
mm— |0ading on the VSP instances.
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Deploying VMP

Learn how to deploy VMP in your environment, including how to import and add users and
contacts, how to encrypt your data for greater security, and how to deploy a failover environment
to ensure maximum reliability.

Starting and Stopping the VMP Server

When you install the VMP Server, it is automatically started for you. To restart the server, you
must restart the Vocera Data Exchange service.

Like any other service running on Windows, the Vocera Data Exchange service can be stopped,
started, or restarted.

1. Open the Windows Services application:
Windows > Start > Administrative Tools > Services
2. Click to select Vocera Data Exchange Service.
3. Right-click and select one of the following:
e Start: start the Vocera Data Exchange service.
e Stop: stop the service.
* Restart: restart the service.

VMP Server Log Files

The VMP Server log files provide information on all actions performed by the VMP Server. This
can be useful if an unexpected error occurs.

The server log files are stored in the WIC\Logs subfolder of the folder in which the VMP Server is
installed. By default, thisis C: \Program Files\Wallace\WIC\Logs.

You can use the VMP Enterprise Manager to specify what message levels are to appear in log
files.

1. From the VMP Server, start the VMP Enterprise Manager.
Start > All Programs > VMP > VMP Enterprise Manager

2. Select Configuration Q and scroll down to the Logging section.

3. Click in the Value column of the Limit log messages to VMP Log File field. From the dropdown
list that appears, select one of the following:

Table 6: Logging options

Do not log Do not write to the log files.
Write all events Keep a record of all VMP Server events.
Warnings and Errors Write only warnings and errors to the log files.
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Errors Write only errors to the log files.

4. Click Save to save your change.

File to Write all events and set Enable extended communication logging to true, as

@ Important: In a live environment, you should not set Limit log messages to VMP Log
this may cause patient-sensitive data to be written to the log files. (The Enable extended
communication logging setting appears when you click 9 Advanced Options.)

In the event of a failover scenario, the VMP Server log files include a log entry describing the
failover to a standby server and the startup details for the new active node. For more information
on clustered environments and failover, see Vocera Messaging Platform Failover on page
65.

Configuring Wireless Gateways
The wireless gateways listed here can be configured for VMP.

e SNPP
e WCTP Connections

SNPP Gateways

The SNPP protocol facilitates a link between the Internet and a TAP-compliant paging terminal.
To configure VMP for use with a provider using SNPP, you must have the provider's SNPP
address and port number.

For a list of provider SNPP addresses and port numbers, see Note Page - Simple Network
Paging Protocol (SNPP).

Configuring an SNPP Wireless Gateway

For a deployment with SNPP protocol, use these steps to configure the SNPP Wireless Gateway
in the VMP Administrator.

1. Start the VMP Administrator application:
All Programs > VMP > VMP Administrator
2. Type admin (or your administrative credentials) in the VMP Login dialog, and click OK.

Select Configuration > Wireless Gateways %

Click to highlight AT&T SNPP, and click Ediit .

Ole

Mame 4| Host Port Type
3 snpp.att.net 444 | SNPP
S server Inralhnst AR RES (Fxct 1]

5. Select the SNPP Implementation from the dropdown list.
ATT, Sprint, and Verizon are pre-configured. For another implementation, select Generic and
provide the following details:

Table 7: SNPP Configuration Options

Name Name the SNPP implementation.

Secure delivery Select this option if the channel is secure and the full message content
can be delivered. If this option is not selected, only the message subject is
delivered.

Host Enter the host name.

VOCERA MESSAGING PLATFORM ADMINISTRATION GUIDE


http://www.notepage.net/snpp.htm
http://www.notepage.net/snpp.htm

23

Option
Port

SNPP gateway
compatibility

Max # of characters per
message

Delivery receipts

Treat "accepted by
gateway" as delivery
receipt

Multiple Choice
responses

Use authentication

New Wireless Gateway

I ame:

DEPLOYING VMP
Values
Specify the port number to use.

Select One way or Two way from the dropdown list.

Enter the maximum number of characters allowed in a text message.

Select to activate delivery receipts if this option is supported by the provider.

Select this option if it is supported by the provider. If this option is selected,
the message is deemed delivered when accepted by the gateway.

This option is selected by default. Leave this option active unless instructed
otherwise by the provider.

If authentication is required to establish the gateway connection, click to
activate this option and enter the login credentials.

Type:

V' Secure delivery
SMPP Implementation:

I Generic
Host:

Part:

{444 =

— Supported Features

r Deliverns receipts

v Multiple choice responzes

" Use authentication

SMPP gateway compatibility: ITwo way 'l
Maw # of characters per message: I 3:

™ Treat "accepted by gateway" as delivery receipt

Logir:

|
Pazsword: |
Confirmation: |

ok I Cancel Help

WCTP Connections

VMP supports inbound WCTP messages from external systems, and forwards these messages
to end-users' mobile devices.

Messages are delivered from VMP to:

Supported iOS devices

Supported Android smartphones

Cellphones (via SMS)
Pagers (via SNPP)
Vocera badges

VOCERA MESSAGING PLATFORM ADMINISTRATION GUIDE



24

DEPLOYING VMP

Delivery receipts, read receipts, text responses, and multiple choice responses are supported.
The WCTP request sent to the VMP Server sets the appropriate flags to true as per the
specification, and the VMP Server provides the response to the initiating system. The VMP Server
posts these responses and read/delivery receipts back to the originating system in real time.

The VMP SOAP-based API provides support for external systems to send messages, and to
receive delivery statuses and responses to the messages (see the Vocera Messaging Platform
API Guide for details).

Systems that support WCTP generally allow the administrator to identify users in the system as
WCTP users, and point the WCTP configuration to the VMP Server. When a message needs to
be sent, the system will send the message via the WCTP protocol to the VMP Server.

== Note: USA Mobility is supported via outbound WCTP through a direct push rather than
m— nolling.

To configure WCTP, the third party needs the VMP Server URL with /wctp?F=XX appended. The
format follows:

www.domain.com/wctp?F=XX

XX refers to the third-party system initiating the messages. The configuration is shown in the
following code sample:

F=EM For Emergin
F=generic For all other systems (including Connexall)

To override the end user's profile settings, based on the priority of the message sent, append one
or more of the following additional tags to the URL.

Table 8: User profile override tags

Tag Description

OverrideProfilelfHigh=Y Override user profile when priority is high.
QverrideProfilelfNormal=Y Qverride user profile when priority is normal.
OverrideProfilelfLow=Y Override user profile when priority is low.

=== Note: These settings are supported on the Vocera Collaboration Suite and other Vocera
I
= smartphone clients.

Linking VMP with the WCTP Source

To link users with a WCTP source, a user must be created to support WCTP. This user account
will send the messages.

Start the VMP Administrator.

1.

2. Select Users & Groups > Users 5,

8. Click to highlight the Partner Alerts entry, and click Edit

4. Specify a name that is relevant for your deployment. This is the name that appears as the
sender for messages sent via WCTP.

=== Note: To synchronize this user with the WCTP source, set the Pager ID field for this
s user to match the WCTP Source senderID.

5. Click Next, and click Finish.
6. E )

Select Configuration > System Options %,
7. Scroll down to the Default Subject for 3rd Party Integrations entry, change the subject line as
appropriate for your deployment, and click OK.
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System Options ®
Days of inactivity befare uzer iz placed into Locked state a0 o

Time of inactivity for auta logout for smartphone client [in minutes) | 60

Allow User to upload personal image Tes

Allaw Ermnail Cormmunication Yes

Enable Remind Me Later Option MHa

Drefault Subject Line for 3rd Party Integrations 3rd Party Motification I
Response waiting interval [in seconds] EOO
Retain Message History in Database [in weeks) 104
Deliver message content to SMS users Mo
Allow Urgent mezzages Tes
Ihclude attached imagesz in the report Mo

Mumber of days of inactivity to archive a conversation [in days|

Dveride N

Enable Do Mot Disturb bMode on Smartphone Clients Yes

Content

oK I Cancel | Help |

If a WCTP message starts with the text Subject:, VMP uses the rest of the line containing
this text as the subject field for the message. VMP then skips one empty line and extracts the
remaining data as the body of the message.

The following is a simple example of a WCTP XML payload that overrides the default subject:

<?xml version="1.0"?>
<!DOCTYPE wctp-Operation SYSTEM "http://dtd.wctp.org/wctp-dtd-virl.dtd">
<wctp-Operation wctpVersion="wctp-dtd-virli">
<wctp-SubmitRequest>
<wctp-SubmitHeader submitTimestamp="2010-03-31T01:00:56">
<wctp-Originator senderID="166.214.43.65:8088/WCTP"
securityCode=""/>
<wctp-MessageControl messageID="5345-21" transactionID="5345-21"
allowResponse="false" notifyWhenDelivered="false"
deliveryPriority="HIGH" preformatted="true"/>
<wctp-Recipient recipientID="12345"/>
</wctp-SubmitHeader>
<wctp-Payload>
<wctp-Alphanumeric>Subject: This is a subject.

This is a message body</wctp-Alphanumeric>
</wctp-Payload>
</wctp-SubmitRequest>
</wctp-Operation>

Configuring the VMP User to Receive WCTP Messages

Users that are configured to receive WCTP messages can be set up manually using the VMP
Administrator, or the VMP Server can connect to a SQL table and synchronize this information on
a regular schedule.

1. Start the VMP Administrator.
2. Navigate to the Users view:

Users & Groups > Users &

Click to highlight the a user entry, and click Edit "
4. Enter a value in the Pager ID field to match the WCTP Source recipientID.

[ Note: The WCTP Source can identify the recipient using a phone number, email
address, or randomly generated number. The only requirement is that it must match

the user Pager ID field.

|
\LIII
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5. Click Next, and click Finish.

Configuring WCTP Polling

VMP supports polling to add additional features to AT&T Enterprise Paging, Sprint SMS, and
US messaging gateways. Polling sends messages to the gateway at a set interval in order to
determine if the page is sent, delivered, and read.

Use the following steps to configure polling for WCTP.

1. Start the VMP Enterprise Manager: Start > All Programs > VMP >VMP Enterprise Manager
2. %

Select Configuration and click ¥2# Advanced Options.
3. Scroll down to WCTP and enter a Security Code.

Configuration
£ Advanced Gptions | 7 Save 2 Reset

Name Walue

€3 Allow any Active Directory user to login [display lo... |false

£ Enable automatic login using Active Directory auth.. | false

€3 Allow curent logged domain user to login [display.. | false

£ GCMProsy

WCTP

I3 Secuity code
SMTF
3 Sewer smip
£} Part £

=== Note: If a valid security code is not provided, a WCTP request is rejected with a
m— \\/CTP 402 error.

Click Save.
Click OK to confirm the saved settings, and click Yes to restart the server.
Start the VMP Administrator.

No ook

o)

Open the System Options view: Configuration > System Options <
Scroll down to WCTP, enter the polling IDs, and click OK.

©

Vocera Voice Server Integration

Vocera Voice Server to VMP integration enables Vocera Collaboration Suite users to make Calls
and use other Vocera Voice Server capabilities from their devices.

=== Note: Vocera Voice Server is integrated with the platform as a connector and no
I
= qdditional licensing is required.

To configure the VMP Server to integrate with Vocera Voice Server, prepare the following:

Table 9: Vocera Voice Server configuration requirements

Configuration Requirement Description

Vocera Voice Server Software Requirements Vocera Voice Server version 4.4.1 or later. If you
are synchronizing Vocera Voice Server departments
with VMP groups, you require Vocera Voice Server
version 5.1 or later.

Vocera Voice Server Credentials You must have administrator access to the Vocera
Voice Server.

VMP Server IP Address You must have the VMP Server IP address.

Vocera User Email Address Make sure that each Vocera Voice Server user profile

includes the user email address.

The following Vocera Voice Server components must be installed to use the VMP Server with
Vocera Collaboration Suite:

¢ Vocera Client Gateway: required for Wi-Fi calling
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e Vocera SIP Telephony Gateway: required for cellular calling

Vocera Voice Server and VMP Configuration
Use these steps to configure the Vocera Voice Server and VMP to work together.
Open the Vocera Voice Server Administration Console.

Log on with your administrator credentials.
Select the System view.

P wnN -

Select the License Info tab.

License Info Passwords Preferences e

Company Mame

WAl Application IP Addresses (comma-separated list)

10.37.43.128|

~ General License Info.
License No.: 25 Speech Ports:
Locale: United States P Oken Name

5. Inthe VAI Application IP Addresses field, type the VMP Server IP address. For load balanced
environments, use comma-separated values.

Note: If you are using other VAl applications, the IP address for VMP must be the first
IP address listed in the VAl address field.

6. Click Save Changes.

7. Click the Preferences tab.

8. If the Enable Auto-Logout Period checkbox is selected, set the auto-logout period to a value

greater than 1 Minute. This ensures that clients that use the iOS operating system are not
unexpectedly logged out.

] Enable Auto-Logout Period

Auto-Logout Users after 2

9. Select the Enable VMP checkbox.
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Vocera Messaging Platform (VMP)

Enable vMP

10. Click Save Changes.

11. Start the VMP Administrator:
All Programs > VMP > VMP Administrator

12.In the VMP Login dialog, type admin and the password for the administrator account, and
click OK.

13. Select Configuration > System Options 0
14. Scroll down the System Options dialog to the VVocera Voice section.

System Dptions E

CE

Enabled Yes

B T R

VLG IP Addresses 172.3043.145
Enable Enhanced Yoice Server NIO Tomcat Feature

YST integration

Ok I Cancel Help

15. Enter the following values:

Table 10: System option configuration values

Enabled Select Yes from the dropdown list to enable the
use of the Vocera Voice Server with the VMP
Server.

IP Addresses Enter the Vocera Voice Server IP address.

This can be set in the Voice Server dialog box
during installation. See Installing the VMP Server
on page 10 for more details.

If you are using more than one Vocera Voice
Server in a clustered environment, separate the

IP addresses with commas, and ensure that the
active Vocera Voice Server is listed first.
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Port

Use HTTPS

VCG IP Addresses

VMI Message Expiry

Enable Enhanced Voice Server NIO Tomcat

Feature

Enter the Vocera Server port number. The default
port number is 80.

Select Yes or No from the dropdown list as
appropriate for your deployment.

The Vocera Client Gateway IP address, or comma-
separated addresses if the Vocera Client Gateway
is operating in a clustered environment. These
addresses are configured when the Vocera Voice
Server is installed and has been synchronized with
the VMP Server, and cannot be edited here.

The number of minutes before VMI (Vocera
Messaging Interface) messages sent from the
Vocera Voice Server expire.

Whether to enable support for scaling changes
included in the Vocera Voice Server. Ensure that
this feature is enabled in the Vocera Voice Server
before enabling it in the VMP Server.

Server. See Starting and Stopping the VMP Server on page 21 for details on

@ Important: If any of these settings change, you must manually restart the VMP

how to do this.

16. Click OK to save your changes.

After you have configured the Vocera Voice Server and VMP to work with one another, the next
step is to import the Vocera Voice Server contacts into the VMP Server. See Importing Vocera
Voice Server Contacts on page 36 for information.

Enabling a Vocera Voice User for VMP Paging

You can use the Vocera Voice Server Administration Console to enable a Vocera Voice user for

VMP paging.

1. From the Vocera Voice Server Administration Console, select Users, click to highlight the
desired user, and click Edit User.

Status Monitor

Groups
Departments
System
Defaults
Locations

Email

Telephony

Reports
Maintenance
Address Book

Devices

Documentation

. Users

Add, Edit, and Delete Users
Gillespie,

Type Full Name Site

| 4] Gedeon, Claudette Global

| 4] Geene, Salome Global

| 5] Genarn, Erika Global

ﬁ ‘Genung, Linda Global

| 4] Ghaly, Maged Global

| 4] Gianni, Ginette Global

L 4] Gibson, Michele Global

[ 5] Gillespie, Dizzy Global

Next 200
Add New User Edit User ) Email Connect Setup )

2. Click the Phone tab, type the letter w in the Pager text field, and click Save.
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mmm >
yu

Desk Phone or Extension Cell Phone

1234 555-555-1212
Home Phone Pager
555-555-1212 w

Vocera Extension Dynamic Extension

PIN for Long Distance Calls

Cisco EM Extension Cisco EM Auto-Answer

Vocera Access Anywh
Enable Vocera Access Anywhere

Phone Password (minimum 5 chars.} Re-enter Phone Password

Note: Phone pazsword not required if caller ID permission is uzsed.

= R

Note: The VMP Server sends a message to the user's smartphone (not the badge).

Configuring Groups for VMP Paging

You can use the Vocera Voice Server Administration Console to configure a group for VMP
paging.

1. From the Vocera Voice Server Administration Console, select Groups, click to highlight the
desired group, and click Edit Group.

Status Menitor

. Groups | Permission Browser
Sites

Loere Add, Edit, and Delete Groups
Groups
Departments
System
Group Name
Defaults ACTe
Locations ACT Managers =
Email Account Administor
Telephony Administration *
Reports Administrator =
N
Maintenance Blcu
B1C U Case Manager
Address Book ¢
B1C U Charge Nurse **
Devices .
B 1C U Dietitian
Documentation
[] View Al Groups 1to 200 of 1725 Next

Addﬂmﬁﬁ ) Edit Gr Delete G

2. In the Info tab, in the Pager field, type the letter w followed by a unique set of numbers, and
click Save.
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info ) Dept T member T Forwara J permissions J' conference |
i

e |
Group Mame * Site
BICU Global Select ) 9
Vocera Extension Pager

w555-555-1212

Permission Only (not callable)

Speech Recognition
Member Mame - Singular

BICU (a manager, for example)

Member Mame - Plural
(managers, for example}

Alternate Spoken Group Name
(The Managers group might also be called the
Supervisors group, for example)

Scheduling Options Cross-site Options
) Sequential Receive Offsite Calls
(©)  Round Robin Receive Offsite Broadcast

e Lami)

3. From the VMP Server, open the VMP Administrator and select Messaging > Distribution Lists

&,

4. Click New € > New Regular Distribution List.

P vrp {Default administrator) - [Distribution List - Users]
L—:t File  W¥iew ‘Window  Help

Users & Groups Distribution List - Users
Contacks wy e
- e 4 :
Messaging Mew Regular Distribution List I | Type
Mevs Escalation Distribution List Regular
[On-Calll%/alk{In Clinic Doctars Regular
& 4\West Fegular
b—| Evervone_Global Fegular
Messaging
Templates
=
il

5. Type a name in the Distribution List Name box.
6. Type the pager ID in the Distribution List ID box.
=====| Note: This must be the pager ID entered in the Vocera Voice Server Group profile.
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New Distribution List - Users [<]

Name and Type

Enter a name for the Distribution List [DL] that is being created. Check the '0n-Call Distribution List' checkbox to enable on-call
functionality so that only members of the DL who have a status of 'On-Call' or 'Monitor' will receive a Alert sent to DL. The Minimum Users
Or-Call defines the minimum number of DL members that can be On-Call at any one time:

DEPLOYING VMP

Mame and Type
Users
DL Access

Diistribustion List MName:

IpagleL
Distribution List I0:

|555-5551 219
Site:

¥ Enabls for Texting
I OnCal Distribution List

Minimum Users On-Call - |1 3:

" Hidden

Members
¢ fdd Users Manually

" Create DL based on Active Directory structure

Mext > | Cancel | Help

7. Optionally select a site for the group from the Site dropdown list.
=== Note: Sites are defined in the Vocera Voice Server Administration Console.

8. Click Next.

9. Click to highlight the DL users (CRTL + click to select more than one user), click > to add the
users to the list, and click Next.

New Distribution List - Users [x]
Users

Select the Users who wil be 2 member of Distibution List (DL, Move the appropriate Users to the right sids of the scrsen by
double-clicking, or highlighting and pressing retun, or highiichiing and pressing Add bution. To sesrch specific users, type the fiist few
Ietters of the st name or the last name in the Search field. Define whether or not the Users can edit their own On-Call Status, and
whether thay can edit the On-Cal status of al Users in DL, Finall, carfigure the curent OrCall $tatus of each User,

Hame and Type Search: Clear

Users
DL Access

. Claudia Bemeli

|, Defaul administralor

2]

|, Brian Forsberg B [7 Femies
|
=]

., Denise Lundberg

L dane Moore

., John Smith

L, Mantin Choi

< Back | Next > |

Concel | Hep |

10. Click to highlight the VMP users who can see and use the DL (CTRL + click to select more
than one user), click > to add the users to the list, and click Finish.
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Search G |
e | > | [ ——ye—
/4 Everyone VoiceServer_Fa_

2|

(s Everyone_VoiceServer_Gen_ Ll
s Everyone VoiceServer_Glo_ il
/s Everyone VoiceServer Me_
| » Everyone VoiceServer Reg_
/s Everyone VoiceServer_Vall_
T

£ Adonis Jaico
4, Akirita Boakye
& Alan Garten
L4 Alan Martinez
4 Albert Boxbaum -|

Enabling Enhanced Vocera Voice Server NIO Tomcat Support

If your Vocera Voice Server has enabled Non-Blocking I/0 (NIO) connectivity with Tomcat, you
can configure VMP to use it.

This allows more than 2000 simultaneous Vocera Collaboration Suite clients to connect.

to the Vocera Voice Server on a different port. The connection is on port 8080, unless you
have manually edited the VMP Server configuration to use some other port. (Normally,
Vocera Collaboration Suite clients connect to the Vocera Voice Server on port 80 if SSL is
disabled, or port 443 if SSL is enabled.) This port change could affect connectivity if you
are filtering traffic between the wireless VLAN used by VCS clients and the Vocera Voice
Server.

@ Important: \When this capability is enabled, Vocera Collaboration Suite clients connect

To enable enhanced Vocera Voice Server NIO Tomcat support:
Start the VMP Administrator.
Select Configuration > System Options 9

1
2

3. Scroll down to the Integrations > Vocera Voice section.

4. Set the Enable Enhanced Voice Server NIO Tomcat Feature option to Yes.

x
Web Console -]
Digclaimer for Web Logon
Enzbled MNa
Organization Name
Text
Web Console Date Format MMM.dd Ayyy
Integrations
Vocera Vaoice
Enabled Yes
P Addresses
Port a0
Use HTTPS Mo
VCG IP Addresses
VM| Message Expiry (in minutes) 5
Enable Enhanced Voice Server NIO Tomeat Featurs Yes
gratio
Enabled Mo

[ This feature provides support forthe Scaling changes included in the Vocera Voice Server.
Please corfim with your Vocera support representative that you have this feature enabled on
wir Voneers YWni arn M, ina Sencer

Server hefrre anzbling on the W

DKIl‘a’x:ellHeb

5. Click OK to save your change.
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Creating Vocera Collaboration Suite Users

When you are creating Vocera Collaboration Suite users, you must create them as Vocera Voice
Server users, not as Vocera Voice Server address book entries.

This ensures that the Vocera Collaboration Suite users will have voice capabilities.

Exporting Address Book Entries to the Vocera Voice Server

When importing users into VMP from an external source, you can create a spreadsheet of
address book entries to be exported to the Vocera Voice Server.

This enables badge and Vocera Collaboration Suite users to contact these imported users using
the Vocera Voice Server voice recognition capability (the Genie).

To export address book entries to the Vocera Voice Server, select the Export Address Book
Entries to Vocera checkbox when synchronizing users in the VMP Administrator.

=== Note: If a VMP user is using the Vocera Collaboration Suite client and wants to use the
I
—l Genie from this client, this user must also be a Vocera Voice Server user, not a Vocera

Voice Server address book entry.

Configuring VMP for Active Directory

You can use the VMP Enterprise Manager to configure VMP to work with an Active Directory
server.

The following configuration options are available:

* You can configure the VMP Server to interact with Active Directory using an SSL connection.

e You can allow users to log into the VMP Administrator or VMP Web Console using their Active
Directory username and password, provided you have granted permission to these users.

=== Note: See Editing User Information on page 78 for more information on how to edit
— | user information to grant user access to the VMP Administrator or the VMP Web Console.

1. Start the VMP Enterprise Manager application:
All Programs > VMP > VMP Enterprise Manager
2. o ]

Click the Configuration w icon.
3. If you want to use SSL with Active Directory, scroll down to the Connect to Active Directory
over SSL field.

P ¥MP Enterprise Manager - [Configurator] H[=] 3
o Fie Tools -8 X

Main Conlfiguration

3 Advanced Options . Save 2y Reset

Name Yalue B
£ Server localhostWMPSEL

Services

is

Configuration

WDE
3 Networkinterface 0.000
3 NetworkPort 20

3 NetworkSecurePort 443

Instances £ NetworkSecureCartiicate
£ NetworkSecureE nforceiw ebS5L false
€ ErablswebSsrver tue
£} Enable automatic Web login true
1€ Enable no authentication for Web login false

@d

®

Plugins

£} Donot show VMP instances anWeb login page talse
€3 Active Direclory Server 172.30.43.154

Connect to Active Directary over SSL false

o\

€3 Allow any Active Directory user to login [display 0., | true

ASP Licenses 5 X
£} Enable automatic login using Active Directory auth... | false

- % Allow curent loooed domain user to loin [disolsu. | false =

Description
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Set this value to true.

4. If you want to enable users to use their Active Directory usernames and passwords to access
either the VMP Administrator or the VMP Web Console, depending on granted permissions,
scroll down to the Allow any Active Directory user to login (display login/password form) field
and set it to true.

NP ¥MP Enterprise Manager - [Configurator] JH[=] B3
s Fie  Tooks .8 x
£} Advanced Options [ Save By Reset
ﬁ | [Mame Value ;I
L. £} NetworkSecureEnforcewebS5L false
cﬂ:ﬁqmaﬁm €} EnablewebServer tue
€3 Enable automatic Web login tue
— €3 Enable no authentication for Web login false
g " £} Donot show VMP instances on Web login page false

€} Active Directory Server 172.30.43.154
€} Connect to Active Directary over 551 false

» 3 Alow any Active Directory ser 10 login (disglay login/password form)

@ £} Enable automatic lngin using Active Directory authentication false
3 Allow current logged domain user to lagin [display link) false
Plugins TP
Ch Server smip
— 3 YMP emai diilvocerat@gmail.com
@ Logging
Pl a— €} Limit log messages to VMP Log File White all events
4| 7 Limitloa mescaces to Windows EventLoa Enors _’lj
e —

Description

5. Save the configuration changes. In the confirmation dialog, click Yes to restart the VMP
Server.

6. Click OK to close the restart dialog and complete the configuration.

7. Close the VMP Enterprise Manager.

Note: If you have set up VMP in a clustered environment, you must repeat these
instructions for each cluster node on which the VMP Server is installed. To ensure the
least amount of down time, integrate the Active Directory on the standby server first, then
repeat on the active server.

Importing and Synchronizing Users and Contacts
The VMP Server synchronizes with other servers to import the platform user and contact base.

A user is anyone who can send or receive a message from a licensed device, from the VMP Web
Console, or by email. Most users are employees who have application licenses assigned to them.
Some users who generate messages but do not receive them do not need application licenses.

Contacts are parties who may or may not be part of your organization, but with whom critical
and frequent communication occurs. You can think of contacts as a set of employees and
non-employees who are entered into the system with one or many contact points for easy
communication.

Import options include:

e Active Directory: see Importing Active Directory Users on page 39

e Vocera Server: see Importing Vocera Voice Server Contacts on page 36

e Excel and CSV files: see Synchronizing With an Excel or CSV File on page 45
e SQL: see Synchronizing With SQL on page 48

Attention: Each user on the VMP Server must have a unique email address or Public ID, as
these fields are used as key fields. If multiple users have the same email address or Public ID, the
VMP Server may not operate as expected.

If a user with the same email address or Public ID is imported from multiple sources, the VMP
Server merges the information from these sources into a single VMP user entry.
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Tip: Before building a user base from imported sources, plan the source field mappings
needed for your environment. Field mappings can be configured for users and for
contacts. For details about source field mapping, see Editing User Fields on page 105
and Defining Contact Fields on page 104.

Note: Synchronize new imports with existing contacts to ensure the maintenance and
update of contacts is uninterrupted and all system contacts stay up to date.

Importing Vocera Voice Server Contacts

If you plan to integrate the VMP Server with a Vocera Voice Server, you must import the Vocera
Voice Server contacts into the VMP Server.

Note: See Vocera Voice Server Integration on page 26 for information on
integrating the VMP Server with a Vocera Voice Server.

Important: Before beginning a Vocera Voice Server import, make sure each user email
address is entered on the Vocera Voice Server. The email address is used to match VMP
source users from other imports and prevent duplicate user entries. Make sure the paging
field in the Vocera Voice Server user profile is blank. This field is mapped on the VMP
Server.

= I

—

. Start the VMP Administrator:
All Programs >VMP>VMP Administrator
Type admin in the VMP Login dialog, and click OK.

SN

Select Users & Groups > Users 8.

>

Click the Synchronization icon 2 in the Users view.

Users:

orelo e [2]e
Mame

Abby Bouguet

Abby Sazon

Adonis Jaico

[ =

o

In the Reconfigure/Synchronize only window, select Yes, reconfigure settings. Click Next.
6. Configure the Automatic synchronization options.
I Automatic synchronization

CoEvery [0 = hours. [0 = minutes

Cooaya: [ o [ =]

€ Weaktyon: [Suncay A s

[ Muto Create and Delete users

In the User Synchronization dialog, click the Add primary source with users icon ) (under
Sources).
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User Synchronization

Remote Sources

In the context of the User Synchronization, the remote source is a repository of User records which is maintzined by the onganization. V]

First, middle and last name, PIN and email.

Reconfigure/Synchronize only
Remote Sources

Field Mapping

Script

Export Address Book Entries to Vocers

r Automatic synchronization

 Every: IE hours, IE minutes

) Daity at: m m m

£ Weekdy on: ISunday j I-\ ﬁ c ID ﬁ IAM ﬂ
¥ When a user’s wirsless gateway is not provided, use:
IDefaurt Wireless Gateway ﬂ

v Merge primary sources
ources

Gleret #

Name
2
5

DEPLOYING VMP

8. Select Vocera from the Source type dropdown list, and click OK. This selection auto-

populates the Title field. You can accept the default title or customize the title.

=== Note: If you have multiple connections, you must repeat this step for each
I

= | connection.

Add Primary Source With Users

Title:

IVccem
Source type:

Vocera

BES 4.0

BES 4.1

BES 5.0

CSV

Generic Bxcel
Ms5ql Server

Advanced Fiters | No fitters

— Sources linkage

Source key field

Parent source key field:

[ ox 1]

Cacel | Heb |

9. Set Import departments as groups to Yes if you want to import Vocera Voice Server
departments into the VMP Server as VMP groups.
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Edit Source

Title:
IVocera

Source type:
[ - |

Seltings:

L

Import departments as groups | Mo

i Dptions

Ldvanced Filters Mo filters
Licenses Mo default licenses

™ Automalicaly send email registration

[ oc ]

Cancel | Help |

=== Note: The availability of this feature depends on the Vocera Voice Server version that
I
m=—| \/OU have installed.

10. The Vocera Voice Server source is now configured. Make sure it is highlighted, and click Next
in the User Synchronization dialog.
=

Remote Sources

In the context of the User Synchronization. the remote source is a repository of User records which is maintained by the organization. VMP User data
referenced from remote sources will include First, middle and last name, PIN and email

38

Reconfigurs/Synchronizs only
Remote Sources

Field Mapping

Scrpt

Export Address Book Ertriss to Vocsra

™ Automatic synchronization

 Every: 0 3: hours, [p 3: minutes

£ Weekiyon: [Sunday == =
[¥ When a user's wireless gateway is not provided, use:
|Defauh Wireless Gateway j

[¥ Merge primary sources
QOrNe|t

Name

1 Generic Excel

., Generic Excel 2

M|

<Back | Ne> | Cancd | Hep |

11. The Field Mapping dialog allows for basic field mapping from the Vocera Source to the VMP

user contact. Define the field mappings for your deployment, and click Next.

User synchronization

Field Mapping

[x]

The fiekd mapping step in the Liser Synchrorization procass enables the wser to define which Liser fields wil be supported in the synchronization. and hou thase fislds
will be: mapped in relation to fields in the external Source. In addition the field in WMP that will be used as the Key to map with the Source is able to be defined.

Fieconfigure/Spnchionize orly
Remote Sources

Select Users

User/DL Synchranization

Field Mapping

Script

Export &ddress Book Ertries to Yocera

L. Active Direetory

Fields Mapping

& |
Contact field | Source Source field Import Settings [~
» m\/ucela || First Hame =
| Middde Names = =
Last Name Vacera = l[ Lastame =
Tite =l =
Ennail Yocera || Email hd
Public 10 - -
Paoer D Yocera || Pager ~ | Stip characters =l
<Back | Mewr | Cancel Hel |
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12. The synchronization script generated by the import wizard options is revealed in a script
dialog box. Use the scroll bar to review the script and click Close.

Synchronization script creation...
Sync Add, Active true, ManualyCreated:N, Name:A Shah, Email = shah@motorols.com, PIN -

Sync:Add, Active true, ManualyCreated:N, Name:Chad Shatil, Email:ohad shatil@motorola.com, PIN:
Sync:Add, Activeirue, ManualyCreated:N, Name Greg Tomez, Email greg torez@motorolasolutions.com, PIN
Sync:Add, Active true, ManualyCreated:N, Name:Chris Moris, Email:chris moris @matorola.com, PIN:
Sync:Add, Active true, ManualyCreated:N, Name:Joe Testerd, Email jtester4@vocera.com, PIN

Sync:Add, Activetrue, ManualyCreated:N, Name:IBM Australia, Email:iaustralia@vocera.com, PIN

Sync:Add, Active true, ManualyCreated:N, Name:Ross Rich, Email:mich@vocera.com, PIN:

Synic:Add, Activetrue, ManualyCreated:N, Name:Randy Test, Emailtest@vocera.com, PIN

Sync:Add. Activetrue, ManualyCreated:N, Name: Test support salesforce, Email test-supreq@l-
5490229 Tpks TwhOpgsahk 9ghl in.sandbox salesforce.com, PIN:

Sync:Add. Activetrue, ManualyCreated:N. Name:Orders ExperizHealth, Email orders@experiaheatth.com. PIN:
Sync:Add. Activetrue, ManualyCreated:N. Name:Arshad Khan, Email:akhan@vocera.com, PIN:

Sync:Add. Activetrue, ManualyCreated:N. Name:BB Alpha 1, Emailbbalpha 1 @vocera .com, PIN:

Sync:Add. Activetrue, ManualyCreated:N. Name:BB Alpha2, Email bbalphaZ@vocera .com, PIN:

Sync:Add, Activetrue, ManualyCreated-N, Name: BB Alpha3, Email bbalpha3@vocera com, FIN

Sync:Add, Activetrue, ManualyCreated:N, Name: IS Support Tier 1, Email:support@voicecare. com, PIN
Sync:Add, Activetrue, ManualyCreated:N, Name: Marie Adeniyi, Emailmaadeniyi@vocera.com, FIN

Sync:Add, Active true, ManualyCreated:N, Name:C2 Communicator, Email: C2-Communicator@vocera.com, PIN
Sync:Add, Active true, ManualyCreated:N, Name Venkat Bakthavachalu, Email vbakthavachalu@vocera com,
PIN

Sync:Skip, Vocera|D:, Name:EveryoneEverywhere_VoiceServer

Script was successfully created.

E

13. Select the users to be updated, or select Check All 8 10 automatically select all users for this

update.

14. To specify that a user imported using this script is to be given access to the VMP
Administrator, select the Admin Access checkbox.

15. To specify that a user imported using this script is to be given access to the VMP Web
Console, select the Web Access checkbox.

16. Click Next.

17. Select Export Address Book Entries to Vocera to export a CSV file containing a list of the VMP
users that do not have a Vocera ID. You can use this file to create address book entries in the
Vocera Voice Server. See Exporting Address Book Entries to the Vocera Voice Server on
page 34 for more information on this capability.

v Export Address Book Entries to Vocera

CSV File Path: |C:-.Users-Administlator-.Desldop-addresses.csv Browse I

CSV Delimeter: [ fcomma) =

. (comma)
; (semicalon

< Back Firish Cancel Help

Click Finish to continue.
18. The synchronization script runs. When the sync is complete, click OK to close the successful

sync dialog, and click Close to close the script window.
Importing Active Directory Users

A secure method of importing users to the VMP Server is through Active Directory
synchronization.

The VMP Server synchronizes with the Active Directory server to import Organizational Units,
security groups, and Distribution Lists. When an import is complete, VMP has the ability to
convert the Organizational Units to VMP Distribution Lists.
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You can use automatic synchronization to synchronize VMP with Active Directory at a chosen

time interval.
1.
2.

Uszers
orelo-a 2]z
MName

Abby Bouguet

Abby Sazon

Adonis Jaico

e |~

2

In the Reconfigure/Synchronize only window,
Click Next.

one of the following:

v Automatic synchronization

" Every: Hhour&. ID 3: minutes
S o I =

In the VMP Administrator, select Users & Groups > Users =Y

Click the Synchronization icon < inthe Users view.

select Yes, reconfigure settings.

Set the Automatic synchronization option to synchronize user data from the source. Select

Every: Synchronize after the specified number of hours and minutes has elapsed.
Daily at: Synchronize every day at the specified time.
Weekly on: Synchronize once a week at the specified day and time.

" Weekly on: ISunt:IEr_.r j I‘I ﬁ : ID ﬁ

[ Auto Create and Delete users

au -]

Tip: The best auto synchronization time depends on your specific environment. The
setting should keep the system updated with new and updated user data and occur
when network traffic is not typically heavy.

have been added or deleted in the source are
VMP Administrator.

Clear the wireless gateway default selector.

Sources).

User Synchronization

Remote Sources

Irthe context of the User Synchrorization, the remote source is a repository of User records which is maintained by the organization. WMP User data referenced from

remate sources will include First, middle and last name, PIN and email,

If you have set automatic synchronization, select Auto Create and Delete users if users that

to be automatically added or deleted in the

In the User Synchronization dialog, click the Add primary source with users icon + (under

FReconfigure/Synchronize anly ™ Automatic synchronization

Remote Sources

€ Evey 0 = hous. [0 =] minutes
S L = e, Jr ]
User/DL Synchronization Cooabet o= o= B =
Field Mapping Coweskyor wdw S| [T = [0 = [ =]
Script
e e e e e e T ut Create nd Delete vszrs
™ “when a user's wireless gateway is nat provided, use:
¥ Merge primary sources
Ol & e +

Nae
L=
1y Active Directory

<Back | Mews | camel | Hep |

9. Select Active Directory from the Source type dropdown list. This selection auto-populates the

Title field. You can accept the default title or ¢

ustomize the title.

VOCERA MESSAGING PLATFORM ADMINISTRATION GUIDE



41

DEPLOYING VMP
zl

Title:
IActive Directory
Source type:

IAc:ti\fe Directory j

10. In the Connection Parameters section, enter the Active Directory credentials.
l

Title:

Iﬂc:li\re Directory

Host 172.30.49.155
Port 389
Connect over 551 Mo j

Usemame

D

Password

Corifirn Password

Synec Organizational Units MNo j

== v, 1L

— Options
Advanced Filters No fiters
Licenses No default licenses

I Automaticaly send email registration

ok | cocd | hep |

11. Configure the following options using their associated dropdown lists:
e Sync Organization Units
e Sync Security Groups
e Sync Distribution Groups

12. Click OK to close the dialog.

13. The Active Directory source is configured. Make sure it is highlighted, and click Next in the
User Synchronization dialog.
CBle

Name £
» J D

ok | Net> | cameel | mep |

14. Select the users to import by clicking the checkbox next to the Organization Unit (OU) name.

Depending on the user import configuration, the options may be included in the following
three tabs:

e QOrganization Units
e Security Groups
e Distribution Groups
15. To import an OU, select its checkbox.
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Security Groups |

Al - | Fitter

Certificate Service DCOM Access ;I
Cryptographic Operatars
Denied RODC Pazsword Replication Gro
Distributed COM Users
Dinsddming
Dzl pdateProsy
Cromain &dminz
Domain Computers
Domain Contrallers
Domain Guests
) Domain zers
Enterprize Adminz
Enterprize Read-anly Domain Controllers
Ewent Log Readers
Group Policy Creator Owners
Guests
II5_IUSRS
Incoming Forest Trust Builders LI

el
o]

ERERERRE kiRl

ol
ol

To import a sub-OU, expand the OU and select its checkbox.
16. To limit the display of OUs, use either or both of the following:
e From the dropdown list, select Selected to display only the OUs that you have selected.

Select Users

Define which 0% wil lbe spnchrorized to create a WP Distribution List. If necessany, expand the OU and select any sub-0U" that will be synchionized into a WP
Distribution List. To view the members within a 0L, highlight the OU to view the member names.

Security Groups
Reconfigue/Synchionize only DI |

Remote Sources Selected - Filter - |
Select Users ) Togan Dhers

User/DL ynchronizstion B 2@ U

Field Mapping

Seript

Export Address Book Entries to Yocera

<Back | Mews | cacel | Hep |

e To filter the OU list, type text in the field provided and click Filter. Only the OUs that
contain the filter text are displayed, along with some OUs that are always displayed.

User Synchronization [x]

Select Users

Define which 0% wil lbe spnchrorized to create a WP Distribution List. If necessany, expand the OU and select any sub-0U" that will be synchionized into a WP
Distribution List. To view the members within a 0L, highlight the OU to view the member names.

Secuity Groups
Reconfigure/Synchionize only y Groups |

Remole Sources al Pomain | Fiter I < 1
Select Users [Eim] Admirishators
User/DL Synchronization B Denied RODC Password R @MBation Gioup
Field Mapping r Domain Admins
Seript r Domain Computers
Export Address Book Entries to Yacera enl Domain Controllers
r Domain Guests
47 1, ) Domain Users
T Guests
F O, ) Users

<Back | Mews | cancel Help

To remove the filter, clear the text field and click Filter again.
17. Click Next.
18. In the User/DL Synchronization dialog, use the radio button selection to configure the

synchronization options appropriate for your deployment. Depending on the user import
configuration, the options are included in the following three tabs:

e QOrganization Units
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e Security Groups
e Distribution Groups

19. Click each tab to configure the options for the group.

You can import only the users or import the existing group structures.

20. When the options are selected, click Next.

21. The Default DL Permissions dialog appears only if you are importing the OU hierarchy. For the
initial Active Directory import, you can configure permissions for the default administrator and
any groups selected for import. Use the tabs to toggle between User and Group permissions.
When the configuration is complete, click Next.

User Synchronization x|

Default DL permissions

You can set default permissions for ALL the VMP Distribution Lists (DL's) that will be created when VMP first synchronizes with an OU in Active
Directory. If required, unique permissions for individual VMP DL's can be configured in the “Distribution Lists’ section of this Admin console after

the first synchronization
Remote Sources Users Groues |
Select Users T N-] ]
User/DL Synchronization 1

‘ Name / ‘

Default DL permissions :
Field Mapping L Disaster Recovery Team
Seript » Eﬁ_

Export Address Book Entries to Vocera

<Back | Mee> | cancel | Hep |

22. The Field Mapping dialog allows for basic field mapping from the Active Directory Source to
the VMP user contact. Define the field mappings for your deployment, and click Next.
=== Note: For more information about field mappings, see Defining Contact Fields on
— page 104 and Editing Contact Fields on page 105.

User Synchronization
Field Mapping

The field mapping step in the User Synchronization process enables the user to define which Use fislds will be supported in the synchrorization, and how those fields wil be mapped in
rekation fa felds in the extemal Souice. In addiion the field in YMP that wil be used as the Key o map with the Source is able to be defined.

Sources

Recanfigure/Synchrarize anly
Remote Sources
Select Users

User/DL Synchronization -\ ActiveDirestory
Field Mapping

Seript

Eport Address Book Enlies to Vocera

Fields Mapping

& .
Contact field | Source Sinuice fisld Import Settings -
» m\/ucera = || First Name =l
| Middle Name ~ =
Last Name Yoera = || LastWame =l
Title | |
Email Yoera = | Email =l
Public 1D | -
Panar N Voncars =l Panar = |Ir” Stin characters LI
<Back | News | cancel | Hep |

23. The synchronization script is generated by the import wizard options selected and is revealed
in a script dialog box. Use the scroll bar to review the script and click Close.
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Synchronization script creation....

|Sync:Add, Activetrue, ManualyCreated:N, Name:A Shah, Email:a.shah@motorola.com, PIN:

|Synic:Add, Activetrue, ManualyCreated:N, Name:Chad Shatil, Email:ohad shatil@motorola.com, PIN:
|Synic:Add, Activetrue, ManualyCreated:M, Name:Greg Tomez, Email greg torez @motorolasolutions.com, PIN.
|Sync:Add. Activetrue, ManualyCreated:N. Name:Chris Morris, Email:chris mormis @matorala.com, PIN:
|Sync:Add. Activetrue, ManualyCreated:M, Name:Joe Testerd, Email jtesterd@vocera.com, PIN.

|Sync:Add. Activetrue, ManualyCreated:M, Name:|BM Australia, Emailiaustralia@vocera.com, PIN

|Sync:Add. Activetrue, ManualyCreated:N. Name:Ross Rich, Email:mich@vocera.com. PIN:

|Sync:Add. Activetrue, ManualyCreated:MN, Name:Randy Test. Email test@vocera.com, PIN

ISync Add, Active drue. ManualyCreated-N, Name Test support salesforce, Email test-supreq@H-
15480z2q 1pks Twh{pgsahk 3ghl in sandbox salesforce com, PIN

|Sync:Add, Active true, ManualyCreated:N, Name Orders ExperiaHealth, Email-orders@experishealth.com, PIN
|Sync:Add, Activetrue, ManualyCreated:N, Name:Arshad Khan, Email akhan@vocera com, PIN

|Sync:Add, Activetrue, ManualyCreated:N, Name:BB Alpha1, Email bbalpha 1@vocera com, PIN

1Sync:Add, Activetrue, ManualyCreated:N, Name BB Alpha2, Email bbalpha2@vocera com, PIN:

1Sync:Add, Activetrue, ManualyCreated:N, Name BB Alpha3, Email bbalpha3@vocera.com, PIN:

|Sync:Add, Activetrue, ManualyCreated:N, Name:IWS Suppert Tier 1, Email support@voicecare.com, PIN:
|Synic:Add, Activetrue, ManualyCreated:N, Name:Marie Adeniyi, Email:maadeniyi@vocera.com, PIN:
|Sync:Add. Activetrue, ManualyCreated:N, Name:C2 Communicator, Email:C2-Communicator@vocera.com, PIN:
|Sync:Add. Activetrue, ManualyCreated:M, Name:Venkat Bakthavachalu, Email:vbakthavachalu@vocera.com,

PIN
|Synic:Skip, VioceralD:, Name:Everyone Everywhere_VoiceServer

|Script was successfully created j

24. The Script dialog provides the option to manually configure contact options before running
the import script. This dialog is useful for defining device and wireless gateway assignments.
These options can be changed manually at any time after deployment.

x
Script
The creation of the synchronization script enables the system to validate the configuration that the VMP Administrator has thus far defined. If the
wvalidation is successful, the synchronization script will be successfully created
Fenrro Brre o Y A
Remote Sources Action Profile Admin Access | Web Access | Device Type
Select Users » Add =l r [l Vocera Smartphone Client
e I~ [Add = ™ | Vocera Smarphone Clent
Default DL permissions
) [~ | Add =l r |l Vocera Smartphone Client
Field Mapping
Seript I |Add ~| u u Vocera Smartphone Client
™ |Add =l r [ Vocera Smartphone Client
I | Add ~| r - Vocera Smartphone Client
™ | Add | r [l Vocera Smartphone Client
I~ |Add =l r r Vocera Smartphone Cliert
™ | Add =l r [l Vocera Smartphone Client
< | 1]
<Bsck | Fmsh | Cancal | Hep |

Click Check All = to confirm the previously configured values.

25.To specify that a user imported using this script is to be given access to the VMP
Administrator, select the Admin Access checkbox.

26. To specify that a user imported using this script is to be given access to the VMP Web
Console, select the Web Access checkbox.

27. Click Next.

28. Select Export Address Book Entries to Vocera to export a CSV file containing a list of the VMP
users that do not have a Vocera ID. You can use this file to create address book entries in the
Vocera Voice Server. See Exporting Address Book Entries to the Vocera Voice Server on
page 34 for more information on this capability.

VOCERA MESSAGING PLATFORM ADMINISTRATION GUIDE



45

DEPLOYING VMP

v Export Address Book Entries to Vocera
CSV File Path: |C:\U5ers\Mministmtor\Desldop\addresses.:sv Browse I

CSV Delimeter: | (comma) -

. (comma)
; (semicolon)

< Back Firish Cancel Help

Click Finish to continue.
29. The synchronization script runs. When the sync is complete, click OK to close the successful
sync dialog, and click Close to close the script window.

you can ensure that these photographs are displayed in the Vocera Collaboration Suite.
To do this, create a contact source for the Active Directory server, map the Personal
Photo field to thumbnailPhoto, and set the User Key checkbox in the Email field. You must
then create a Contacts Distribution List for the Active Directory users for which photos

are to be displayed. See Creating a Contacts Distribution List on page 86 for more
details.

0 Tip: If your Active Directory server includes user photographs in the thumbnailPhoto field,

For more information on creating a contact source, see Importing Contacts From a Source on
page 84.

Synchronizing With an Excel or CSV File

Use these steps to synchronize User or Contact sources with an Excel spreadsheet or CSV file.

Tip: Avoid using an Excel or CSV file as a user or contact source if at all possible, as
difficulties may arise if this file becomes no longer available.

From the VMP Administrator, select Users & Groups > Users 8.

Click the Synchronization icon e in the Users view.

orcloe 2]

MName £
Abby Bouguet &
Abby Sazon tfh
Adonis Jaico &

3. In the Reconfigure/Synchronize only window, select Yes, reconfigure settings. Click Next.
4. Configure the Automatic synchronization options, and clear the wireless gateway default
selector.

Click the Add primary source with users icon s (under Sources).
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User Synchronization

Remote Sources

In the context of the User Synchronization, the remote source is a repository of User records which is maintzined by the onganization. V]

First, middle and last name, PIN and email.

Recorfigure/Synchronize only ™ Automatic synchronization
Remote Sources r Every:

Field Mapping

Seript ) Daity at:

E hours, IE minutes

Export Address Book Entries to Vocers

£ Weekdy on: ISunda}'

¥ When a user's wirsless gateway is not provided, use

5= | = = |

IDefaurt Wireless Gateway
v Merge primary sources

=

C|e e

-«

E

Name
2

4 Vocera

6. Select Generic Excel or CSV from the Source type dropdown list. This selection auto-
populates the Title field. You can accept the default title or customize the title.

7. If your file is an Excel file, edit the connection parameters listed below and click OK.

Add Primary Source With Users

Title:

x|

[Generic Excel
Source type

IGeneric Excel
Connection parameters

File path

Login

Password

Corfimm Password

Worksheet

Document contains columns title Yes

Header row number 1

Content row number 2

—Options
Advanced Fiters No fitters
Licenses No defauit licenses

m Automaticaly send email registration

[ o ]

Corcsl | Hep |

Table 11: Generic Excel connection parameters

Parameter Description
File path
Login
Password

Confirm Password

Click in this field to browse for the file, or type the path in the box.

If required, enter a login and a password to access the Excel file.

If a login and password are required to access the file, enter the password a

second time to confirm the credentials.

Worksheet

If the spreadsheet includes more than one worksheet, enter the name of the

worksheet to import as source data.

Document contains
columns title

Header row number

Content row number

Select Yes if the spreadsheet uses title columns to define the data. Select No
if the spreadsheet does not include title columns.

Enter the header row number.

Enter the content row number.

8. If your file is a CSV file, edit the connection parameters listed below and click OK.
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Table 12: CSV connection parameters

Parameter
File path
Login
Password

Confirm Password
Encoding

Delimiter
Document contains

columns title

9. In the sources dialog,

Description
Click in this field to browse for the file, or type the path in the box.

If required, enter a login and a password to access the CSV file.

If a login and password are required to access the file, enter the password a
second time to confirm the credentials.

Select the text encoding option appropriate for the imported data. In most
cases, the default option of Automatic is appropriate.

Use the dropdown list to choose a comma or semicolon as the string
separator.

Select Yes if the spreadsheet uses title columns to define the data. Select No
if the spreadsheet does not include title columns.

highlight the source that you have just created, and click Next.

10. The Field Mapping dialog allows for basic field mapping from the source to the VMP entry.

Define the field mappings for your deployment, and click Next.

=== Note: For more information about field mappings, see Editing User Fields on page

105 and Defining Contact Fields on page 104.

]

User Synchronization
Field Mapping

The figld mapping step in the User Synchionization process enables the user to define which User fields will be supported in the synchionization, and how those fields will be mapped in
telatior to fields in the extemal Source. In addition the field in ¥MP that will be used at the Key to map with e Source it able to be defined

Recanfigure/Synchranize eniy
Remcte Sources Nare
Select Lsers >

User/DL Synchronizalion .\ Aclive Direclory

Field Mapping
Seript
Export Addhess Book Ertries to Vocera

Fields Mapping

& |
Cortactfeld | Souce Soues field Import Settings -
» m Vocsts = First Name =
| Midde Name ~ ~
Last Name Vocera = Last Hame =l
Title = =
Emal Vocera = Email =l
Public: 1D - -
Pramar IN Wmmars t Banar t ™ Shin characters j
< Back | Mext > | Cancel | Help. |

in a script dialog box. Use the scroll bar to review the script and click Close.

Synchronization script creation...

Sync:Add, Active true, ManualyCreated:N, Name:A Shah, Email:a shah@motorola.com, PIN:
Sync:Add, Active true, ManualyCreated:N, Name:Ohad Shatil, Email:ohad.shati@metorola.com, PIN:
Sync:Add, Active true, ManualyCreated:N, Name:Greg Tomez, Email :greg tomez @motorolasolutions.com, PIN:
Sync:Add, Active true, ManualyCreated:N, Name:Chris Mormis, Email:chris momis@motorola.com, PIN:
Sync:Add, Activetrue, ManualyCreated:N, Name:Joe Testerd, Email jtesterd@vocera.com, PIN:

Sync:Add, Activetrue, ManualyCreated:N, Name:IBM Australia, Emailiaustralia@vocera.com, PIN:

Sync:Add, Active true, ManualyCreated:N. Name:Ross Rich, Email:mich@vocera.com, PIN:

Sync:Add, Active true, ManualyCreated:N, Name:Randy Test, Email:test @vocera.com, PIM:

Sync:Add, Active true, ManuahyCreated:N, Name:Test support salesforce, Email test-supreq@l-
5450zzg 1pks 1whlpgsahk Sghlin.sandbox salesforce.com, PIN:

Synic:Add, Active true, ManuahyCreated:N, Name:Orders ExperiaHealth, Email.orders @expenahealth.com, PIN:
Sync:Add, Active true, ManualyCreated:N, Name:Arshad Khan, Email:akhan@vocera.com, PIN:

Sync:Add, Active true, ManuahlyCreated:N, Name:BB Alphal, Email bbalpha 1@vocera.com, PIN:

Sync:Add, Active true, ManuahlyCreated:N, Name:BB Alpha2, Email bbalpha2@vocera.com, PIN:

Sync:Add, Activetrue, ManualyCreated:N, Name:BB Alpha3, Email bbalpha3@vocera.com, FIN:

Sync:Add, Active true, ManualyCreated:MN, Name:IWVS Support Tier 1, Email:support @voicecare.com, PIN:
Sync:Add, Active true, ManualyCreated:MN, Name:Marie Adeniyi, Email maadeniyi@vocera.com, PIM:
Sync:Add, Active true, ManualyCreated:N, Name:C2 Communicator, Email:C2-Communicator@vocera.com, PIN:
Sync:Add, Active true, ManualyCreated:N. Name:Venkat Bakthavachalu, Email:-vbakthavachalu@vocera .com,
PIN:

Sync:Skip, YoceralD:, Name:EveryoneEverywhere _Voice Server

Script was successfully created. j

11. The synchronization script is generated by the import wizard options selected and is revealed
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The Script dialog provides the option to manually configure contact options before running
the import script. This dialog is useful for defining device and wireless gateway assignments.
These options can be changed manually at any time after deployment.

12. Click Check All = to confirm the previously configured values.

18. To specify that a user imported using this script is to be given access to the VMP
Administrator, select the Admin Access checkbox.

14. To specify that a user imported using this script is to be given access to the VMP Web
Console, select the Web Access checkbox.
15. Click Next.

16. Select Export Address Book Entries to Vocera to export a CSV file containing a list of the VMP
users that do not have a Vocera ID. You can use this file to create address book entries in the
Vocera Voice Server. See Exporting Address Book Entries to the Vocera Voice Server on
page 34 for more information on this capability.

¥ Export Address Book Entries to Vocera

CSV File Path: IC:\Users\Admlnlstmtor\Dasldop\addresses.csv Browse I

CS5V Delimeter: |, (comma) -

. [comma)
; (semicolon)

< Back Finish Cancel Help

Click Finish to continue.

17.The synchronization script runs. When the sync is complete, click OK to close the successful
sync dialog, and click Close to close the script window.

Synchronizing With SQL

Use these steps to synchronize User or Contact sources with an SQL database.

1. From the VMP Administrator, select Users & Groups > Users 8.

2. Click the Synchronization icon < in the Users view.

=

oo o e »
Name 4
Abby Bouguet &
Abby Sazon l‘_';
Adonis Jaico &

3. In the Reconfigure/Synchronize only window, select Yes, reconfigure settings. Click Next.

In the User Synchronization dialog, click the Add primary source with users icon o (under
Sources).
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User Synchronization

Remote Sources

In the context of the User Synchronization, the remote source is a repository of User records which is maintzined by the onganization. V]
First, middle and last name, PIN and email.

Reconfigure/Synchronize only ™ Automatic synchronization

Remote Sources . Every: 0 3: hours, |0 3: minutes
Field Mapping

For ) Daity at: 1 3: D 3: IAM vl

Export Address Book Entries to Vocers

€ Weekiyor: [Sinday = | = = |} T
V' When a user’s wirsless gateway is not provided, use:
IDefaurt Wireless Gateway ﬂ

v Merge primary sources

ources

Gleret #

Name

2]
5

Configure the Automatic synchronization options, and click to clear the wireless gateway
default selector.

Select MsSqlServer from the Source type dropdown list. This selection auto-populates the
Title field. You can accept the default title or customize the title.

7. Enter the Connection Parameters and click OK.

x
Title:
IMsSqI Senver
Source type:
IMESqI Senver j
Connection parameters:

Address host\WVMPSQL
Login sa
Fassword _—

Corfirm Passwaord -

Database WICMASTER

Quary N

[~ Options
Advanced Fiters No fitters
Licenses No defautt licenses

I Automaticaly send email registration

ok | cace | Hep |

Table 13: SQL connection parameters

Address The computer name or IP address of the SQL server.
Login The SA login credentials.
Password

Confirm Password Enter the password a second time to confirm the credentials.

Database Select the database to import from the dropdown list.

Query Use the dropdown list to select any specifc query options for the import.

8. In the sources dialog, highlight the SQL source that you have just created, and click Next.
9. The Field Mapping dialog allows for basic field mapping from the source to the VMP entry.
Define the field mappings for your deployment, and click Next.

=== Note: For more information about field mappings, see Editing User Fields on page
=== | 105 and Defining Contact Fields on page 104.
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%]

User Synchronization
Field Mapping

The field mapping step in the User $ynchionization process enables the user to define which User fields will be supported in the synchionization, and how those fields will be mapped in
telation to fields in the extemal Source. In addiion the field in ¥MP that will be used as the Key to map with the Source is able to be defined.

Reconfigure/Synchronize only

Remcte Saurces Name
Select Users » |

User/DL Synchronizalion 1\ Aclive Directory
Field Mapping

Seript

Export Address Bock Ertiies to Vocera

Fields Mapping

& |
Cortastfild [ Soucs Sourcs fild g Sattings -
» m\/nteva || Fst Wame. &
| Midde Name | |
Last Name: Vosera || Last Hame |
Title | |
Emai Vosera || Email |
Public 1D - -
Prane: IN ocars. t Baner t ™ Shin charactars j
<Back | New> | camcdl | Hep |

10. The synchronization script is generated by the import wizard options selected and is revealed
in a script dialog box. Use the scroll bar to review the script and click Close.

Synchronization script creation...
[SyncAdd., Active true, ManuslyCreated:N, Name:A Shah, Email @ shah@motorola com, PIN -

|Sync:Add, Active true, ManualyCreated:N, Name:Chad Shatil, Email:ohad shatil@matorola.com, PIN
|Sync:Add, Active true, ManualyCreated:N, Name:Greg Tomez, Email greq torez@matorolasolutions.com, PIN:
|Sync:Add, Active true, ManualyCreated:N, Name:Chris Morris, Email:chris moris @matorola.com, PIN
|Sync:Add, Active true, ManualyCreated:N, Name Joe Testerd, Email jtesterd@vocera com, PIN:

|Sync:Add, Activetrue, ManualyCreated:N, Name:IBM Australia, Email:iaustralia@vocera.com, PIN

|Synic:Add, Activetrue, ManualyCreated:N, Name:Ross Rich, Email:mich@vocera.com, PIN:

|Synic:Add, Activetrue, ManualyCreated:M, Name:Randy Test, Emailtest@vocera.com, PIN

|Sync:Add. Activetrue, ManualyCreated:N. Name:Test support salesforce, Email test-supreq@l-
5450229 pks TwhOpgsahk 3ghl in.sandbox salesforce com, PIN:

|Sync:Add. Activetrue, ManualyCreated:M, Name:Orders ExperiaHealth, Email orders@experizheatth.com, PIN
|Sync:Add. Activetrue, ManualyCreated:M, Name:Arshad Khan, Email:akhan@vocera.com, PIN:

|Sync:Add. Activetrue, ManualyCreated:M. Name:BB Alpha 1, Emailbbalpha 1 @vocera com, PIN:

ISync Add. Active rue, ManualyCreated:N, NameBB Alpha2, Email bbalpha?@vocera com. PIN

ISync-Add. Activetrue, ManualyCreated:N, Name:BB Alpha3, Email bbalpha3@vocera com. PIN

ISync:Add. Active drue, ManualyCreated:N. Name: V'S Support Tier 1, Emai support@voicecare.com, PIN
|Sync:Add, Active drue. ManualyCreated:N. Name: Marie Aderiyi, Email maadeniyi@vocera.com, PIN

|Sync:Add, Activetrue, ManualyCreated:N, Name:C2 Communicator, Email C2-Communicator@vocera.com, PIN
|Sync:Add, Activetrue, ManualyCreated:N, Name Venkat Bakthavachalu, Email vbakthavachalu@vocera com,
PIN:

|Sync:Skip, Vecera|D:, Name:EveryoneEverywhere_VoiceServer

|Script was successfully created. j
-

Close

The Script dialog provides the option to manually configure contact options before running
the import script. This dialog is useful for defining device and wireless gateway assignments.
These options can be changed manually at any time after deployment.

1. Click Check All = to confirm the previously configured values.

12. To specify that a user imported using this script is to be given access to the VMP
Administrator, select the Admin Access checkbox.

13. To specify that a user imported using this script is to be given access to the VMP Web
Console, select the Web Access checkbox.

14. Click Next.

15. Select Export Address Book Entries to Vocera to export a CSV file containing a list of the VMP
users that do not have a Vocera ID. You can use this file to create address book entries in the
Vocera Voice Server. See Exporting Address Book Entries to the Vocera Voice Server on
page 34 for more information on this capability.
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v Export Address Book Entries to Vocera
CSV File Path: |C:\U5ers\Mministmtor\Desldop\addresses.:sv Browse I

CSV Delimeter: | (comma) -

. (comma)
; (semicolon)

< Back Firish Cancel Help

Click Finish to continue.

16. The synchronization script runs. When the sync is complete, click OK to close the successful
sync dialog, and click Close to close the script window.

Adding and Deleting Users Manually

If you want to add a user that is not included in your remote resource, you can add the user
manually. You can also manually delete users from the system.

source. These changes should be made at the source to avoid overwriting the changes
when the source synchronizes with the VMP Server. If the email address of a contact

is changed on the VMP Server, or the Public ID of the contact is changed if no email
address is provided, the contact will not synchronize with the source.

o Tip: When editing imported users, do not edit fields that synchronize with the imported

Adding Users Manually

If you want to add a user that is not included in your remote resource, you can add the user
manually.

1.

From the VMP Administrator, select Users & Groups > Users (93.

&

2. In the toolbar in the Users pane, click Add 9. The End-User Settings window appears.

3. Enter the following end-user settings.
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Table 14: End-user settings

Field

First Name
Middle Name
Last Name
Title

Email

Public ID
Pager ID
Vocera ID

Home Site

Profile

Enable PC Admin Console
Access

Enable Web Console Access

AD Account

Vocera credentials

DEPLOYING VMP

Description

The first name of the user.

The middle name of the user (optional).
The last name of the user.

The job title for the user.

The email address for the user.

The user's public ID. This optional field can be used to identify the
recipient in APIs that are supported in VMP.

The user's pager ID. This optional field is populated when the VMP
Client Gateway API is implemented.

The user's Vocera ID. This optional field is populated when the VMP,
Client Gateway APl is implemented.

The site to which the new user is to belong.

Sites are available if they have been created on the Vocera Voice
Server with which the VMP Server has been integrated. See Vocera
Voice Server Integration on page 26 for more information on
integrating with the Vocera Voice Server.

Select from this dropdown list to associate the user with a group
profile. See Group Profiles on page 82 for more information on
group profiles.

Select this checkbox to allow the user to access the VMP
Administrator.

Select this checkbox to allow the user to access the VMP Web
Console. Activating this field requires you to enter authentication
credentials for the user.

If the new user has an Active Directory account, enter the account
name in the AD Account field. This option appears if VMP
Administrator access with Active Directory credentials is configured
during installation.

To provide Vocera credentials for the new user, enter the Vocera
Server login in the Login field, enter the password in the Password
field, and re-enter the password in the Confirmation field.

Click Next to display the Push Technology and Licensing window.

To enable mobile device access, select the Enable checkbox, and select the device type from

the Device type dropdown list.

To register the user, type the registration information in the fields provided.

=== Note: For details on how to generate a registration key and email this registration
I
= information to the user, see Sending Installation Information to User Devices on

page 57.

From the Enforce App PIN dropdown list, select one of the following:

Follow System Settings

Enforce PIN

Do Not Enforce PIN

Use the setting defined in the Enforce App
PIN configuration option, which is set in the
VMP Administrator. This is the default. This
option displays the current system setting,
which is one of Off, On, or Shared.

Enforce the use of an application-level PIN
for this user.

Do not require this user to provide an
application-level PIN, even if a PIN is
normally required.
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8. Inthe VMP Applications On Device pane, select the VMP applications to which the user is
to be granted access. Access can be granted to an application only if at least one unused
license is available.

9. Click Finish to finish creating the new user.

Deleting a User

You can manually delete any user, and can optionally wipe all data stored in the user's
smartphone application.

1. From the VMP Administrator, select Users & Groups > Users &9,

In the Users pane, click the name of the user to be deleted.

In the toolbar, click Delete 6.
In the confirmation dialog box that appears, select the Wipe data on smartphone checkbox (if
it is enabled) to wipe all data stored in the smartphone application.

0D

5. Click Yes to confirm user deletion.

Adding a Secondary Source

When synchronizing, you can specify a secondary source that is to be linked with data in one of
the sources that you have previously created. To link a secondary source with a primary source,
you must specify the common key between the two sources.

1. During synchronization, in the Remote Sources window, locate the Sources pane and click

Add source with additional user info 4.

Remote Sources

Inthe context of the User Synchronization, the remote source is a repository of User records which is maintained by the ong
middle and last name. PIN and emai

Reconfigure/Synchronize onfy ¥ Automatic synchronization

Remote Sources i Every: [} 3: hours, IE minutes

Select Users

User/DL Synchronization ' Daiy at: Z 3: = Iﬂ 3: AM j'

Default DL permissions  Weekly on: Isu,—.da;.- LI |1 = |: = F
Field Mapping

Scipt ¥ When a user's wircless gateway is not provided, use

Export Address Book Entries to Vocera IV"“CE'EI Smartphone client j

Ic2 Merge primary sources

ool ¢
Name
3

4 Vocera

2. In the Add Source With Additional User Info dialog box, supply the title, source type, and
connection parameters for the new secondary source. These fields are identical to those that
you provide when you are creating a primary source.
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Add Source With Additional User Info x|

Title:

IGenenc Excel
Source type:
IGenenc Excel j
Connection parameters
File path

Login

Password

Confirm Password
Workshest

|»

Document cortaing columns title Yes

Header row number 1

Cantart o numbar 2
— Options
Advanced Filters No fitters

 Sources linkage
Source key figld:

| u
Parent source key field:

| |
ok | ool | b |

For details on providing these fields, see one of the following, depending on the type of the
secondary source that you are creating:

e Active Directory: see Importing Active Directory Users on page 39

e Vocera Server: see Vocera Voice Server Integration on page 26

e Excel and CSV files: see Synchronizing With an Excel or CSV File on page 45

SQL: see Synchronizing With SQL on page 48

3. Inthe Source key field, specify the secondary source field to use as the common key.

4. Inthe Parent source key field, specify the primary source field to associate with the secondary
source key field.
5. Click OK to add the secondary source.

Monitoring Email With VMP Messages

Vocera Messaging Platform provides features to integrate user email into the Messaging feature.
The server monitors the email box and sends a message to the user when new mail is received.

The following services are supported:

e POP3
e IMAP
e Exchange Web Services (EWS)

The email body is expected to contain an XML document with specific tags used by the VMP
Server. Email aliasing and redirection are not necessary, as email messages are sent directly to
the monitored mailbox. The XML document contained in the email body defines the recipients
for the message. The email header fields are not used to determine the recipients and sender
information.

To view an example, see XML Email Template on page 57.

Configuring VMP for Message Email Integration
Use the following steps to configure VMP to send messages using email.

== Note: For email messages, the VMP Server supports Plain Text format only. The email
m— | Hody must be in XML format.

1. Start the VMP Administrator and select:
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Configuration > System Options 9

2. Scroll to Integrations > Email.

3. From the Enable Secure Message Initiation dropdown list, select Yes.

Enabled No ZI
Server URL

Server |0

Security Token

Email

Secure Mes

Pratocal

Enable Secure Meszage Initiation

ge Initiation - Incaming b ail

POP3

Email Scan Interval [in seconds]

a0

Initiation Perrnitted

From %P uzers only

Email Username

Email Paszward

Confirn Email Password

POP3/AMAPA/EWS Host

POP3/AMAPA/EWS Part

110

Delete Email Dnce Processed

Immediately

[ |

Cancel | Help |

4. Inthe Secure Message Initiation - Incoming Mail section, configure the following settings as
appropriate for your deployment:

Table 15: Email configuration options

Protocol

Email Scan Interval

Initiation Permitted

Email Username
Email Password
Confirm Email Password

Delete Email Once
Processed

Use the dropdown list to select from the following options:
e POPS3

e |IMAP4

e Exchange Web Services

How often the mailbox is to be polled for messages. This is measured in
seconds. The default is 30 seconds.

Who can initiate messages by email. This is one of the following:

e From any email address: Anyone that can send email can initiate a
message.

e From VMP users only: Only registered VMP users can initiate a message.
The username associated with the mailbox that the VMP Server is to monitor.
The password for the mailbox username.

The password for the mailbox username (repeated).

How often theVMP Server will remove emails from the monitored mailbox.

This is one of the following:

e |mmediately: The VMP Server deletes the email immediately after it has
been converted to a message.

e Once/Day: The VMP Server deletes all processed emails that are older
than 24 hours.

e Never: The VMP Server never deletes any email. Select this setting only if
email is deleted by another process or person.

5. Scroll back to System and Networking > Email.

6. Set Enable Outgoing Email to Yes. This ensures that delivery and response updates can be
sent back to the email initiator.

7. Configure the following settings:
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Table 16: Outgoing email configuration options

Display Name The name to use when sending email.

Email Address The email address from which email is to be sent.
SMTP Server The SMTP server to use for outgoing email.
SMTP Port The port to use for outgoing email.

SMTP Authentication Whether to use SMTP authentication. If this is set to Yes, additional fields
appear in which you must enter the email username, email password, and a
confirmation of the email password.

The Email Body Format

Because the email body is in XML Format, email aliasing and redirection are not required, as the
XML document contains all of the necessary information. The following XML tags are supported:

Table 17: Supported XML tags

AlertExternallD:

From:

To:
Subject:
Message:

Priority:

OverridePersonalAlarmSettings:

notifyWhenDelivered:

notifyWhenRead:

sendResponse:

notificationEmail:

ResponseType:

Responses:

The ID of the message, as specified by the initiating
process or system.

The sender or initiator's name and email address.
A list of one or more recipient email addresses.
The message subject.

The body of the message.

The message priority. Must be one of Normal, High,
or Urgent.

Whether the message should force the recipient's
device to emit a tone and vibration. Valid options are
True and False.

Whether the Delivered status notification should be
sent back to the initiator.

Whether the Read status notification should be sent
back to the initiator.

Whether the initiator should be notified when a
recipient sends a response.

The email address for status notifications. Overrides
the email address specified in the From: tag.

The response type associated with the message.
This is one of the following:

e None: No response is required.
e Multi: Recipients must select from one or more
responses defined in the message.

When ResponseType is set to Multi, this is a
container tag for the responses defined for the
message. Each response is contained in an
EmailPagingAlertResponse, which is defined below.

Each EmailPagingAlertResponse tag contained in the Responses includes the following subtags:

Table 18: EmailPagingAlertResponse subtags

RspExternallD: The third-party ID associated with this response. This ID is returned to the
initiating system if the recipient selects this response.
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Subtag Description

Text: The text that is displayed for this response.

XML Email Template

Here is an example of an XML email template.

<?xml version="1.0"?>
<EmailPagingAlert>
<AlertExternalID>externalID1</AlertExternalID>
<From>user_sender@company.com</From>
<To>
<string>user_recipient@company.com</string>

<string>dl_recipient@company.com</string>
</To>
<!-- Urgent, High, Normal -->
<Priority>Normal</Priority>
<OverridePersonalAlarmSettings>true</OverridePersonalAlarmSettings>
<notifyWhenDelivered>true</notifyWhenDelivered>
<notifyWhenRead>true</notifyWhenRead>
<sendResponse>true</sendResponse>
<notificationEmail>user_sender@company.com</notificationEmail>
<Subject>Test subject</Subject>
<Message>Test message</Message>

<!-- None, Multi -->
<ResponseType>Multi</ResponseType>
<Responses>

<EmailPagingAlertResponse>
<RspExternalID>extidl</RspExternallD>
<Text>Response 1</Text>
</EmailPagingAlertResponse>
<EmailPagingAlertResponse>
<RspExternalID>extid2</RspExternallID>
<Text>Response 2</Text>
</EmailPagingAlertResponse>
</Responses>
</EmailPagingAlert>

Configuring User Devices and Client Applications

To enable user devices and client applications to work with the VMP Server, you can perform
these tasks.

e Send device installation information to a user device.
e Set up autoconfiguration for Vocera Collaboration Suite devices.
e Enable or disable email communication on user devices and the VMP Web Console.

Sending Installation Information to User Devices
You can send instructions on how to install and register the client application on a user's device.

1. From the VMP Administrator, select Users & Groups > Users 5,

2. In the Users pane, highlight the name of the user to be sent installation instructions.

3. —
In the toolbar, click the Notify mobile device ‘@ dropdown list and select ® Install VMP

applications.

4. If no registration key exists for this user, you will be asked whether you want to generate one.
Click Yes.

5. A notification dialog box appears, indicating that the installation information has been sent to
the user's email address.
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Setting Up Autoconfiguration of Vocera Collaboration Suite Devices

When the Vocera Collaboration Suite is started on a device, a startup screen appears on which
the user can specify the IP address of the VMP Server. You can autoconfigure the Vocera
Collaboration Suite client to display the IP address of the server on this startup screen.

To set up autoconfiguration, have your IT department create a DNS entry named autodiscovervs
for the VMP Server. When the Vocera Collaboration Suite client is started, it searches for this
entry and displays the VMP Server's IP address if the entry is found.

=== Note: In a clustered VMP Server environment, set autodiscovervs to be the IP address of
I
= the |0ad balancer.

Enabling Email Communication

Use these steps to configure the VMP Server to enable or disable email communication on user
devices and the VMP Web Console.

1. Start the VMP Administrator and select:

Configuration > System Options @
2. Scroll to Contacts.

3. From the Allow Email Communication dropdown list, select Yes to allow clients to send email
to contacts, or select No to disallow email.

System Dptions xll
Auta Lock (in minutes, seconds] 1m ZI
Enforce Change Password ez
Pazzword Change frequency [in days) 120
Unique passwords before reuse permitted 2
M aximum Failed attempts befare device wipe 20
User Inactivity
Time of inactivity for automatic logout (in minutes] 30
Drays of inactivity befare user is placed into 'Warning state E0
Drays of inactivity befare user is placed into Locked state a0

Time of inactivity for auto logout for smartphone client (in minutes] | 60

Allow User to uplaad personal image Yes

Allow Email Communication ez

Enable Remind Me Later Option Mo

Default Subject Line far 3rd Party Integrations 3rd Party Motification
Response waiting interval (in seconds] BO0

Ok I Cancel | Help

4. Click OK to save your change.

Configuring the VMP Server For Secure Connections

If the VMP Server was not configured to use SSL during installation, you can use the VMP
Enterprise Manager to configure it to use SSL after installation.

You can also follow these steps to configure the VMP Server to use an updated SSL certificate.

== Note: If you are using VMP in a clustered environment, and want to use SSL, you must
I
m configure each cluster node to use SSL.

1. Start the VMP Enterprise Manager.

From the left pane, select Configuration @
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3. Scroll down to the Services folder and then to the WDE subfolder.
4. In the NetworkSecureCertificate row, click in the Value column, then click select.

Services

WDE

) Networknterface 0.00.0

€3 NetworkPort 20

£} NetworkSecursPort 443

(03 NetworkSecureCertificate select
€} WetworkSecureEnforcelniebSSL false

s E true

5. In the Select Certificate dialog box, select the SSL certificate that you want to use, and click
OK.

Note: Vocera recommends that you use a publicly issued SSL certificate rather than

a self-signed certificate. If a self-signed certificate is used, most web browsers will

generate an error when the VMP Server is accessed from the VMP Web Console,

which might cause confusion for end users.

6. If you want to enforce the use of SSL when connecting from a web browser to this VMP
Server, click in the Value column of the NetworkSecureEnforceWebSSL row. From the
dropdown list that appears, select true. Users that attempt to connect using HTTP are now
directed to the HTTPS URL.

Services
WDE
) Networknterface 0.00.0
€3 NetworkPort 80
£} NetworkSecursPort 443
03 NetworkSecursCertificate
€} WetworkSecureEnforcelniebSSL false j
i3 EnableilebServer e

€} Enable automatic Web login rie |
— E— - [ 1

For information on enforcing the use of SSL between the VMP Server and VMP clients, see
Enforcing SSL on the VMP Server on page 59.
7. Click Save to save your changes. In the confirmation dialog box that appears, click OK.

8. After you have made your changes, the VMP Server needs to be restarted. In the dialog box
that appears, click Yes to restart the VMP Server now, or click No to restart it later.

Enforcing SSL on the VMP Server

From the VMP Administrator, you can enforce that all communications between the VMP Server
and VMP clients are to use SSL. This ensures that all communications are securely encrypted.

== Note: The use of SSL can be enforced during the installation of the VMP Server. See
s | |nstalling the VMP Server on page 10 for details.

If you are updating a previously installed VMP Server to enforce the use of SSL, all existing VMP
clients that are not using SSL must re-register to use the VMP Server, as the connection protocol
used by a client is specified when the client is registered.

Before you can enforce SSL use, you must configure a SSL certificate. For details, see
Configuring the VMP Server For Secure Connections on page 58.

1. Start the VMP Administrator.
%

2. Select Configuration > System Options %
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3.

4. From the dropdown list that appears, select Yes.
5.

In the System Options dialog box, scroll to the Security section and click in the right column of
the Enforce SSL for Smartphone connections row.

System Options

‘“focera Messaging Server Public Host Name /1P

172.30.49.158

Email

“Yocera Messaging Server Intemal Host Mame /1P

Enable Outgaing Email

172.30.43.159

Mo

Dizplay Mame

Email Addresz

SMTF Server

SMTP Port

Security

SHMTP &uthentication

Device Validation Certificate

Enfarce S5L for Smartphone connections

Enforce App PIN

App PIN Timeout (in seconds|

Enforce device paszword for all emartphones

Minimum Pazzward Length

Click OK.
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VMP Security and Encryption Structure

All transmissions between the VMP Server and client applications on iOS and Android devices
employ secure communication methods. The method employed depends on the device's

operating system and on the environment in which it is being used.

iOS and Android Security

For clients on the iOS and Android operating systems, the security and encryption structure
depends on whether you are using the client within your organization's Wi-Fi network.

Within the corporate Wi-Fi network, VMP uses Comet to send a content-less notification to
the device. The device then accesses the VMP Server to retrieve the message.

If you are using a device running the iOS operating system outside of your corporate Wi-

Fi environment, the VMP Server uses the security features provided with the Apple Push

Notification Service (APNS).
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e |f you are using a device running the Android operating system outside of your corporate Wi-
Fi environment, the VMP Server uses the security features provided with the Google Cloud
Messaging (GCM) service.

=== Note: On Android and iOS devices, the Vocera Collaboration Suite application performs
= jts own data encryption and decryption. It does not depend on the operating system's
encryption process.

Using Comet Notifications

When a Vocera Collaboration Suite client on the iOS or Android operating system is operating
within the organization's Wi-Fi network, and a message needs to be sent from the VMP Server to
the device, the server uses Comet to send a content-less notification to the device.

When the device receives the notification, it uses its normal connection to the VMP Server to
retrieve the message. This connection is secure if it has been configured to use SSL.

In the VMP Enterprise Manager, you can configure the VMP Server to force the use of SSL when
communicating with client applications. See Enforcing SSL on the VMP Server on page 59
for more details.

Apple iOS Server Data Encryption

To enable communication between a provider and a device, the Apple Push Notification Service
(APNS) must expose two standard ports (2195 and 2196). To ensure security, it must also
regulate access to these entry points. For this purpose, APNS requires two different levels of trust
for providers, devices, and their communications. These are known as connection trust and token
trust.

e Connection trust establishes certainty that, on one side, the APNS connection is with an
authorized provider with whom Apple has agreed to deliver notifications. On the device side of
the connection, APNS must validate that the connection is with a legitimate device.

e Token trust is made possible through the device token. A device token is an opaque identifier
of a device that APNS gives to the device when it first connects with it. The device shares
the device token with its provider. Thereafter, this token accompanies each notification from
the provider. It is the basis for establishing trust that the routing of a particular notification is
legitimate. In a metaphorical sense, it has the same function as a phone number, identifying
the destination of a communication.

Service-to-Device Provider-to-Service
Connection Trust Connection Trust

]

( Device ) ( apNs
TLS initiation

@

( APN

TLS initiation ——————

certificate rer certificat

Validate server certificate [ Validate server certificate
L 5

Provider certificate ————=

Device
Validate device certificate Validate provider certificate

s ~+———TLS established

Apple APNS Data Transfer Encryption

Apple Push Notification Service (APNS) is a robust and highly efficient service for sending secure
data to devices running on the iOS operating system. Each device establishes an accredited
and encrypted IP connection with the service and receives notifications over this persistent
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connection. If a notification for an application arrives when that application is not running, the
device alerts the user that the application has data waiting for it.

APNS includes a default Quality of Service (QoS) component that performs a store-and-forward
function. If APNS attempts to deliver a message when the device is offline, the QoS stores the
notification. It retains only one notification per application on a device: the last notification received
from a provider for that application. When the offline device later reconnects, the QoS forwards
the stored noatification to the device. The QoS retains a notification for a limited period before
deleting it.

Apple iOS Device Data Encryption

All devices using Vocera Collaboration Suite with iOS must register with the VMP Server to
receive push notifications. The registration occurs after the application is installed.

Once iOS receives the registration request from an application, it connects with APNS and
forwards the request. APNS generates a device token using information contained in the unique
device certificate. The device token contains an identifier of the device. It then encrypts the device
token with a token key and returns it to the device.

The diagram below shows the token relationship between the VMP Server, APNS, and the client

device.
) Davice )
: chnm (Token,

co ~ apNs ) iger ) ___aPNs __Deviee )
APNS
1 |~+—— Connect (Token, ...}
!

! Docrypt token and validate

: o ree ' with device cerificate

] 1

: : A K

: Generale device |D from ' esponse (OK)

] ificate \

device ceri

Encrypt token with token key . Payload
Dy

ecrypt token with
token key

Payload —'-D

Dq— Token
Token

Android Server Data Encryption

The VMP Server needs to authenticate itself with the GCM. This is done via an authentication
token that is determined with an HTTP POST request to the GCM servers.

The token is stored on the VMP Server and is used to authenticate the application server with the
GCM servers once it sends out data. In a GCM, you have three involved parties: the VMP Server
that wants to push messages to the Android device, the Google GCM servers, and the Vocera
Collaboration Suite client application.

Token

Device ID 1
Device ID 2
[Regisiration ID
[Registration ID

7o

(_VMP Server )

LJ-— Msg Trigger

' Registration ID
Token

Message

For the server to send a message, the application must have a registration ID that allows it to
receive messages for a particular device. The registration keys are securely stored within the SQL
database.
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The ClientLogin token authorizes the server to send encrypted data to the client application on
the Android device. The server has one ClientLogin token and multiple registration IDs. Each
registration ID represents a particular device that has registered to use the messaging service for
Vocera Collaboration Suite.

When the VMP Server sends data, the following occurs:

The VMP Server sends data to the GCM servers.
Google queues and stores the message in case the device is inactive.
When the device is online, Google sends the message to the device.

ML~

On the device, the system broadcasts the message to the specified application via Intent
broadcast with proper permissions, so that only the targeted application gets the message.
This wakes the application up. The application does not need to be running beforehand to
receive the message.

5. The application processes the secure data.

This is the sequence of events that occurs when an Android application running on a mobile
device receives a message:

1. The system receives the incoming message and extracts the raw key/value pairs from the
message payload.
2. The system passes the key/value pairs to Vocera Collaboration Suite.

3. The Android application extracts the raw data from the RECEIVE Intent by key and processes
the data.

Android GCM Device Data Encryption

The Android-based Vocera Collaboration Suite application must register with the VMP Server to
receive push notifications. It does this right after it is installed on a device.

The Android mobile OS receives the registration request from an application, connects with
GCM, and forwards the request to the server. GCM generates a device token using information
contained in the unique device certificate. The device token contains an identifier of the device. It
then encrypts the device token with a token key and returns it to the device.

Password Enforcement

The VMP Server provides configuration options to ensure that all smartphone users are required
to protect the device with a password. This option ensures that your confidential internal
information is protected if the device is lost or stolen.

You can also specify that Vocera Collaboration Suite users must provide a four-digit Personal
Identification Number (PIN) when accessing the app on either shared devices or all devices.
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System Options ®
SMTP Port 25 =

SMTP &uthentication

Device Yalidation Cerlificate

Mo

Enforce S5L for Smartphone connections

Enforce App PIN

App PIN Timeout (in seconds|

Enforce device paszword for all smartphones

inimum Pagzaword Length

Require at least one letter

Auto Lock [in minutes, seconds]

Enforce Change Pazsword

Pazzword Change friequency [in daps)

Unique passwords before reuse pemitted

b aximum failed attempts before device wipe

20

| Time of inactivity for automatic logout (in minutes] 30

v|

[ o |

Cancel |

Help |

ok N~

Tip: When configuring password options, remember to consider the speed at which your
users must view and respond to critical communications. An auto-lock setting that is too
short will impair the user's ability to quickly respond to messages and communications.

A password that requires too many characters may also be inhibiting, depending on the

environment.

Start the VMP Administrator: All Programs > VMP > VMP Administrator
Type admin (or your administrative credentials) in the VMP Login dialog, and click OK.

Select Configuration > System Options 9

Scroll to Security > Enable device password for all smartphones, and select Yes.

Configure the following options:

Table 19: Device password configuration options

Minimum Password Length

Require at least one letter

Auto Lock

Enforce Change Password

Password Change
frequency

Unique passwords before
reuse permitted

Maximum failed attempts
before device wipe

Enter the number of characters the user must include in the device
password. For iPhone users, the device Passcode Lock settings must be
changed if you want a password longer than 4 numerical digits.

Select Yes to ensure that the user adds at least one letter to the device
password. For iPhone users, you cannot insist on a password with at
least one letter. For iPhone users, the device Passcode Lock settings
must be changed if you want a password to include a letter.

Set the duration of inactivity, in minutes and seconds, until the device
auto-locks. In the following example, the device is set to auto-lock after
five minutes and thirty seconds:

5m30

Select Yes to ensure the user changes the device password at a regular
frequency.

If Enforce change password is set to Yes, enter the interval, in days, at
which the user is required to change the device password.

The VMP Server stores a list of the most recently used passwords for a
device. A password cannot be reused if it is one of the N most recent
passwords used, where N is the value of this option.

Enter the number of times a password can be incorrectly entered before
all system sensitive information is wiped from the device.

6. Set the Enforce App PIN option to one of the following:
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e OFF: Do not require the use of a PIN when accessing the Vocera Collaboration Suite.

e SHARED: Require the use of a PIN on shared devices only.

e ON: Require all users to supply a PIN. Users of personal devices must have their
username and password credentials to supply the PIN, or they will be locked out of the
Vocera Collaboration Suite application.

7. If Enforce App PIN has been selected, set App PIN Timeout to the amount of time, in
seconds, that the device can remain idle before the PIN must be entered again.

Note: If you change the Enforce App PIN setting to ON, device users will not be able
to set a PIN if they registered by email or using a registration key and do not have either
a valid VMP Server username and password or a valid Active Directory username and
password.

Vocera Messaging Platform Failover

The Vocera Messaging Platform is designed to support clustered environments using active
server and passive server configuration.

In a clustered environment, the primary server:

¢ Routes system traffic.
* Responds to the load balancer acknowledgment request every ten seconds.
e Updates the SQL server timestamp every two seconds.

Secondary nodes retrieve a timestamp from the SQL server every two seconds, but stay passive
unless the primary node fails. The load balancer manages the status of each VMP Server by
sending a health check request to the primary and secondary nodes. The load balancer redirects
traffic to a secondary node after a third missed heartbeat from the primary node.

=== Note: For instructions on how to install VMP on a cluster, see Installing a VMP Cluster
I
== 0N page 10.

Tip: Configure email alert notifications to receive an alert when a failover occurs. For
details, see Configuring Failover Email Notifications on page 66.

Configuring Vocera Messaging Platform Failover

Use these steps to create a DNS round robin clustered VMP Server with a secondary IP address
associated with the main server hostname.

A Load Balancer is used to redirect traffic to the node of the cluster that is currently active. The
DNS entry or IP address of the Load Balancer serves as the point of contact for the outside
world. If the primary VMP Server fails, the Load Balancer redirects traffic from the primary server
to the secondary server.

In the event of a failover, the VMP services must be manually re-started for the application to
function. The data exchange service is restarted on the secondary node.

1. Add the IP address for each node as the VMP hostname on the DNS server.
2. If your network is using non-standard ports, configure the network port information.

%

Start the VMP Enterprise Manager, and select Configuration £,
b. Enter the network port information.
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Name Value

£ Server hestVMPSQL

Services

‘WDE

3 Networkinterface 0000

€3 NetworkPort 80
€3 NetworkSecureFort 43
Q ertificate

€2 NetworkSecureEnforcelt/ebSSL false
€3 EnableWebServer true

c. Click Save. When prompted, click OK to restart the Vocera Data Exchange Service.

If DNS fails over to the secondary node, the required VMP services must be restarted. The
secondary failover should also be pre-configured to point to the correct SQL database. For
details about post-failover tasks, see Post Failover Configuration on page 67.

Failover Configuration Scenarios

This is a list of VMP Server failover configuration scenarios.

Table 20: Failover configuration scenarios

Node
Primary Vocera Messaging Platform (VMP Server 1)

Secondary Vocera Messaging Platform (VMP Server
2)

The Load Balancer in conjunction with the VMP.
Server pair

The SQL Server in conjunction with the VMP Server
pair

Description

e The primary server is accepting all HTTPS traffic.

e The primary server is responding with a positive
acknowledgment request from the Load
Balancer every 10 seconds.

e The primary server is updating the SQL server
with a timestamp every 2 seconds.

e The secondary server is the standby server.

e The secondary server is not responding with a
positive acknowledgment request from the Load
Balancer every 10 seconds.

* The secondary server is retrieving a timestamp
from the SQL server every 2 seconds.

If the SQL timestamp table has not been updated by
VMP Server 1 within 20 seconds, VMP Server 2 will
automatically start its HTTP interface and begin to
accept traffic from the Load Balancer.

e The Load Balancer is sending an HTTP health
check request to both VMP Server 1 and VMP
Server 2.

e After a third response failure from VMP Server 1,
the Load Balancer will start routing traffic to VMP
Server 2 (This will happen once VMP Server 2
has initialized its HTTP interface and is accepting
requests.).

e VMP Server 1 is updating a timestamp in the
SQL Timestamp Table every 2 seconds.

e V/MP Server 2 is retrieving the timestamp from
the SQL Timestamp Table every 2 seconds.

Configuring Failover Email Notifications

Use these steps to configure failover email notifications.

1. From the VMP Server, start the VMP Enterprise Manager:

Start > All Programs > VMP > VMP Enterprise Manager

2. o

Select Configuration > Advanced Options <.
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P VMP Enterprise Manager - [Configurator]

a [ Fie | Tools
Main
°Advanced0|:|ﬁons K
% Name
ol J » Database
bl A

3. Inthe SMTP section, type the SMTP mail settings for your deployment.

[ swrp

a Server dev.vocera.com
QP »

a WMP email techpubs @dev.vocera.com

4. Inthe Logging section, type the notification email address.

€} ConnectionsLimit 4

Logging
¥ Limit log messages to YMP Log File Vrite all events
1 Limit log messages to Windows Event Log Errors
£} Limit EMail notifications Do not notify
13 Email Address(es) for Notifications techpubs@dev vocera.com
£} Enable extended communication logging true
£ Enable smariphone extended communication logging | false
£} Enable web console extended communication logging | false

If a failover occurs, the following email is sent:
Message from the VMP server: VMP SERVER2

VMP SERVER2 server becomes active application server

Post Failover Configuration
When a failover occurs, the VMP Server configuration scenario is changed.
Primary VMP Server - VMP Server 1

e VMP Server 1 is now the secondary (passive) server.

e VMP Server 1 will attempt to send an E-Mail to the Administrator to indicate that a failover has
occurred.

Secondary VMP Server - VMP Server 2

e VMP Server 2 is the primary (active) server and is accepting HTTPS traffic from the load
balancer.

e VMP Server 2 will send an email to the administrator indicating its primary server status.
e VMP Server 2 is updating the SQL server with a timestamp every 2 seconds.

The Load Balancer is working in conjunction with the VMP Server pair, and is now redirecting all
HTTPS traffic to VMP Server 2.
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Restarting the Primary Server After Failover

When a failover has occurred, the Load Balancer is now directing the HTTPS traffic to the
secondary VMP Server (VMP Server 2).

After this action has started, the Administrator will receive an email indicating that VMP Server 2
has become the primary server.

To reconfigure VMP Server 1 to be the primary server, follow the steps shown here.

1. The Administrator must shut down the Vocera Data Exchange Windows service on VMP
Server 2.

2. The Administrator must restart the Vocera Data Exchange Windows service on VMP Server 1.
VMP Server 1 will assume primary server status.

3. The Administrator must restart the Vocera Data Exchange Windows service on VMP Server 2.
VMP Server 2 will assume secondary server status.

Note: If VMP Server 1 is to remain as the secondary server, no further action is required.

Using SSL in a VMP Failover Environment

If you want to use SSL in a clustered VMP Server environment, Vocera recommends that you put
an SSL certificate on each node on which a VMP Server is running. This ensures that all internal
traffic between the Load Balancer and each of the individual servers is secure, which may be a
requirement in your jurisdiction if you are transmitting patient information.
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Tip: Although a self-signed certificate is supported, it is best to use a publicly-registered
SSL certificate for each VMP Server in your cluster.

To determine whether you need an SSL certificate for your Load Balancer to ensure end-to-end
encryption, consult the specifications provided by the manufacturer of the Load Balancer.

Using SQL AlwaysOn Availability Groups

SQL AlwaysOn Availability Groups is a high availability and disaster recovery solution that
provides an enterprise-level alternative to database mirroring in SQL Server 2012 environments.

An AlwaysOn Availability Group supports a failover environment for a discrete set of user
databases, known as availability databases, that fail over together. The availability group
supports a set of read-write primary databases and one to four sets of corresponding secondary
databases.

To set up an AlwaysOn Availability Group for VMP:

1. In each secondary database in the availability group, create the login names wicauth and
wicapplication. These are the accounts that are created when the VMP Server is first installed.

The password for each of these accounts must be identical to the passwords specified during
VMP installation. If the passwords are changed on the primary SQL server, they must also be
changed on the secondary databases.

2. Link the wicauth and wicapplication accounts on each secondary database to the equivalent
accounts in the WICMASTER database on the primary SQL server.

3. Enable CLR (Common Language Runtime) for each secondary instance of SQL.

4. Create an Assembly for each SQL instance. The VMP Web Console uses this Assembly for
contact searches.

If CLR is not enabled and the Assembly is not created, the VMP Web Console displays the
following error message when a secondary database becomes the primary:
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Contacts [
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" | contacs
a [On-Call] Testone... *
On-Call Distribution List
Text

Everyone
Distribution List

and wicapplication accounts, enable CLR, and create an Assembly for each secondary

’_] Note: Contact Vocera technical support to obtain SQL scripts that will create the wicauth
SQL instance.

Remote Wipe

Vocera Messaging Platform provides a data wipe option to let you remove sensitive Vocera data
from the mobile device without affecting any other mobile data. Additionally, if a more in-depth
device wipe is required, leveraging Microsoft Exchange or a Mobile Device Management tool may
be effective.

This is useful when a user is no longer employed by the organization, a device is lost or stolen, a
shared device is assigned to a new user, or in the event of a communicated security breach.

Performing a Remote Wipe from the VMP Administrator
Use these steps to perform a remote wipe from the VMP Administrator.

1. Select the Users & Groups module, and click to highlight the user to remove.

2. Select the Delete button. A window will prompt the administrator to remotely wipe the data
from the smartphone. Once complete, the user account will be inactive on the server, and
VMP data will be removed from the user's device.

Performing a Remote Wipe Using Microsoft Exchange

Use these steps to perform a remote wipe using Microsoft Exchange.

’_] Note: This process is specific to iOS or Android devices.

In the console tree, navigate to Recipient Configuration > Mailbox.
2. Select the user from the Mailbox window.

3. In the action pane, click Manage mobile device, or right-click the user's mailbox, and click
Manage mobile device.

4. Select the mobile phone.
5. In the Actions section, click Clear, and click Clear again.

Performing a Remote Wipe Using Outlook Web

Use these steps to perform a remote wipe using Outlook Web.

’_I Note: This process is specific to iOS or Android devices.

Open the Outlook Web Application in a browser.

Sign in to the device owner's mailbox, and click Options.

In the Navigation Pane, select Phone.

Click the Mobile Phones tab.

Select the ID of the mobile phone that you want to wipe and remove from the list.
Click Wipe device and click OK.

2 e
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7. Click Remove Device.

Performing a Remote Wipe Using a Mobile Device Management Solution
Use these steps to perform a remote wipe using a Mobile Device Management (MDM) solution.

1. Submit a wipe request through the console, MDM Shell, or Self Service Portal. Submit the
request as a Wipe Now command stored in a central database to be picked up by the device
within a determined time in travel.

2. The device receives this Alert and immediately starts a management session with the Device
Management server.

3. The device picks up its wipe request from the Device Management server, sends back an
acknowledgement that started the wipe, and starts the wipe process.

Performing an Exchange Management Shell Remote Wipe
Use these steps to perform a Exchange Management Shell (ECS) remote wipe.

1. Send a Get-ActiveSyncDeviceStatistics command, using the following syntax, where
name is the user id:
Get-ActiveSyncDeviceStatistics - Mailbox name | f1 Identity

2. Send a Clear-ActiveSyncDevice command, using the following syntax, where name is the
user id:

Clear-ActiveSyncDevice -Identity WM_name

Updating the APNS Certificate

When the VMP Server wants to send a message or other notification to a device running Vocera
Collaboration Suite on the iOS operating system and the device is not on the corporate network,
it sends the notification to the Apple Push Noatification Service (APNS), which then sends the
notification to the device.

The connection to the APNS uses a security certificate, which is included as part of the VMP
Server installation process. This certificate needs to be updated every year. The Vocera support
team will contact you when your APNS certificate is about to expire.

After you have received your updated certificate file, you can use the VMP Enterprise Manager to
update the VMP Server to use the new certificate.

1. Start the VMP Enterprise Manager.

2. From the Tools menu, select Update VCS APNS certificate to update the APNS certificate for
the Vocera Collaboration Suite client.

3. Specify the location of the certificate file that has been provided to you, and click OK.
The APNS certificate is now updated.

Changing the SQL Accounts for the VMP Server

If the SQL Server database has been updated, and some or all of the SQL accounts that the VMP
Server uses have been removed, you can update the VMP Server to use the changed accounts.

1. Start the VMP Enterprise Manager.
2. From the Tools menu, select Fix VMP Accounts.

P vip Enterprise Manager - [Configurator]
o File | Tools
Ma I Fixx VMP Accounts I
Update YMP APNS certificate
Update VCS APNS certificate g
I_*{J APT Key ace
i 10 NetworkPort

Configuration I ‘ "'i

{ I €% NetworkSecurePort
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3. Inthe Connect To SQL Server dialog box, supply the SQL Server authentication:

Connect To SQL Server x|

SOL Server: [host\WMPSQL =l
Puthentication
 Windows Authentfication

¥ SQL Server Authentication
Login: I

Password: I

s

a.

b.

C.

Select the authentication method to use by selecting either Windows Authentication or
SQL Server Authentication.

If you have selected SQL Server Authentication, enter your SQL login and password in the
Login and Password fields.

Click OK. The Fix VMP Accounts window appears.

x
o0 e
Login

»

" '

wicauth ﬂ
- ) icapplication j
Instance: MAIN wicapplication ﬂ

Start fidng I Cancel

4, To add a new SQL account:

a.

b
c.
d

e.

Click Add 2. The New SQL Login dialog appears.

x|
Login: ||
Password: |
Confirm Password: |
s

. Inthe Login field, type the new SQL account name.

In the Password field, type the password for the new SQL account.

. In the Confirm Password field, retype the password for the account.

Click OK.

5. To edit an SQL account:

a.

Highlight the account that you want to edit, and click Edit | The Edit SQL Login dialog
appears.
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x

Login:

Password: ICl\ck here to change...

Confirn Password |
e _|

In the Login field, edit the SQL account name if needed.

In the Password field, type the new password for the SQL account.
In the Confirm Password field, retype the new password.

Click OK.

® o0 oT

To delete an SQL account, highlight the account that you want to delete, and click Delete =]
In the confirmation dialog box that appears, click Yes.

. To change a VMP SQL account, in the VMP SQL Accounts pane, select the account that you

want to change:

e Authentication: The user authentication account.

e Application server: The VMP system application account.

e |nstance: name: The account that you use to log in to the VMP Server database named
name. A standard installation of the VMP Server has a database named MAIN.

From the dropdown list in the SQL Login column, select the VMP SQL account that you want

to use.

Click Start fixing. This runs a script that updates your SQL database. The progress of the

script is displayed in a dialog box.

9. When the script has completed, click OK to close the display window.

Uploading a Device Certificate

If you are using a Mobile Device Management solution to install a device certificate on your
devices, you can upload this certificate to the VMP Server. This ensures that only trusted devices
can use the Vocera Collaboration Suite application to connect to the VMP Server.

To upload a device certificate to the VMP Server:

1.

Start the VMP Administrator and select:
Lo ]

Configuration > System Options %
In the System and Networking section, scroll to Security.
In the Device Validation Certificate row, click Add.
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System Options ﬁl

-

ocera Messaging Server Public Host Name / IP 172.30.49.159
Vocera Messaging Server Intemal Host Name / [P 172.30.43.159
Enable Outgoing Email Mo

Display Name

Email Address

SMTP Server

SMTP Port 25

SMTP Authentication Nao
Device Validation Certficate | Add |
Erforce S5L for Smartphone connections No
Erforce App PIN OFF
App PIN Timeout (in seconds) 300
Enforce device password for all smartphones No |

0K I Cancel | Help |

4. Locate the certificate on your computer, and click Open. The device certificate is now
uploaded.
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The VMP Administrator

Learn about using the VMP Administrator.

VMP Administrator Overview

The VMP Administrator is an application that enables you to configure the VMP Server and create
users and groups.

The VMP Administrator can be installed on the same computer as the VMP Server or on a
separate machine. Use the VMP Administrator to:

e Configure users to receive messages

e (Create and manage users and access groups

e (Create and manage Distribution Lists and On-Call Distribution Lists

e (Create and manage Messaging Templates

e Send messages, create response options, and view the status of messages

The console includes the following modules:

Table 21: VMP Administrator modules

Module Description

Users & Groups Import, configure, and manage users.

Contacts Create and manage contacts, groups, and Contacts Distribution Lists.

Messaging Configure naotification settings, create Messaging templates, and create
and manage Distribution Lists.

Content Add media assets to the VMP Server for use from the client.

Reports Generate view incidents and logs, and create and send reports.

Configuration Configure wireless gateways, contact fields and source mapping,

synchronization, and configure plugins.

To access a module, click its name in the left pane of the VMP Administrator window:
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P ¥MP (Default administrator) - [Users] [_ O[]
4 Fie  View Window  Help -8 x
QPO D@ |2 |% Totli 12 |
Name 4 | Login Device ID Emai Public 1D Pager |~
Bty Wong [ bwong brong@diillocal
a
T Brian Forsherg & bfersherg@dtill local
Claudia Bemeli & chemeli@dil local
Default admini admin
) Denise Lundberg &) dundberg@dil local
» ggoodman local
Groups Hermy Thomas bthomas hthornasi@dtillocal
: [Jane Moors [imoore I moore@dilocal _,;I
‘ »
% )g a Member of | Cartent | Distiution Lists | View Sert By - Tert Messages | View Received By - Tert Messages | Messaging Templates |
= | o -
Group Frofiles LA |
Hame ¢ | Site
»
Contacts
Messaging
Conkent
Reparts
Corfiguration

You can also access a module or its components from the View menu.

Note: If multiple windows are being displayed in the VMP Administrator, you can use the
Window menu to control the window layout. Select one of Cascade, Tile Horizontally, or
Tile Vertically to display all windows, or select a window to view. Select Close to close the
window that you are viewing.

Standalone VMP Administrator Requirements

The VMP Administrator can be installed on a server other than the VMP Server. It can also be
installed on the administrator's personal computer.

To use the VMP Administrator on a standalone server, you must have the following:

e The installation disk or folder that you used to install the VMP Server.
e The SQL server name and instance name.

e Remote connections enabled on the SQL server.

e The login password for the wicauth account on the SQL server.

e The Active Directory server IP address.

Installing the VMP Administrator on a Standalone Server
Use these steps to install the VMP Administrator on a standalone server.

1. Locate the installation disk or folder that was used to install the VMP Server. In this folder,
start Setup.exe on the desired server.

2. Accept the license agreement and click Next.
3. Inthe Software Type dialog box, select VMP Administrator. Click Next.

el
Software Type
Select type of software you want to install V O C e r a

" VMP Server and Administrator
¥ VMP Administrator
" Smartphone Proxy

< Back I Mext = I Cancel
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Accept the default Destination Folder, or click Browse to select a custom installation folder,
then click Install.

In the VMP Enterprise Manager Configuration window, click in the Server row's Value column,
and enter the IP address for the SQL server.

O Advanced Options Save k Reset
Name Value
€3 Password —
b ‘Confirm Password ——
Server 103743128 |
4 Services
WDE
£} Wetworkinterface 0.0.00
s NetworkPort 80
) NetworkSecurePort 443
£ MetworkSecureCertificate

In the Active Directory Server row, click in the Value column and enter the IP address for the
Active Directory server.

Click Save and close the VMP Enterprise Manager.

Click Finish.

Logging into the VMP Administrator

To use the VMP Administrator, you must first log into it.

1.
2.

3.

Open the VMP Administrator.
Select Start > All Programs > VMP > VMP Administrator.
The VMP Login dialog appears.
x|
Enter registration information:
gn: [
Fassword: I—

Credentials type:
’76‘ Active Directory

" VMP system

ok | cancd | Hee |

configured to allow logging in using Active Directory credentials. See Configuring

j Note: The Credentials type radio buttons appear only if the VMP Server has been
VMP for Active Directory on page 34 for more information.

If the Credentials type radio buttons are available, select one of the following:

Active Directory Select this option to log in using your Active Directory credentials.

VMP system Select this option to log in using your VMP system credentials if you have
been authorized to do so.
See Adding Users Manually on page 51 for details on setting the Enable
PC Admin Console Access option to authorize user access to the VMP
Administrator.

4. Enter the Login and Password, and click OK.

If you are the system administrator and are logging into the VMP Administrator for the first time:

If the Credentials type radio buttons are available, select VMP system.

In the Login field, type admin.

In the Password field, type the administrative password that you supplied in the Security
Options dialog box during installation. See Installing the VMP Server on page 10 for more
details.
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]— Note: To exit the VMP Administrator, select Exit from the File menu.
I
I

Users and Groups
The Users & Groups module provides features to import, create, and manage platform users.

Users can be entered and updated manually, or VMP can synchronize with contact lists in other
corporate systems.

Use groups to create user sets and Distribution Lists to manage access permissions and on-call
scheduling.

Deploying VMP on page 21:

j Note: Some of the features found in the Users & Groups module are covered in

e Importing and Synchronizing Users and Contacts on page 35, which includes
synchronization with Active Directory, and importing from Excel, CSV files, SQL, or Vocera
Server

e Sending Installation Information to User Devices on page 57

Editing User Information

For any user, you can edit the information, device registration, and list of applications to which
access has been granted.

1. From the VMP Administrator, select Users & Groups > Users 8.

2. Inthe Users pane, click the name of the user whose information is to be edited.

In the toolbar, click Edit T. The End-User Settings window appears.

4. Edit the end-user settings as needed. For more information on the fields in the End-User
Settings pane, see Adding and Deleting Users Manually on page 51.

5. Click Next. The Push Technology and Licensing window appears.

6. To enable or disable mobile device access, select or clear the Enable checkbox. If Enable is
selected, you can change the device type by selecting from the Device type dropdown list, or
change the registration information by entering new text in the fields provided.

7. From the Enforce App PIN dropdown list, select one of the following:
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Follow System Settings

Enforce PIN

Do Not Enforce PIN

Use the setting defined in the Enforce App
PIN configuration option, which is set in the
VMP Administrator. This is the default. This
option displays the current system setting,
which is one of Off, On, or Shared.

Enforce the use of an application-level PIN
for this user.

Do not require this user to provide an
application-level PIN, even if a PIN is
normally required.

== Note: If you select Enforce PIN, this user will not be able to set a PIN if they

I

= registered by email or using a registration key and do not have either a valid VMP
Server username and password or a valid Active Directory username and password.

In the VMP Applications On Device pane, to grant or deny access to a VMP application, select
or clear the checkbox next to the application name.

9. Click Finish to finish editing the user information.

Editing User Rights

In the VMP Administrator, you can specify the rights that are to be granted to any user on the
system.

You can also assign a user to one or more Right Groups. Each Right Group grants a specific set
of user rights.

1.

2.
3.

5.

From the VMP Administrator, select Users & Groups > Users 8.

In the Users pane, click the name of the user for which user rights are to be edited.

In the toolbar, from the User preferences t} dropdown list, select & User rights. The Edit

Rights dialog box appears.

Edit Rights

Right Groups

Cu rg Paging 4P| Gateway
[~ | Call Tree Administrator ™ | Allovs unlimited recipients for Paging
[ | Chat uger ™ | Assign documerts to devices
[~ | Contacts manager ™ | Change spstem seftings
™ | Content manager I™ | Create/Edit fom
[ | Distributian lists manager I | Create/edit/delete VMP users
[ | Forms manager ™ | CreateModify wF
™ | Groups manager ™ EditCall Tree
¥ | Mobile device ™ | Edit own group user's info
[ | Own group manager I | Export form
[ | Paging &P1 Gateway ™ | Import fam
[~ | PIN/SMS messages log viewer ™ | Limited send alert from web console / email LI
[ | Superuser
[~ | System manager
™ | Users manager
™ |'"wWF manager

0K | Cancel | Help |

In the Right Groups pane, click a Right Group. The rights associated with the Right Group
appear in the Rights pane. To grant these rights to the user, select the checkbox next to the
Right Group. Repeat this for other Right Groups as needed.

To grant custom permissions without selecting a Right Group, click Custom permissions to
display a list of rights in the Rights pane. Select the checkboxes of the rights that you want to

grant.
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=== Note: Rights that have been granted by assigning a user to a Right Group are already
= selected, and cannot be changed in this way.

6. Click OK to finish granting rights to the selected user.

Unlocking a User

If a user has been inactive for a specified number of days, the user is placed in a Locked state,
and cannot access the server. You can unlock any user that has been Locked.

1. From the VMP Administrator, select Users & Groups > Users &9,

2. Inthe Users pane, click the name of the user to be unlocked.

3. In the toolbar, from the User preferences t) dropdown list, select & Unlock user. The

selected user is unlocked.

=== Note: The number of days of inactivity before a user is placed in a Locked state is
= specified in the Configuration > System Options section of the VMP Administrator.

Filtering the User Display
You can filter the list of users to make it easier to find a particular user.

1. From the VMP Administrator, select Users & Groups > Users =Y

2 Click Filter ?”. The Filter Users popup appears.

3. To improve filtering, enter a search string in any or all of the fields provided, and select an item
from any or all of the dropdown lists provided.

4. To filter by group, click Select and add one or groups to the filter list. To remove a group from
the list, highlight it and click Remove groups.
5. Click anywhere outside the popup to close it.

When you enter a search string in a text field, select an element from a dropdown list, or specify
a group, the Users list automatically updates to use the filtering that you have specified, and the

Filter ® icon changes color. Right-click this icon to reset filtering.

Groups

You can use groups to organize users who have similar roles. From groups, you can manage
access permissions and on-call scheduling.

From the Users & Groups module, you can:

e (Create, rename, and delete groups
e Add users to a group and remove users from a group
¢ Indicate what items are to be made accessible to the group

Note: If you have defined a large number of groups, you can use a filter to limit the

groups that are displayed. To filter the list of groups, click Filter o and type the filter to
use. The Filter icon changes color. Right-click this icon to reset filtering.

Creating a New Group
From the Users & Groups module, you can create a new group.

1. From the VMP Administrator, select Users & Groups > Groups &3,
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2 n the toolbar in the Groups pane, click Add Q.

3. In the New Group dialog box, enter the name of the new group and click OK.

Changing a Group Name
You can change the name of any group that you have created.

1. From the VMP Administrator, select Users & Groups > Groups &3,

2. In the toolbar in the Groups pane, click Edit s

3. In the Edit Group dialog box, enter the new name of the group and click OK.

Deleting a Group
From the Users & Groups module, you can delete any existing group.

1. From the VMP Administrator, select Users & Groups > Groups &3,

2 n the toolbar in the Groups pane, click Delete =}

3. When asked to confirm whether you want to delete the group, click Yes.

Adding Users to a Group

From the Users & Groups module, you can add users to any existing group.
From the VMP Administrator, select Users & Groups > Groups &3,

2. In the Groups pane, highlight the group to which you want to add users.
In the pane at the right, click the Users tab and then click Add Q.

[ vMP (Default administrator) - [Groups]

b () Total: 0 | ®

Contacts

Messagng

Cortent

Reports

Configuation || « 1 | —) |

4. In the Select Users dialog box, click to highlight the users to be added and click OK.
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= Note: To filter the list of users in a group or in the Select Users dialog box, click Filter ®

and enter the filtering criteria to use. The Filter icon changes color. To reset filtering, right-
click Filter.

Removing Users from a Group

If a user is no longer required to be in a particular group, you can remove the user from the
group.

1. From the VMP Administrator, select Users & Groups > Groups &2,

In the Groups pane, highlight the group from which you want to delete users.
In the pane at the right, click the Users tab.

Highlight the users that you want to delete.

Click Delste @,
When asked to confirm whether you want to delete the users from the group, click Yes.

o o~ wD

Granting Group Access

You can specify that items such as content, Messaging Templates, and Distribution Lists are to
be made accessible to a group.

1. From the VMP Administrator, select Users & Groups > Groups &3,

2. In the Groups pane, highlight the group with which you want to associate items.
3. In the pane at the right, click the tab corresponding to the item that you want to make
accessible. For example, click Content to make content accessible to the group.
Click Add &,
5. From the list of available items, highlight the item to be made accessible.
6. To grant additional permissions, click any or all of the following checkboxes:

e Allow update

e Allow delete

¢ Allow manage access

e Visible on device by default
7. Click OK.

=== Note: To change the permissions for any item that has been made accessible, highlight

the item, click Manage access &, and click any or all of the permissions checkboxes.

To make an item inaccessible, highlight the item, click Remove e, and click Yes to confirm that
you want to remove access to the item.

To refresh the list of available content in the Content tab, click Refresh E

Group Profiles

Use the Group Profiles module to create group profiles for groups that share the same set of
fields and permissions. This can make the user configuration process easier.

Creating Group Profiles

From the Users & Groups module, you can create a group profile for groups that have the same
fields and permissions.

1. Select the Users & Groups module, and select Group Profiles &2,

2. Select New &7, name the profile, and click OK.
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New Profile =

Name:
INI Applications

ok | Concsl | hep |

With the profile selected under Group profiles, click New &2 under Groups and select the
groups to include with the profile.

Click OK to close the dialog.

Assigning Group Profiles

From the Users & Groups module, you can assign a group profile to a user. This makes the user
a member of all groups in the group profile.

1.

From the VMP Administrator, select Users & Groups > Users &5,

2. Click to highlight a user.
8. From the Member of tab, select Set Profile &2,
4. Use the dropdown list to select the profile, and click OK to close the dialog.
ﬂ
5. Click OK to confirm the assigned groups.
x
Users will be assigned only to groups:
Disaster Recovery Team
Everyone_VoiceServer _Family Medical Clinic
Everyone_VoiceServer _General Hospital
Everyone_VoiceServer_Global
Everyone_VoiceServer_Memorial Hospital
Everyone_VoiceServer _Regional Medical Center
Everyone_VoiceServer _Valley Hospital
EveryoneEverywhere_VoiceServer
T
Management
Security
oK I Cancel
Contacts

The Contacts module provides a secure messaging layer for system communications.

Contact options depend on the information provided by the administrator. Contact field options
differ when the contact is entered using the Contact Sources or Distribution List option.

The Contacts module includes the following configuration views:

Table 22: Contacts module configuration views

View Description

Contact Sources Use the Contact Sources view to manually create a new user or to import

contacts from a source.

Distribution Lists Use the Distribution Lists view to create a new Contact Distribution List from

contacts, users, and groups that are already available on the system.
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Importing Contacts From a Source

Use these steps to import contacts.

1. Select the Contacts module, and select Contact Sources.

Select New *« and choose New Contact Source.

Mew Contact

New Contact Source

Bl Er Vocera

3. Enter a name for the new source, select the Associated with remote source checkbox, and

click Next.

4. If you want the VMP Server to be synchronized with this source:

6.

a. Select the Automatic synchronization checkbox.

b. Select whether you want to synchronize every few hours, daily, or weekly, and then select
the time period or time at which synchronization is to take place.

Select an existing source or click Add primary source with contacts Q.

MNew Contact Source x|
Remote Sources

The remote souros is a repostory of Corttact records which is maintained by the organization. Remote sources can be comprised of a varisty of
storage technologies such as Public Folders, SQL database, or a web-accessible Excel spreadsheet

Contact Source Name ¥ Automatic synchronization
Remote Sources & Bey [T =] hous, [0 =] minutes
Select Contacts
Gz T Ss it Cooeya: [T = [0 o [
Field Mapping © Weeklyon: [Sunday [ 3: (=
ene |
Name: i
»

< Back Next > Cancel Help

=== Note: For more information about synchronizing from a contact source, see
=== |mporting and Synchronizing Users and Contacts on page 35.

If the import is from Active Directory, select the contacts and groups to import, and click Next.
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Organizational Units | Securty Groups |
B AW dev
[~ Sync new sub OU-s
B+ [T £ Domain Controllers
: O [~ Sync new sub Ol
E| [~ LA Microsoft Exchange Security Gra
FS— [ Sync new sub Ol
B [T AT Testing
—— [~ Sync new sub Ol

7. If the import is from Active Directory, configure group and Distribution List import options, and
click Next.
8. Customize the Field Mappings, if desired, and click Finish.
j— Note: For more information about field mappings, see Defining Contact Fields on
— page 104 and Editing User Fields on page 105.

9. Confirm that the synchronization is successful and click OK to close the dialog.

Manually Adding a New Contact
Use these steps to add a new contact from the VMP Administrator.
You must already have at least one contact source available in the Contact Sources view.

1. Select the Contacts module, and select Contact Sources.

2. Click to highlight the contact source that is to contain the new contact.

Select New " and choose New Contact.

4. Enter the contact details in the New Contact dialog, and click OK.
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= Note: To filter the list of contact sources, click Filter o and select the filter criteria to use.
The Filter icon changes color. To reset filtering, right-click Filter.

Creating a Contacts Distribution List

Use the following steps to create a Contacts Distribution List.

—_

Select the Contacts module, and select Distribution Lists F.

z Select New &2 from the Distribution List - Contacts view.

3. Inthe Distribution List name field, enter the name of the new Contacts Distribution List.

4. |If sites have been defined, use the Site dropdown list to select the site for this Contacts
Distribution List.

== Note: Sites are available if they have been created on the Vocera Voice Server with
= \\hich the VMP Server has been integrated. See Vocera Voice Server Integration on
page 26 for more information on integrating with the Vocera Voice Server.

5. Select the Hidden checkbox if the Contacts Distribution List is to remain hidden. The contacts
that are members of this list remain accessible.

6. In the Distribution List Fields pane, select the fields to display on the client.

New Distribution List - Contacts ll
Name and Fields
The VMP Administrator should ensure the Distibution List Name reflects its content in order that the intended users of the:
Distrbution List find  an intutive tool. The Fislds that ars snabled to be selected at this stage of the creation of the Distribution List
wil determine which Contact fields VMP users wil se displayed on their devics
Name and Fields Distribution List name:
Searches I
Group Assignment r
Distribution List Fields
E |
[ |Car Phane L]
I~ | Dirsct Number
[~ | Home Address
™ | Home Gty
[~ | Home State
™ | Home Courtry
[ | Home Postal Code
I~ | Home Phone:
™ | Home Fax
™ | Company =l
<Back Hest > Cancel | Hebp |
. . — . .
0 Tip: Click Select All B 10 add all available fields.
7. Click Next.

8. Select the Contact Source in Searches.
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ONe

New search
Name
__|Search Voo Contact Source:
» I\c’ocem

Search Title:
ISearch Vocera

T
& Use all contacts

" Explicit Selection

£ Active Directory OU's
" Fitter

E— o ] oo

9. Select from the following options:

Table 23: Contact source options

Use all contacts Automatically add all source contacts to the list.
Explicit Selection Manually choose the source contacts for the list.
Active Directory OU's If the source is imported from Active Directory, you can choose to add

Organization Units.

Filter Filter for contact to add based on contact fields.

Tip: Filter for contacts with crucial fields (mobile phone, email address, etc.) to ensure
you are adding only contacts with these fields populated.

10. Click Next to display the Group Assignment pane.
11. Choose the users and groups who have access to the Distribution List and click Finish.

Managing Contacts Distribution List Access
Use the following steps to manage Contacts Distribution List access.

1.

Select the Contacts module, and select Distribution Lists

2. Select a list and click Manage Access o display the Distribution List Access dialog.
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HR Distribution List — Contacts

QPe|la Tmnl:z|?4I
Name + | Tota |
= & oL
& = 6 | Goups |
(TN
MName: /| AD Login
» DEV\besadmin

1

_ O |

3. The Distribution List Access dialog allows you to perform the following tasks:

Table 24: Distribution List access task options

(el e Click the Users tab, and click Add G to select users who can access the
list.

el Elelp Click the Groups tab, and click Add G to select groups who can access the
list.

Delete User

Click the Users tab, select the user, and click Remove e to revoke access
to the list.

B SE TR Click the Groups tab, select the group, and click Remove e to revoke
access to the list.

4. Click Close to save the access changes.

— Note: To filter the list of Contact Distribution Lists, click Filter ® ond enter the filtering
criteria to use. The Filter icon changes color. To reset filtering, right-click Filter.

Messaging
Learn about using the Messaging module.
From this module, you can:

e Create and edit Messaging Templates.
e (Create On-Call and Escalation Distribution Lists.

Messaging users. For details on creating Distribution Lists, see Distribution Lists on page
91.

j Note: Messages cannot be sent to groups. You must create Distribution Lists for
I

Messaging Templates
Messaging Templates enable users to quickly create frequently sent messages.

Templates can be assigned permissions based on Distribution Lists. They can be configured to
send messages to Distribution Lists, which enables you to quickly send messages to a specific
set of users.

Templates are made available for the smartphone client and the VMP Web Console.
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Creating Messaging Templates

You can create a Messaging Template to help you quickly create messages that you send
frequently.

1. Open the VMP Administrator and select Messaging > Messaging Templates @

2. Glick New &9.

3. Click to highlight each user or Distribution List that will receive a message when the template
is used, and click > to add the users and Distribution Lists to the list of recipients. When the
users and Distribution Lists are added, click Next.
seach: [ G |

BWERIN & (0n-Cail BiCU Nurses

& Adonis Jaico
L, Akirita Boakye
A Alan Garten
4 Alan Martinez |

-, Alds Canavan
£, Mlegria Deseo
JL Blred Hitcheocl d|

cgack | Net> | cancd | Hep |

j Note: The list of recipients can include only one Escalation Distribution List.

4. Enter the following template details, and click Next:

Table 25: Messaging Template options

Subject The subject line of the message.
Message The message text.
Priority The message priority can be:
e Urgent
e High
e Normal
Multiple Choice Responses Select this checkbox if you want to define multiple

choice responses for this template.
5. If you have selected Multiple Choice Responses, additional fields appear:
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Table 26: Additional Messaging Template options

Option Description

Notify if no one has responded Select this checkbox if a notification is to be sent
if no one has responded within the number of
minutes that you specify.

Response expiration The amount of time in which a response is
expected. Select one of the following:
e Never
* 2min
e 5min
e 10 min
e Custom - Enter the amount of time, in

minutes, before the message expires.
If you selected Multiple Choice Responses, click Next to provide the response options:

& Click Add & to add a response. Type the text of the response in the dialog box provided,

and click OK.
Click Edit ! to edita response that you have created.
Click Delete @ to delete a response that you have created.

To rearrange the responses, click a response to highlight it. Click Move Up ¥ to move

the response up in the list, or click Move Down # to move the response down. Repeat
until the responses are in the order that you want.
e. Click Next when you have finished creating message options.

Click to highlight each user or group that can use the template, and click >. When the groups
are added, click Finish.

Editing a Messaging Template

You can edit any Messaging Template that you have created.

1.
2.
3.

In the VMP Administrator, select Messaging > Messaging Templates o ‘.

Highlight the Messaging Template that you want to edit and click Edit >
Add or remove users or Distribution Lists that will receive a message when this Messaging
Template is used:
a. To add a user or Distribution List, find the user or Distribution List in the left pane of the
Edit Messaging Template dialog. Highlight the user or Distribution List, and click >.
b. To remove a user or Distribution List, highlight it in the right pane of the Edit Messaging
Template dialog and click <.
When you have finished adding and removing users and Distribution Lists, click Next.
Edit the messaging options as needed, and click Next when finished.
=== Note: For more information on these options, see Creating Messaging Templates
— page 89.

If you selected Multiple Choice Responses, you can update the response options:

& Click Add & to add a response. Type the text of the response in the dialog box provided,

and click OK.
Click Edit " to edita response that you have created.

Click Delete @ to delete a response that you have created.
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To rearrange the responses, click a response to highlight it. Click Move Up ¥ to move
the response up in the list, or click Move Down ¥ to move the response down. Repeat
until the responses are in the order that you want.

e. Click Next when you are finished updating responses.
6. To update the list of users or groups that can access the Messaging Template:

a. Toadd a user or group, highlight it in the left pane of the Template Access dialog and click
>,

b. Toremove a user or group, highlight it in the right pane and click <.
7. Click Finish when you have finished editing the Messaging Template.

Deleting a Messaging Template
If you no longer need a Messaging Template, you can delete it.

1. In the VMP Administrator, select Messaging > Messaging Templates e]
2.

Highlight the Messaging Template that you want to delete and click Delete @.

3. In the confirmation dialog box that appears, click Yes to confirm that you want to delete the
Messaging Template.

Changing Messaging Template Permissions

For any Messaging Template, you can change the permissions for any user or group that can
send messages from the template.

1. In the VMP Administrator, select Messaging > Messaging Templates e ’.

2. Highlight the Messaging Template that you want to change permissions for, and click Manage

access ¥,
3. Inthe Messaging Template Permissions dialog box:

a. Click the Users tab to change permissions for users, or click the Groups tab to change
permissions for groups.

Click Add % to add a user or group to the list of users or groups with permissions. In the
New Permission dialog box, highlight a user or group and click one or more permission
checkboxes:

e Allow update: Members with this permission can add users to the list of message
recipients, and can edit the message body, subject, and other Messaging Template
properties.

e Allow delete: Members with this permission can remove this template.

e Manage access: Members with this permission can add or delete groups in the
Messaging Template access list.

The default administrator has Manage access permission on every Messaging Template.
c. Click OK when done.

* Click Edit ! to edit the permissions of a user or group.

€ Click Delete @ to delete from the list of users or groups with permissions.

4. Click Close to close the Messaging Template Permissions dialog box.

Distribution Lists

Distribution Lists (DLs) are created in the Messaging module of the VMP Administrator.
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You can create the following types of DL:

e Regular or On-Call Distribution Lists: see Creating a Regular or On-Call Distribution List on
page 92
e Escalation Distribution Lists: see Creating an Escalation Distribution List on page 95

The Distribution List - Users view shows a list of all available DLs.

P vip (Default administrator) - [Distribution List - Users]

@ 4 West Regular Global

— Everyone_Global Regular Global

Use this view to perform the following tasks:

Table 27: Distribution List view tasks

Create a new Regular or Escalation DL.
Edit the highlighted DL.

Delete the highlighted DL.

Manage access to the highlighted DL.

View all members of the highlighted DL.

This view includes the following fields:

Table 28: Distribution List view fields

Name The name of the DL. On-Call and Escalation DLs are marked with a bracketed
indicator of the type of list. Sort the list by name using this field.

Type Identifies the DL as Regular or Escalation. On-Call DLs are listed as regular DLs.
Use this field to sort the list by Type.
Site The site for this DL.

Sites are available if they have been created on the Vocera Voice Server
with which the VMP Server has been integrated. See Vocera Voice Server
Integration on page 26 for more information on integrating with the Vocera

Voice Server.
Enabled for Texting Indicates messaging permissions with a Yes or No value.
Members The total number of DL members.

Creating a Regular or On-Call Distribution List

Use the following steps to create a regular Distribution List (DL). You can specify that this list is to
be an On-Call Distribution List.

1. Open the VMP Administrator application and select Messaging > Distribution Lists .

2 Click New & and select New Regular Distribution List.
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Chat Distribution List - Users

i & &
=
New Regular Distribution List I Type
New Escalation Distribution List Escalation
[On-Cal] ER Nurse Day Regular
[On-Call] ER Murse Grave Regular

3. Inthe Distribution List Name field, enter the name of the new DL.
4. In the Distribution List ID field, enter the ID of the new DL.

== Note: When a message is initiated by an external system such as email or WCTP,
m—— \/MP uses this ID to determine the DL to which the message is to be sent.

5. If this Distribution List is to be associated with a site, select the site from the Site dropdown
list.
=== Note: Sites are available if they have been created on the Vocera Voice Server with
= \vhich the VMP Server has been integrated. See Vocera Voice Server Integration on
page 26 for more information on integrating with the Vocera Voice Server.

6. Select Enable for Texting if you want this DL to be available to Messaging users.

7. If Enable for Texting is selected, you can select On-Call Distribution List to ensure that DL
members receive messages only if their status is On-Call or Monitor. In the Minimum Users
On-Call field, select or type the minimum number of users that can be On-Call at any one
time.

=== Note: You can create On-Call DLs to manage shift assignments and Messaging
= communication coverage.

8. Select Hidden if this DL is to remain hidden. Vocera Collaboration Suite and VMP Web
Console users can send messages to members of a hidden DL, but cannot send a message
to the DL.
9. Select how users can be added to the DL. You can select either Add Users Manually or
Create DL based on Active Directory structure.
10. Click Next.
11. If you have selected Add Users Manually:
a. Type in the Search field to display only users whose names contain the search string.
Click Clear to clear the search string.
b. Click to highlight a user, and then click > to move the user to the Distribution List. You can
click to highlight one or many users. To move all users to the Distribution List, click >>.

New Distribution List - Users [ %]

Users

Select the Uisers who will be @ member of Distribution List (DL). Move the sppropriate Users to the right side of the sereen by
double-clicking, or highlighting and pressing retum, or highlighting and pressing Add button. To search specific users, type the fiist few
letters of the fist name or the last name in the: Search field. Define whether or not the Users can edit their own On-Call Status, and
whether thay can edi the On-Call status of all Users in DL, Finally, configure the eurent On-Call Status of each User

Name and Type Search: [ _lear |

Users
DL Access

.. Biian Forsberg

4 Claudia Bemeli

L0

. Default admiristrator

14 Denise Lundberg

. Gail Goodman

4 Herty Thomas

1 Jane Moore
14 John Smih
.. Mattin Choi

< Back Next > Cancel Help

c. Ifthe DL is an On-Call DL:
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e Select Edit Personal On-Call Status to let users edit their own on-call status.

e Select Edit On-Call Status For All to let users manage the on-call status for all
members of the DL.

e |nthe Current On-Call Status dropdown list, specify the on-call status for each user.
Select Not On-Call, Monitor, or On-Call.

Edit Edit

Personal | On-Call Current N
OnLCall | Status | OnCall Status | '"2m=
Status for All

v

o

-

onCal 7|

Manitar
Not On-Call

4 Archana Dhakap..

d. Click Next.

12.If you are creating the DL from an existing Active Directory structure, select the users and
groups from the tabbed lists, and click Next.

Mew Distribution List - Users
Structure
Define the structure for the VMP Distribution List by selecting the appropriate OU's, Security Groups and

e - Secuity G =
Name and Type Organizational Units ~ Security Groups D!SinbthmnGmupsl

Structure ¥ Accourt Operatars
DL Access (=17 Administrators
™ Exchange Organization Administrators
i Domain Admins
L] Entemprise Admins
- [V Backup Operators
~[”| Distributed COM Users
=+ Guests
“ [ Domain Guests
-7 Incoming Forest Trust Builders
-7 Network Corffiguration Operators
-[¥ Performance Log Users
-7 Pre-Windows 2000 Compatible Access
-] Print Operators
-~I"1 Remote Desktop Users
-I"1 Replicator
-] Server Operators
[ Teminal Server License Servers
2 Users
i -] Domain Users
=11 Windows Authorization Access Group
i I Fushanne Servers

cBack | Het>

13. The DL Access window appears, which lets you select the users and groups who will have
permission to send messages to this DL.

New Distribution List - Users
DL Access
Select the Users and Groups who will have permission to send Aleits to the Distiibution List (DL). Mave the appropriats Users and
Graups to the right side of the screen by double-clicking, of highlighting and pressing return. or highlighting and elicking the Add button
To search for specific: Users of Groups, typs the fitst few letters of the Group nams, first name, of last name in the Search field. Define
whether or not the Users and Groups can edit the On-Call Status of all Users in DL
Name and Type Ssarch Clear |
1y
s Everyone_Global LI Gatus | Mame
e 1T Ll for &
52 Management = VIl . Betywong
14s Securily ¥ |\ Gai Goodman
. Biian Forsberg
', Claudia Bemeli
., Defaul administrator
4 Denise Lundberg
. Herry Thomas
£ Jane Moore
4 John Srith
4 Martin Choi
<Back | Frish | ol | Hep |

Type in the Search field to display only users whose names contain the search string. Click
Clear to clear the search string.
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14. Click to highlight a user, and then click > to give the user permission to send a message to
this Distribution List. You can click to highlight one or many users. To give all users permission
to send messages, click >>.

15. If the new list is an On-Call Distribution List, select the Edit On-Call Status for All checkbox
next to each user who is to be given permission to edit anyone's on-call status.

16. Click Finish to create the DL.

Creating an Escalation Distribution List

Use Escalation Distribution Lists to improve message response times by forwarding the message
through a defined escalation workflow.

For each list, one or more branches of groups or users are defined. When a message is sent to
the list, it is sent to the first branch. If no one in the first branch responds in the specified time, the
message is escalated to the next branch. It is then escalated to additional branches if necessary.

1. Open the VMP Administrator application and select Messaging > Distribution Lists ig

2 Click New & and select New Escalation Distribution List.
FREEIEYS
Mew Regular Distribution List Type
[ew Escalation Distribution List | Escalat
|[OnCaI\] ER Nurse Day Regula
|[OnCaH] ER Nurse Grave Regula:

3. Inthe Distribution List Name field, enter the name of the new DL.
4. Inthe Distribution List D field, enter the ID of the new DL.

=== Note: When a message is initiated by an external system such as email or WCTP,
= \/MP uses this ID to determine the DL to which the message is to be sent.

5. Use the Delivery Route dropdown list to select from one of the following options:

Table 29: Delivery route options

Option Description

Deliver to all users Deliver to all DL members.

Deliver only to Vocera Users Messages sent to the DL are delivered only to active members who
who are present on the Wi-Fi are currently logged onto the Vocera Voice Server and are not in
network. DND mode.

6. Next, create the branches for the Escalation Distribution List:

& Click New & to add a New Branch to the Escalation Distribution List. Each branch

contains one set of users to be contacted. If the response criteria are not met, the
Escalation Distribution List escalates to the next branch.

b. Inthe New Branch dialog box, type in the Search field to display only users whose names
contain the search string. Click Clear to clear the search string.

c. Filter the selection criteria using one of the following options:
o Al
e Users
e Distribution Lists
=== Note: If a search string has been specified, only users whose names contain the

== secarch string are listed.

d. Click to highlight a user, and then click > to move the user to the new branch of the
Escalation Distribution List. You can click to highlight one or many users. To move all
users to the new branch, click >>.
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e. Use the Criteria dropdown list to specify the response criteria. If these criteria are not met,

the message is escalated. The available response criteria are:

e At least one user(s) delivered

e At least one user(s) opened

e At least one user(s) responded

e All users delivered

e All users opened

e All users responded

=
Search: I— Clear Search: I— Clear
@ Al ¢ Users (" Distribution Lists @ Al Users ¢ Distribution Lists
» B Every il r
4 Alert Sender > | -, Joe Smith
&4 Archana Dhakappa < I 4 QATestDevl |
[, Berto Rodriguez << I
4 Bes Admin
!, Default administrator

Advance to the next branch if the following criteria is not true within thw timeout specified
Fritena IN least one user(s) delivered jl
Timeout after: |0 3: Minutes |20 =+ Seconds

oK | cocel | nep |

f.  Set the timeout value and click OK to continue.
g. Repeat these steps as necessary to create additional branches.

7. Click Next. The Group Assignment window appears, which lets specific users and groups
access the DL.

Users | Groups I

)

MName /| AD Login De
Alett Sender
Archana Dhakappa DEV adhakappa
Berto Rodriguez DEV admin
Bes Admin DEV'besadmin

)

N Eng Admin DEV'\EngAdmin
Joe Smith
GATestDev1 DEV\3ATestDev1

4] |

ok | cace | e |

8. Click the Users tab to add a user to the access list, or click Groups to add a group:
a.

Click & to display a list of users or groups.

b. Select one or more users or groups from the list.

c. Click OK to add the users or groups to the list.

d. Repeat the above steps to add additional users or groups.
9. Click Finish to create the DL.

Editing a Distribution List
You can edit any Distribution List or Escalation Distribution List that you have created.

1.

Open the VMP Administrator application and select Messaging > Distribution Lists £
2. Click the name of a Distribution List to select it.
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=== Note: On-Call Distribution Lists are labeled with the prefix [On-Call]. Escalation
== Distribution Lists are labeled with the prefix [Escalation].

Click Edit .
The instructions for editing a Distribution List are the same as those for creating a list:

e |f you are editing a regular Distribution List, see Creating a Regular or On-Call
Distribution List on page 92.

¢ If you are editing an Escalation Distribution List, see Creating an Escalation Distribution
List on page 95.

= | Note: To filter the list of Distribution Lists, click Filter o and enter the filtering criterion to

use. The Filter icon changes color. To reset filtering, right-click Filter.

Managing Access to a Distribution List

After you have created a Distribution List, you can specify users that can access the list.

1.

Cal N

Open the VMP Administrator application and select Messaging > Distribution Lists EL
Click the name of a Distribution List or Escalation Distribution List to select it.

Click Manage Access ¥, The Distribution List Access dialog box appears.

To add users or groups that can access the list, click Add &) Inthe dialog box that appears,
click the Users or Groups tab, click the names of the users or groups to add, and then click
OK.

To remove access to the list, click the Users or Groups tab, click the names of the users or
groups whose access is to be removed, and then click Delete &. When asked whether you
want to remove these users or groups, click Yes.

When you have finished updating user access, click Close.

Note: To filter the list of users in the Distribution List Access dialog box, click Filter |
and enter the filtering criteria to use. The Filter icon changes color. To reset filtering, right-
click Filter.

Viewing the Members of a Distribution List

You can view a list of all members of any existing Distribution List.

1.

2.
3.

Open the VMP Administrator application and select Messaging > Distribution Lists R,
Click the name of a Distribution List or Escalation Distribution List to select it.

Click View Members &3, A dialog box appears, containing a list of Distribution List members.
Additional fields are displayed with this list of members, depending on the type of DL:

e For Regular DLs created in VMP, this dialog box lists the Device ID, email address, and
Public ID for each user.

e For DLs imported from Vocera groups, the status for each user is displayed.
e For Escalation DLs, the branch number is displayed.
Click OK to close the dialog box.

Deleting a Distribution List

If you no longer need a Distribution List, you can delete it.

1.

2.
3.

Open the VMP Administrator application and select Messaging > Distribution Lists Y
Click the name of a Distribution List or Escalation Distribution List to select it.

Click Delete @.
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4. In the dialog box that appears, click Yes to confirm that you want to delete the list.

Content

The Content module provides the tools to manage documents and image files that are stored
on the VMP Server and can be distributed and shared with licensed devices. It can deliver floor-
plans, forms, and other essential team documents.

Content is uploaded and managed by the administrator. When a file is uploaded to the VMP
Server, the title and upload date are posted to the main screen of the console. VMP supports the
following file types:

e HTML file
¢ Image file (JPEG, GIF, BMP and PNG)
e PDFfile

e Microsoft Word document
e Text
e Audio and video

To support Word, Excel, and PDF, the VMP Server must have Microsoft Word, Excel, and Adobe
Acrobat Reader installed in order to properly format the documents for the device. For audio

and video, all content is streamed, and client devices can play all files that are supported by their
media players.

== Note: Streaming audio and video cannot be played if access to the VMP Server is
= through the Vocera Smartphone Proxy.

The My Content view provides a list of the current documentation in the configured hierarchy.

6/10/2015 32550 PM
5/19/2015 1:52:59 PM
|

IEISEISE]:

L
0nD: Updated Network path
¥ 610201532243PM
¥ 6102015326000
¥ 610/201532346PM
H

Click here to view content

Features of this view include:

e Content view window

e Activate or deactivate device presence
e (Content update timestamp

e Network path information

== Note: To refresh the list of available content displayed in the Content module, click

Refresh q

Adding Content
Use these steps to add content using the VMP Administrator.

1. Open the VMP Administrator application and select Content > My Content @,
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®

If you are adding content to an existing folder, or as a child of an existing content instance,
click to highlight the folder or instance.

Click Open @ to open the New Content view.

Click to highlight the document type and click Browse to select the new document.

New B

™ Common document Narne:
Falder I
W word document Prath:
01 Excel document I Browse |
27 HTML document Metwark login:

[Z] Plain test document |
@ PDF document Metwork password:

2 Image document I Tiest |
¢~ Images folder document
|4] Streaming media

™| tap network document

HITE: Only network documents can be mapped. This
including Windowys files sharing, Fip snd hitp based
documents. apped documents will be synchronized with
document content automatically

[ Spnehronize autormatically

Spnchronize every (minutes).

5

[ Options

& Insert as aroot nods

) Insert as a child to selected node

oK I Cancel | Help |

=== Note: The Name field contains the document name, and it auto-populates based on
I
m— the selected document. If you enter a name in the Name field, it will persist.

If the document resides on a network that requires credentials, enter the credentials.
Optionally, you can select Map network document. Mapping allows you to configure
automatic synchronization for document updates. If desired, select this option and configure a
synchronization interval.

If the document type you have selected is Word document or HTML document, the
Document style dropdown list appears. Select the document style to use.

If the document type you have selected is Word document, Excel document, or HTML
document, the Use first tables row as column names dropdown list appears. Select one of
the following:

e Yes - Use the entries in the first row of the table as the column names.

e No - Do not use table row entries as column names.

e Use parent folder settings - Use the settings specified in the parent folder.

In the Options section, select Insert as a root node to insert the new document into the My
Content folder, or select Insert as a child to selected node to insert the new document into the
selected folder.

10. Click OK to close the dialog and upload the document to the server.
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Updating Content
Use the following steps to update content.

1. Open the VMP Administrator application and select Content > My Content i,

Click to highlight the folder or document, and select Edit ™.

3. If the document is a Word document or an HTML document, from the Document style
dropdown list, select the document style to use.

4. If the document is a Word document, an Excel document, or an HTML document, from the
Use first tables row as column names dropdown list, select one of the following:

® Yes —Use the entries in the first row of the table as the column names.

e No - Do not use table row entries as column names.

e Use parent folder settings — Use the settings specified in the parent folder.
5. Click OK to save your changes.

x

|\\TSONNYD‘I-DT\Users\tscnny\Desldop\Vl\ Browse |
Network login:
|administ|7—.|tor

I................ Test |
~ Map networle document
MNOTE: Only netwark documents can be mapped. This
nciuding Windows files sharing, ftp and http based
documents. Map ments will be synchronized with
document content automatically.

v Synchronize automatically
Synchronize every {minutes):
5 =

Document style:
[rso =
Use first tables row as column names:

IYes j

ok | camcel | Hep |

Assigning Document Permissions
Use the VMP Administrator to manage permissions for files uploaded to the VMP Server.
Use the following steps to define document privileges.

1. Open the VMP Administrator application and select Content > My Content )
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®

Click to highlight the folder or document, and select Manage Permissions &,

Choose the Users or Groups tab, and select New 6.
Click to highlight one or more entries.

ok 0D

Select one or more of the following permission options:
e Allow updates

¢ Allow delete

¢ Allow manage access

e Visible in device by default

=

i

o

¥ Blow update

™ Mlow delete

[~ Allow manage access

¥ Visible on device by default

ok | Cancal Help

6. Click OK.
To filter the list of entries, click Filter F". To reset filtering, right-click Filter.

Deleting Content
Use these steps to delete content that you have added.

1.

Open the VMP Administrator application and select Content > My Content i,

@
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2. Click to highlight the folder or document, and select Delete &.

3. In the Delete Documents / Folders dialog, click Yes to confirm that you want to delete the
content.

Reports

The Reports module gives Vocera administrators the ability to customize reports for organizational
requirements such as audits and quality of service. Administrators can generate a report at any
time and filter specific messaging details.

The following categories of reports are available:

e Log
e Messaging
e Transmit Status

Creating Logging Reports

In the Reports module, selecting the Log icon displays the logging reports that can be generated.

WP ¥MP (Default administrator) - [Reports]

) Fle  iew Window Help -8 x

Users & Groups Leg

Cortacts

BIS Push usage ~, Smartphone data wipe § PIN and SMS log
Messaging &
Content Secuily log 9 5his usage
Log Pistory i
Reports
gl
Log

Messaging

Configuration

The following Log reports can be generated:

Table 30: Log reports

Report Type Description

BIS Push usage This legacy report provides the number of BlackBerry Push API
messages sent by the server.

Smartphone data wipe This lets Administrators view whether a data wipe was successful when
sent to a device. This report is the only way to determine the status of
a sent device deletion.

PIN and SMS log This legacy report displays the BlackBerry PIN and SMS log by
selected time frame.

Security log Provides a record of Administrator actions. The report can record
actions such as include logging in and out, creating users, and the
deletion of contacts, Distribution Lists, groups, or other server entities.

SMS usage Shows the SMS usage of a device.

Creating Messaging Reports

In the Reports module, selecting the Messaging icon lets you display reports that list the
messaging history, statuses, and statistics for the VMP Server.
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WP vMp (Default administrator) - [Reports] I [=] ES|

) Fle  View Window Help

o 563

Messaging

73 ‘)cmn Legazy

Messaging history

Users & Groups

Conkacts

Messaging

Content U Alert Statistics - Legacy

Reports N
(( ) Test Messages Statisics

Py

Log

S

Messaging

Corfiguration

U Integration Message Activity
U Alert Status - Legacy

(( ;)Text Messagss Status - Detailed (( )Text Natfications

‘ 'A\en Stalus - Detaled - Legacy

% ) Convarsatons

The following Messaging reports can be generated:

Table 31: Messaging reports

Report Type
Chat - Legacy

Integration Message Activity

Alert Status - Detailed - Legacy

Alert Statistics - Legacy

Alert Status - Legacy

Conversations

Text Messages Statistics
Text Messages Status - Detailed

Text Notifications

Description

For clients that have used the legacy Chat capability that was provided
in previous versions of VMP, this displays a timestamp of each Chat
message and provides the sender name, participants, images, and
message details.

This report is not currently in use.

For clients that have used the legacy Alert capability that was provided
in previous versions of VMP, this displays specific details for Alerts sent
to any device.

For clients that have used the legacy Alert capability that was provided
in previous versions of VMP, this displays information on all Alerts sent
in a specified time period.

For clients that have used the legacy Alert capability that was provided
in previous versions of VMP, this displays the Alert statuses for any
user. Select the user from the user filter that appears when the report
screen is displayed.

Displays the conversations or text messages for any user. Select
the user from the user filter that appears when the report screen is
displayed.

Displays information on all text messages sent in a specific time period.
Displays specific details for text messages sent to any device.

Displays the text notifications for any user. Select the user from the
user filter that appears when the report screen is displayed.

Creating Transmit Status Reports

In the Reports module, selecting the Transmit Status icon lets you display reports that list the

status of Chat messages and content sent from the VMP Server.

The following Transmit Status reports can be generated:

Table 32: Transmit Status reports

Report Type Description

Chat by user - Legacy

For clients that have used the legacy Chat capability that was provided

in previous versions of VMP, this displays transmit status information
on Chat messages. You can specify the user for which Chat status

information is to be displayed.

Content
server.
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Configuration

The VMP Administrator Configuration module includes the views described here.

Table 33: Configuration module views

System Options Manage system options.

Wireless Gateways Create and modify system wireless gateways.
Contact Fields Customize contact fields for your deployment.
Contact Source Mapping Map contact fields to source fields.

User Source Mapping Map user fields to source fields.

Plugin Configuration Configure integrated plugins.

Licensed Applications Manage application licensing.

For more information on Systems Options, see Configuration Options Reference on page
135. For more information on Wireless Gateways, see Configuring Wireless Gateways on
page 22.

System Options
The System Options control the behavior of the VMP Server and the VMP Administrator.

For more information on system options, see VMP Administrator Configuration Options on
page 135.

Defining Contact Fields

The Contact Fields module provides options to define the field source mapping appropriate for
your contacts.

Field source mappings should be defined before the source import is initiated. You can map
contact fields from one or many sources. This view also provides options to define field types
specific for your environment.

Contact Felds

OMe t &
Name | Type
Personal Photo Phato
Email Email
Photo Image
Image 1 Image
Image 2 Image
Image 3 Image
Image 4 Image
Title Text
Web Page URL
Email 2 Email
Mobile Phone Fhone
Pager Phaone
Callback Phone FPhaone
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The Contact Fields view includes the following options:

Table 34: Contact field options

Open the Define Field dialog to create a new field.

()

e Delete a highlighted field.
| Edit a highlighted field.

‘ Move the highlighted field up.
-

Move the highlighted field down.

Define the fields that are included in a search from the client for indexing.

Editing Contact Fields

Use the VMP Administrator Contact Source Mapping module to edit contact fields.

AP V1P (Default administrator) - [Contact Source Mapping] =] |
ol Fle View Window Help .8 x
Users & Groups ontact Remote Sources e
Contacts Source type /||| Contact field Source field -
Alerts L » | Personal Photo: =
= Active Directory {Legacy) First Name: First name =
T 2; :'13 Middle Name: =
Last Name: Last rame -
Content BES 5.0 —
- BlackBeny PIN =l
Emai Email =
BlackBerry Alarms Exchange Server 2010 o =
- - Generic LDAP Photo: =l
- Vocera CinEai =]
Image 2 B
;;!—I el =
| Image 4 =
Contact Source
2 Tile: 5
Mapping =
Web Page Web page B
M Email 2 -
Mobile Phons: Mobile phone = =

This view lists available sources on the left. Click to highlight the source for mapping edits. Each
source field is listed on the right. The fields contain a dropdown list to map the source field to a
VMP field.

Tip: The field mappings are also defined during an initial source import. Use this view only
o when updates are required.

Editing User Fields

Use the VMP Administrator User Source Mapping module to map VMP fields to fields from the
import source.

User Remote Sources Default Mapping

| Soucs field

First name:

Last Name: Last name

Title: Title

Wocera

Ermail: E-miail

DevicelD:

0 5

GatewaylD:
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This view lists available sources on the left. Click to highlight the source for mapping edits. Each
source field is listed on the right. The fields contain a dropdown list to map the source field to a

VMP field.

when updates are required.

6 Tip: The field mappings are also defined during an initial source import. Use this view only

Plugin Configuration

Use the Plugin configuration view to add and configure licensed plugins for your deployment.

The following plugin configurations are supported.

Table 35: Plugin configuration support

Plugin

Clickatell SMS connector

MIR3 SMS

SendWordNow SMS connector

MIR3 Voice

SendWordNow Voice

TFC Voice

Voice Gate

106

Settings

Enter the following settings:
e ApplD

e User

e Password

e Confirm Password

e From

Enter the following settings:

e URL

e Username

e Password

e Confirm Password

Enter the following settings:

e Login
e Password
e Confirm Password

Enter the following settings:

e URL

e Username

e Password

e Confirm Password

Enter the following settings:
e Login

e Password

e Confirm Password
Enter the following settings:

e Username

e Password

e Confirm Password
e cli_id

e user_id

o caller_id

Enter the following settings:

e Client Name

e C(ClientID

e Confirm Client ID
e Display Number
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MIR3 Fax Enter the following settings:
e Company
e URL
e Username
e Password

e Confirm Password

WIC PIN Blaster Enter the following settings:
e Server
e |ogin
e Password

e Confirm Password

Using the Plugin Configuration Module
Use the following steps to configure a plugin.

1. From the VMP Administrator, select Configuration > Plugin Configuration @
2. Click the Active checkbox for the plugin you want to configure.

x|
Plugins Options
Plugin Adiive | | ) Reset Settings
Mass ion SM:
. Name. Value
‘1 Clickatell SMS connector r
o] Config
@ MIR3SMS c3 URL 10.37.43.128
) SMS comnector | I A
- Username ttest
Wass Hoificaion VR Ay Pass —
L TG » | ) ConfimPassword |~
Voice r
‘1 TFC Voice r
@ Voice Gate r
Mass Notification FAX messaging
@ MIRIFAX r
Mass ien FIN
@ WIC PIN Blaster r

ok | cancd | Hep |

3. For each required setting, enter its value in the Value column.
4. Click OK to save the configuration.

Licensed Applications

Use the Vocera Messaging Platform Licensed Application view to display available application
licenses and assign licenses to platform users. This view lists each licensed application, the
available licenses, and the number of licenses currently assigned to users.

Highlight an application to view the assigned users. Add or remove a licensed user from an

application by clicking to highlight the user and selecting Add @ or Delete @.

Licensed Applications

Assigned ) Total; 4 |
[ et 5000 1 4 1
- 2 - . . Name | Device ID Emal
ontacts v [
Content 5000 ! it Gail Gondman agoodman
Motify 5000 1 + Henry Thamas hihomas@dil
Alert 5000 1 4 Jane Macre imoore@dhil.l
Alt[SHPPAVCT...| 500D 0 [
Quick Al 5000 0 1
« | Dllsl | I
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The VMP Web Console

Learn about the VMP Web Console features.

VMP Web Console Overview

The VMP Web Console provides administrator and user access to the VMP communication
platform from your Web browser.

The URL for the VMP Web Console is the DNS entry or the IP address of the VMP Server.

Depending upon the firewall configuration, the VMP Web Console can be opened up to external,
off-network users.

Users are assigned access to the VMP Web Console in the VMP Administrator. For details about
granting users access to the VMP Web Console, see Granting Existing Users Access to the
VMP Web Console on page 122.

Browser Requirements

The VMP Web Console is supported on Internet Explorer version 9 and later.

Logging into the VMP Web Console
To use the VMP Web Console, you must log in.

vocera Il Web Console

Log in to Vocera

& Username

Password

© 2015 Vocera HELP

1. In the Username field, type your username.
2. Inthe Password field, type the password for your username.
3. Click Log in to log in to the VMP Web Console.
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The Monitor View

The VMP Web Console Monitor View lists messages sent or received by the users for which you
have granted viewing permission.

To access the Monitor view, select the Monitor View icon B

voceras Il Web Console

Secure Messages £

Henry Thomas, Jane...Friday
Room 203
I am on my way.

Henry Thomas - Friday - 2:14 pm
Response Received
I am on my way.

Tap to view results

=== Note: This icon appears only when the user that is logged on has permission to view
= cither sent messages or received messages. See Allowing Users to View Messages on
page 123 for more information on granting permission to view messages.

The Monitor View lists each message.

vocera Il Web Console (€) cai Goodman | Logaut

Monitor View

Read: 1 ~

* Gail Goodman Friday ~ Recipients: 2 :
. Sent: 1 Responded: 1
(@) ® Henry Thomas... Delivered: 1 Expired: 0
Room 203 Can't deliver: 0
You are needed in room 203
<« Gail Goodman friday Recipients: 1  Read: 1
Sent: I Responded: 1
(@] Henry Thomas Delivered: 1  Expired: 0
(No Subject) Can't deliver: 0

needed in room 203

. Recipients: 2 Read: 1
PN * Gail Goodman Friday  sent: 1
@] ® Gail Goodman... 2:::‘;"‘;::"” H

(No Subject) -

# Gail Goodman Friday =~ Recipients: 2 Read: !
[®] * Gail Goodman... Delivered: 1

(No Subject) Can't deliver: 0

Tam on my way.

Read: 1
Responded: 1
Expired: 0 “

* Gail Goodman Friday  Recipients:
® Henry Thomas...
iect)

Sy

visplay [ETNII) ver page

© 2015 Vocera

Click a message to display its details.

Monitor View Features

From the Monitor View, you can search for messages, or select the source or recipient of a
message.

VOCERA MESSAGING PLATFORM ADMINISTRATION GUIDE



110

THE VMP WEB CONSOLE

vocera Web Console (@) cail Goodman | Logous

Monitor View

- Frid Recipients: 2 1
| ¢ Ga Goodman 18 Sent: 1 Responded: 1
®]* Hegry Thomas... Defivered: 1 Expired: 0

R Can't deliver: 0

friday ~ Recipients: 1 Read: 1
Sent: 1 Responded: 1

Defivered: 1 Expired: 0

Can't deliver: 0

needed in room 203

Recipients:
* Gail Goodman Sente

|®] » Gail Goodman...
(No Subject)

2
Friday i

Delivered: 1
Can't deliver: 0

“* Gail Goodman Friday 'Si:'ﬂ‘il_lienls: 2 Read: 1
(@] * Gail Goodman... Defivered: 1
(No Subject) Can't deliver: 0

1am on my way.

* Gail Goodman Friday Re:i?iems:
[®]® Henry Thomas... Dolered:

© 2015 Vocera

n Use the search box to search for messages by:

e Sender
e Recipient
e Subject

e Keyword (in the message subject)

E The Sent by field. Click Bl to create Sent By filters.

B The Sent to field. Click Edl to create Sent To filters.

For more information on using the Sent By and Sent To filters, see Monitor View Filtering on
page 110.

=== Note: You must use the VMP Administrator to grant permission for a user to view

I

= messages sent or received by any other user. See Allowing Users to View Messages on
page 123 for more information on granting permission to view messages.

Monitor View Filtering

In the Monitor View, you can create Sent By and Sent To filters that limit the messages that are
displayed on the screen.

1. Do one of the following:
@ Click Edl in the Sent by field to edit the Sent By filter.
b Glick Bl in the Sent to field to edit the Sent To fiter.
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vocers\ Web Console (@) Gail Goodman | Logou

Sent by: Gail Goodman

“* Gail Goodman Friday =~ Redipients: oA
Sent: 1 ;ponded: 1

[®] ® Henry Thomas... ivered: Expired: 0

Room 203 X d

You are needed in room 203

“* Gail Goodman

[®] ® Henry Thomas
(No Subject)

needed in room 203

Friday ~ Recipients: 1
Sent: Responded: 1
Expired: 0

SPTn

Delivered:
Can't deliver:

. Recipients: 2 Read: 1
BN * Gail Goodman Friday | gents I
\®! # Gail Goodman... e e
(No Subject) :
# Gail Goodman Friday ~ Recipients: 2 Read: 1
[®)* Gail Goodman... Delivered: 1
(No Subject) Can't deliver: 0
1 am on my way.
# Gail Goodman Friday ::::""’"‘5 H H
® Henry Thomas.. 1 0
(N0 Subiect) o

rage (EWD r page

© 2015 Vocera

In the Select Users/Groups dialog box, select the checkboxes of the users and groups to
include in the filter. Click @ to add these users and groups.

Sent By - Select Users/Groups

Available Users/Groups

GROUPS USERS

O Gail Goodman
Available, Off campus

H Cancel ‘

To remove users and groups from the filter, click ®m. To remove all users and groups, click
=

Click Next.

In the selection tree dialog box that appears, select the checkboxes of the criteria to be
matched for messages to appear in the Monitor View. You can select separate criteria for
secure messages and for notifications.
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Sent By - Select Users/Groups

Secure Messages
— Responses
With Responses
Without Responses
— Expiration
Expired
Not Expired

Does not have Expiration

b Priority

Notifications
— Responses
With Responses
Without Responses
— Expiration
Expired
Not Expired

Does not have Expiration

l— Priority

THE VMP WEB CONSOLE

Normal Normal
High High
Urgent Urgent

[ Back ‘ [ Save | [ Cancel |

6. Click Save to save this filter, or click Cancel to cancel editing the filter. Click Back to return to
selecting users and groups.

Web Console Secure Messages

Vocera Messaging Platform users can create or send a secure message to users or Distribution
Lists using the VMP Web Console. The console provides an interface for sending messages from
your Web browser.

You can grant access to the VMP Web Console when you create, import, or edit users. Users
can create messages from existing templates if they have been made available, and they can edit
the templates if you enable that option.

== can contain up to 512 characters. Any ASCII character can be included, but emojis are

”_" Note: The text of a message can be up to 3000 characters long, and the subject header
not supported.

Sending a Message from the VMP Web Console
You can use the VMP Web Console to send a message to any user or Distribution List.

=== Note: If the message has more than 50 recipients, it is defined to be a Mass Notification.
== Sce Creating a Mass Notification on page 115 for details.

1. Open the VMP Web Console from your Web browser.

Select the Message ®icon and click the Compose icon .

3. To use a message Template, select it from the Templates list. If no Templates are available, or
if you do not want to use a Template, select New Text.
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6.
7.

8.
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vocera NI Web Console (@) Gail Goodman | Logou

[ cancel | New Secure Text New Secure Message

New Text >

Templates

subject: [

Code Blue >

Ready for surgery >

B g

Type your message here
Priority  Attach Media Responses

© 2015 Vocera

To add one or more message recipients, either type the recipient name in the To: field, or click

@) to select a Distribution List or user recipient.

If you have clicked @) in the Select Recipients dialog box, select the checkboxes of the users
and Distribution Lists to include as recipients in the filter. Click & to add these recipients.

Available Users Selected Users

o] =
FAVORITES CONTACTS
O @ Jane Moore
i Not Availabl
0 Brian Forsberg ~ ot Available
Not Available
O Claudia Bernelli
Not Available
0 Denise Lundberg
Not Available
O Henry Thomas
Available, Off campus
v
[ ok ) [ cance |

To remove recipients from the recipient list, click em. To remove all recipients, click .
If your message has a subject, type the subject in the Subject field.

Click Priority to specify a priority for the message. Select one of Normal, High, or Urgent.
The following table lists the notifications sent for each priority:

Normal Single ring and vibration
High Multiple rings and vibrations
Urgent Multiple rings (overriding user's volume setting) and vibrations

spoken out loud to some recipients. Sending confidential patient health information

@ Important: On some devices, messages sent with High or Urgent priority may be
with either of these priorities may violate privacy regulations.

Do one of the following:

a. To send a text message, type the message text in the field at the bottom of the screen
and click Send.

B. Tosend a photo, click B8 Attach Media and select the image that you want to send.
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C Tocreate a message that requires a response, click bl Responses. This displays the
interface for sending a message that requires a response. See Sending a Message That
Requires a Response on page 114 for more details.

Sending a Message That Requires a Response
You can send a message that requires the recipient to provide a response.

1. Open the VMP Web Console from your Web browser.
2.

Select the Message ® icon and click the Compose icon .

3. To use a message Template, select it from the Templates list. If no Templates are available, or
if you do not want to use a Template, select New Text.

4. To add one or more message recipients, either type the recipient name in the To: field, or click

to select a Distribution List or user recipient.

Click sl Responses to display the screen for sending a message with a response.

vocera Web Console (€) cai Goodman | Logaut

Cancel \ New Secure Text New Secure Message
New Text Henry Thomas =

Templates

Subject: needed in room 203
Code Blue >| Message:

You are needed in room 203.

Ready for surgery >

MESSAGE SETTINGS

Notify f no one has responded within minutes

RESPONSE OPTIONS

1: (cam on oy way 0
2: [Surry, 1am busy. ]0

|

© 2015 Vocera

6. Type text in the Subject and Message fields (if they have not already been provided by the
Template).
=== Note: A message must have text in the Message field.

7. Configure the following options, and click Send.

MESSAGE SETTINGS

Notify if no one has responded within minutes

Expir’atmn in minutes

RESPONSE OPTIONS

1: [I am on my way. ]

00

2: [Surry, I am busy. ]

5 J

[ send | [ cancet |
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Table 36: Web Console message options

Option Description

Priority One of the following:
e Normal (the default)
e High
e Urgent

See Sending a Message from the VMP Web Console on page 112 for
details on how these priority levels are handled in the VCS app.

priority may be spoken out loud to some recipients. Sending
°® confidential patient health information with either of these priorities
may violate privacy regulations.

' Important: On some devices, messages sent with High or Urgent

Notify if no one has Select this checkbox if you want to be notified when no one has responded
responded within the number of minutes that you specify in the text field. If no one

responds to this message during this time period, the Notify Me icon 0 is

displayed in the message link.

e [fyou are logged onto a Vocera badge, the notification is sent as a
message on the badge.

e [fyou are logged into a badge and on to the Vocera Collaboration
Suite, a tone natification is sent to the badge, and the Notify Me icon is
displayed in the message link.

e |[fyou are logged into a badge and on to the VMP Web Console, a tone
notification is sent to the badge, and the Notify Me icon is displayed in
the message link.

Response Expiration Specify the time period, in minutes, in which responses to this message are
allowed. This time period is indicated on the sent message. Select Custom to
specify a time period.

Response Options If the communication requires a response, set multiple choice options to help
the recipient respond quickly. When you type an option, a new field appears
to enable you to type an additional option if necessary. To delete an option

that you have created, click 0

8. Click Send to send the message, or click Cancel to return to the message interface described
in Sending a Message from the VMP Web Console on page 112.

Creating a Mass Notification

When you create a message that has more than 50 recipients, it is automatically treated as a
Mass Notification.

When you receive a Mass Noatification, the text N Participants is shown as the recipient, where N
is the number of recipients.

The list of Mass Notification recipients can be displayed in the VMP Web Console, but cannot be
displayed on user devices.

Templates

Templates are predefined messages designed to help users quickly send important
communications. Templates are created and managed from the VMP Administrator.

Templates can be:

e Assigned permissions based on group memebership
e Configured to allow the user to edit the message and delivery parameters from the client
e Assigned to users and groups for frequently communicating important messages

For information about creating Templates, see Creating Messaging Templates on page 89.
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Continuing a Message Conversation

After you have sent a secure message in the VMP Web Console, you can continue a conversation
with the recipients of the message.

1. Select the Message ®icon.
2. From the list of messages in the Secure Messages pane, select the message. The message is
displayed in the pane at the right.

vocera W Web Console (@) ail Goodman | Logout

Jane Moore 0]
charts for Ed King =/

Read - 11:20 am

Do you have the charts for patient Ed King? @

Jane Moore 11:21am
charts for Ed King Jane Moore - 11:21 am

Yes, they are in my office. . §
I Yes, they are in my office.
Jane Moore 11:19am
Tom Miller
Do you have the charts for Tom Miller?

Jane Moore 11:14am
Jones
ot bring them to you.

Henry Thomas, Jane...Friday
Room 203
I am on my way.

~

Priority  Attach M Responses

Type your message here

© 2015 Vocera

3. In the text field at the bottom of the pane, type your text message and click Send. Your
messages and the responses sent to you are displayed.

vocera\ Web Console (€) sl Gootdman | Logout

Jane Moore

charts for Ed King
Read - 11:20 am

Do you have the charts for patient Ed King?

Jane Moore 11:26 am
charts for Ed King Jane Mogre - 11:21 am

Could you please bring them to me? Tha... N )
Yes, they are in my office.

:Tlnarr:“hMroore 11:19 am Read - 11:26 am
Do you have the charts for Tom Miller? Could you please bring them to me? Thanks.

Jane Moore 11:14am
Ben Jones
T will bring them to you.

Henry Thomas, Jane...Friday
Room 203
1 am on my way.

= [} -

Priority  Attach Media Responses

Type your message here

© 2015 Vocera

4. To change the priority of a message, click &l Priority and select the priority to use. If the
priority is higher than Normal, the priority is included in the message.
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vocers\ Web Console (@) Gail Goodman | Logou

Jane Moore

Messages charts for Ed King

Read - 11:20 am

Do you have the charts for patient Ed King? @
) Jane Moore 11:31am
) charts for Ed King Jane Moore - 11:21 am
Please bring them right away! ) X
Yes, they are in my office.

Jane Moore 11:19 am
9 Tom Miller

Do you have the charts for Tom Miller? Could you please bring them to me? Thanks. @

Read - 11:26 am

]ane Moore 11:14am Read - 11:31 am
J Ben Jones ~ ~
1 will bring them to you. Please bring them right away!

Urgent Priority

Henry Thomas, Jane...Friday
Room 203
Iam on my way.

~

d Type your message here
Priority  Attach Media Responses

© 2015 Vocera

S. To attach media to a conversation, click “ Attach Media and select the attachment to
include. A thumbnail of the attachment appears in the conversation.

vocera Web Console (€) cai Goodman | Logaut

Henry Thomas
Picture
Henry Thomas - 11:37 am

Do you have the photo of you and Betty?

Read - 11:38 am

Click to view

{Jane Moore 11:31 am
& charts for Ed King
Please bring them right away!

{ Jane Moore 11:19 am
W Tom Miller
Do you have the charts for Tom Miller?

1l:14am

Henry Thomas, Jane...Friday
4 Room 203
I am on my way.

B 8 -

Type your message here
priority  Attach Media Responses

© 2015 Vocera

Click the thumibnail to view the attachment in more detail.

6. To request a response to a message, click bl Responses. In the Response Request screen,
specify the response information, and click Send.

vocera I Web Console

Jane Moore

Secure Messages Tom Miller

Message:

enry Thomas 11:38 am

Du von have the photo of you and Betty? | MESSAGE SETTINGS

Jane Moore 11:31am Y g

) charts for Ed King
Bicaea bing them fght sy () oty i no one has responded witin | minutes

Do you have the charts for Tom Miller?
RESPONSE OPTIONS

Jane Moore taam|| ]

I w\ll brmg them to you.

[ send ][ cancel |
Henry Thomas, Jane...Friday
loom 203

Iam on my way.

© 2015 Vocera

7. If you have been requested to supply a response, a list of response options is provided. Hover
over an option to select it, and click the option to send the response.
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vocera Web Console (€) cai Goodman | Logaut

Secure Messages i Henry Thomas, Jane Moore
v CH

Henry Thomas, Ja... 11:59am
Need someone in room 203, Your Response is Required
Tap to select your response

Henry Thomas - 11:50 am

Need someone in room 203.

Henrv Thomas 11:38 am
Picture

I am on my way.

Do you have the phote of you and Betty?

]ane Moore 11:31m| | 30TV, Tam busy. il

chﬂﬂj for Ed King
Please bring them right away!
Jane Moore 11:19 am
Tom Miller
Do you have the charts for Tom Miller?
IJane Moore 11:14am

Ben Jones
T will bring them to you.

Henry Thomas, Jane...Friday
Room 203
1 am on my way.

B g

Type your message here
Priority  Attach Media Responses

© 2015 Vocera

== Note: If the sender has specified a time limit for a response, and the time limit has
expired, this will be indicated in the conversation:

Web COI’ISOIe {€) Gail Goodman | Logout

Henry Thomas, Jane Moore

Henry Thomas - 11:59 am
Need someone in room 203.

Henry Thomas, Ja... 11:59am

Need someone in room 203 Response Request Expired
Expired at 12:01 pm

Henry Thomas 11:3gam | YU can no longer respond

Picture
Do you have the photo of you and Betty?

Jane Moore 11:31 am
charts for Ed King
Please bring them right away!

Jane Moore 11:19 am
Tom Miller
Do you have the charts for Tom Miller?

Jane Moore L:14am
Ben Jones
I will bring them to you.

Henry Thomas, Jane...Friday
Room 203
I am on my way.

= g

Type your message here

Priority  Attach Media Responses

© 2015 Vocera

If you are having more than one conversation, use the pane at the left to switch from one session
to another.

To display the current message delivery status, click on any text that you have sent in a
conversation.

Click on a profile picture to display the contact status information for that person.

Adding a User to a Message Conversation
You can add additional users to an existing message conversation.

1.

In the message conversation, click (

2. Inthe To field, type the names of the people that you want to add to the conversation. As
you type a name, suggested names may appear. Click on a name to add this person to the
conversation.
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vocera W Web Console (8) oail Goodman | Logout

Henry Thomas, Jane Moore

Secure Messages
good morning

Henry Thomas Jane Moore Del

Subject: | good morning

RESPONSE

h

Denise Lundberg
Psychiatrist

My Henry Thomas, Ja... 10:34 am
] good morning
Jane Moore has joined the conversation

bl ou are needed in room 204.

Denise Lundberg Wednesday

Henry Thomas, J... Wednesday
needed in room 203
A doctor is needed in room 203,

© 2015 Vocera

3. Click OK to add the new users to the message conversation.

The conversation now indicates that new people have joined.

vocera W Web Console (@) Gail Goodman | Logout

Denise Lundberg, Henry Thomas, Jane Moore

good morning
Read - 10:22 am

good morning

Denise Lundberg,... 11:10am
good morni Henry Thomas - 10:22 am

ing
Denise Lundberg has joined the conversa k
Good morning
'@ Denise Lundberg  Wednesday Delivered - 10:34 am
bl ou are needed in room 204. . )
Jane Moore has joined the conversation

Henry Thomas, J... Wednesday Delivered - 11:10 am

needed in room 203 ) o )
2l A doctor is needed in room 203. Denise Lundberg has joined the conversation

= ]
Priority  Attach Media Responses

Type your message here

© 2015 Vocera

Filtering Message Conversations

You can specify the message conversations that are to be displayed in the Secure Messages
screen.

1. Select the Message ® icon to display the Secure Messages Screen.

2. Click [ to display the filtering options.

Secure Messages [_j

Message Status

All Not responded

Display Folders

,f:l Motifications
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3. Inthe Message Status section, select whether to display all messages, messages to which

you have not responded, or messages that are unread.

4. In the Display Folders section, select Texts to display text conversations, and select

Notifications to display notifications. You can select either or both.
5. Click outside of the filtering options popup menu to hide it. The Secure Messages screen is
updated to reflect your selections.

Hiding a Message

If you do not need to save a message, you can hide it.

1. Select the Message ®icon.

2. From the list of messages in the Secure Messages pane, select the message that you want to
hide.

3. Click Hide.

vocera\ Web Console (€) an Goodman | Logout

Jane Moore
charts for Ed King
Read - 11:20 am

Do you have the charts for patient Ed King?

Jane Moore 11:21.am
charts for Ed King Jane Moore - 11:21 am

Yes, they are in my office. . -
Yes, they are in my office.

Jane Moore 11:19am
Tom Miller
Do you have the charts for Tom Miller?

Jane Moore 11:14 am
Ben Jones

1 will bring them to you.

PN Henry Thomas, Jane...Friday
¥ Room 203
1am on my way.

B [

Priority  Attach Media Responses

Type your message here

© 2015 Vocera

4. In the Hide Conversation dialog box, click Yes to hide the message.

== Note: The message reappears if a sender or recipient that has not hidden the message
I
== continues the conversation.

Viewing Message Details
You can edit the message recipients or subject, and examine the message responses.

1. Select the Message ®icon.

2. From the list of messages in the Secure Messages pane, select the message for which you
want to view details.
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vocera W

_ o) Henry Thomas, Jane Moore
Secure Messages -
Room 203
CH e

You are needed in room 203

Web Console () Gail Goodman | Logout

Henry Thomas Yesterday
9 room

Click to view results

Henry Thomas - Friday - 2:14 pm
Response Received
I am on my way.

Tap to view results

y Henry Thomas Yesterday

Jane Moore Yesterday
Ben Jones
L will bring them to you.

PN Henry Thomas, Jane...Friday
& Room 203

Iam on my way.

)

8

Priority  Attach Media R

Type your message here
es

© 2015 Vocera

The message details appear:

vocera Web Console (@) ai Goodmen | Logout

Henry Thomas, Jane Moore

Secure Messages Room 203

3 Gail Goodman Henry Thomas Jane Moore

Henry Thomas Yesterday .

®) room v Subject: [Roum 203 ]
ok

o

)
O
Jane Moore Yesterday
W Ben Jones
Q)

RESPONSE

Henry Thomas Yesterday You are needed in room 203
Picture 1 Response J

1 will bring them to you.

Henry Thomas, Jane...Friday
) Room 203
Tam on my way.

( ok | [ cancel |

© 2015 Vocera

For each recipient, the message status is one of the following:

Queued The message is waiting to be sent.

Sent The message has been successfully received for delivery.

Delivered The message has been successfully delivered to the recipient's device or VMP Web
Console session.

Read The message has been read by the recipient.

Responded The recipient has responded to the message.

Failed/Can't The server could not send the message.

Deliver

Expired The message was not delivered within the message expiry time.

In the To field, select one or more users to remove from the conversation, or click k4 to add
users to the conversation.

Type in the Subject field to change the message subject.

If message responses are provided in the Response section, click View Details to display
more information on the users that responded to this message.

Click OK to change the message, or click Cancel to cancel your changes and return to the
message.
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Managing User Permissions

The administrator provides user permissions for access to the VMP Web Console, for creating

and managing schedules, and for Alerts sent by other users.

Granting Existing Users Access to the VMP Web Console

You can grant access to any user at any time by editing the user or contact record.

1.

5.
6.

Start the VMP Administrator:
All Programs > VMP Administrator

Select Users & Groups > Users 8.

Click to highlight the desired user, and click the Edit icon - (under Users).
Click to select Enable Web Console Access.

Eatuser x

Step 1: End-User Settings

Step 1: End-User Settings First Name:  [John

Step Z: Push Technology and Licensing Middle Mame: I

Last Name: ISmilh

Email: ||sm|th @dev.vocera.com
Pager ID: I

Vocera ID:  fugsmith

Home Site: |Global

— Desktop and Web Access

I™ Enable PC Admin Console Access
¥ Enable Web Consols Access
Active Directory Authentication

AD Accourt: |

Vocera credentials
Login: |\sm‘rth
Password |Click here to change...
Confirnation: |

Ned> | cancal Help

Provide the authentication credentials, and click Next.
Click Next and click Finish to save the edited account and complete the task.

=== Note: You can grant VMP Web Console access to multiple users at once when importing
I
== sers and contacts. See Granting Existing Users Access to the VMP Web Console on

4 page 122 for more details.

Granting Users Scheduling Permissions

Users must be provided permission to create and manage schedules in the VMP Web Console.
Use the following steps to assign scheduling permissions to a user.

1.

ok, 0D

Start the VMP Administrator:
All Programs > VMP Administrator

Select Users & Groups > Users &,

Click to highlight the desired user, and click User Preferences 5@ > User Rights &,
In the Right Groups pane, select Custom permissions.

In the Edit Rights dialog box, select the Manage schedules checkbox. This user right allows
the user to create schedules and to edit the schedules that he or she has created.
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B
[E—
- Manage contact sources =
[~ | Alam Rulss manager ™ | Manage groups user belongs to
™ | Call Tree Administrator ™ | Manage mandatory for all users alam ules
[ |Chat user ™ | Manage MP3for Alams
[ | Contacts manager I™ | Manage pager and chat distribution lists
[~ | Content manager » |~] Manage schedules
™ | Forms manager ™ | Manage who views VMP pager alerts
™ | Groups manager I” | Open reports {view) (all reports except PIN/SMS T
[V | Mobile device [ | 5end Email message to distribution list
™ | Own group manager [ | Send PIN message to distribution list
™ | Pager distribution lists manager [¥ | Send SMS message to distribution list
[ | Paging AP| Gateway ™ | Share alam nules =
I | PIN/SMS messages log viewer
™ | Reports viewer
™ | Superuser
[ | System manager
™ | Users manager LI
1

ok | cancal | e |

=] Note: If Manage schedules has already been selected and cannot be changed,
= this user has already been granted the right to manage schedules as part of a Right
Group. See Editing User Rights on page 79 for more details.
6. In the Edit Rights dialog box, select the Manage all schedules checkbox to allow this user to
edit all schedules that anyone has created.
7. Click OK to finish editing user rights.

Note: The default administrator always has permission to access schedules. At least one
user must be given permission to manage schedules.

Allowing Users to View Messages

Use the following steps to allow one or more users the ability to view messages sent by or
received by other users. This enables access to the Monitor View in the VMP Web Console.

1. Start the VMP Administrator:
All Programs > VMP Administrator
Select Users & Groups > Users 8.

3. Highlight the users to which you want to grant permission to view sent messages, and click
the View Sent By - Text Messages tab at the bottom of the user list.

OPe D& 2% Total: 12 |
M amne /| Lagin Device ID Email Public 1D -]
Betty Wong 4| bwong breonglEdtil local
Birian Forsberg (_-3 bforsberg@dtil.local
Claudia Bermelli & chemelli@dtll.lacal

Dl efault administrator admin

- Denise Lundberg & dlundberg@dtill local i
Gail Goodman ggoodman ggoodman(@dtil local
Henry Thomas hthomas hthomas@dtill local

lanabdreia limeses imnmmea Rkl Ll &
a | j o

Member of | Conlentl Distribution Listl View Sent By - Text Messages ||(iaw FRieceived By - Text Messagesl Messaging Templatesl
—_— 1

e e 1

|| Mame o~
|38 38 Disaster Recoverny Team
N /s Everyone_Global

T

/'» Management

4a Securily

-, Betty Wong

N — Ad|

4 Click Add .
5. Highlight the users and groups whose sent messages can be viewed, and click OK.
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Select Users/Groups ﬂ
-

Mame: i

s Secunity

L Abby Bouquet
4 Abby Sazon
4 Adenis Jaico

4 Alan Garten
4 Alan Martinez

/- Albert Boxbaum

6. Highlight the users to which you want to grant permission to view received messages, and
click the View Received By - Text Messages tab at the bottom of the user list.

Click Add &,
8. Highlight the users and groups whose received messages can be viewed, and click OK.

On-Call Status and Schedules
You can use the VMP Web Console to specify on-call status and create schedules.

If On-Call Scheduling has been provided with the VMP Server, you can use the On-Call view to
update your own on-call status or the on-call status of other users.

You can also use the Schedules view to create schedules based on On-Call Distribution Lists
(DLs). See Creating a Regular or On-Call Distribution List on page 92 for more information
about creating On-Call DLs.

Schedules can be copied from existing schedules, can be drafted and remain unpublished, and
can be published at any time.

You can view schedules by:
e Day

Week

Month

Shifts

For information on how to grant users the right to change their own status, see Creating a
Regular or On-Call Distribution List on page 92.

For information on how to grant users the permission to manage schedules, see Granting Users
Scheduling Permissions on page 122.

== Note: To determine whether On-Call Scheduling has been provided, start the VMP
Enterprise Manager, select Instances dj, and click your license key. In the Modules pane,
check the value of the On-Call Scheduling field.

Modifying Your On-Call Status

If you are a member of an On-Call Distribution List, a published schedule can be used to
determine when you are on call. This schedule automatically sets your on-call status.

—

. Open the VMP Web Console from your Web browser.

n

Click On-Call . This icon appears only if you have access to On-Call Distribution Lists.

@

In the On-Call Lists pane, click My Status. A list of the Distribution Lists to which you belong is
displayed, along with your on-call status for each.
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vocera NI Web Console

Gail Goodman's On-Call Status

Q
@ My Status Q [On-Call] On-Call Doctors

e [On-cCall] On-Call D... '.§ [On-Call] Walk-In Clinic Doctors

© 2015 Vocera

THE VMP WEB CONSOLE

(£) Gail Goodman | Logout

@ noton-call v
@ noton-call v

4. For the Distribution List for which you want to change your on-call status, click your current

status. A list of options appears.

vocera WL Web Console

m Gail Goodman's On-Call Status

@ My Status Q [On-cCall] on-Call Doctors

e [On-Call] On-Call D... Q [On-Call] Walk-In Clinic Doctors

© 2015 Vocera

5. Change your status to one of the following:
e On-Call - Receive messages sent to the list.

(&) Gail Goodman | Logout

@ noton-call ¥

Select On-Call Status
On-Call

Monitor

Not On-Call v

e Monitor - Receive message sent to the list, but a response is not expected even when a

message requires one.
e Not On-Call - Do not receive messages sent to the list.

response or action for the message. A shift manager might find it useful to monitor the

o Tip: Select Monitor to receive messages sent to the list without the expectation of a

shift and ensure that messages are handled appropriately.

Modifying Any On-Call Status

You can modify the on-call status of any user in a Distribution List.

1. Open the VMP Web Console from your Web browser.
2.

Click On-Call . This icon appears only if you have access to On-Call Distribution Lists.

3. Inthe On-Call Lists pane, click the Distribution List that you want to update. A list of users is

displayed, along with their on-call status.
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n-Call] On-Call Doctors

Betty Wong
Family Physician

On-Call

Brian Forsberg
Resident

Not On-Call

Claudia Bernelli
Neurologist

Not On-Call

@ My Status
e [On-Call] On-Call D...

on-Call

Gail Goodman
Family Physician
Not On-Call

@ Henry Thomas
Pediatrician

Mot On-Call

Jane Moore
Surgeon
Not On-Call

© 2015 Vocera

Web Console

@ Denise Lundberg
Psychiatrist

THE VMP WEB CONSOLE

(&) Gail Goodman | Logout

A~
@ on-call v

@ noton-call ¥

@ noton-call ¥

@ on-can v

@ noton-call ¥

@ noton-call ¥

<

@ noton-call ¥

4. For the user whose on-call status you want to change, click the user's current status. A list of
options appears.

vocera W

Betty Wong
Family Physician

On-Call

@ Brian Forsberg
Resident

Not On-Call

Claudia Bernelli
Neurologist

Not on-Call

@ My Status

e [On-Call] On-Call D...

Denise Lundberg
Psychiatrist
on-Call

Gail Goodman
Family Physician

Not on-Call

@ Henry Thomas
Pediatrician

Not on-Call

Jane Moore
Surgeon
Not On-Call

© 2015 Vocera

Web Console

m s8¢ | [On-Call] On-Call Doctors

(&) Gail Goodman | Logout

A
@ on-call v
@ not On-call ¥

Select On-Call Status
On-Call

Monitor

Not On-Call v
v
@ not On-call ¥
@ not On-call ¥
@ not On-call ¥
v

5. Change the user's status to one of the following:

e On-Call - Receive messages sent to the list.

e Monitor - Receive messages sent to the list, but a response is not expected even when a

message requires one.

e Not On-Call - Do not receive messages sent to the list.

times.

Note: At least one user in the Distribution List must have a status of On-Call at all

If you do not want to update a user's on-call status, tap the list name at the top left of the

screen to return to the list of users.

6. Repeat the above step until all users have had their on-call status changed as needed.

Creating On-Call Schedules

A logged in user can use the VMP Web Console to create an on-call schedule if you have used
the VMP Administrator to grant permission to do so.

Permissions on page 122.

Note: For details on granting scheduling permissions, see Granting Users Scheduling

1. Open the VMP Web Console in your Web browser.
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2 Click the Schedule . icon to display the list of schedules.

vocera Y Web Console D Default administrator | Logout

On-Call Schedule [ New Schedule | (_Dashboard |
Actions | Schedule Name A Published e | Distribution List Associated ®

# X On-Call Doctors [On-Call] On-Call Doctors

# X Walk-In Clinic Doctors . [On-call] walk-In Clinic Doctors

© 2015 Vocera

3. Click New Schedule.

Note: If you do not have permission to create on-call schedules, the New Schedule
button is not available.

4. Enter a meaningful Schedule Name.

New Schedule

Schedule Name:

Schedule Distribution List: [[On-call] Walk-In Clinic Doctors J

Schedule Start Date:

Time Zone: [(urc-os:uu) Eastern Time (US & Canada) ] Daylight saving

Minimum # of On-Call Users per Shift: D Enable Automatic validation

5. Use the Schedule Distribution List dropdown list to select the On-Call Distribution List (DL) for
the schedule.

6. Click in the Schedule Start Date field to open the calendar picker and select the start date.

o May 2015 o

Su Mo Tu We Th Fr Sa

12

3 4 5 6 7 8 9

10{ 11| 12 13 14 15 16

17| 18| 19 200 21 22 23

24 25 26 27| 28 29 30
31

7. If needed, use the Time Zone dropdown list to select the appropriate time zone, or select the
Daylight saving checkbox.

8. In the Minimum # of On-Call Users per Shift field, enter the minimum number of users that are
to be specified as on-call in each shift.

9. Select the Enable Automatic Validation checkbox if the VMP Server is to perform automatic
validation of this schedule to ensure that all shifts have enough on-call users.

10. If you want to copy the shifts for the new schedule from an existing schedule, click to activate
the Copy shifts from an existing Schedule checkbox, and select the schedule from the
dropdown list.

Copy shifts from an existing Schedule

Copy shifts from: [OnfCa\I Doctors J

11. Use the Permissions pane to select Users/Groups with permission to access the schedule.
Click to activate the checkbox next to the desired user or group and click > to select.
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PERMISSIONS

Selected Users/Groups

Available Users/Groups

Manage

Do Default administrator

D@ Brian Forsberg

D@ Claudia Bernelli
_—.

12. Click OK to continue.
13. Click the name of the schedule to continue editing it.
14. Use the arrow buttons or the calendar picker to select a date for which to schedule shifts.

vocera Web Console D Default administrator | Logout

< On-Call Doctors

3¢/ 13 [16] 1718 1) 20
E I e
2] 28] 30

Betty Wong ~
Family Physician

Mot Available

@ Brian Forsberg
Resident

Mot Available

@ Claudia Bernelli
Neurologist

Mot Available

@ Denise Lundberg
Psychiatrist

Not Available
Gail Goodman
Family Physician
Available

@ Henry Thomas v

Pediatrician

© 2015 Vocera

15. To assign a shift to a user, drag the user's name to the time slot that is to be the start of the
shift. Use the Shift Period dialog to specify the start and end times for the shift.

Shift Period

start Time:
End Time: 00 v

| 0K | | Cancel |

Tip: To change the times for a user's shift, drag the shift assignment to the desired
time slot. Drag the bottom of the shift assignment to increase the number of assigned
hours.
16. Repeat the above step to add users to the schedule as appropriate. You can schedule more
than one user in any time slot.
17. When you have finished creating the shift assignments, click Repeat to copy these
assignments to other days of the month:
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Repeat Day

Repeat

[ Every Sunday

W1 Every Monday

Wl Every Tuesday

W Every Wednesday

Wl Every Thursday

Wl Every Friday

[] Every Saturday

Repeat from | | to

[ OK |[ Cancel |

o

Use the checkboxes to specify the days of the week on which these shifts are to be
assigned.

Click in the Repeat from field to specify the start of the date range in which these shifts are
to be assigned.

c. Click in the to field to specify the end of the date range.
d. Click OK.
18. Click Week or Month to view the shift assignments for a specific week or month. To view the
shift assignments for a specific user, click Shifts and then click the user's name.
In the Week or Month view, you can copy shift assignments from one day to another:

a. Locate the day of the month whose shift assignments you want to copy. Click on the
heading for that day of the month to highlight it.

=

Sun, 24 ‘ Mon, 25 ‘ Tue, 26 ‘ Wed, 27 ‘ Thu, 28

b. Click Copy.
Locate the day of the month to which you want to copy the shift assignments. click the
heading for that day of the month to highlight it.

d. Click Paste. The shift assignments are copied to the specified day.

19. To ensure that all shifts have enough on-call users, click Validate. This checks all days for
which shifts are scheduled, up to the (possibly partial) last day. A pop-up dialog appears

that either lists the shifts for which not enough on-call users are defined or indicates that the
schedule is valid.

20. l
When the schedule is complete, click the back arrow < to return to the Schedule list.

vocera ! Web Console

3:02 pm - Eastern Daylight Time

nasources

Betty Wong ~
Family Physician
Not Available

< On-Call Doctors SIRLSPUNCTIO TN

Brian Forsberg
Resident
Not Available

y, Claudia Bernelli

21. Select the Published checkbox to publish the schedule.
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Viewing the Schedule Dashboard
From the VMP Web Console, you can view the Schedule Dashboard, which lists any or all the
schedules that you have created and who has been assigned shifts in these schedules for any
specific day.
1. Open the VMP Web Console in your Web browser.

2- Glick the Schedule B8 icon,

3. Click Dashboard.

4. Click Select Schedules.

5. To select a schedule, go to the Available Schedules pane, select the checkbox next to the
schedule, and click >. To unselect a schedule, go to the Selected Schedules pane, clear the
checkbox next to the schedule, and click <.

Select DL's/Users

>
[Q ] Drag and drop to sort
T
O on-Call Doctors

Do Walk-In Clinic Doctors

[ 0K ‘[ Cancel ‘

You can select a maximum of 20 schedules.

To change the order in which the schedules are to be displayed, drag and drop the schedules
in the Selected Schedules pane as needed.

Click OK. The Schedule Dashboard now displays the schedules that you have selected. For
each schedule, the shifts assigned for the current date are displayed.

< Schedules Dashboard <« 26 May » o

Select Schedules

On-Call Doctors Walk-In Clinic :v
Doctors o

12100 am - 3:00 pm
12am

Betty Wong
00

Brian Forsberg

4:00

5:00

Claudia Bernelli

To view the shifts for a different date, select the date from the calendar at the top right of the

Schedule Dashboard, or use the I'.'I and [: icons to navigate to the date that you want to
display.

Click to return to the list of schedules.
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Printing a Schedule

You can print a schedule that you are editing. The portion of the schedule that is printed is
identical to the portion that you are viewing. For example, if you are viewing the schedule for the
current week, the printed schedule is for that week.

Open the VMP Web Console in your Web browser.

Click the Schedule B8 icon.

Click the name of the schedule to display.

Click one of Day, Week, or Month to display the schedule for that time period.
Click Print. A print window appears that displays the schedule to be printed.

In the print window, click Print. This displays the Windows print command window. From this
window, select the desired printer and options.

2 T AR

Web Console Contacts

The Web Console Contacts view shows all contacts the logged in user is allowed to access.
=== Note: Contact access is defined in the VMP Administrator. For details about defining
== contacts distribution lists, see Contacts on page 83.

Using Web Console Contacts

Use the VMP Web Console Contacts view to initiate a communication with a contact.

The Email option is available only for users, and is available only if the VMP Server administrator
has allowed email communication. Only messages can be sent to group contacts.

1. Log on to the VMP Web Console from your Web browser.
2

" Click the Contacts &
3. Toggle between Favorites or Contacts at the top of the Contacts pane.

con to display the Contacts view.

Contacts ( sites |

| Contacts ¥ |

[On-Call] Walk-In...

On-Call Distribution List

Tip: Start typing the contact name in the search box to quickly find a user, group, or
Distribution List. For details on using Favorites, see Using Web Console Favorites on
page 132.

Select a Contact to display it:
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vocera\r Web Console D Default administrator | Logout

Contacts ) Henry Thomas

Pediatrician
Available

Bri

Resident

Not Available

Claudia Bernelli Call Urgent Call Text
2] © N

Mot Available CONTACT DETAILS

@ Denise Lundberg
Psychiatrist

Mot Available

Gail Goodman
Family Physician

Available

@ Henry Thomas
Pediatrician

Available

Jane Moore
Surgeon
Not Available

@ John Smith
Oncologist
Not Available

© 2015 Vocera

4. If a contact is a Vocera Voice Group, the group may contain subgroups. Click the subgroup

you want to view. When viewing a subgroup, click B to return to the parent Voice Group.

5. When you have found the Contact, select Call, Urgent Call, or Text to communicate with the
Contact.

Note: The Call and Urgent Call operations are initiated on your client application (VCS
client or Vocera badge).

Contact Types and Status
Vocera categorizes contacts as individual users, Voice Groups, and Distribution Lists. Voice

Groups and Distribution Lists are indicated with a L) icon. For each Vocera user, a photo of the
user is displayed, or the user's initials if no photo is available.

A colored ring around the user's photo or initials indicates the availability of the contact:

e Green indicates that the contact is available.

¢ Yellow indicates that the contact is in Do Not Disturb mode for calls, messages, or both.
Details on the user's Do Not Disturb status are provided with the contact's name and title.

¢ Red indicates that the contact is not available.

Using Web Console Favorites

In the VMP Web Console, you can specify a list of Favorite contacts that you communicate with
frequently.

To display the list of Favorites, select Favorites at the top of the Contacts pane.

vocera I

Contacts

[ Favorites ¥ |

@ Pediatricia
Available

Jane Moore
Surgeon
Mot Available
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Adding a Favorite
You can add a contact to the list of Favorites.

=== Note: If a Favorite is a Vocera user, the contact status for the user is displayed in the

== Favorites list. This lets you quickly determine if the Favorite is logged in to the Vocera
system. See Contact Types and Status on page 132 for more information on contact
status.

" Click the Contacts . icon to display the Contacts view.

2. Select Contacts at the top of the Contacts pane to display all contacts.

3. Select a contact from the displayed list.

0 Tip: Start typing the contact name in the search box to quickly find a user or group.

Click the star icon ' located at the top right of the contact. This changes the star to yellow,
which marks this contact as a Favorite. The VMP Web Console adds the contact to the
Favorites list.

vocera Web Console (@) cai Goodman | Logaut

(st ] ‘:.) .!;Iﬂ.]ﬂ Thomas

Available

Claudia Bernelli
Neurologist

Not Available

Urgent Call Text

~ Call
a Denise Lundberg
Psychiatrist conTACT DETAILS

Mot Available

@ Gail Goodman
Family Physician

Available

@ Henry Thomas
Pediatrician

Available
Jane Moore
Surgeon
Not Available
John Smith
Oncologist
Not Available

@ Martin Choi
Family Physician o

Mot Available

© 2015 Vocera

Displaying Contacts in Sites

If contacts have been organized into sites, you can specify which sites are to be displayed in the
Contacts list.

===| Note: Sites are available if they have been created on the Vocera Voice Server with which
== the /MP Server has been integrated. See Vocera Voice Server Integration on page 26
for more information on integrating with the Vocera Voice Server.

1. Click the Contacts . icon to display the Contacts view.

2. Click Sites.
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vocera NI Web Console (€ Gail Goodman | Logou

«) Henry Thomas
% § Pediatrician
X

Available

@ O

Call Urgent Call

Claudia Bernelli
Neurologist

Mot Available

a @ Denise Lundberg
Psychiatrist

Mot Available

@ Gail Goodman
Family Physician

Available

@ Henry Thomas
Pediatrician

Available
Jane Moore
Surgeon
Not Available
John Smith
Oncologist
Not Available

@ Martin Choi
Family Physician

Mot Available

© 2015 Vocera

In the list of sites that appears, select or clear the sites to display.

Calling a Contact

If you are logged in to the Vocera Collaboration Suite, you can call a contact from the VMP Web

Console.

1.
2.

4. Click Call to place a call to the contact, or click Urgent Call to place an urgent call to the

Log on to the VMP Web Console from your Web browser.

Click the Contacts . icon to display the Contacts view.
Click the name of the contact to which you want to place a Call. The screen for this contact
displays the ways that you can commmunicate with the contact.

\/OC@(B‘U Web Console (¢) Gail Goodman | Logout

) Henry Thomas

Pediatrician

Available
Claudia Bernelli
Neurologist
Not Available
Call Urgent Call Text

a Denise Lundberg
Psychiatrist 'CONTACT DETAILS

Not Available

@ Gail Goodman
Family Physician

Available

@ Henry Thomas
Pediatrician

Available
Jane Moore
Surgeon
Not Available
John Smith
Oncologist
Not Available

@ Martin Choi
Family Physician

Mot Available

© 2015 Vocera

contact. This call behaves exactly as if you had originated it from the device.
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Appendixes

These appendixes provide additional reference information that may be useful to you.

Configuration Options Reference

The following sections list the configuration options provided for the VMP Server.

VMP Administrator Configuration Options

These are the configuration options that can be accessed from the VMP Administrator.

These options are organized into categories, and some categories are divided into subcategories.
To access these options, start the VMP Administrator and select Configuration > System Options

o

Table 37: System and Networking

Option
Networking

Vocera Messaging Server
Public Host Name / IP

Vocera Messaging Server
Internal Host Name / IP

Email

Enable Outgoing Email

Display Name

Email Address
SMTP Server

SMTP Port

SMTP Authentication
Security

Device Validation Certificate

Enforce SSL for Smartphone
connections

Description

The IP address that devices use to connect to the VMP Server.

The VMP Server IP address used by internal VMP Web Console
connections. This can be the same as the public IP address.

Allow outbound email messages to be sent from the VMP Server through
SMTP. These include administrative messages, Alert responses, and Open
Portal reports.

The name under which outgoing email is to be sent.

The email address that outgoing email is to be sent from.

The SMTP server through which outgoing mail is to be sent.

The port that the SMTP server uses. The default is 25.

Whether SMTP authentication is required with the SMTP relay host.

The approved certificate for device validation. Devices must have installed
the corresponding device certificate to be able to access this server.

Enforce that all communications between the VMP Server and VMP
smartphone clients are to use SSL.
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Option
Enforce App PIN

App PIN Timeout

Enforce device password for
all smartphones

Minimum Password Length

Require at least one letter

Auto Lock

Enforce Change Password

Password Change frequency

Unique passwords before
reuse permitted

Maximum failed attempts
before device wipe

User Inactivity

Time of inactivity for automatic
logout

Days of inactivity before user is

placed into Warning state

Days of inactivity before user is

placed into Locked state

Time of inactivity for auto
logout of smartphone client

Table 38: Contacts

Option

Allow User to upload personal
image

Allow Email Communication

APPENDIXES

Description

Enforce that access to the client application must require PIN entry. Valid
settings are OFF, ON, and SHARED (PIN required for shared devices only).
This option is set to either SHARED or OFF in the Security Options dialog
box during installation - see Installing the VMP Server on page 10 for
more details.

You can override this setting for any individual user. For more information,
see Editing User Information on page 78.

If you change the Enforce App PIN setting to ON, device users will not be
able to set a PIN if they registered by email or using a registration key and
do not have either a valid VMP Server username and password or a valid
Active Directory username and password.

If Enforce App PIN has been activated, set the number of seconds that the
device can remain idle before the PIN must be re-entered.

Indicate that the client app is not enabled to run on a device unless a
password has been specified for the device. This ensures that sensitive
information is kept safe if the device is lost or stolen.

Enter the number of characters the user must include in the device
password. For iPhone users, the device Passcode Lock settings must be
changed if you want a password longer than 4 numerical digits..

Select Yes to ensure that the user adds at least one letter to the device
password. For iPhone users, you cannot insist on a password with at least
one letter. For iPhone users, the device Passcode Lock settings must be
changed if you want a password to include a letter.

Set the duration of inactivity, in minutes and seconds, until the device auto-
locks. In the following example, the device is set to auto-lock after five
minutes and thirty seconds:

5m30

Select Yes to ensure the user changes the device password at a regular
frequency.

If Enforce change password is set to Yes, enter the interval, in days, at
which the user is required to change the device password.

The VMP Server stores a list of the most recently used passwords for a
device. A password cannot be reused if it is one of the N most recent
passwords used, where N is the value of this option.

Enter the number of times a password can be incorrectly entered before all
system sensitive information is wiped from the device.

The number of minutes that the browser and VMP can be inactive before
automatic logout. This does not affect clients or the VMP Enterprise
Manager.

The number of days before a Warning icon is placed on a user account.

The number of days before an inactive user is locked. This affects both
client connections and the VMP Web Console. See Unlocking a User on
page 80 for more details.

The number of minutes that a client can be inactive before automatic
logout.

Description

Whether a user can upload a photo to their Contact entry from a client
application.

This setting controls whether client applications can use email as a mode
of communication. If this setting is enabled, the client uses the device's
default email editor.
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Table 39: Secure Messaging

Enable Remind Me Later Whether to display the Remind Me Later / View Later button when

Option displaying a message on the client application. Message reminders are
available for Urgent and High priority messages only, not Normal priority
messages.

Default Subject Line for 3rd The subject line to use when messages are sent from a third-party WCTP

Party Integrations source.

Response waiting interval The number of seconds to wait for a user response when an SNPP or
WTCP message is sent.

Retain Message History in The number of weeks that messages are kept in the Microsoft SQL

Database database.

Deliver message content to Determines whether the content of an Alert is delivered to an SMS user.

SMS users The default is No, since SMS channels are non-secure.

Allow Urgent messages Whether messages can be marked as Urgent.

Include attached images in the  Whether to include attached images when generating a report
report

Number of days of inactivity to  The number of days that a conversation is to be inactive before the
archive a conversation conversation is archived.

Table 40: Override Notifications

Enable Do Not Disturb Mode Whether Do Not Disturb is to be allowed in the client application.
on Smartphone Clients

Table 41: Content

Minimum document update For the Content module, the minimum number of minutes between
frequency updates of documents in shared folders.

Allow Content sync with Whether to support synchronization of Content module documents on
Mapped Network Drives mapped network drives (not recommended).

Table 42: Web Console

Disclaimer for Web Logon

Enabled Whether a disclaimer popup appears when users log in to the VMP Web
Console.

Organization Name The organization name to appear in the disclaimer popup.

Text The content of the disclaimer popup.

Web Console Date Format The format in which dates are displayed in the VMP Web Console.

Table 43: Integrations

Vocera Voice

Important: If any of these values are changed, you must manually restart the VMP Server. See
@ Starting and Stopping the VMP Server on page 21 for details on how to do this.

Enabled Whether the VMP Server is to interact with a Vocera Voice Server.

IP Addresses The IP address of the Vocera Voice Server, or comma-separated
addresses if the Vocera Voice Server is operating in a clustered
environment. This option can be set in the Voice Server dialog box during
installation. See Installing the VMP Server on page 10 for more details.
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Option

Port

Use HTTPS

VCG IP Addresses

VMI Message Expiry

Enable Enhanced Voice Server
NIO Tomcat Feature

VST integration
Enabled

Server URL

Server ID

Security Token

Email

Enable Secure Message
Initiation

APPENDIXES
Description
The Vocera Voice Server port number.
Whether to use HTTPS for secure communication with the Vocera Server.

The Vocera Client Gateway IP address, or comma-separated addresses if
the Vocera Client Gateway is operating in a clustered environment. These
addresses are configured when the Vocera Voice Server is installed and
has been synchronized with the VMP Server, and cannot be edited here.

The number of minutes before VMI (Vocera Messaging Interface)
messages sent from the Vocera Voice Server expire.

Whether to enable support for scaling changes included in the Vocera
Voice Server. Ensure that this feature is enabled in the Vocera Voice Server
before enabling it in the VMP Server.

Set to Yes when the VMP Server is being integrated with a Vocera Secure
Texting server.

The URL of the Vocera Secure Texting server environment. Typically, this
site is accessed using HTTPS.

The ID of the VMP Server. The Vocera Secure Texting server uses this
server ID to refer to the VMP Server.

The value sent from the VMP Server to the Vocera Secure Texting server
to authenticate a connection between them.

Enables the configuration of a user's email into the Messaging feature.

Secure Message Initiation - Incoming Mail

Protocol

Email Scan Interval

Initiation Permitted

Email Username
Email Password
Confirm Email Password

Delete Email Once Processed

WCTP

PollinglD 1
PollinglD 2
PollingID 3

SMS Aggregation

Configure SMS aggregator
plug-in

The protocol for the mailbox. This is one of POP3, IMAP4, or Exchange
Web Services.

Depending on the protocol selected, additional connection parameters
must be specified, including POP3/IMAP/EWS Host and POP3/IMAP4/
EWS Port.

The number of seconds between scans for new incoming email.

Indicates when Alert initiation can be triggered:
e From any email address: This option allows email from any sender to
initiate an Alert to the user.

e From VMP users only:  This option restricts Alert initiation to trigger
only when the email is from another system user.

The user name associated with the mailbox.
The mailbox access password for the user.
Confirm the mailbox access password for the user.

Determines when email is removed from the monitored mailbox:

e |mmediately The email is deleted after it has been processed and
converted to an Alert.

e Once/Day All email is deleted after 24 hours.
e Never The emalil is never deleted.

The polling IDs to use when communicating with a WCTP source.

Link to the Plugin Configuration window in which you can configure an
SMS aggregator service.
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Table 44: Scheduling

When does daily validation The time at which schedule validation takes place when it has been

happen specified for on-call schedules. When automatic validation is performed, a
report is generated that is emailed to all users that have edit access on the
schedule.

Validation look ahead interval ~ The number of days to look ahead in an on-call schedule when validating.

This number can be between 1 and 14.

Table 45: VBI Data Export

Enable VBI Data Export Whether or not the Vocera Business Intelligence (VBI) Data Export function
is active.

Time of Data Export The time at which to run the VBI Data Export job.

Location of Data Export Where to store the VBI Data Export logs.

VMP Enterprise Manager Configuration Options

This is a list of the configuration options that can be accessed from the VMP Enterprise Manager.
These options are organized into categories, and some categories are divided into subcategories.
To access these options, start the VMP Enterprise Manager and select Configuration Q

Options marked with an asterisk * are visible only when you click Advanced Options.

== Note: If you are using VMP in a clustered environment, you must update these options
I
=== 0on each cluster node on which the VMP Server is installed.

Table 46: VMP Enterprise Manager Configuration Options

Database

Auth

Login The database account used to query stored
permissions and authenticate users. The default is
wicauth.

Password The password for this account.

Confirm Password A repetition of the password for this account.

Master

Login The account used by the application server and by
the VMP Administrator if authenticated successfully.
The default is wicapplication.

Password The password for this account.

Confirm Password
Server

MaxConnections *

Services
WDE

Networkinterface

NetworkPort

A repetition of the password for this account.
The IP address of the VMP database server.

The maximum number of cached connections to the
SQL server.

The IP address of the network interface to which the
server listens for requests. If thisis set 10 ©.0.0.9,
all interfaces are available.

The HTTP port number for the VMP Server.
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Option
NetworkSecurePort

NetworkSecureCertificate

NetworkSecureEnforceWebSSL

MaxPacketSize *

DefaultSliceLimit *

EnableWebServer

Enable automatic Web login

Enable no authentication for Web login

Do not show VMP instances on Web login page

BISStatusRecordsFlashinterval *

Apple push protocol version *

Apple push idle connection timeout *
Google Cloud Messaging project ID *
Google Cloud Messaging key *
Connection Limit *

Connection Timeout *

Media Stream Connections Limit *
Device Push Connections Limit *

Web Push Connections Limit *

Active Directory Server

Connect to Active Directory over SSL

Allow Active Directory user to login (display login/
password form)

Enable automatic login using Active Directory
authentication

Allow current logged domain user to login (display
link)

APPENDIXES

Description
The secure HTTPS port number for the VMP Server.

The SSL certificate to be used with the VMP Server.
This is set in the Security Options dialog box during

installation. See Installing the VMP Server on page
10 for more details.

Enforce the use of SSL when connecting from the
VMP Web Console to the VMP Server.

The data size used by device clients when
communicating with the server.

The maximum size of a compressed data chunk
in a packet. This enables limiting of memory
consumption on the device.

Enable the VMP Web Console.

Enable Active Directory automatic login (supported
for Internet Explorer only).

Enable the Open Portal interface.

If multiple instances of the VMP Server are available,
do not display them on the VMP Web Console login
page.

The BIS-B status record expiration interval. This
value does not need to be changed.

This value does not need to be changed.
This value does not need to be changed.
This value does not need to be changed.
This value does not need to be changed.

The number of requests that the server can handle
simultaneously. Requests over the limit are kept in a
connection queue.

The length of time that a connection remains in the
connection queue.

The maximum number of simultaneous media
streaming HTTP connections.

The maximum number of simultaneous device push
connections.

The maximum number of simultaneous web push
connections.

The Active Directory IP address or host name when
the VMP Server is integrated with Active Directory.
This option can be set in the Active Directory dialog
box during installation. See Installing the VMP
Server on page 10 for more details.

Whether to connect to the Active Directory server
using SSL. The default is False.

Enable the use of Active Directory user names

and passwords when logging into the VMP
Administrator. Only users that have been granted
permission to log into the VMP Administrator can
use their Active Directory credentials. The default is
False.

Select True to automatically log in a Windows-
authenticated user. The default is False.

Select True to display an auto-login link. If this link is
clicked, the VMP Server attempts to automatically
log in using Windows authentication. The default is
False.
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Option
GCMProxy *
WCTP *
Security code *
SMTP

Server

Port *
VMP email

UseAuthentication *
Login *

Password *
Confirm Password *
UseSSL *

Network *

Proxy *

Enabled *

Host *

Username *
Password *
Confirm Password *
UseSSL *

Soap *

ConnectionsLimit *

Logging
Limit log messages to VMP Log File

Limit log messages to Windows Event Log

Limit EMail notifications

Email Address(es) for Notifications

Enable extended communication logging *

Enable smartphone extended communication
logging *

Enable web console extended communication
logging *

Enable SOAP extended communication logging *

APPENDIXES

Description

This value does not need to be changed.

The security code to allow WCTP polling.

The SMTP server for email notifications. In a
clustered environment, this is used to send failover
notifications.

The port number for the SMTP server.

The email address that email notifications are sent
from.

Whether to use SMTP authentication.

The login ID for SMTP authentication.

The password for the SMTP login.

A repetition of the password for the SMTP login.
Whether to use SSL for the SMTP connection.

Whether a proxy is to be enabled on the network. If
a proxy is enabled, all outgoing requests go through
this proxy.

The IP address of the proxy.

The username for the proxy.

The password for the proxy username.

A repetition of the password for the proxy username.

Whether to use SSL for the proxy.

The maximum number of simultaneous SOAP
connections.

The levels of log messages to be written to the log
file.

The levels of log messages to be written to the
Windows event log.

The levels of log messages for which email
notifications are to be sent.

The email addresses to which email notifications are
to be sent.

Enables logging of the content of HTTP requests,
WCTP, and Alert emails. Warning: This logging
information may contain Alerts and Chat messages,
which may cause patient-sensitive information to
appear in the log files.

Enables logging of VMP smartphone data
exchanges. Warning: This logging information will
contain Alerts and Chat messages.

Enables logging of VMP Web Console data
exchanges. Warning: This logging information will
contain Alerts and Chat messages.

Enables VMP SOAP interface logging.
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APPENDIXES

Port Requirements
To install VMP, you must configure a firewall or proxy firewall.

This firewall or proxy firewall must be configured with the following conditions:
e Support for resolving Internet addresses that use DNS
e A firewall proxy that does not change incoming or outgoing data (transparent proxy)

To allow communication between VMP devices and services, configure communication protocols
and port numbers on the firewall and within the organization network environment.

The following tables describe important system port requirements.

Table 47: Protocol and port requirements for VMP Server

VMP Server => Microsoft SQL Server TCP 1433
VMP Web Console Users' computers => VMP Server TCP 80
VMP Web Console Users' computers => VMP Server TCP 443 (Using SSL)

Table 48: Protocol and port requirements for Apple iOS device messaging

VMP Server => Apple Push 2195 gateway.push.apple.com
Notification Service (APNS) 2196

VMP Server => Apple Push TCP 443 gateway.push.apple.com
Notification Service (APNS)

Apple iOS devices using Wi- TCP 5223 gateway.push.apple.com

Fi connection => Apple Push
Notification Service (APNS)

Table 49: Protocol and port requirements for Google Cloud Messaging (GCM) for Android devices

VMP Server => Google Cloud android.googleapis.com
Messaging (GCM)

Android devices using Wi-Fi TCP 5228 Your firewall must accept outgoing

connection => Google Cloud 5229 connections to all IP addresses

Messaging (GCM) 5230 contained in the IP blocks listed in
Google's ASN of 15169.

] Note: Android devices running version 4.3 or later can use port 443 as a fallback if the
| other three ports are not working.

Table 50: Protocol and port requirements for Simple Network Paging Protocol (SNPP) gateways
(using default port)

VMP Server => SNPP Gateway TCP 444

Table 51: Protocol and port requirements for Wireless Communications Transfer Protocol (WCTP)
gateways (using default ports)

VMP Server <=> WCTP Gateway TCP 80
VMP Server <=> WCTP Gateway TCP 443
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Frequently Asked Questions

This provides answers to commonly occurring problems.

1. The VMP Web Console URL must be added to the list of trusted sites to work correctly from
Internet Explorer 9 or later. For instructions about adding a site to the trusted site list, see:
Microsoft Community - Internet Explorer Question, "How do | add a site to my "trusted
sites" list? If you log into your computer using an Active Directory interface, and therefore do
not need to log in to the VMP Web Console to use it, the VMP Web Console URL must be
part of the local intranet.

2. To provide the best possible experience while using the VMP Web Console, make sure that
you have the Internet Explorer browser set to compatibility mode:

a. Open Internet Explorer.

b. Press F12.

c. Select Browser Mode and ensure it is set to Internet Explorer 9. If you are using a newer
browser, set Browser Mode to Internet Explorer 9 Compatibility View.

d. Select Document Mode and set it to |IE 9 Standards.

If your logs list the following error when the Vocera Data Exchange Service is started, another
application on the VMP Server is running on port 80:

Failed to listen on prefix 'http://*:80/' because it conflicts with an
existing registration on the machine.

In most cases, this error occurs because the IIS Service is using port 80. Turn off the IS World
Wide Web Publishing option as described in Installing the VMP Server on page 10 .

The APNS certificate must be updated annually. Check with your technical account manager to
determine if your certificate requires an update.

For details on how to update an APNS certificate, see Updating the APNS Certificate on page
71.

On the VMP Server, locate the drive that VMP is installed on (the default is the C drive), and
browse to the following folder:

Program Files/Wallace/WIC/Logs
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