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About Vocera Alarm Analytics

Vocera Alarm Analytics is a tool that works in conjunction with the Vocera Alarm Management
system, providing hospitals with the evidence needed to improve their alarm management
strategy.

Vocera Alarm Analytics:

¢ Allows refinement of alarm filtering and escalation
¢ Allows monitoring and measurement of clinical workflow effectiveness
® Provides a real-time dashboard to monitor operations against benchmarks

¢ Provides data aggregation and reporting to support safety, regulatory, and quality
requirements

When Vocera Alarm Management is optimized with the Vocera Alarm Analytics solution, the
number of alarms that will be sent to each nurse can be drastically reduced, reducing alarm
fatigue, increasing patient safety and satisfaction, and improving care team efficiency.

The diagram shown here displays the Vocera Alarm Analytics architecture.
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Prerequisites

These sections describe the prerequisites required to install Vocera Alarm Analytics.

Software and Server Prerequisites

The following software and servers must be in place before you can install Vocera Alarm
Analytics.

e Microsoft SQL Server 2008 R2 and above
e [IS7 orabove
e Microsoft .NET Framework 3.5 and 4.5

e MS SQL CMD and ODBC driver. This needs to be installed when the SQL server database is
in a different server.

Verifying the SQL Username and Password

To verify the SQL username and password, log into the SQL server from the SQL Server
Management Studio.

If needed, create a new user with the relevant roles and verify whether this user is able to log in.
This new user may need to change the password on the first login, which may create problems.

Ensure that the password is not expired or disabled.

Verifying the SQL Driver

To verify that you have the correct SQL driver, type sqlcmd -? in the Command Prompt window.
This displays the following result:

C:\>sqlcmd -?

Microsoft (R) SQL Server Command Line Tool

Version 11.0.2100.60 NT x64
Copyright (c) 2012 Microsoft. All rights reserved.

Verifying Database Privileges
Follow these steps to verify the database privileges in the SQL Server.

1. Log into the SQL Server with valid credentials.
2. In Object Explorer, expand Security and Logins.

5 VOCERA ALARM ANALYTICS CONFIGURATION GUIDE



PREREQUISITES
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3.

If you have previously set up a user with the necessary database privileges:

a. Right-click on the user's name and select Properties.
b. Select Server Roles.

c. Ensure that public and sysadmin have been selected.

4. If you need to set up a user with database privileges:

a. Right-click Logins > New Login.

b. Type the login name of the user that is to be granted database privileges. Select the
Windows authentication radio button.

- _
- 51 [
[ Login - New .4 e =
Selectapage P
Serpt 74 Hel
2 General Ssent ~ e
2 Server Roles
5 User Mapping Login pame: VOCERA'ssrinivasan| Search..
2 Securables
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|
|
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(©) Mapped to asymmetric key
Map to Credential
Connecii [[] Mapto il A
Server Mapped Credentials Credertial Provider
SSRINIVASAND1-D\SQLEXPRES
Connection
3 View connection properties
Progress e
Ready Defauit database: [master -
Default lanquage [ cdefauit> -
|l i
| [0k ][ cancel

c. Inthe left pane, select Server Roles. Select the checkboxes as shown below, and click

OK.
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Verifying the Features Installed in IS 7

Follow these steps to verify that the IIS 7 feature installation is correct.

LN~

Note: IS 7 is a prerequisite for Vocera Alarm Analytics.

Start the Microsoft Windows Control Panel.
Select Programs and Features.
Select Turn Windows features on or off.

Verify that the following features are selected.
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Windows Features

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled box means that only part of the feature is turned on.

= [H | Internet Information Services
[T 1. FTP Server
= . Web Management Tools
= . 1156 Management Compatibility
. 056 Management Conscle
, I56 Scripting Teols
;156 WMI Compatibility
, 5 Metabase and IS5 6 configuration compatibility
;IS Management Console
;IS Management Scripts and Tools
;IS Management Service
= @] |, World Wide Web Services
=] . Application Development Features

EEEE

| NET Extensibility

| AsP

| ASP.NET

| cal

| ISAPI Extensions

| ISAPI Filters

| Server-Side Includes

=] , Common HTTP Features
| Default Document
. Directory Browsing
. HTTP Errors
. HTTP Redirection
. Static Content
. WebDAV Publishing

[7] | Health and Diagnostics

. Performance Features

= WL Security

| Basic Authentication

. Client Certificate Mapping Authentication
. Digest Authentication

o IS Client Certificate Mapping Authentication
o IP Security

. Request Filtering

. URL Authorization

. Windows Authentication

EEEEOOOE

Verifying .NET Framework 4.5

If .NET Framework 4.5 is installed after IS has been set up, you must register ASP.NET
separately.

To register ASP.NET, use one of the following commands, depending on your Windows operating
system:

command%windir%\Microsoft.NET\Framework\v4.0.30319\aspnet_regiis.exe /i

command%windir%\Microsoft.NET\Framework64\v4.0.30319\aspnet_regiis.exe /i

Verifying IIS Operation
To verify that IIS is working, type http://localhost in your browser.
If IS is working properly, the IIS page is displayed:
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In the C:\Windows\Microsoft.NET\Framework64 folder, ensure that subfolders are defined
for v2.0 and v4.0. These subfolder names may include more complete version information that
includes the build number - for example, v2.0 may be indicated by the folder name v2.0.50727.

Verifying ASP.NET
Follow these steps to ensure that ASP.NET is working properly.

First, in the Windows registry, search for the HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft
\InetStp\Components registry key. This is the IIS Setup key that contains the components that
have been enabled in IIS.

Click the Windows Start key and click Run. In the Run window, type regedit.exe and click
OK. This displays the Windows registry.

Locate the HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\INetStp\Components registry
key.

If you are using ASP.NET 4.5, ensure that ASPNET45 and NetFxExtensibility45 have been set
to 1.

If you are using an older version, ensure that ASPNET, NetFxEnvironment, and
NetFxExtensibility have been set to 1.

Next, check whether the current .NET Framework version is 4.0. To do this on Windows Server
2008:

Go to IIS Manager.
Click Start > Administrative Tools > Internet Information Services (IIS) Manager.
Click on the name of your server to display the Actions Panel.

If a dialog box appears asking you whether you want to get started with Microsoft Web
Platform, click No.

In the Actions Panel, click Change .NET Framework Version. A dialog box appears, displaying
the version of .NET Framework that is currently in use.
Verify that the version starts with 4.0, and click OK to close the dialog box.

In the Actions Panel, click View Application Pools to check whether the application pools .NET
Framework version is 4.0:
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If you can't find ASP.NET or .NET, open a Command Prompt window in administrator mode
and run the following command from the folder in which you have installed .NET Framework:
C:\Windows\Microsoft.NET\Framework\v4.0.30319>aspnet_regiis -I

Replace v4.0.30319 with your version of .NET Framework. Restart your server after
completing this command.

If you are using Windows Server 2012, see IIS 8.0 Using ASP.NET 3.5 and ASP.NET 4.5 for
details on how to verify that .NET Framework 4.0 is installed on your server.

Additional Server Requirements

To install Vocera Alarm Analytics, your server must meet the additional requirements shown here.

e The time zone of the Vocera Alarm Analytics server must match that of the Vocera Alarm

Management server that it is analyzing. If you must change the time zone, you must restart
the server.

The Vocera Alarm Analytics server must have a static IP Address.
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Installation

Follow these steps to install Vocera Alarm Analytics.

Double-click the VoceraAnalytics.exe installation file to launch the installer.
2. Inthe Access Control dialog box, click Yes.

@User Account Control

| I!)I Do you want to allow the following program from an unknown
“* ' publisher to make changes to this computer?

Program name:  Waalnstexe
Publisher: Unknown
File origin: Hatd drive on this computer

j Show details es | Mo I

Change when these notifications appear

3. If Vocera Alarm Analytics is already installed, the screen shown below appears. Click Yes.

¥Yocera Alarm Analytics ¥2.2.2.0 Setup B

This version 2,2,2.0is already installed, Do you still wank bo continue?

4. Click OK.

Yocera Alarm Analytics ¥2.2.2.0 Setup E3

Uninstallation is being initialized. It will kake Few minutes to complete. Do you
want ko continue ¥

oK I Cancel |

5. Wait for the uninstallation process to complete. This happens in the background. When the
screen shown below appears, click OK.

Yocera Alarm Analytics ¥2.2.2.0 Setup B4 |

Uninstallation is completed.

6. Click Next.
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INSTALLATION

Ib:'l' Yocera Alarm Analytics ¥v2.2.2.0 Setup

vocera\

Welcome ko Wocera Alarm Analykics +2.2,2.0 Setup Wizard,

This installer will quide you through the steps required to install Wocera Alatm
Analytics ¥2.2.2.0 on your computer,

WARNING: This computer progran is protected by copyright law and inkernational
treaties, Unauthorized duplication or distribution of this program, o any portion of
it, may result in severe civil or criminal penalties, and will be prosecuted ko the
maximurn extent possible under the law,

Cancel | Yarcera Alarm Snalytics

7. Specify the installation directory. The default installation directory is C:

\VoceraAlarmAnalytics. You can use the file browser to select another directory. Click
Next.

I—b:J ¥ocera Alarm Analytics v2.2.2.0 Setup: Installation Folder M=l B3

| Setup will install ¥ocera Alarm Analytics +2,2.2.0 in the Following folder. To
install in a different Folder, click Browse and select another folder, Click
Mexk o cantinue,

i Wocer aflatnanalytics Browse, .. |

"Destination Falder

Space required: §.2ME
Space available: 50, 1GE

Cancel | Yaocera Alarm Analytics < Back | Mest = I

8. Specify the server name and authentication credentials for the Analytics SQL server. Click
Next.

I_bj“ ¥Yocera Alarm Analytics ¥2.2.2.0 Setup M= E3
A Y
—Analytics SQL Server details

Setver Mlame:

- hukhentication

= Windows Authentication
¥ 501 Server Authentication

Login: I

Password: I

Mote: Please ensure there is no password expiration policy set For this user.

Cancel | Yacera Alatm Analytics = Back. | Mext = I

9. Specify the server name and authentication credentials for the VAM SQL server. Click Next.
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INSTALLATION

"ﬁ:'— Yocera Alarm Analytics ¥2.2.2.0 Setup

WaM S0L Server details

Seryver Mame:

r Authentication

= Windows Suthentication
¥ S0l Server Authentication

Login: I |

Password: I

Maote: Please ensure there is no passwaord expiration policy set For this user,

Cancel | Yocera Slarm Analytics < Back | Next = I

10. Click Yes to create the databases. This erases any existing data in these databases. Click No
to reuse the existing databases.

ipaj— ¥Yocera Alarm Analytics ¥2.2.2.0 Setup

Click "fes' to create databases, This will drop the existing databases i any
and create new dakabases

Click "M’ if vou do not want ko create any databases, It doesn't do any
change in existing databases so any changes in the scripk in this Build will nok
b applied. This option can be used ko re-use the existing databases,

11. Provide the credentials and the static IP address for your host machine. Click Next.

i Yocera Alarm Analytics v2.2.2.0 Setup M= E
N

— Specify Host machine details

Username: Ivocera'l,abehera

Password: I [T YITTITY Y]

1P Address: I 1?230.1?.22?'

Cancel | Yocera Alarm Analybics = Back | Mext = I

12. Click Install to start the installation.
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INSTALLATION

|'p°j~ ¥ocera Alarm Analytics ¥2.2.2.0 Setup

Mow installation process is ready ko get skark, You can verify all details before
starting installation,

Click. "Inskall" to skart installation.

Cancel | Yocera Alatm Snalytics < Back

13. During installation, do not close any windows that appear.
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SSL Configuration for Analytics

To configure Vocera Alarm Analytics for SSL, you must change its configuration as described in
these steps.

== Note: Your IIS settings must be updated to provide SSL support.

10.

In the folder in which you have installed Vocera Alarm Analytics, go to the Vocera
Analytics/VAAConfiguration subfolder, and open the file web.config.

In the Configuration/AppSettings section, locate the RestService tag, and replace http
with https. Save the file.

In the folder in which you have installed Vocera Alarm Analytics, go to the Vocera
Analytics/AnalyticsDashBoard subfolder, and open the file web.config.

In the Configuration/AppSettings section, locate the RestService tag, and replace http
with https. Save the file.

In the folder in which you have installed Vocera Alarm Analytics, go to the Vocera
Analytics/VoceraDashboardRestAPI subfolder, and open the file web.config.

In the Configuration/AppSettings section, locate the SSLEnabled tag, and set its value to
True.

In the configuration/system.serviceModel/bindings/webHttpBinding/binding
section, change the security mode to Transport.

In the configuration/system.serviceModel/bindings/basicHttpBinding/
secureHttpBinding section, change the security mode to Transport. Save the file.

In the folder in which you have installed Vocera Alarm Analytics, go to the Vocera
Analytics/VoceraAnalyticsAdminRestAPI subfolder, and open the file web.config.

In the configuration/system.serviceModel/bindings/basicHttpBinding/
secureHttpBinding section, change the security mode to Transport. Save the file.

VOCERA ALARM ANALYTICS CONFIGURATION GUIDE
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Configuring Vocera Alarm Analytics

You can use the configuration console to configure Vocera Alarm Analytics.
You can:

e Specify the Vocera Alarm Management servers to analyze.
e Specify the colors to use for alarm levels.
e Specify the outset values.

=== Note: After installing Vocera Alarm Analytics, you must clear your browser cache before
I
= starting configuration.

Logging into the Configuration Screen
Follow these steps to log into the Vocera Alarm Analytics configuration screen.

1. Inyour web browser, type http://hostname/VAAConfiguration/, where hostname is the
IP address or domain name of your Vocera Alarm Analytics server. The login screen appears.

2. Inthe UserName field, enter your user name. The default is admin.
3. Inthe Password field, enter the password for your user name. The default is admin.

4. Click Login. The list of configured Vocera Alarm Management servers appears. See
Configuring the Servers on page 16 for more details on server configuration.

Configuring the Servers

From the configuration screen, you can specify the Vocera Alarm Management servers that
Vocera Alarm Analytics is to analyze.

To specify servers:

1. Click E to display the server pane. If this icon has an orange background, this pane is
already displayed.

VOCERA ALARM ANALYTICS CONFIGURATION GUIDE
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CONFIGURING VOCERA ALARM ANALYTICS

VOCERA ALARM ANALYTIC CONFIGURATION &, admin | Log Out

vocera\

Hospital Name 1 Vocera Alarm Managern  vAM Server IP 1 172.30.17.223 Mirth Server Port 1 9998
Hospital Name 2 VAM Server IP 2 Mirth Server Port 2 Update
Hospital Name 3 VAM Server IP 3 Mirth Server Port 3

Hospital Name 4 VAM Server IP 4 Mirth Server Port 4

Hospital Name 5 VAM Server IP 5 Mirth Server Port 5

Note: Please restart VAA engine after updating VAM Server IP or Mirth Server Port.

2. For each hospital server to be analyzed:
a. Inthe Hospital Name field, enter the name of the Vocera Alarm Management server.
b. Inthe VAM Server IP field, enter the IP address of the server.
c. Inthe Mirth Server Port field, enter the port of the Mirth server that the Vocera Alarm
Management server uses. The default is 9997.
d. Click Update to update the server information. Each server setting is updated separately.
— Note: You must restart Vocera Alarm Analytics after reconfiguring these servers.

Configuring the Alarm Colors

From the configuration screen, you can specify the colors to use to display alarms in Vocera
Alarm Analytics. These colors can be specified on a unit-specific basis.

To specify alarm colors:

1. Click =8l to display the color pane. If this icon has an orange background, this pane is already
displayed.

2 admin| Log Out

VOCERA ALARM ANALYTIC CONFIGURATION

vocera\u

Hospital | Teronto [+] Group Testeroup [=] unit Testunit [=]
Level 1 Select = color
Level2 [ o] select s color
Level 3 Select = color
tevela [ | selectscoior
Level 5 Select 5 color

!

Update

2. From the Hospital, Group, and Unit dropdown lists, select the affected hospital, group, and
unit.

VOCERA ALARM ANALYTICS CONFIGURATION GUIDE



CONFIGURING VOCERA ALARM ANALYTICS
3. To select a color for an alarm level, click its current color. In the collection of color swatches
that appears, select a color. Repeat this step for other alarm levels as needed.

4. Click Update to update the alarm colors. If the Vocera Alarm Analytics dashboard is being
displayed, you must refresh the dashboard to display it in the new colors.

Configuring the Outset Values

From the configuration screen, you can specify the maximum outset values and the open alarm
timeout value.

1. Click k= to display the outset pane. If this icon has an orange background, this pane is

already displayed.
\VOCES 8‘ VOCERA ALARM ANALYTIC CONFIGURATION & amin| Log Out
Hospital | Toranto [=] Group Testsroup [=] unit Testunit [=]
Alarm Load Max Outset Value 25
Patient Load Max Outset Value 25
Open Alarm Timeout Value(Sec) 10
'

2. Inthe Alarm Load Max Outset Value field, specify the threshold value for the number of alarms
for a nurse. If the number crosses this threshold, the nurse is included in the Alarm Load Max
pane in the dashboard.

3. Inthe Patient Load Max Outset Value field, specify the threshold value for the number of
alarms for a patient. If the number crosses this threshold, the patient is included in the Patient
Load Max pane in the dashboard.

4. Inthe Open Alarm Timeout Value, specify the number of seconds before an alarm is
considered open. Open alarms are included in the Open Alarms Counts pane in the
dashboard.

5. Click Update to update the outset values.

Logging out of the Configuration Screen

To log out of the Configuration Screen, click the Log Out button, which is located at the top right
of the screen.
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Shutdown and Disaster Recovery

Learn how to shut down the Vocera Alarm Analytics application server and how to perform a
back up and restore. These processes can help with disaster recovery.

Prerequisites
The following prerequisites must be in place before backup.

e Vocera Alarm Analytics must have been installed, and must be up and running.

e The necessary systems and software must have been installed to enable restoring and
verification of Vocera Alarm Analytics.

The following table lists the Vocera Alarm Analytics prerequisites.

Hardware Software

Intel Xeon Dual-Core or equivalent Windows 2008 R2 and above

8 GB RAM Microsoft SQL Server 2008 R2 and above
500 GB HDD IIS 7 or above

.NET framework 3.5, 4.5

Shutdown

Vocera Alarm Analytics includes one Windows service and several web services for
communicating with different devices and applications. Follow these steps to shut down these
services and the Vocera Alarm Analytics application server.

=== Note: You must shut down or log out from all VAA dashboard or Analytics configuration

= \\cbsites that are connected to the Vocera Alarm Analytics application server before
shutting it down. If you do not do this, the current operations in the browsers will be
terminated abruptly and users will be logged out. The Windows service that must be
stopped is Vocera Analytics Service.

The simplest shutdown procedure is the following:

e The easiest way to shut down the Vocera Alarm Analytics application is to shut down the
application and database servers by powering off the systems (unless other services are being
used).

e The easiest way to restart the Vocera Alarm Analytics application is to restart the application
and database servers (unless other services are being used).

If the SQL database server is restarted, the Vocera Analytics Windows service must be restarted.
This is not likely to result in major issues, but a user might become logged out, or an error,
exception, or web portal crash might occur, depending on the currently running operation.

If the server has to be restarted because of maintenance, such as for a Windows update, it is
advisable to restart at midnight or on the weekend when the load is smaller.
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SHUTDOWN AND DISASTER RECOVERY

Steps for Backup
To back up Vocera Alarm Analytics, you must perform the steps shown here.

e Back up the SQL server database
e Back up the components

Backing up the SQL Server Database

The following are the steps to be used to make a backup of the Vocera Alarm Analytics database
so that it can be recovered if the database server crashes.

Launch the management console and login with valid credentials.
2. Right click on the database.
3. Go to Tasks > Back Up.

42 Microsoft SQL Server Manaaement Studio (Administrator)
File Edit View Debug Tools Window Help
Pl - (D @ | Newquery [y ¢t ) 4 a3
Object Explarer v 1 x
Connect~ % %) m fﬂ;
= (B SSRINIVASANO1-L (SQL Server 11.0.5058
= (3 Databases
3 System Databases
3 Database Snapshots

[ ReportServer
[J ReportServerTempDB

9 -0 -0l b

a

3 Sect New Database...

3 Sen New Query

£3 Rep Script Database as 3

= Alw Tasks ’ Detach..

3 Mar -
Policies » i

53 Inte oo Take Offline

B SQL acets Bring Online
Start PowerShell Shrink 4
Reports » Back Up...
Rename Restore »
Delete Mirror...
Refresh Launch Database Mirroring Monitor...
Properties Ship Transaction Logs...

Generate Scripts...

Extract Data-tier Application...
Deploy Database to SQL Azure..
Export Data-tier Application...
Register as Data-tier Application...
Upgrade Data-tier Application...
Delete Data-tier Application...

Import Data...
Export Data...
Copy Database...

Manage Database Encryption...

4. Remove the existing path using the Remove option and select the desired location.
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\__] Back Up Database - ReportServer =

~

. - =1(=]
Select a page 55 Seript « [ Help
% General
' Options Source
Database: IReportServer ']
Recovery model:
Backup type: - ]
D Copy-only Backup
Backup component:
@ Database
"i" Files and filegroups:
Backup set
Name: ReportServer-Full Database Backup
Description:
Backup set will expire:
Connection @ After: o | days
Server. ® on: 10/13/2015
SSRINIVASANOT-L D .
gaunnacuun Back up to: @ Disk Tape
22 View connection
< 1 »
=
-
L = = =

5. Click Add. The screen shown below appears. Click the Browse button [,

Select a page 8 seript v I Help

# General

& Opti

L Optons | Source

—
| | Select Backup Destination b
Select the file or backup device for the backup destination. You can create
backup devices for frequently used files.
Destinations on disk
(@ File name:
IMicrosoft SOL Server\MSSQL11 MSSQLSERVER\MSSQL\Backup) [:]
Bac device
-

Connection

e

SSRINIVASANOT-L

Connection: 5 ———— =——

sa =

2 View connection Add...

Progress Remove

Ready Contents

6. Locate the desired directory and provide the name of the backup file as
[DatabaseName].bak. For example, the name of the database backup file for the Vocera

Analytics database is VoceraAnalytics.bak.
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B Locate Database Files - SSRINIVASANO1-L

1 Options
Select the file:

3 Microsoft Visual Studio 10.0 -
[ Microsoft Visual Studio 8

{3 Microsoft NET

{3 Mozilla Firefox

-3 Mozilla Maintenance Service
-3 MSBuild

-3 PDF Architect

-3 PDFCreator

-3 Realtek

-3 Realtek Wireless LAN Adapter Sofware
3 Reference Assemblies

3 Skype

3 Temp

[ Uninstall Information

[ Windows Defender

3 Windows Mail

3 Windows Media Player

3 Windows NT

3 Windows Photo Viewer

-3 Windows Portable Devices
-3 Windows Sidebar

+- 3 ProgramData

t- 3 Recovery

-3 SWTOOLS

)

Connection

Server.
SSRINVASANDT-L
Connection

sa

- - - - - -

2 View connection

Progress

111

E
[
[
-3 System Volume Information
[#-[3 Tap Simulator
B
B
B

Ready H-[J Users

H-C3 VAA Backup

t- 3 VoceraAlarmAnalytics

-3 Windows

EG@E -

Selected path: C:\VAA Backup

Backup Files(" bak:™ trn)

Files of type:

File name: VoceraAnalytics.bak]

==

7. Click OK to complete the backup process. If it is successful, the message shown below is
displayed.

S scipt ~ B Help

Source

Bt

Recovery model: SIMPLE

Bockup ype
[ Copy-only Backup

Backup component:

B —

Microsoft SQL Server Management Studio

('ﬁ‘ The backup of database "VoceraAnalytics' completed successfully.

2:"”“'“’” Back up to: @ Disk
C\VAA Backup\VoceraAnalytics bak

22 View connection
4 [T ]

Progress
" Executing (100%)

Stop action now

If an error message appears, change the file path, as this might be due to a permission issue.

Backing Up Components
Vocera recommends that you make a backup of the component configuration files.
The following are the configuration files that need to be backed up.

e [VAM Analytics Installation directory]\Vocera Analytics\AnalyticsDashBoard\web.config
e [VAM Analytics Installation directory]\Vocera Analytics\VAAConfiguration\web.config

e [VAM Analytics Installation directory]\Vocera Analytics\VoceraAnalyticsAdminRestAPI
\web.config

e [VAM Analytics Installation directory]\Vocera Analytics\VoceraAnalyticsService\
VoceraAnalyticsService.exe.config

e [VAM Analytics Installation directory]\Vocera Analytics\VoceraDashboardRestAP\web.config
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Restoring and Verification

To restore Vocera Alarm Analytics, you must restore the databases that you have previously
backed up.

The following are the steps to be followed to recover the VoceraAnalytics database using SQL
Server Management Studio.

1. On the machine where Vocera Alarm Analytics is installed, stop all Vocera Alarm Analytics
Windows services and IIS. To stop IIS, run following command from the Command Prompt
window:

iisreset /stop
2. Right click on the database and select Restore Database.

14 Microsoft SQL Server Management Studio (Administrator)
File Edit View Debug Tools Window Help
Pal- - G @ | A Newquey LRG| S L@ 9 o -E-0 ]
Object Explorer v 3 x
Connect~ 3} & & T [£] B
1 [ SSRINIVASAND1-L (SQL Server 11.0.5058
=]=]
=)=
= 03| Attach...
Tl Restore Database.

New Database..

U Restore Files and Filegroups.

o
3 Se
3 Se
(3 Re Start PowerShell
0 Al
=g )
&I
[# SQL Server Agent

Deploy Data-tier Application...
Import Data-tier Application.

Reports

Refresh

3. Select Device. Click the Browse button to select the backup file.
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(44 Restore Database - o | B3l
& No backupset selected to be restored.
Select a page 5 script - | @ Help
1 General
ries s
1 Options
© Database: ‘ v|

@ Device: E

3 Select backup devices

Specify the backup media and its location for your restore operation

= S
Timeline..

Backup media:
Add
Remove
Contents \point LSN Full LSN  Start D)

mmcction [ ok ][ cancel ][ e
2 SSRINIVASANOL-L [sa]

View connection properties
Progress < I »

Ready

4. Click Add.

5. Locate the .bak file, which is the backup of the database that was taken from the original
server.

|45 Restore Database - ‘ — | Bl ‘
& No backupset selected to be restored.
Select a page 5 Script - | Help
[# General
L Files Source
1 Options
©) Database: v|
.
[ Locate Backup File - SSRINIVASAND1-L [EE=C E]
Backup File location: C:\VAA Backup & j
3 Windows M = [ AnalyticsDashBoard
-3 Windows N (3 VAAConfiguration
3 Windows P [ VoceraAnalyticsAdminRestAP|
L3 Windows P [ VoceraAnalyticsService .
3 Windows S [ VoceraDasboardRestAP|
3 ProgramData []VoceraAnalyiics bak] )
£ Recovery meline.
3 SWTOOLS

3 System Volum
3 Tap Simulator

-3 Users
[ VAA Backup
£3 VoceraAlarma) SN Start D)
3 Windows
3 E: =y
SN )
Connection ||
# SSRINIV File name:;  VoceraAnalytics bak [Backup Files(*.bak:t) ~]
l OK I l Cancel ]
View _
Progress T [ T D
Ready

6. Click OK. Click OK.
7. Select the checkbox in the Restore column.
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U4 Restore Database - Vocerafnalytics 0 — —— m— - -— - "E‘@u
© Ready
Select a page 5 Script - | B Help
1 General
= Files Source
1 Options
(©) Database: ‘ v|
© Device: CAVAA Backup\VoceraAnalytics.bak E
Database: [VoceraAnalylirs ~ ]
D
Database: VoceraAnalytics -
Restore to: The last backup taken (Tuesday, October 13, 2015 2:01:44 PM)
Restore plan
Backup sets to restore:
Restore Name Component Type Server Database Position  Firs|
i VoceraAnalytics-Full Database Backup  Database  Full  SSRINIVASANOL-L VoceraAnalytics 2 12
Connection
B SSRINIVASANOL-L [sal
View connect roperties
Progress < [ »
@ Done Verify Backup Media
I oK I l Cancel ] l Help ]

8. Go to the Options page and select Overwrite the existing database.

9. For SQL Server 2012 and above, clear Take tail-log backup before restore and select Close
existing connections to destination database.

U5 Restore Database - VoceraAnalytics — — — - — — -é‘@u
@ Ready
Select a page 3 seript - | [ Help
# General
F Files Restore options
# Options '
Overwrite the existing database (WITH REPLACE)
Preserve the replication settings (WITH KEEP_REPLICATION)
Restrict access to the restored database (WITH RESTRICTED_USER)
Recovery state: [ResToRe wiTH Recovery -
Standby file: |(:\ngram Files (x86)\Microsoft SQL Server\MSSQLll.MSSQLSER\/ER\MS‘ | . ‘
Leave the database ready to use by rolling back uncommitted transactions. Additional transaction logs cannot be
restored.
Tail-Log backup
Take tail-log backup before restore
Leave source database in the restoring state
O NO 5]
Backup file: C:\Program Files (x86)\Microsoft SQL Server\MSSQLll.MSSQLSER\/ER\MS‘ | . ‘
Server
Close existing connections to destination database
@ This may leave the destination database in single-user mode.
Connection
¥ SSRINIVASANOI-L [sa] Prompt
Prompt before restoring each backup
View connecti roperties @ The Full-Text Upgrade server property controls whether full-text indexes are imported, rebuilt, or reset for the
restored database.
Progress
@ Done
I oK H Cancel H Help ]

=
10. Click OK. If the restore operation is successful, you will see the dialog box shown below.

VOCERA ALARM ANALYTICS CONFIGURATION GUIDE



26

‘éa Restore Database - VoceraAnalytics
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= B¢ |

Restoring: VoceraAnalytics-Full Database Backup —— 100% Stop

Select a page 5 Script - | Help

= General

# Files .

. Options

RESTORE WITH RECOVERY A
Sta e: C:\Program Files (x86)\Microsoft SQL Server\MSSQL11.MSSQLSERVER\MS
.
S— e— - - "Jtted transactions. Additional transaction logs cannot be
Microsoft SQL Server Management Studio u 2
'Q Database 'VoceraAnalytics' restored successfully.
!
IRMicrosoft SQL Server\MSSQL11.MSSQLSERVER\MS|
C
@ This may leave the destination database in single-user mode.
‘Connection
% SSRINIVASANOL-L [sa]
bt before restoring each backup
View connection properties @ The Full-Text Upgrade server property controls whether full-text indexes are imported, rebuilt, or reset for the
restored database.
Progress
.,

Remarks

The steps for database backup and restore that are described here can be replaced with other
approaches, such as replication or automatic backup using a third-party application.

Using this approach, the backup server can be set up and tested by switching off the main server

and moving to the backup server.

VOCERA ALARM ANALYTICS CONFIGURATION GUIDE



27

Technical Information

These sections provide technical background information on the features and capabilities of
Vocera Alarm Analytics.

Vocera Alarm Analytics can be divided into the following components:

e Vocera Analytics Service

¢ Vocera Dashboard Rest API

e Vocera Analytics Configuration
e Vocera Admin Rest API

e Analytics Database

Vocera Analytics Service
The Vocera Analytics Service is responsible for fetching the alarm data from the VAM database.

It also synchronizes the alarm status, hospital settings, and group, unit, and bed information from
the VAM database.

Vocera Dashboard Rest API

This service is responsible for accessing data from the analytics database and providing the data
to the Vocera Alarm Analytics dashboard.

This service consists of a business layer and a data access layer.

Vocera Analytics Configuration
This service is responsible for the configuration of the VAM server IP address.

This service also sets the colors for each alarm level.

Vocera Admin Rest API
This service is responsible for logging into and authentication to the VAM database.

Active Directory users that have been imported into the VAM database are able to log into Vocera
Alarm Analytics.

Analytics Database

The analytics service is responsible for inserting data into the analytics database and
synchronizing it with the VAM database.

The analytics database is deployed on a SQL server.
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Appendix A: Installed Services

This appendix lists the services that are installed with the Vocera Alarm Analytics server.

Windows services installed with the Vocera Alarm Analytics server:

Vocera Analytics Service

IIS services installed with the Vocera Alarm Analytics server:

VoceraAlarmAnalytics
VoceraDashboardRestAPI
VoceraAnalyticsAdminRestAPI
VAAConfiguration
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