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Welcome to the Enterprise Manager
User Guide

The Enterprise Manager is a tool that provides greater flexibility in assigning caregivers and patients. You will
use the Enterprise Manager to manage the relationship between the hospital, care role, and the patient. The
Enterprise Manager also allows you to:

1. Create and manage user information, permissions, contacts, and extensions

2. Manage Patient and Location Assignments

3. Configure the organization structure, including organization types (i.e. unit) and organization units (i.e.
3rd Floor) across multiple facilities

4. Configure the clinical attributes, including care roles and clinical profiles
5. Manage settings for system security, messaging and voice
6. Manage devices

7. View patient information

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A 1
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Introduction to Enterprise Manager Terms

Review the following Enterprise Manager terms to assist your learning.
1. Organization Unit Type

An Organization Unit Type (Org Type) is a classification that is given to a set of Organization Units. An Org Type
may be a physical location such as a facility, floor, nursing unit, room, or bed. Org Types may contain parents and
children. For example, an Org Type of "room" may have a parent of "nursing unit." It may have a child of "bed."

However, an Org Type may also be a non-physical location such as a team.

The table below provides a list of sample Org Types and corresponding Org Units.

Organization Unit Type Corresponding Organization Unit
Building 5 Tower

Wings/Rooms West wing, Emergency Room
Nursing Units 2e, 3s, 5w

Beds 101, 102, 103

ED Zones (red, blue, pink)

Team Rapid Response Team

2. Organization Unit

An Organization Unit (Org Units) is an instance of an Org Type. Org Units can be a physical or non-physical
location.

For example, an Org Type of "facility" may have a smaller, specialty unit called "PSS Hospital."

The table below provides a list of sample Org Types and corresponding Org Units.

Organization Unit Type Corresponding Organization Unit
Building 5 Tower
Wings/Rooms West wing, Emergency Room
Nursing Units 2e, 3s, 5w
Beds 101,102,103
ED Zones (red, blue, pink)
Team Rapid Response Team
3. Care Role

A care role (i.e. Primary Nurse) is a title given to an Enterprise Manager user that describes the role of the user
within the hospital and his/her relationship to a patient or org unit. Care roles in the Enterprise Manager
describe what responsibilities the user will have in the Enterprise Manager as well as the Clinical Manager. A
care role can be a physician, specialist (cardiologist), CNA, primary nurse, charge nurse, on-call cardiologist,
phlebotomist, housekeeper, etc.

Any caregiver who will be working with patients must be assigned a care role. Care roles are assigned to
patients or org units. For example, a care role (Primary Nurse) may be assigned to a patient. However, the
Charge Nurse care role may be assigned to an entire floor (Org Unit).

Care roles are associated to Enterprise Manager clinical profiles. One care role may have one or more
associated clinical profiles, which would provide that user with a different set of permissions yet only have one
care role. For example, a House Supervisor may be associated with two clinical profiles: House Supervisor and
Floor Supervisor.

The table below provides a list of sample care roles and corresponding assignments:

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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Care Role Description Assigned
To

Charge Nurse Charge Nurse for Unit Org Unit
Consulting Cardiologist Cardiologist consulting for a specific patient visit Patient
Pharmacist Pharmacist for a location or set of locations Org Unit
Primary Nurse Primary Nurse for a patient Patient
Physician General Practitioner for a patient Patient
Covering Oncologist Specialist for an entire nursing unit Org Unit

4. Clinical Profile

A clinical profile is a set of permissions given to users associated with that profile. The permissions allow users to
perform certain functions in the Enterprise Manager, Clinical Manager, or PatientTouch. For example, a clinical
profile may have the permission set of a physician, phlebotomist, primary nurse, etc. These permissions must
map to the similar role in the Clinical Manager. This is done by the use of a clinical profile "code." It is this code
that is mapped to roles in the Clinical Manager. For example, a clinical profile code of Primary Nurse would be
mapped to the Staff Nurse role in the Clinical Manager.

Clinical profiles are associated to Care Roles. Typically, there is a 1:1 relationship between care roles and clinical
profiles. For example, a Primary Nurse care role will typically have a Primary Nurse clinical profile. However,
users may have one care role but multiple associated clinical profiles.

For example, the table below provides clinical profiles matched to care roles and assignments.

Clinical Profile Care Role(s) Assigned To ‘
Physician Physician Patient

MD After Hour Org Unit
Phlebotomist Unit Phlebotomist Org Unit

ED Phlebotomist Org Unit
Primary Nurse Primary Nurse Patient

ED Nurse Org Unit

Crash Team Org Unit

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A 3
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Logging In
To log into the Enterprise Manager, complete the following fields:

1. User: Enter your user name.

2. Password: Enter your password.
Mote Your username and password are the same in the Enterprise Manager and the Clinical Manager.

3. Press Enter on your keyboard or click Login.

patienttouch/f

enterprise managerlf

PatientSafe Hospital

User: | | ‘

Password:

© 2020 PatientSafe Solutions, Inc. Y |
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Logging Out
Click Logout from the bottom left hand side of the screen to log out of Enterprise Manager.

PatientSafe Hospital E| Dashboard
Hi Admin User!

agminuser  (G00d morning
Monday, January 20, 2020

#:2 Dashboard Quick Links

K3 Assignment My Assignments

9, Configuration

Patient List

L} Settings

© User Guide =
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Dashboard

The Dashboard displays a welcome message for each user with "Hi <username>! Good Morning/Afternoon."
The current date displays beneath the welcome message. The name of the hospital displays on the top left hand
corner of the screen.

The Dashboard provides quick access to My Assignments and the Patient List. Click the Dashboard anytime to
access these quick links.

PatientSafe Hospital E| Dashboard

Hi Admin User!

amminuser — (3500d morning
Monday, January 20, 2020

#:2 Dashboard Quick Links

K3 Assignment My Assignments
9, Configuration Patient List

L} Settings

© User Guide =

5] Logout

My Assignments displays a list of all of your assignments. Click My Assignments on the Contents tab to the left or
click the link below to learn more.

= My Assignments
The Patient List displays a list of all patients in the Nursing Units that are associated to the logged-in user.

Click Patient List on the Contents tab to the left or click the link below to learn more.

m Patient List

Click the left arrow icon E to minimize the left side bar and enlarge the viewing area of the Enterprise
Manager application.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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@ Dashboard

Hi Admin User!

Good morning
Monday, January 20, 2020

1
r

patientiouchjf

Quick Links

My Assignments
Patient List

e
B
aQ
L

o
=3

The icons display without the text on the left side bar for navigating the application.

Use the table below to navigate.
== Dashboard
E Assignment
Configuration
Settings

Q‘
e}
0 User Guide
2]

Logout

Click the arrow icon again to display the left side bar with the text and return the viewing area to it's normal size.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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1
r

My Assignments

Caregivers can assign patients and locations using both the Enterprise Manager and the Clinical Manager. Please
follow the instructions below to assign patients using the Enterprise Manager. When using the Enterprise
Manager, you must have the appropriate privileges under your User Account in order to complete the task.

1. To view and/or edit your assignments, click My Assignments from the Dashboard. Or, click
Assignment>My Assignments.

PatientSafe Hospital E Dashboard
Hi Judy Cartwright!

pay o Good morning
Monday, January 20, 2020

£:2 Dashboard Quick Links

K3 Assignment My Assignments
9, Configuration Patient List

£ Settings

© User Guide =

5] Logout

2. Select the desired facility and care role.

3. Click Next.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A 8
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PatientSafe Hospital E MyAs..

Name |
Judy
Cartwright
Crash Team (role)
ED Nurse
OR nurse
i:f Dashboard Primary Nurse
Primary Nurse 2
B Assignment RN After-Hour
9, Configuration
X Settings

© User Guide =

5] Logout

4. Double-click your Nursing Unit.

Facility:] PatientSafe Mira Mesa

Assign To

Crash Team
ED Zones
Room
Patient
Patient
Team

Exclusive per
QOrganization
Unit or Patient

No
No
No
Yes
No
Yes

patientiouchf

Search by name or description

Exclusive
per Description
Caregiver

No

No This is a nurse in t
No This is a nurse that__
No

No

Yes

Next

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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patient.ouc

BELRIGEAE AR

4 WEST

B Assignment

9, Configuration JLsl]
ccu
X Settings ED
Zohreh Unit1 e
G < Page 1 oft o o -7
122 3 JRDFL.. Riley Emma M11101
1111 2-WEST Dewitt Anna M1004
447 4 T ANAICCT Handn~ Musieaht RA4ANNE

© User Guide =

2] Logout Ba

PatientSafe Hospital E 9 Assignment: Facility: PatientSafe Mira Mesa
Patient List: Search
Judy B . . . - Currently Assigned
. Location First Name Last Name MRN Visit : -
Cartwright ' to
Select a Nursing Unit ‘ Search by Nursing Unit Q | o
0. Judy Cartwright
. Nursing Unit T 0 Judy Cartwright
=24 Dashboard
2-West “1 . Judy Cartwright

Org Units (3)

Care
Role

VISIT#H

V100006  Primar

V100027  Primar...
V11101 Primar...
V1004 Primar...

N4 NNE Mrinnor

5. Click the check box(es) next to the patient(s) name(s) and click Assign.

h L

Mote Tochange the Care Role, click the Assignment drop down menu from the top middle of the screen.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A

10



PatientTouch® Enterprise Manager User Guide pat_ientl ”U”H?

PatientSafe Hospital E 95 Assignment: Facility: PatientSafe Mira Mesa

REVERIAREIME  Nursing Unit: 3RDFLOOR | Search

Judy . | Currently Assigned
. Location First Name Last Name MRN Visit #
Cartwright fo
2001 Scoft Caan M110... V11 -
1201 Clark Kent M100... V10...
Judy Cartwright

EEE Beaiiae 111 Frank Burns M100... V10... y .Q

1223 Emma Riley M11101 V1. Judy Cartwright -

B Assignment Assign 2 patient(s): Assign

*\ Configuration Current Assignments e | Org Units (3)

X Settings Nursing Last First G Care
Location Unit Name Name MRN Visit # Role
1111 3JRDFL Burns Frank M100006 V100006 Primar___
122 3 JRDFL... Riley Emma M11101 V11101 Primar...
1111 2-WEST Dewitt Anna M1004 V1004 Primar...
1121 2-WEST Hender. .. Dwight M1005 V1005 Primar...

© User Guide =

5] Logout — |

The assigned patients display under Current Assignments.

Mote Besure thatthe Patients button is selected to see patients. Click Org Units to see org units assigned

to this caregiver.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A 11
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PatientSafe Hospital |7 = @7 Assignment: Facility: PatientSa

REVERIAREIME  Nursing Unit: 3RDFLOOR | Search

patientiouchf

fe Mira Mesa

Judy . | Currently Assigned
. Location First Name Last Name MRN Visit #
Cartwright to
2001 Scott Caan M110... VI Judy Cartwright
1201 Clark Kent M100... V10... Judy Cartwright
Judy Cartwright
EEE Dashboard 111 Frank Burns M100... V10... udy Cal ng
1223 Emma Riley M11101 V1. Judy Cartwright

|. |

*\ Configuration Current Assignments e || org Units (3)
° Settings Location Nursing Last First MRN Visit # Care
Unit Name Name Role

P e T Cinnnia RRRITE ViU R
M1 2-WEST Dewitt Anna M1004 V1004 Primar...
121 2-WEST Hende Dwight M1005 V1005 Primar__
2001 3RDFL... Caan Scott M110099 V110099 Primar...
1201 3RDFL...  Kent Clark M100027 V100027  Primar...

© User Guide =

5] Logout [ — |

6. To unassign, click the check box next to the patient name and click Unassign.

PatientSafe Hospital [ ¥ Assignment:

Facility: PatientSafe Mira Mesa

2E1 (=GRl  Nursing Unit: 3RDFLOOR | +~ Search
Judy ) N Currently Assigned
- Location First Name Last Name MRN Visit #
Cartwright to

2001 Scott Caan M110... VI Judy Cartwright -
1201 Clark Kent M100__ V10 Judy Cartwright

umn 111 Frank B M100... V10... Judy Cartwright

= Dashboard fan ums )

1223 Emma Riley M11101 Va1 Judy Cartwright -

B Assignment | |

%\ Configuration Current Assignments Il | Org Units (3)

° Settings Location Nursing Last First MRN Visit # Care

Unit Name Name Role

P R NI~ Cia WU Vit Crwme
1111 2WEST  Dewitt Anna M1004 V1004 Primar...
112 1 2WEST  Hende... Dwight M1005 V1005 Primar...
2001 3RDFL... Caan Scott M110099 V110099  Primar...
1201 3RDFL. Kent Clark M100027 V100027 Primar__ -

© User Guide =

5] Logout ' Back ]

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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7. Click Yes on the confirmation message.

" Confirm ()

Y

I-"'E;' y Are you sure you want to delete the selected assignment?

WS
N J Yes |

The patient has been unassigned and removed from the Current Assignments and the number of Patients has

decreased.

PatientSafe Hospital [ @ Assignment:

Facility: PatientSafe Mira Mesa

=EVT ARl Nursing Unit: 3RDFLOOR | ~ Search
Judy . o
- Location First Name Last Name MRN Visit #
Cartwright
2001 Scott Caan M110 VIl
1201 Clark Kent M100... V10...
umn 111 Frank Burns M100... V10...
#:2 Dashboard
1223 Emma Riley M11101 V..

%\ Configuration Current Assignments

L} Settings : Nursing Last First
~ocation Unit Name Name
111 3RDFL...  Bums Frank
122 3 3RDFL Riley Emma
112 1 2-WEST Hende Dwight
2001 3RDFL... Caan Scott
ERsTal | annrl Lt MNlar.

© User Guide

5] Logout F——

patientiouchf

Currently Assigned
to

Judy Cartwright
Judy Cartwright
Judy Cartwright
Judy Cartwright

Patients (5) Org Units (3)

MRN

M100006
M11101
M1005
M110099

RA4ANNNNT

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A

Care

Visit # Role

V100006  Primar...
V11101 Primar__

V1005 Primar__
V110099 Primar...

AWZT aTateivd Mirirm e
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Assign Other Caregivers

Caregivers can assign other caregivers using both the Enterprise Manager and the Clinical Manager. Please
follow the instructions below to assign patients using the Enterprise Manager. When using the Enterprise
Manager, you must have the appropriate privileges under your User Account in order to complete the task.

1. Click Assignment>Assign Other Caregivers.

Dashboard
Hi Judy Cartwright!
¥/ Good morning
Monday, January 20, 2020
L Jlezzieee Quick Links
My Assignments
‘ Confi i Assign Other Caregivers
onfiguration
Patient List
X Settings

© User Guide =

https://documentation-4x-test.ga.pss.net:8443/org-services-admin-web/#

2. Select afacility and care role. You can select the care role and click Next, or, you can just double-click
the care role.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A 14
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PatientSafe Hospital [El Assign... Facility:| PatientSafe Mira Mesa Search by name or description
ouserer | Excusue
Name ‘| Assign To gUnlt or per Description
Judy : Patient Caregiver
Cartwnght UL U IeuTUy St ey v e IS IS T uneuioy N
On Call Orthopedics | Facility No No This is an orthope...
On Call Physician Nursing Unit | No No On Call Physician
. OR nurse Room No No This is a nurse th...
| jzziaEag outside unknown No No
. Pharmacist Bed Yes No This is a pharmaci...
B Assignment ) o
Physician Patient Yes No This i1s the attendi...
. Primary Nurse Patient Yes No
9, Configuration =
rimary Nurse 2 Patient No No
° Settings Radiology On Call Hospital S... No No
Resident Nursing Unit = No No This is a resident __.
Respiratory Thera... Bed No No This is the RT for ...
RN After-Hour Team Yes Yes
Satellite Pharmacist Satellite No No
Speech Therapist Patient No No This is the speech
. Team Nurse Team No Yes
© User Guide = _ ) ) i .
Unit Phlebotomist Nursing Unit = No No This is the phlebot
2] Logout [ Next |

3. Selecta Nursing Unit by double-clicking the unit.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A 15
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patient.ouc

BELRIGEAE AR

PatientSafe Hospital

Facility: PatientSafe Mira Mesa

( Search Patient List: S
Judy m Recents o First Last
Cartwright R - “OF% | Name | Name
Select a Nursing Unit ‘ Search by Nursing Unit Q

Nursing Unit T

i:: Dashboard

o s |
9, Configuration 3w

4 WEST
X Settings 9 WEST

3-North

ARNZ Nurcinn | Init

0 Page 1 of2 > D

© User Guide =

2] Logout Ba

Currently

Assigned to

Org Units (0)

4. Search for the caregiver using the Search field.

o

Mote Click Recents to display the recently assigned caregiver and time of last assignment for this care role.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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PatientSafe Hospital E 9 Assignment: Facility: PatientSafe Mira Mesa
Ca... I:I Patient List: LW IILTERINM N0 * RN Scarch
n I Recents
Judy First Last V. Currently
Cartwright i Loc... Na Na M... 4 Assigned
Caregiver Assign - to
| Linda Aber... 1 patie... 200 1 Scott Caan M... V... Judy Carh -
Linda Barri... 1201 Clark Kent M... V... Judy Carh
#22 Dashboard 4111  Frank Bums M.. V..  JudyGCam
PR Y. — L S (W} LW lnnrdse by v
B Assignment | |
*\ Configuration Current Assignments [ ye ] | org units (0
X Settings Lo N._. Last | First |, Visit ~ Care
Unit N N # Role
4 »
© User Guide =
5] Logout ‘ — |

5. Select the caregiver for whom you want to assign a patient.

6. Select the check box(es) next to the patient(s) and click Assign.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A 17
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PatientSafe Hospital E 9 Assignment: Facility: PatientSafe Mira Mesa
Caregi... i ZENN@NE Wl Nursing Unit: SRDFLOOR |+ [IEEET]
Judy m HETHILE First | Last v Currently
Cartwright Lo... N N M.. » | Assigned
Caregiver Assignm.__. - - to
Linda Abernathy 1 patient, M 20 Scott Ca.. M \YJ JudyCa
Linda Barrington 12 Clark  Kent M. V. Judy Ca
22 Dashboard M.. Fr. Bu. M. V. JudyCa
.Y — = S - (W] L3 loardus Mo v
B} Assignment Assign 2 patient(s) to Linda Abernathy:
*\ Configuration Current Assignm.... [ XON | Org Units (1)
X Settings . N last | First Visit | G
Unit N N # R
1 3 J B M Vv Pr
© User Guide =
5] Logout — |

The assigned patients display on the bottom under Current Assignments, and the number of Patients has

increased.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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PatientSafe Hospital F @ Assignment:

patientiouchjf

Facility: PatientSafe Mira Mesa

Judy m Location First Last MRN | Visit Currently
Cartwright c A Name Name # Assigned to
i —— 200 1 Scott Caan M11... V1.  LindaAbernat
L. 3 :
1 1201 Clark Kent M1 W1 Linda Abernatt
o 111 Frank B M1.. V1. Judy Cartwrigt
22 Dashboard L 1 ran urns _
1223 Emma Riley M1 W1 Judy Cartwrigt
B Assignment |
*\ Configuration Current Assignments Patients (3) Org Units (1)
X Settings Loca Nurs Last First MRN Visit # Care
- Unit Name Name Role
1211 3RD Jacobs Beth M10 V100 Prim
2001 JRD... Caan Scott M11... V110... Prim...
1201 JRD... Kent Clark M10... V100... Prim...

© User Guide =

5] Logout — |

7. To unassign, select the check box next to the patient(s) and click Unassign.

8. Click Yes on the confirmation dialog box.

Mote Allof the assignments made via Enterprise Manager are visible in the PatientTouch Clinical Manager.

Restrict Assignments

Care Roles have the ability to be "restricted" so that the assignments for the care role cannot be modified when

they are using an on-call scheduling system.

The functionality of Assignments will differ, if one or more care roles have the "Restrict Assignment

Management" selected in the Enterprise Manager.

If you select the Care Role with the Restrict Assignment, you will not be able to modify assignments for that Care

Role.

On the Assign Other Caregivers screen, the care role will be in italics as shown below.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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PatientSafe Hospital E

Hanna
Arlington

i:% Dashboard

9, Configuration

X Settings

© User Guide =

5] Logout

Assign...

Name |

CARDIOLOGIST
Case Manager

Consulting Cardiol

Covering Cardiolo. ..

Neurologist

On Call Neurologist
Primary Nurse
Primary Nurse 2

Assign To

Nursing Unit
Patient
Patient
Facility
Nursing Unit
Facility
Patient
Patient

Facility: University Hospital

Exclusive per
QOrganization
Unit or Patient

No
Yes
No
No
No
No
Yes
No

Search by

Exclusive
per
Caregiver

No
No
No
No
No
No
No
No

If you try to assign a patient, the Assign button will be grayed out (not active).

patientiouchf

name or description

Description

This is a case man ..
This is a cardiologi.

This is a cardiologi. ..

This is a neurologi...

Next

Hospital

Search

V... Currently
# Assigned to

V...

Patients (0) Org Units (0)

Visit Care

MRN # Role

PatientSafe Hospital |7 s Assignment: (Assignment Restricted)Facility: University
( Search EENERIANSEE  Nursing Unit: 13 EAST
Hanna Recents Loca First Last
Arlington Name Name
Caregiver Assi. .
1011 Tom Jones M.
Hanna ...
i:% Dashboard
B Assignment
"\ Configuration Current Assignments
X Settings Lo Nur... Last First
Unit Na... Na
© User Guide =
5] Logout F—

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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Patient List

1. To view your patients, click Patient List from the Dashboard. Or, click Assignment>Patient List.

PatientSafe Hospital E Dashboard
Hi Judy Cartwright!

pay o Good morning
Monday, January 20, 2020

£:2 Dashboard Quick Links

K3 Assignment My Assignments
9, Configuration Patient List

£ Settings

© User Guide =

5] Logout

The Patient List defaults to display a list of your assigned patients.
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PatientSafe Hospital E Facility Al

(@ My Patients | () All Patients

Judy Last Name First Name
Ca ight Burns Frank
Riley Emma
Smith Frank
#i% Dashboard Henderson Dwight
B Assignment
9, Configuration
X Settings
© User Guide =
5] Logout C Page 1

DOB

09...
09...
09...
09...

=

== ==

Search

o<

<= <= = <

Facility
Name

Pati...
Pati...
Pati...
Pati...

1-40f4

c=z

MWW

Show Inactive

Lo

..
12..
12...

1"

patientiouchf

in | (all field

Details

NN N

2. To see patients within a specific facility select the facility from the drop down list. Or, select All to see

patients in all facilities.

3. To see alist of all patients, including active, inactive (no activity for 40 days or more), or discharged, click

the Show Inactive check box. Inactive and discharged patients display in gray italic font.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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PatientSafe Hospital E Facility Al Search in (all field
() My Patients (@) All Patients
Judy lastNeme  FistName <D | E. M. Vo Ao N | Detais

Cartwright Amy5 Amy5 0... A A Pati.. 3 11. rd -

Amy5 Amy5 0... A A.. Pati.. C 11. rd

Caan Scott 0 M " Pati.. 3 20.. ra

12X Dashboard Kent Clark 0 M. V. Pati. 3. 12. /

Burns Frank 0 M Y Pati.. 3 11... Va

Riley Emma 0 M.V Pati 3 12 Vd

Garoutte Gloria 0... M. V.. Pati... 3 12.. V4

q\ Configuration Houlihan Margaret 0... M... V.. Pati.. 3. 12... ra

. Maloney Sam 0. M. V.. Pati. 3 12 4

° Settings Bernard Andy 0... M. V.. Pati... 3 11 rd

0 M v Pati 3 23 rd

balaguer allison 0 M V Pati 3 32 Va

Bradford Tom 0... M... V... Pati.. 2 10... V4

Lockhart Abby 0.. M... V.. Pati.. 2 1 ra

) Simpson Bart 1 M.. V.. Pati. 3 10 rd
e Somebody Patient 0. M. V. Pati.. 3 S1 1 yd g

5] Logout C < < Page 2 of4 > 2 26 - 50 of 82

4.

7.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A

If there is more than one screen of the Patient List, arrows will display at the bottom of the screen. Click
the single right arrow to navigate to the next screen. Click the double right arrows to navigate to the end

screen.

Click the gray arrow to the right of each field to display the list in ascending or descending order. For
example, click Last Name to display the list in ascending or descending order by the patient's last name.

Enter your keywords in the Search field to search for a specific patient. Search will search First Name,
Last Name, MRN, Visit ID, Hospital Nursing Unit, Room, Bed.

The Enterprise Manager allows those with the appropriate permissions to manually edit the patient

admit and discharge dates. Double-click the patient name and click the Calendar icon to make your edits.
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PatientSafe Hospital E Patient - Burns, Frank
Patient
Judy Name: Burns, Frank Gender: Male
Cartwright DOB: 09/28/1956 EMPI: na
MRN: M100006

i:2 Dashboard

Visit Information _

. Visit ID MRN Facility A5 MOT W T F S
B Assignment
V100006 M100006 2

patientSafe ... 11/1¢ 1

9, Configuration _ 3 4 5 6 7 8 9
V100006 Details

10 11 12 13 14 15 16

a Settings Diagnoses: Atherosclerosis Location: 17 18 19 24 22 23
Allergies: Lipitor [1987-12-16] NursingUnit: 24 25 26 27 28 29 30
Height: 172.7 cm (68 in) Facility:
Weight: 99.8 kg (220 Ib) BSA:
Admitted: 2019-11-14 Discharged: | €

. Last Updated: 11/14/2019 12:07
© User Guide =

8. Click Save to save your changes.
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Organization Unit Types

Organization Unit Types can be a physical location such as a campus, facility, room/bed or piece of equipment.
However, it can also be a non-physical location such as a team or nursing unit.

Viewing Existing Organization Unit Types
1. From the Dashboard, click Configuration>QOrganization Types.
PatientSafe Hospital E Dashboard

Hi Admin User!

amminuser  (500d morning
Mondav .lannary 20, 2020

I Organization Structure

EEE Dashboard QOrganization Types
Organization Units
B} Assignment
Clinical Attributes
# Settings Clinical Profiles
Entities
Caregivers
Contacts

On-Call Integrations

© User Guide =
Bulk Upload

el . | e -~ . . i
https://documentation-4x-test.ga.pss.net:8443/org-services-admin-web/#

2. A full list of existing Organization Unit Types displays with the Name, Description, and Parents, as well as
the option to Edit or Delete an individual Organization Unit Type.

3. Expand or Collapse individual items by clicking the small down arrow next to the name of the
Organization Unit Type.

4. Sort Name and Description in either Ascending or Descending order by clicking the small up/down
arrow to the right of each field.
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PatientSafe Hospital [ = Organization Types

Name |

B3 Crash Team

Admin User B Facilty
€5 Floor
B3 Nursing Unit
D Hospital Service
i21 Dashboard €3 Nursing Unit
u ™ Bed
ssignment
B g €3 ED Zones
9, Configuration
9 Room
Settings
° e €3 Room
[™ Bed
€3 On Call List
B3 Nursing Unit
€3 Satellite
© User Guide = B3 Nursing Unit
5 Team
2] Logout | (" Refresh |

Creating A New Organization Unit Type

1. To create a new Organization Unit Type click Create New. In the example below, we will create a new

"room."

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A

Description

This is the floor of a
hospital

This includes the zones

in the Emergency
Department.

This is a room for the
facility.

This is a room for the
facility.

Search

Parents

Edit

A S R

N

N

A R Y

patientiouchf

Delete

| Create New
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PatientSafe Hospital

i:% Dashboard

B Assignment

9, Configuration

X Settings

© User Guide =

5] Logout

Details

Admin User

E

222 Organization Types
Name |
F3 Crash Team
€3 Facility
€5 Floor

E5 Nursing Unit
B Hospital Service
€3 Nursing Unit

[® Bed

3 ED Zones

F9Room

9 Room

[® Bed
3 On Call List
B3 Nursing Unit
3 Satellite
B3 Nursing Unit
5 Team

[ (3 Refresh |

Complete the following fields:

2. Name (required)

3. Description (optional)

Description

This is the floor of a
hospital

This includes the zones

in the Emergency
Department.

This is a room for the
facility.

This is a room for the
facility.

4. Physical Location. Check this box if it is a physical location.

5. Parents (if applicable).

Search

Parents

Edit

NNV NN N NN

N

N

NN NN NN

patientiouchf

Delete

-

| Create New

6. Allowed Children. The Allowed Children are selected from the existing list located on the right hand side

of the screen. Click the green plus sign next to one or more of the existing organization types to add

allowed children.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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PatientSafe Hospital E 222 Organization Type
Details
Admin User Name: Room
Description: This is a room in the

facility.

Physical Location: [/

i:% Dashboard

Parents: This organization unit
B Assignment type has no parents
9, Configuration
L Settings

Allowed Children

Bed X

© User Guide =

5] Logout

e JENGSEE

patientiouchjf

Existing Organization Types

Crash Team

ED Zones

Floor

Hospital Service
new type
Nursing Unit
On Call List
Room

Satellite

++++++++++

Team

Save & Create New Save

Saving Newly Created Organizational Types

1. If you have more than one Organization Unit Type to create, click Save & Create New to save your

current Organization Unit Type and prepare to enter the next one.

2. If you have finished creating your new Organization Unit Type, click Save.

3. Click the Back button at any time to return to the previous screen. If you have entered any information,

you will receive a message asking if you want to save.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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PatientSafe Hospital E 222 Organization Type

Details
Admin User Name: Room
Description: This is a room in the

facility.

Physical Location: [/

i:% Dashboard

Parents: This organization unit
B Assignment type has no parents
9, Configuration
L Settings

Allowed Children

Bed X

© User Guide =

300 B

patientiouchjf

Existing Organization Types
Crash Team

ED Zones

Floor

Hospital Service

new type

Nursing Unit

On Call List

Room

Satellite

Team

++++++++++

Save & Create New

Save

Editing An Existing Organization Unit Type

1. To editan Organization Unit Type, simply click on the Edit icon to the right of the desired Organization

Unit Type.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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PatientSafe Hospital [l :E: Organization Types

Name | Description

F3 Crash Team

Admin User & Faciity
€3 Floor This is the floor of a hospital
€3 Nursing Unit
[™ Bed
i Dashboar Sz |l
. £3 Room This is a room for the facility.
B Assignment [ Bed
[™ Hospital Service
B3 Nursing Unit
° Settings 5 On Call List
5 Satellite
5 Team
[™ new type

© User Guide =

2] Logout | ("} Refresh |

2. Editthe Name, Description, and Allowed Children.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A

Search

Parents

patientiouchf

Edit Delete

S

7/

NN NN NN \,H NN N NN
ol

Create New

30



PatientTouch® Enterprise Manager User Guide

PatientSafe Hospital E 222 Organization Type

Details
Admin User Name: Room
System Type: Room
Description: This is a room for the
facility.
#i% Dashboard
Physical Location:
B Assignment Parents: ED Zones
i Nursing Unit
9, Configuration
X Settings

Allowed Children

Bed

© User Guide =

3 Logou N TS

3. Click Save when you are done.

patientiouchf

Existing Organization Types

Hospital Service

++

new type

Save & Create New Save

Deleting An Existing Organization Unit Type

Mote Organization Unit Types cannot be deleted if there are any assignments associated with the

organization type.

Users with the appropriate privileges can delete an Organization Unit Type by one of two methods:

1. Click the Delete icon to the right of the selected organization type.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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PatientSafe Hospital [l :E: Organization Types

Name |
F3 Crash Team
€3 Facility
3 Floor
E3 Nursing Unit
[™ Hospital Service
€3 Nursing Unit

Admin User

i:% Dashboard

[™ Bed
B Assignment F5 ED Zones
- Room
9, Configuration B
&3 On Call List
L Settings 5 Nursing Unit
9 satellite
E3 Nursing Unit
€3 Team
3 Nursing Unit
B new type
© User Guide =
5] Logout [ Refresn |

2. Or, on the Edit screen, drill down to the organization type for which you can delete.

3. Click Delete from the bottom left hand corner.

Description

This is the floor of a hospital

This includes the zones in
the Emergency Department.

This is a room for the facility.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A

Search

Parents

patientiouchf

Edit Delete

NN NN N NN

AR L L N N S Y

| Create New
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PatientSafe Hospital E 222 Organization Type

Details Existing Organization Types
- - Bed +
. Name: Hospital Service
Admin User | Crash Team +
Description: £D Zones +
Floor +
i Physical Location: new type +
i:: Dashboard Nursing Unit +
P ts: ili
arents Facility on Call List +
B Assignment — +
&, Configura Satellite +
onfiguration
9 Team +
X Settings

Allowed Children

Add allowed children from the Existing
Qrganization Types list.

© User Guide =

3] Logou EaEES X

4. Click Yes or No on the confirmation message.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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Admin User aspia - S

Confirm ()

I."' 'r) "'.I Are you sure you want to delete organizational type. Hospital Service?

Searching for Organization Unit Types

Search for existing Organization Unit Types by entering your key words in the Search field.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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PatientSafe Hospital | 2 Organization Types Room
Name | Description Parents Edit Delete
9 Crash Team Vs
Admin User & Facinty 7
B3 Floor This is the floor of a hospital 1 ra
[™ Hospital Service 1 ra [x]
€3 Nursing Unit 6 Va
#i% Dashboard (3 Bed ? 4
3 ED Zones This includes the zones in 1 /‘
B Assi the Emergency Department.
ssignment N
9 F9 Room This is a room for the facility. ®:2 7
. Room This is a room for the facility. 2 "
9, Configuration B Y ,‘
B3 On Call List 1 V4
° Settings 5 Satellite 1 7
5 Team 1 7
[ new type 7 o
© User Guide =
2] Logout () Refresh GCreate New
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Organization Units

An Organization Unit is a physical representation of a type. So a type might be a facility and the unit would be a
specific campus of the facility. Or, a type might be nursing unit and the Organization Unit would be the specific
name of the unit, i.e. 3 West.

Enterprise Manager to Clinical Manager Behavior:

m  All Organization Units created in the Enterprise Manager will display in the Clinical Manager.

= All Organization Units made inactive in the Enterprise Manager will display as inactive in the Clinical
Manager.

= All room and bed "child" Organization Units configured in the Enterprise Manager will display in the
Clinical Manager.
Viewing Existing Organization Units
1. From the Dashboard, click Configuration>QOrganization Units.
PatientSafe Hospital E Dashboard

Hi Admin User!

aamnuser  (500d morning
Monday, January 20, 2020

I Organization Structure

=22 Dashboard Organization Types
. Organization Units
3} Assignment
Clinical Attributes
g Settings Clinical Profiles
Entities
Caregivers
Contacts

On-Call Integrations

© User Guide
Bulk Upload

[e=lo . | - - . e I
https://documentation-4x-test.ga.pss.net:8443/org-services-admin-web/#

2. A full list of existing Organization Units displays with the Name, Description, Type, Facility, Parents, and
Children, as well as the option to Edit or Delete the Organization Unit.

3. Sort Name and Description in either Ascending or Descending order by clicking the small up/down
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arrow to the right of each field.

4. Arrows display at the bottom of the screen if there are multiple pages. Click the single right arrow to
navigate to the next screen. Click the double right arrows to navigate to the end screen.

Mote Organization Units can come over from the HL7 interface.

PatientSafe Hospital E HEaciity: | Al Type(s): Facility Search by name or description
Name | Description T F.. Parents Children Edit Delete
PatientSafe Mira M...  This is the Mira Mesa .. F P 31 Va
Admin User PatientSafe Temecula ~ This I1s the Temecula f.. F P 5 ra
PSS Carmel Carmel Valley Facility F P 1 ra
PSS Irvine Irvine Facility F P 1 ra
PSS Long Beach Long Beach Facility F P 1 Va
3§ Dashboard PSS SD San Diego Facility F P 2 V4
Test Expressway Expressway Facility F T Va [x]
A Assignment Testing Hospital Testing F T. 1 /7
University Hospital This is the University ... F U 4 ra
9, Configuration
X Settings
© User Guide =
E Logout C Page 1 of 1 1-90f9 [ Create New

5. Drill down into each facility to see details, parents, and allowed children.

Mote Inactive nursing units display in gray italic font.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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PatientSafe Hospital E 222 Organization Unit: PatientSafe Mira Mesa

Details
Admin User
Name: PatientSafe Mira Mesa
Description: This is the Mira Mesa facility.
=:= Dashboard
Type: Facility
B Assignment Code: 92121

.\ Configuration Timezone: Americal/lLos_Angeles (GMT-8)

Display in Contact [
a Settings Browse Group:

Parents
Name Type Edit Re...

This organization unit has no parents

© User Guide = | Add |

-

3 Logou et S oo | _soe_|

Creating New Organization Units

Users with the appropriate permission will be able to create new Organization Units.

1. To create a new Organization Unit click Create New.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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PatientSafe Hospital & Eacity: | Al Type(s): Facility Search by name or description
Name | Description Type Facility Par... Children Edit Delete
PatientSafe Mira This is the Mira...  Facility Patient... K1l Va
Admin User PatientSafe Teme... Thisisthe Tem...  Facility Patient... 5 Va
PSS Carmel Carmel Valley ... Facility PSSC.. 1 Va
PSS Irvine Irvine Facility Facility PSSirv.. 1 Va
PSS Long Beach Long Beach Fa...  Facility PSS Lo.. 1 ra
T i i ili 2 *
22 Dashboard PSS SD San Diego Faci Facility PSS SD F 4
Test Expressway Expressway Fa Facility TestEx .. Va [¥]
B} Assignment Testing Hospital Testing Facility Testing ... 1 7/
University Hospital This is the Univ Facility Univers 4 Va
9, Configuration
L} Settings
© User Guide =
E Logout Page 1 of 1 1-90f9 Create New

Structure

Complete the following fields:
Mote The required fields vary depending on the Type selected.
2. Name (required)

3. Description (optional)
4. Type (required): Select a type from the list that displays (bed, room, nursing unit, etc)

Mote Ifthe type is "Facility" then the Organization Unit name will display in the Clinical Manager under
Configuration>Settings>Hospital Address tab.

5. Code: The Code field is used to integrate Organization Units between the Clinical Manager and

Enterprise Manager. You cannot enter duplicate codes.
6. Facility: Select the associated facility from the drop down menu.

7. Display in Contact Browse Group: Click to have the organization unit display on the handheld under the

Contacts tab>Browse Groups.
8. Parents (if applicable): Click Add to add applicable parents.

9. Allowed Children - Click Add to add applicable children.
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PatientSafe Hospital E 222 Organization Unit: 4 South

: Name: 4 South
Admin User
Description: This is the 4 South Nursing Unit
. Type: Nursing Unit
=22 Dashboard
Code: 45
A Assignment Facility: PatientSafe Mira Mesa
Display in Contact |4
9, Configuration Browse Group:
LX Settings
Parents
Name Type Edit Re
This organization unit has no parents
Add
Children
Name Type Edit Re
4 Bed Va [ -
5 Bed ra ]
© User Guide = 6 Bed P g -

-

Contact

Add a contact for the new organization unit.

1. Click the Add button beneath the type of contact you want to add.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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PatientSafe Hospital E 222 Organization Unit: 4 South
Structure
Phone Numbers
Admin User

Type Number Facility

No associated phone numbers

iii Dashboard

K3 Assignment
"\ Configuration Email Addresses
* Settings Type Address

No associated Email address

Postal Addresses

© User Guide = Add
Type Address 1 N

5] Logout

9 City

patientiouchf

Hidden Delete

Delete

Add

state . 2P Delete
code

-
Save & Create New

2. If adding a phone number, select the type of phone number from the drop down menu, i.e. Primary

Phone.

3. Enter the phone number.

4. Click Save.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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PatientSafe Hospital E 222 Organization Unit: 4 South
Structure

Phone Numbers

patientiouchf

Admin User
Type Number Facility Hidden Delete
Primary Phone 858-746-3100
l Save I| Cancel
iii Dashboard
K3 Assignment
"\ Configuration Email Addresses
¢ Settings Type Address Delete
No associated Email address
Add
Postal Addresses
© User Guide =
Add.. ZIP
Type Address 1 9 City State code Delete -
3 Logout =
5. The new phone number has been added.
PatientSafe Hospital E 222 Organization Unit: 4 South
Structure
5 Phone Numbers
Admin User
Type Number Facility Hidden Delete
r Primary Phone g 858-746-3100 [x]
=:= Dashboard
K3 Assignment Add
"\ Configuration Email Addresses
* Settings Type Address Delete
No associated Email address
Add
Postal Addresses
© User Guide =
Type Address 1 Adg"' City State czelge Delete

-
Save & Create New

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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6. Repeat these steps for each phone number, email address, postal address or messaging JID.

7. Click Save.

Saving Newly Created Organizational Units
1. If you have more than one Organization Unit to create, click Save & Create New to save your current
Organization Unit and prepare to enter the next one.
2. If you have finished creating your new Organizational Unit, click Save.

3. Click the Back button at any time to return to the previous screen. If you have entered any information,
you will receive a message asking if you want to save.

PatientSafe Hospital ] 222 Organization Unit: 4 South
Structure

Phone Numbers

Admin User
Type Number Facility Hidden Delete
" Primary Phone " 858-746-3100 5]
#:% Dashboard
K3 Assignment Add
"\ Configuration Email Addresses
* Settings Type Address Delete

No associated Email address

Add

Postal Addresses

© User Guide =
Type Address 1 Adg" City State ci'ge

Editing Organization Units

To edit an Organizational Unit click the Edit icon to the far right of the Organizational Unit listed on the main
screen. Or, double-click the individual Organization Unit. This will allow you to edit the Name, Description, Type,
Parents, and Allowable Children for that Organizational Unit.

Let's look at an example.
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Inactivate an Active Nursing Unit

1. Double-click the Mira Mesa unit.

Mote Youwillnotbe able to inactivate a nursing unit that has active patients/assignments.

PatientSafe Hospital E ity | Al Type(s): Facility
Name ‘| Description Type Facility
PatientSafe Mira Mesa This s the _.. Facility  Patie...
Admin User PatientSafe Temecula Thisisthe Facility = Patie
PSS Carmel Carmel Vall... = Facilty | PSS.
PSS Irvine Irvine Facility ~ Facility = PSS.
PSS Long Beach Long Beac. Facility =~ PSS.
EEE Dashboard PSS SD San Diego ... | Facilty | PSS.
Test Expressway Expresswa... Facility = Test_..
B Assignment Testing Hospital Testing Facility = Testi
University Hospital Thisisthe Facility | Univ__

W, Configuration

£} Settings

© User Guide =

( P 1 i1
5] Logout - a08 ¢

1-90f8

patientiouchf

Search by name or description

Children

® 31
5
1

Edit

A R L. L .

Delete

Create New

2. Editthe name, description, etc. if desired.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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PatientSafe Hospital ] £22 Organization Unit: PatientSafe Mira Mesa

. Details
Admin User

Name: PatientSafe Mira Mesa
Description: This is the Mira Mesa facility

525 Dashboard
Type: Facility

B Assignment Code: 92121

Q Configuration Timezone: America/Los_Angeles (GMT-8)
Display in Contact 1

° Settings Browse Group:
Parents

Name

This organization unit has no parents
© User Guide =

3 ogou e

3. Double-click on an active nursing unit.
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patientioLchjf

Type Edit Re..

| Add |

-

Save & Create New m
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£ Organization Unit: PatientSafe Mira Mesa

Children
2 // Name

1E (Inactive)
1st Floor
2-West

LLL)

£22 Dashboard 3 South Satellite Pharmacy

) 3-South

K Assignment )
3.N (Inactive)

9, Configuration JROFLOOR
3w

2 Setings 4 WEST
9 WEST

ABO3 Nursing Unit
ABO04 Nursing Unit
After-hours Team
Anesthesia
Anesthesia Assistant

© User Guide =
Basement

3 toge e

4. Click Inactivate.
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Type
Nursing Unit
Floor
Nursing Unit
Satellite
Nursing Unit
Nursing Unit
Nursing Unit
Nursing Unit
Nursing Unit
Nursing Unit
Nursing Unit
Nursing Unit
Team
Team
Team

Nursing Unit

Edit

N

A T T R A AT T S

patientouchjf’

Re..

2]

-

Save & Create New
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£ Organization Unit: 9 WEST

Details
Vi

»

Name: 9 WEST
Description:
i:2 Dashboard
Type: Nursing Unit =
B} Assignment Code: o wesT
9, Configuration Facility: PatientSafe Mira Mesa Ny
Display in Contact
£} Settings Browse Group:

Parents
Name Type Edit Re..
PatientSafe Mira Mesa Facility Vd [x]
© User Guide = P

-

5. You will receive a confirmation message asking you to confirm you want to inactivate the nursing unit.
Click Yes.

6. The date and time you inactivated the unit displays at the bottom of the screen.

7. To reactivate the unit, click Activate.
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£ Organization Unit: 9 WEST

Contact
Details
M

»

Name: 9 WEST
Description:
i:2 Dashboard
Type: Nursing Unit =
B} Assignment Code: o wesT
9, Configuration Facility: PatientSafe Mira Mesa Ny
Display in Contact
£} Settings Browse Group:

Parents
Name Type Edit Re..
PatientSafe Mira Mesa Facility Vd [x]
© User Guide = P

-

Deleting Organization Units

Users with the appropriate privileges can delete an Organizational Unit by one of two methods:

Mote Organization Units deleted in the Enterprise Manager will also be deleted in the Clinical Manager.

Mote Organization Units cannot be deleted if there are any assignments associated with the unit.

1. Click the Delete icon to the right of the selected organization unit.
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ﬁi:ility: All ~ | Type(s): Nursing Unit v Search by name or description
Name | Description Type Facility Parents Children Edit Delete
3RDFLOOR Nursi..  Univ... ®1 @1 / =

// 3-South Thisisth . Nursi_  Patie ®2 @5 Vd
o 3w Nursi..  Univ... @1 7/
3w Nursi.. Patie... ®1 @2 Va
3-West Thisisth..  Nursi.. Paie. . @1 @4 /7
&% Dashboard 4 SOUTH Nursi.. Patie.. ®3 /7
4 WEST Nursi.  Patie ® 1 @1 Va
[ Assignment 4-East Thisisth..  Nursi.. Patie... ®1 @s /s
4-West Thisisth . Nursi_  Patie ® 1 @5 /7
9, Configuration 5-East Thisisth. . Nursi_.  Patie ®1 @5 7/
5-West Thisisth..  Nursi.. Patie... ® 1 © 4 Vd
£ Settings 9 WEST Nursi.. Patie... @1 @4 /7
9-East Nursi..  Testi... ® 1 @2 /7
ABO3 Nursing Unit | Nursing ... Nursi... = Patie... @® 1 @1 V4
AB04 Nursing Unit Nursi.. Patie.. @® 1 @1 ya

ABO5 Nursing Unit Nursi Patie Y II'
ABO06 Nursing Unit Nursi...  Patie . ®?2 Va

© User Guide = Ariel NU 1 Nursi . PSS ® 1 @1 Vs .

5] Logout (& < Page 2 ofd > > 26-500185

2. Or, on the Edit screen, drill down to the organization unit for which you can delete.

3. Click Delete from the bottom left hand corner.
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=22 Organization Unit: ABO5 Nursing Unit

Details
M

Name: ABO05 Nursing Unit
Description:

525 Dashboard
Type: Nursing Unit

B Assignment Code: ABNU104M

.\ Configuration Facility: PatientSafe Mira Mesa
Display in Contact [ ]

n Settings Browse Group:

Parents

Name

This organization unit has no parents
© User Guide =

4. Click Yes or No on the confirmation screen..
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Type Edit Re...

Add

v

Save & Create New
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Admin User

m

Confirm ®

( r_')‘ Are you sure you want to delete organizational unit: AB0OS Nursing Unit?

Searching for Existing Organizational Units

Search existing Organization Units using one or a combination of the following methods:
Facility

1. Click the Facility drop down menu and select from the list that displays.
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ﬁi:ility: | All v | Type(s): | Facility v Search by name or description
All
Nameﬂ PatiantSafe Mira M Fpe T Facility Parents Children Edit Delete
© PatientSafe Mira Mesa
Palients. PatientSafe Temecula ity PalientS .. @ 4
// PatientS | pog ‘ility Patients. @5 Vi
s PSS Car peg|ine ility PSS Car_ @1 Va
PSS INin peg Long Beach ity PSS Irvine ®1 /7
PSS Lon. peg gp ility PSS Lon... @1 /7
221 Dashboard PSS SD | 1ot Expressway ‘ility PSS SD @2 v
Test Exp. Testing Hospital ility Test Exp... ra [x]
[ Assignment Testing .| niversity Hospital ity | Testing . @1 /
Universit.— | Thisis the Un___ | Facility Universit. .. © 4 V
9, Configuration
L} Settings

© User Guide =

5] Logout c Page 1 | off 1-90f9

Type

2. Click the Type(s) drop down menu and select one or more from the list that displays. To deselect, click
an item a second time.
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patientouchjf’

ii'li:ility: All v Type(s): ‘ Facility, Nursing Ur | Search by name or description
Name | Description Type T | Bed | Children Edit Delete
- Crash Team !
Patient... Thisisthe M...  Facility P: ED Zones @3 7 -
// Patient.. | ThisistheT. Faciity P e | @5 /
’ PSS Ca.. Carmel Valle... = Facility Py Eloor ®1 /7
PSS Irvi... | Irvine Facility Facility P# Hospital Service ‘ ®1 7
PSSLlo . Long Beach .. Facility Py naw type ®1 Vd
EEE Dashboard PSS SD San Diego F... Facility F‘# Nursing Unit ‘ ®2 Vd
TestEx..  Expressway .. Facility Te o call List Vd [x]
A Assignment Testing ... Testing Facility T% Room ‘ @1 /7
Universi... = Thisisthe U...  Facility U Satellite @ 4 Vd
9, Configuration 10104 NUrsing.. Pt Toam \ O /7
10151 Nursing... = Patient... @1 Va
L2 Settings 13 EAST Nursing...  Universi.. @1 Va
1E (Ina... Nursing... | Patient... 1 1 rd
1st floor Long Beach ... Nursing... | PSSlo.. ®:2 Vd
2W Nursing... | Patient .. ®1 Vd
20101 Nursing..  Patient. @1 /7
20102 Nursing... | Patient... @1 Vd
© User Guide 21016 Nursing... | Patient... @1 Va .
5] Logout c Page ofd > B 1-250i94
Name

3. Click the Search field and search by type and name.
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patienticuchf’

By, Al v | Type(s)| Facility, Nursing Ur | 4 SOUTH
Name ' Description Type T Facility Parents Children Edit Delete
4 SOUTH Nursing ... PatientS. .. ®3 rd
M
i=2 Dashboard
B} Assignment
9, Configuration
L2 Settings
© User Guide =
5] Logout c Page 1 | oft 1-10f1
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Care Roles

A care role (i.e. Primary Nurse) is a title given to an Enterprise Manager user that describes the role of the user
within the hospital and his/her relationship to a patient or org unit. Care roles in the Enterprise Manager
describe what responsibilities the user will have in the Enterprise Manager as well as the Clinical Manager. A
care role can be a physician, specialist (cardiologist), CNA, primary nurse, charge nurse, on-call cardiologist,
phlebotomist, housekeeper, etc.

Any caregiver who will be working with patients must be assigned a care role. Care roles are assigned to
patients or org units. For example, a care role (Primary Nurse) may be assigned to a patient. However, the
Charge Nurse care role may be assigned to an entire floor (Org Unit).

Care roles are associated to Enterprise Manager clinical profiles. One care role may have one or more
associated clinical profiles, which would provide that user with a different set of permissions yet only have one
care role. For example, a House Supervisor may be associated with two clinical profiles: House Supervisor and
Floor Supervisor.

The table below provides a list of sample care roles and corresponding assignments:

Care Role Description Assigned To
Charge Nurse Charge Nurse for Unit Organization Unit
Consulting Cardiologist Cardiologist consulting for a specific patient visit Patient
Pharmacist Pharmacist for a location or set of locations Organization Unit
Primary Nurse Primary Nurse for a patient Patient

Viewing Existing Care Roles

1. From the Dashboard, click Configuration>Care Roles.
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Dashboard

Hi Admin User!

Vi Good morning
Monday, January 20, 2020
QOrganization Structure
i%f Dashboard Organization Types
E Assignment QOrganization Units
Clinical Attributes
o Settings Clinical Profiles
Entities
Caregivers
Contacts

On-Call Integrations

© User Guide =
Bulk Upload

e I IO L 4 I
https://documentation-4x-test.ga.pss.net:8443/arg-services-admin-web/#

2. Afull list of existing Care Roles displays with the Name, Description, and Assign To, as well as the option
to Edit or Delete.

3. Sort Name, Description, and Assign To in either Ascending or Descending order by clicking the small

arrow to the right of each field.

4. Download a CSV file of all Care Roles. The file includes care role name, code, description, and

assignment information.
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PatientSafe Hospital

Admin User

222 Dashboard

B Assignment

9, Configuration

X Settings

© User Guide =

5] Logout

E

Care Roles

Name

Charge Nurse

CNA

Consulting Anesthesiologist
Consulting Cardiologist
Consulting Internal Med
Consulting Neurologist
Consulting OBGYN
Consulting Oncologist
Consulting Orthopedics
Coumadin Pharmacist
Covering Anesthesiologist
Covering Cardiologist
Covering Internal Med
Covering Neurologist
Covering OBGYN
Covering Oncologist
Covering Orthopedics
Crash Team (role)
Discharae Coordinator

| Refresh ‘ ‘§|

Creating New Care Roles

Description

This Is a charge nur...

This is a CNAfora

This is an Anesthes...

This is a cardiologis

This is an internal ..

This is a neurologis...
This is the consultin. .

This Is an oncologis. ..

This is an orthopedi

This Is the pharmac..

This is an Anesthes

This is a cardiologis. ..

This is an internal ..

This is a neurologis. ..
This is an OBGYN ...
This is an oncologis. ..

This Is an orthopedi..

This is a discharae

Assign To

Nursing Unit
Bed

Patient
Patient
Patient
Patient
Patient
Patient
Patient
Patient
Nursing Unit
Facility
Nursing Unit
Nursing Unit
Nursing Unit
Nursing Unit
Nursing Unit
Crash Team

Nursina Unit

Search by name or description

Edit

N N N N O O N N N

patientiouchf

Delete

-

| Care Role Order | | Create New |

Only one caregiver can be assigned to a particular patient or organization unit in a Care Role at a time. Care Roles
must be completed prior to adding Clinical Profiles.

1. To add a new Care Role, click Create New.
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patientiouchf

PatientSafe Hospital [l CareRoles Search by name or description
Name Description Assign To Edit Delete
Charge Nurse This is a charge nur... | Nursing Unit Va [x] -
Admin User CNA This is a CNA for a Bed rd (%]
Consulting Anesthesiologist This is an Anesthes. .. Patient 7 [x]
Consulting Cardiologist This is a cardiologis Patient Va [x]
Consulting Internal Med This is an internal . Patient ra [x]
EEE Dashboard Consulting Neurologist This is a neurologis... Patient Va [x]
Consulting OBGYN This is the consultin... | Patient rd [x]
B Assignment Consulting Oncologist This Is an oncologis. .. Patient /' E
Consulting Orthopedics This is an orthopedi Patient Va [x]
Coumadin Pharmacist This Is the pharmac.. Patient 7 [x]
Covering Anesthesiologist This is an Anesthes Nursing Unit Va [x]
£X Settings Covering Cardiologist This is a cardiologis... | Facility ra [x]
Covering Internal Med This is an internal .. Nursing Unit 7 [<]
Covering Neurologist This is a neurologis. .. Nursing Unit ra [x]
Covering OBGYN This is an OBGYN ... Nursing Unit 7 [x]
Covering Oncologist This is an oncologis... = Nursing Unit rd [x]
Covering Orthopedics This is an orthopedi...  Nursing Unit Va [x]
© User Guide = Crash Team (role) Crash Team Va [x]
Discharae Coordinator This is a discharae Nursina Lnit Va x| M
2] Logout | Refresh ‘ ‘I| | Care Role Order | | Create New |
Details

Complete the following fields:

2.

3.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A

Name (required)
Code: The Code field integrates with the Clinical Server to recognize the Care Role.
Description (optional)

Assign To (Organizational Unit or Patient): Select Organization Unit or Patient. When you select
Organization Unit, the Unit Type field displays.

Unit Type: Only displays when you select Assign To: Organization Unit. Select the Unit Type from the
drop down menu.

Options:

Exclusive per Organizational Unit or Patient - When selected, this means that a patient/org unit can only
have one caregiver assigned.

Exclusive per Caregiver - When selected, the caregiver cannot be assigned to any other care role.

Restrict Assignment Management - When selected and the Care Role is saved, this option prevents the
assignments for the care role from being modified when they are using an on-call scheduling system.

Show Empty Locations - Only for Care Roles assigned to an organization unit. When selected, this setting
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will prompt the display of empty locations (beds) when browsing your assignments.

= Show on Care Team - When enabled, this care role will display in patient's Care Teams. When disabled,
this care role will not display in patients' Care Teams. Default setting is enabled.

8. Click Save.
PatientSafe Hospital [ 222 Care Roles: Primary Nurse
Associations
Details
Admin User

Name: Primary Nurse

Code: PRIMARY _NURSE
£22 Dashboard Description:
Y Assignment

Assign To: () Organization Unit
(®) Patient
° Settings Options
1| Exclusive per Organization Unit or Patient Exclusive per Caregiver
Restrict Assignment Management /| Show On Care Team

© User Guide =

Associations

You can only assign Associated Organization Units after saving the information for the new Care Role.
1. Click Associations from the top of the screen.

2. Click Edit.
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PatientSafe Hospital E =2 Care Roles: Primary Nurse

. === Associated Organization Units
Admin User
Facility Organization Unit Organization Unit(s)

There are no default associations for this Gare Role

22 Dashboard

KB Assignment

9, Configuration

X Settings

© User Guide = | =l ‘

3. Ensure you have the correct Org Unit Type and Facility selected.
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Patie fe Hosg
Admit Edit Associated Organization Units
Org Unit Type: | Nursing Unit Facility:] PatientSafe Mira Mesa
] Organization Unit Nursing Unit(s)
Dashboar ] 10151 10151
1E (Inactive) 1E (Inactive)
ASSIgNMENt | M| 2.south 2-South
[ | 2-SOUTH 2-SOUTH
[ 2-West 2-West
; 3.N (Inactive) 3.N (Inactive)
) | | 3-North 3-North
1 3RDFLOOR 3RDFLOOR
| 3-South 3-South
3w 3w

Cancel

Done

4. Select one or more associated nursing units.

5. Click Done.

Managing Care Role Order for Care Team

patientiouchjf

1. To manage the order of your Care Team click on Care Role Order in the bottom right hand corner of the

window.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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PatientSafe Hospital

Admin User

22 Dashboard

KB Assignment

9, Configuration

X Settings

© User Guide =

5] Logout

E

Care Roles

Name
Charge Nurse
CNA
Consulting Anesthesiologist
Consulting Cardiologist
Consulting Internal Med
Consulting Neurologist
Consulting OBGYN
Consulting Oncologist
Consulting Orthopedics
Coumadin Pharmacist
Covering Anesthesiologist
Covering Cardiologist
Covering Internal Med
Covering Neurologist
Covering OBGYN
Covering Oncologist
Covering Orthopedics
Crash Team (role)

Discharge Coordinator

| Refresh ‘ ‘I|

Description

This is a charge nur...

Thisisa CNAfora ...
This is an Anesthes
This is a cardiologis
This is an internal ..

This is a neurologis. ..

This is the consultin...

This is an oncologis...

This Is an orthopedi..

This Is the pharmac..

This i1s an Anesthes...

This is a cardiologis. ..

This is an internal
This is a neurologis

This is an OBGYN ___

This is an oncologis...

This is an orthopedi..

This is a discharge ...

Assign To
Nursing Unit
Bed
Patient
Patient
Patient
Patient
Patient
Patient
Patient
Patient
Nursing Unit
Facility
Nursing Unit
Nursing Unit
Nursing Unit
Nursing Unit
Nursing Unit
Crash Team

Nursing Unit

Search by name or description

Edit

S N N N L N N N O LN

patientiouchf

Delete

=

| Care Role Order |

|. Create New |

2. Select the desired facility from the drop down menu.

3. Dragand drop Care Roles into the preferred order you want listed in the application.

Mote The order of the Care Roles listed in Care Role Order will also display on the handheld.

4. Click Save.
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| Care Role Order in Care Team / Contacts

Drag and drop to arrange the order:

CNA

Consulting Anesthesiologist

Consulting Cardiologist

Consulting Internal Med

Consulting Neurologist

Consulting Oncologist

Consulting Orthopedics

Coumadin Pharmacist

Covering Cardiologist

Covering Internal Med

| Cancel |

Facility

PatientSafe Mira Mesa

| Save ‘

patientioLchjf

Editing Care Roles

1. To edita Care Role, simply click the Edit icon to the right of the desired Care Role.

2. Or, double-click the individual Care Role.
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63



PatientTouch® Enterprise Manager User Guide

PatientSafe Hospital

Admin User

22 Dashboard

B Assignment

9, Configuration

X Settings

© User Guide =

5] Logout

E

Care Roles

Name |
Covering Orthopedics

Crash Team (role)
Discharge Coordinator
ED Nurse

ED Phlebotomist
EDRT

Exclusive Unit Secretary
Floor Manager

Floor Phlebotomist
Floor Supervisor

Fluff Nurse

Hospitalist

House Supervisor

IT Administrator
Janitor

Lab Tech

MD After-Hour
Neurologist

No permission

| Refresh | ‘z‘

Description

This is an orthope_

This is a discharg. ..
Thisisanurseint...
This is a phleboto...

This is the respirat...

This is a nurse ma...
This is a phleboto. .

This is a supervis_

This is the hospita

This is a supervis. ..

This is an adminis...

This is the lab res...

Assign To
Nursing Unit
Crash Team
Nursing Unit
ED Zones
ED Zones
ED Zones
Nursing Unit
Floor
Floor
Floor
Patient
Nursing Unit
Facility
Facility
Nursing Unit
Nursing Unit
Team
Nursing Unit
Nursing Unit

Search by name or description

Edit

A R e A H AR N L T N

patientiouchf

Delete

=

|. Care Role Order | |

Create New |

3. Editthe Name, Code, Description, or Associations for that Care Role.
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PatientSafe Hospital El =22 Care Roles: Floor Manager

Associations

patientiouchf

. Details
Admin User
Name: Floor Manager
Code: 9016
EEE Dashboard Description: This is a nurse manager/supervisor that is respensible for the entire floor|
B Assignment
Assign To: (®) Organization Unit Unit Type: Floor
9, Configuration
() Patient
o Settings Options

| Exclusive per Organization Unit or
Patient

Restrict Assignment Management
Show Empty Locations

© User Guide =

Exclusive per Caregiver

Show On Care Team

Save & Create New

4. Click Save when you are done.

Deleting Care Roles

Users with the appropriate privileges can delete a Care Role by one of two methods:

1. Click the Delete icon to the right of the selected Care Role.
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PatientSafe Hospital

Admin User

=ii Dashboard

B} Assignment

9, Configuration

L Settings

© User Guide =

3] Logout

E

Care Roles

Name |

Charge Nurse
CNA

Consulting Anesthesiol ..

Consulting Cardiologist
Consulting Internal Med
Consulting Neurologist
Consulting OBGYN
Consulting Oncologist
Consulting Orthopedics
Coumadin Pharmacist
Covering Anesthesiolo
Covering Cardiologist
Covering Internal Med
Covering Neurologist
Covering OBGYN
Covering Oncologist
Covering Orthopedics

Crash Team (role)

| Refresh | ‘§|

Description

Thisisacha. ..
Thisisa CN...
ThisisanA...

This is a car...
This is an int...
This is a neu._.
Thisisthec...

This is an on...
Thisis anor...
Thisisthe p...

Thisis an A

Thisis acar...
This is an int...
This is a neu...
Thisisan O...
This is an on...

Thisisan or...

Assign To
Nursing Unit
Bed
Patient
Patient
Patient
Patient
Patient
Patient
Patient
Patient
Nursing Unit
Facility
Nursing Unit
Nursing Unit
Nursing Unit
Nursing Unit
Nursing Unit

Crash Team

Search by name or description

Edit

A R D e T

patientiouchf

Delete

-

| Care Role Order | | Create New |

2. Or, from the Edit screen, click Delete from the bottom left hand corner.
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PatientSafe Hospital E = Care Roles: CNA

Associations

. Details
Admin User
Name: CNA
Code: CERTIFIED_NURSING_ASSISTANT
=:2 Dashboard Description: This is a CNA for a location
B} Assignment
) Assign To: (® Organizaticn Unit Unit Type: Bed
9, Configuration
() Patient
¢ Settings Options
Exclusive per Organization Unit or Exclusive per Caregiver
Patient
Restrict Assignment Management Show On Care Team

Show Empty Locations

© User Guide =

H

3. Click Yes or No on the confirmation screen.
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67



PatientTouch® Enterprise Manager User Guide

Pat ospital
Admin User
G FIED_NURSING_ASSISTANT
Dashl | Thic ic a A atine
Confirm (]
en N
(7 Areyou sure you want to delete care role: CNA?
No Yes
Settings Ao
Organization U Exclusive per Caregive
Restrict A ent Manageme S On Care Tea
Sk E ations

Searching for Existing Care Roles

patienttouchf’

To search the existing list of Care Roles, enter your key words for Name or Description into the Search field.
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patientiouchf

PatientSafe Hospital [El CareRoles

E

Name | Description Assign To
CNA Thisisa CNAT. . Bed

Admin User

=ii Dashboard

B} Assignment

9, Configuration

L Settings

© User Guide =

2] Logout [ Refresh | [&]
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Clinical Profiles

A clinical profile is a set of permissions given to users associated with that profile. The permissions allow users to
perform certain functions in the Enterprise Manager, Clinical Manager, or PatientTouch. For example, a clinical
profile may have the permission set of a physician, phlebotomist, primary nurse, etc. These permissions must
map to the similar role in the Clinical Manager. This is done by the use of a clinical profile "code." It is this code
that is mapped to roles in the Clinical Manager. For example, a clinical profile code of Primary Nurse would be
mapped to the Staff Nurse role in the Clinical Manager.

Clinical profiles are associated to Care Roles. Typically, there is a 1:1 relationship between care roles and clinical
profiles. For example, a Primary Nurse care role will typically have a Primary Nurse clinical profile. However,
users may have one care role but multiple associated clinical profiles.

For example, the table below provides clinical profiles matched to care roles and assignments.

Clinical Profile Care Role(s) Assigned To ‘
Physician Physician Patient

MD After Hour Org Unit
Phlebotomist Unit Phlebotomist Org Unit

ED Phlebotomist Org Unit
Primary Nurse Primary Nurse Patient

ED Nurse Org Unit

Crash Team Org Unit

Viewing Existing Clinical Profiles

1. From the Dashboard, click Configuration>Clinical Profiles.
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Dashboard
Hi Admin User!

¥/ Good morning
Mondav. January 20, 2020

Organization Structure

5% Dashboard Organization Types [
. Organization Units

K Assignment

Clinical Attributes
Care Roles

a Settings Clinical Profiles

Entities
Caregivers

Contacts

On-Call Integrations

© User Guide =
Bulk Upload

Larw I R + | - - . . |
https://documentation-4x-test.ga.pss.net:8443/org-services-admin-web/#

2. A full list of existing Clinical Profiles displays with the Name, Clinical Role Type, and Description, as well as

the option to Edit or Delete.

3. Sort Name, Clinical Role Type, and Description in either Ascending or Descending order by clicking the
small arrow to the right of each field.

4. Download a CSV file of all Clinical Profiles. The file includes the clinical profile name, code,

description, and clinical role type ID.
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PatientSafe Hospital [l Clinical Profiles Search by name or description
Name | Clin_i;:ﬁ:l’giole Description Edit Delete
Floor Manager Registered N rd [x] -
Admin User Fluff RN Registered N. / B
Hospitalist Doctor of Me... This is a physician serving the ho._. Vs <]
House Supervisor Other This is the supervisor for the entir__. rd [x]
Internal Medicine Doctor of Me.. This Is a physician with the intern... ra [x]
iif Dashboard 1T Admin Other This is an Admin resource in the i... 7 [x]
) Janitor Other 7 [x]
Y Assignment Lab Tech Laboratory Aid  Lab Tech / B
Neurology Doctor of Me... This is a physician with the neuro... /: ?
No Permission Other Fd [x]
° Settings Nursing Administr... Anesthesiolo... Nursing Administration Group - H... ra [x]
OBGYN Doctorof Me...  This is a physician with the OBG... Vs (<]
On Call Physician Doctor of Me... Vs [x]
Oncologist Doctor of Me This is a physician with the oncol 7 [x]
OR Nurse Registered N... ra <]
Orthopedics Doctor of Me...  This is a physician with the ortho... Vs [x]
outside Registered N rd [x]
© User Guide = Pharmacist Registered P_. This is a registerad pharmacist rd [x]
Pharmacy Manager | Other Va ] h
5 LOQOUt Refresh | ‘I| | Create New |

Creating New Clinical Profiles

Typically, you need a Care Role associated with a Clinical Profile. However, in some instances, you may have a
Clinical Profile without a Care Role. For example, an IT administrator does not need a Care Role but you may
want to assign them a Clinical Profile with a specific set of permissions.

Clinical Profiles can have the same name as the Care Role.

1. To add a new Clinical Profile, click Create New.
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PatientSafe Hospital [El Clinical Profiles Search by name or description
Name C”mﬁ?‘;jole Description Edit Delete
Floor Manager Registered N._. rd [x] -
Admin User Fluff RN Registered N y ]
Hospitalist Doctor of Me.. This Is a physician serving the ho._. ra [x]
House Supervisor Other This is the supervisor for the entir_.. Vs [x]
Internal Medicine Doctor of Me This is a physician with the intern___ rd [x]
iif Dashboard 1T Admin Other This is an Admin resource in the ... r [x]
_ Janitor Other ra %]
B Assignment Lab Tech Laboratory Aild  Lab Tech / 8
Neurology Doctor of Me... This is a physician with the neuro._. /: ?
No Permission Other 4 x|
0 Settings Nursing Administr... Anesthesiolo... Nursing Administration Group - H... ra <]
OBGYN Doctor of Me...  This is a physician with the OBG... Vs [x]
On Call Physician Doctor of Me... 7 [x]
Oncologist Doctor of Me... This is a physician with the oncol... Vs (<]
OR Nurse Registered N rd [x]
Orthopedics Doctor of Me...  This is a physician with the ortho... Vs (<]
outside Registered N._. Vs [x]
© User Guide = Pharmacist Registered P.. This is a registered pharmacist ra [x]
Pharmacy Manager | Other Va [x] M
5 LOQOUt Refresh | ‘I| | Create New |

Details

Complete the following fields:
1. Name (required)

2. Clinical Role Type (required): Select a Clinical Role Type from the drop down menu. This list is fixed

across all facilities and is used for Analytics reporting.
3. Code (required): The code is a unique identifier that is used to integrate with the Clinical Server.
4. Description (optional)

5. Click Edit under Affiliated Facilities.
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PatientSafe Hospital E === Clinical Profiles: Primary Nurse

Clinical Profile Information
Admin User

Name: Primary Nurse

Clinical Role Type: Registered Nurse

£2% Dashboard Code: PRIMARY_NURSE
L)
Description: Primary Nurse|

B Assignment
9, Configuration

Affiliated Facilities
X Settings

Facility Remove
No affiliated facilities
| Edt |

Auto Provisioning Extension Ranges

© User Guide = Facility PBX Name Range Name Range Start Range End

5 Logout Save & Create New Save

6. Select one or more associated facilities.

7. Click Done.
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| Edit Affiliated Facilities

Name
PatientSafe Mira Mesa
PatientSafe Temecula
PSS Carmel
PSS Irvine
PSS Long Beach
PSS SD

Test Expressway

Testing Hospital

HI

University Hospital

| Cancel |

Auto Provisioning Extension Ranges

‘ Done |

patientioLchjf

If the clinical profile has been configured to automatically provide an extension to users upon initial log in, the

set of extension numbers will display here.

1. Click on the range of extensions to view Settings>Voice Systems to make any modifications.
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PatientSafe Hospital E =zz Clinical Profiles: Primary Nurse

Care Roles Permissions App Link Launch Points

Clinical Profile Information
Admin User

Name: Primary Nurse

Clinical Role Type: Registered Nurse
o Code: PRIMARY_NURSE
=21 Dashboard -
Description: Primary Nurse

K} Assignment

N, Configuration

Affiliated Facilities

XX Settings
Facility | Remove
PatientSafe Mira Mesa [x] =
PatientSafe Temecula []
PSS Carmel [x] .
[ Eat |

Auto Provisioning Extension Ranges

Facility PBX Name Range Name Range Start Range End
© User Guide =

| PatientSafe Mira __ doc server fre 1000-1100 1000 1050 |

& Logou e s crsoton |_soe

Care Roles

1. Click Care Roles.

2. Select the specific facility for which you want to add Care Role(s).

3. Click Edit to add Care Role(s) for the Clinical Profile.
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PatientSafe Hospital E =22 Clinical Profiles: Primary Nurse

Details Permissions App Link Launch Points

Facility: PatientSafe Mira Mesa

Admin User PatientSafe Mira Mesa
Care Rol -
PatientSafe Temecula
Nal PSS Carmel Description
No associa FSS Ivine
EEE Dashboard PSS Long Beach
PSS 5D
B} Assignment Testing Hospital
University Hospital

X} Settings

© User Guide =

patientiouchf

Assign To

Save & Create New

| Edit |

Save

4. Selectthe desired Care Role(s) from the list.

5. Click Done.
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. Care Roles
i

Pharmacy Tech
Physician
Physician Assistant
Primary Nurse
Primary Nurse 2
PT

Radiology On Call
Registered Nurse 2
Resident
Respiratory Therapist
RN After-Hour

room

| Cancel |

Name |

| Done |

patientioLchjf

Permissions

1. Click Permissions.

2. Select the facility for which you want to add/modify permissions. The permissions apply to only the

Clinical Profile.

3. Click Edit to add the permissions for the Clinical Profile.
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PatientSafe Hospital E === Clinical Profiles: Primary Nurse

Details Care Roles App Link Launch Points

Facility: PatientSafe Mira Mesa

Admin User
Search

Permission Description Scope Access

wn No permissions configured
=2 Dashboard

B Assignment

9, Configuration

L} Settings

© User Guide o=

E Logout Save & Create New

| Edi |

Save

4. The list of permissions displays with the Permission Name, Description, Scope, and Access.

= General permissions apply to all facilities.

m  Facility permissions only pertain to the selected facility.
5. Select the Access drop down menu and choose Allowed, View Only, or View & Edit.

6. Click Done when you are finished.
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Copy from facility

Permission ‘|
Access Clinica
Access Enterp...
Access Integra. ..

| Access Messa...

‘ Access Patient...

| | Affiliated Facili...
Careqgivers
Careqgivers. Pa.__
Caregivers: Us. .

Clinical Attributes

P N

i | Cancel ‘
3 | J

Edit Permissions: PatientSafe Mira Mesa

Description

Enable access to the Clinical Manager app

Enable access to the Enterprise Manager ..

Enable access to the Integration API.

Enable access to the Messaging (XMPP) ..
Enable access to PatientTouch applications.

Configure affiliated facilities for Clinical Pro...

Careqgivers list and details.

Configure PatientTouch phone extensions ...
User Account details for Caregivers (includ..

Clinical Profiles and Care Roles lists and d...

e s N NS I N S T P T S

Search

Scope
General
General
General
General
General
General
General
General
General

General

e

Access
none
Allowed
none
Allowed
Allowed

none

View & Edit

none
View Only
View & Edit

| Done |

patientioLchjf

App Link Launch Points

Customers are actively using Epic Haiku and Rover and want to seamlessly link from these third party apps to
PatientTouch. If your hospital has configured this feature (Enterprise Manager>Settings>App Link Launch Points)
clinical profiles will be assigned App Link Launch Points and Epic Haiku or Rover buttons will display in the
designated locations on the PatientTouch application.

1. Click App Link Launch Points.

All of the App Link Launch Points display for this clinical profile. The Name field indicates the name of the button
that will display on the PatientTouch screens. The Type field indicates the screen where the button will be

located.

Use the list below to locate where the buttons will be for each Type:

m Patient : patient-info screen and patient-context screen (individual patient)

m Patient List : assighments/unit-browse screens

m User : contact-detail screen (individual contact)

2. Double-click on a Launch Point to view more detailed information.
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PatientSafe Hospital E

Admin User

==2 Dashboard

B} Assignment

9, Configuration

L Settings

© User Guide =

5] Logout

patientiouchjf

1
r

£22 Clinical Profiles: Primary Nurse
Details Care Roles Permissions App Link Launch Points
Facility: PatientSafe Mira Mesa
App Link Launch Points
Name Description Type
Epic Haiku User, Mira Mesa & Temecula, all care-roles User
Epic Haiku Patient List, Mira Mesa & Temecula, all care-roles Patient List
Epic Haiku Patient, Mira Mesa & Temecula, all care-roles Patient
| Edit |
[ | oo [socaceacnon | _soe_|

3. The App Link Launch Point configuration screen displays. View the available clinical profiles. View or

modify data as necessary.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A

81



PatientTouch® Enterprise Manager User Guide pat_ientl ”U”.]F

PatientSafe Hospital E B App Link Launch Point

Details
) Name: Epic Haiku
Admin User
Link epichaiku://launch/loginnar = (Supported variables: $patientmrn and $username)
Description: User, Mira Mesa & Temecula, all care-roles
Type: User

==2 Dashboard

Available To (Clinical Profiles)

B} Assignment
Clinical Profile ‘| Facilities Remove
Pharmacy Manager PatientSafe Mira Mesa o
Physical Therapy PatientSafe Mira Mesa o
n Settings Physician PatientSafe Mira Mesa o
Primary Nurse PatientSafe Mira Mesa [x]
Radiology PatientSafe Mira Mesa o
Registered Nurse PatientSafe Mira Mesa [x]
Respiratory Therapist PatientSafe Mira Mesa [x]
© User Guide = \H|

5 LOgOUt m Save & Create New Save

Saving Newly Created Clinical Profiles
1. If you have more Clinical Profiles to create, click Save & Create New to save your current Clinical Profile
and prepare to enter the next one.
2. If you have finished creating your new Clinical Profile, click Save.

3. Click the Back button at any time to return to the previous screen. If you have entered any information,
you will receive a message asking if you want to save.
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PatientSafe Hospital E = Clinical Profiles: Primary Nurse

patientiouchf

Care Roles Permissions App Link Launch Points

Clinical Profile Information

Admin User
Name: Primary Nurse
Clinical Role Type: | Registered Nurse
nan Code: PRIMARY_NURSI
==2 Dashboard ode = |
Description: Primary Nurse
B} Assignment
9, Configuration
Affiliated Facilities
L Settings

Facility |

PatientSafe Mira Mesa

Auto Provisioning Extension Ranges

© User Guide = N
Facility PBX Name Range Name

Remove

a

u <

| Edit |

Range Start Range End

Save & Create New Save

Editing Clinical Profiles

1. To edita Clinical Profile, simply click the Edit icon to the right of the desired Clinical Profile.

2. Or, double-click an individual Clinical Profile.
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PatientSafe Hospital [El Clinical Profiles ‘ [Search by name or description
Name ] Glim_l‘_:f;é?ole Description Edit Delete
Admin User outside Registered N 7 [x] -
Pharmacist Registered P This is a registered pharmacist 7 [x]
Pharmacy Manager Other 7 [x]
Phlebotomist Certified Phl_. This is a phlebotomist user rd o
EEE Dashboard Physical Therapy Physical The.. This is a certified physical therapist rd o
Physician Doctor of Me.. Doctor rd o
B Assignment Primary Nurse Registered N. .. Primary Nurse [x]
Primary Nurse 2 Registered N... rd [x]
Radiology Other rd [x]
Registered Nurse Registered N... This is a clinician with an RN deg. .. rd [x]
ﬂ Settings Resident Physician Doctor of Me.. This is a physician in resident pr... rd [x]
Respiratory Therapist = Respiratory T... = This is a certified respiratory ther... rd [x]
SD Nurse Doctor of Me.. rd [x]
Speech Therapy Speech-Lang.. This is a certified speech therapist 7 [x]
Team Nurse Registered N... 7 [x]
Transport Transport This is a transport technician in t... 7 [x]
© User Guide &= Unit Secretary Other This is the unit secretary for the . 4 [x]
/S Tact~araDrafilad Danictarad N > | M
5 Logout ‘ Refresh . ‘I| | Create New |

3. Edit any of the Details, Care Roles, Permissions, or App Link Launch Points tabs.

4. Click Save when you are done.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A 84



PatientTouch® Enterprise Manager User Guide

PatientSafe Hospital E = Clinical Profiles: Primary Nurse

Care Roles Permissions App Link Launch Points

Clinical Profile Information

patientiouchf

Admin User
Name: Primary Nurse
Clinical Role Type: | Registered Nurse
.- Code: PRIMARY_NURS!
==2 Dashboard = g
Description: Primary Nurse
B} Assignment
9, Configuration
Affiliated Facilities
L Settings
Facility | Remove
PatientSafe Mira Mesa [x] Z
[ Edit |

Auto Provisioning Extension Ranges
© User Guide =

Facility PBX Name Range Name Range Start Range End

Save

Deleting Clinical Profiles

Users with the appropriate privileges can delete a Clinical Profile by one of two methods:

1. Click the Delete icon to the right of the selected Clinical Profile.
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PatientSafe Hospital [El Clinical Profiles ‘ Bearch by name or description
Name | Clinical Role Description Edit Delete
Type
Admin User outside Registered N...
Pharmacist Registered P This is a registered pharmacist

Pharmacy Manager Other

/7 [}
/7 o
7 o
Phlebotomist Certified Phl__. This is a phlebotomist user 7 [x]
EEE Dashboard Physical Therapy Physical The This is a certified physical therapist 7 [x]
Physician Doctor of Me.. Doctor Vd [x]
Y Assignment Primary Nurse Registered N...  Primary Nurse /7
Primary Nurse 2 Registered N... Vd [x]
Radiology Other Vd [x]
Registered Nurse Registered N. .. This is a clinician with an RN deg. .. Vd [x]
l:i Settings Resident Physician Doctor of Me.. This is @ physician in resident pr... Vd [x]
Respiratory Therapist = Respiratory T...  This is a certified respiratory ther. . Vd [x]
3D Nurse Doctor of Me.. Vd [x]
Speech Therapy Speech-Lang.. This is a certified speech therapist Vd [x]
Team Nurse Registered N... Vd [x]
Transport Transport This is a transport technician in t... Vd [x]
© User Guide = Unit Secretary Other This is the unit secretary for the . 4 [x]
\/STact " arabrafilad Panictarad N r | v
5 LOQOUt | Refresh . ‘I| | Create New |

2. Or, from the Edit screen click Delete from the bottom left hand corner.
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PatientSafe Hospital E = Clinical Profiles: Primary Nurse

patientiouchf

Care Roles Permissions App Link Launch Points

Clinical Profile Information

Admin User
Name: Primary Nurse
Clinical Role Type: | Registered Nurse
— Code: PRIMARY_NURS
==2 Dashboard = g
Description: Primary Nurse
B} Assignment
9, Configuration
Affiliated Facilities
L Settings
Facility | Remove
PatientSafe Mira Mesa [x] Z
[ Edit |
Auto Provisioning Extension Ranges
© User Guide = N
Facility PBX Name Range Name Range Start Range End

Save & Create New Save

Searching for Existing Clinical Profiles

To search the existing list of Clinical Profiles, enter your key words for Name or Description into the Search field.
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PatientSafe Hospital [ CareRoles ‘ o
Name | Description Assign To Edit Delete
Primary Nurse Patient 7 [x]
Admin User Primary Nurse 2 Patient 7 [x]
i:2 Dashboard
B} Assignment
L Settings
© User Guide =
5 Logout ‘m| ‘§| Care Role Order | | Create New
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Caregivers

Viewing Existing Caregivers
1. From the Dashboard, click Configuration>Caregivers.
PatientSafe Hospital E Dashboard

Hi Admin User!

amnuser  (500d morning
Mondav. January 20, 2020

I Organization Structure

patientioLchjf

=22 Dashboard Organization Types
) Organization Units
B} Assignment
Clinical Attributes
o Settings Clinical Profiles
Entities
Caregivers
Contacts

On-Call Integrations

© User Guide =
Bulk Upload

e [ B + | .. - . .
https://documentation-4x-test.ga.pss.net:8443/org-services-admin-web/#

2. Afull list of existing Caregivers displays with the Last Name, First Name, Job Title, Credentials, Username,

Badge ID, and PatientTouch ID as well as the option to Edit or Delete Caregivers.

3. The defaultis to display All in the Facilities drop down menu. To see Caregivers for a specific site, select it

from the Facility drop down menu.

4. Sortany category in either Ascending or Descending order by clicking the small up/down arrow to the

right of each field. You can also access the Show Options tab to view inactivated caregivers.

5. If there is more than one screen of Caregivers, arrows will display at the bottom of the screen. Click the

single right arrow to navigate to the next screen. Click the double right arrows to navigate to the end

screen.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A

89



PatientTouch® Enterprise Manager User Guide pat_ientl ”U”H?

PatientSafe Hospital E Caregivers Facility- Al Search

Show Options

[] Show inactivated Caregivers

T T Show User Accounts only Jsemame BaIdDge PatientTouch ID Edit Delete
Show system users ardema 1127 paardema@q... rd (=] -
Aardva Sherry Case saardvarch 1125 saardvarch@ ra [x]
Aaron Sally EDN... saaron 1126 saaron@aqa.p... Va B
Feclisanrs Ababa Darle Pedi..  dababa 1129 dababa@qap... 7 <]
Abaca Rodn... Neur... rabaca 1130 rabaca@aqa.p... rd <]
B3 Assignment Abba Mary Regi... mabba 1128 mabba@qa.p... rd B
Abbey Danisl Anes dabbey 1131 dabbey@qa p. .. rd [x]
Abel David Tran.. dabel 1124 dabel@qa.pss... 7’ (%]
Abercr Rodri Anes rabercro__. 1133 rabercrombie ra B
° Settings Aberdeen Shelly Certif... saberdeen 1114 saberdeen@q... Ve B
Aberma.. | Linda Regi . labernathy 1113 labernathy@q... rd B
Abindale Mike Cardi...  mabindale 1115 mabindale@gq. .. rd [x]
Abirnith Keith Anes.. kabirnith 1110 kabirnith@qa.... /' E
Able Paul Surg. .. pable 1123 pable@aqa.pss. .. rd B
Abney Steve Surg... sabney 1132 sabney@ga.p... Va B
Abundy Malc..  Phle. . mabundy 1116 mabundy@aa. rd B
Addams Jane LSW jaddams jadd... rd [x]
Adiron... Mitch ITDir..  madirond.. 1117 madirondack.. ra [x]
@ User Guide = Affernuff Robert Phys raffernuth 1121 raffernuth@qa ra <] -
3] Logout C Page 1 of12 | > 1-25 of 201 | Create New |

Create New Caregiver

1. To add a new Caregiver, click Create New.
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patientiouchf

PatientSafe Hospital E Caregivers Facility: All Search
Show Options
N Lastl NF”St %Ct)lb Username Balc[i)ge PatientTouch 1D Edit Delete

Admin User AL ame e

Aardema Peter Float. . paardema 1127 paardema@aq... V4 [%] o
Aardva. .. Sherry Case.. saardvarch 1125 saardvarch@... Vd [%]
Aaron Sally EDN saaron 1126 saaron@aqa p Vd 4]

EEE Dashboard Ababa Darle... | Pedi... dababa 1129 dababa@qa.p... rd E
Abaca Rodn... | Neur... rabaca 1130 rabaca@aqa.p.. Vd (%]

B Assignment Abba Mary Reqi mabba 1128 mabba@aqa p Vd [4]
Abbey Daniel | Anes.. | dabbey 1131 dabbey@qa.p... V4 [x]

9, Configuration Abel David Tran... = dabel 1124 dabel@qa.pss... rd [%]
Abercr.. | Rodr... Anes.. | rabercro... 1133 rabercrombie... Va [4]

g Settings Aberdeen  Shelly Certif...  saberdeen 1114 saberdeen@q... V4 B
Aberna...  Linda Regi..  labemnathy 1113 labernathy@g... rd (%]
Abindale | Mike Cardi.. mabindale | 1115 mabindale@q. .. Va []
Abirnith Keith Anes. .. kabirnith 1110 kabirnith@aqa.. .. /‘ E
Able Paul Surg... pable 1123 pable@qa.pss... rd [x]
Abney Steve Surg... | sabney 1132 sabney@aqa.p. . Vd [4]

o User Guide = Abundv Malc Phle_ mabundv 1116 mabundvi@aa Vd [x] M

5] Logout G Page 1  of12 1-250f295 | Create New |

Details

2. Complete the following fields:

= First Name (optional)

= Middle Initial (optional)

m Last Name (required)

m Signature Initials (required)
m Job Title (optional)

m Credentials (optional)

= Company Name (optional)

m Department (optional)

3. If you want to add a photo of the caregiver, you must save the information first.

4. Click Save.
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PatientSafe Hospital E Caregiver
Contact
. Caregiver Information
Admin User
First Name: Brenda
Last Name: Middleton
Job Title:
£3: Dashboard
K3 Assignment
Profile Photo
9, Configuration
No profile photo selected.
X Settings

Affiliated Facilities

No affiliated facilities.
© User Guide =

5] Logout

=l

patientlouc

User Account Permissions
Middle Initial:
Signature Initials:
Department:
Company Name:
Additional IDs
ID Type Identifier Facility Remove
No additional ids set
[ A |
Facility | CaregthlrjExtemal Remove
[ Edi |

Save & Create New

5. Click Choose Photo...to add a picture of the caregiver. This image will display on the PatientTouch

Communications client application.

6. Click Add to enter an Caregiver Additional Id. This Id links the user to an external system such as Active

Directory (AD).

7. Scroll down to see the Additional Info section (see image below). If a caregiver belongs to an access

group, their access group name will display. In the example below, the caregiver's access group is Staff

Nurse. This is a non-editable field.

Additional ID=
ID Type Identifier Facility Remove
Mo additional ids set.
| Add |
Additional Info
System Type Facility Value
cerner accessgroup PatientSafe Mir_..  Staff Nurse

8. Click Edit to select Affiliated Facilities.
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Caregiver

Contact Associations

PatientSafe Hospital E

Caregiver Information

Admin User
First Name: Brenda
Last Name: Middleton
Job Title:

#:% Dashboard

K3 Assignment
Profile Photo
9, Configuration
. . Choose Photo... ‘
X Settings L] T

Remove Photo ‘

} |

Affiliated Facilities
Facility |
No affiliated facilities.
© User Guide =

5] Logout

EREs

User Account

patientiouchjf

Permissions

Middle Initial:

Signature Initials:

Credentials: RN

Department:

Company Name:
Additional IDs

ID Type Identifier Facility Remove

No additional ids set

| Add |

CaregthlrjExtemal Remove

9. Select one or more facilities for the caregiver.

10. Click Done when you are finished.
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Edit Affiliated Facilities

Facility |
PatientSafe Mira Mesa
PatientSafe Temecula
PSS Carmel
PSS Irvine
PSS Long Beach
PSS SD
\ Test Expressway
Testing Hospital
‘ University Hospital

| Cancel ‘ ‘ Done ‘

Mote Afteryou select the affiliated facilities, the Associations tab becomes active.

PatientSafe Hospital E Caregiver

Contact Associations User Account Permissions

Caregiver Information

Admin User
First Name: Brenda Middle Initial:
Last Name: Middleton Signature Initials:
Job Title: Credentials: RN
Department:
B Assignment Company Name:
Profile Photo Additional IDs
9, Configuration ID Type Identifier Facility Remove
] ‘ Choose Photo. ‘ Nurse 1 ABC123 All g .
X Settings L] . =
— | Add |
‘ Remove Photo ‘ L
Affiliated Facilities
Facility | CaregthlrJExtemal Remove
PatientSafe Mira Mesa none 4]
PatientSafe Temecula none 'ﬁ
© User Guide = \ Edit \
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Mote The Caregiver External IDis from an integrated system like Active Directory or an EMR/ADT system.

When you select the affiliated facility, the external ID field is automatically populated (if applicable).

Contact

The Contact tab allows you to enter your contact information: phone numbers, email addresses, postal
addresses, and messaging JID.

1. Click Add under each of the contact types.
2. Selectthe "type" from the drop down menu.

3. Enter the phone number, email address, postal address, or JID (you can get this from the User Account
tab).

4. Click Save.

PatientSafe Hospital E Caregiver

Details Associations User Account Permissions

Phone Numbers

Admin User
Type Number Facility i o
r r Save Cancel

Mobile Phone 8585551213 |7‘ |7
Primary Phone 8587463100

£3: Dashboard

Y Assignment

*\ Configuration Email Addresses

LX Settings Type Address Delete
No associated Email address

Add
Postal Addresses
Addr... ZIP
© User Guide = Type Address 1 2 City State code Delete

-

Associations

Use the Associations tab to select the Associated Clinical Profile(s) for the caregiver.
1. Select the appropriate facility from the drop down menu.

2. Click Edit underneath the Associated Clinical Profiles.
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PatientSafe Hospital E

Admin User

=21 Dashboard

A Assignment

9, Configuration

X Settings

© User Guide =2

5] Logout

Caregiver

Details Contact User Account

Facility: PatientSafe Mira Mesa

Associated Clinical Profiles

Name | Clinical Role Type

No associated Clinical Profiles

=2z Associated Org Units
Org Unit

No Associated Org Units of selected type

oo | oo

patientiouchjf

Permissions

Description

| Edit |

Org Unit Type:  Nursing Unit

Source(s)

\: Edit \

Save & Create New m

3. Select the desired clinical profile(s).

4. Click Done when you are finished.
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Clinical Profiles

Name |

outside

Pharmacist
Pharmacy Manager
Phlebotomist
Physical Therapy
Physician

Primary Nurse
Radiology
Registered Nurse
Resident Physician
Respiratory Therapist
SD Nurse

‘ Cancel ‘

Description

This is a registered pharmacist

This is a phlebotomist user
This is a certified physical therapist
Doctor

Primary Nurse

This 1s a clinician with an RN degree
This 1s a physician in resident program

This 15 a certified respiratory therapist

‘ Done ‘

patientiouchjf

5. Click Edit underneath the Associated Org Units.
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PatientSafe Hospital El Caregiver

Details Contact User Account Permissions

Facility: PatientSafe Mira Mesa
Admin User
Associated Clinical Profiles

Name | Clinical Role Type Description
Primary Nurse Registered Nurse Primary Nurse
=21 Dashboard
A Assignment
9, Configuration
ﬁ Settings i Associated Org Units Org Unit Type: | Nursing Unit
Org Unit Source(s)

No Associated Org Units of selected type

© User Guide =2

| Edit |

\: Edit \

Save

6. Select the desired Nursing Units.
Mote Ensure the proper Org Unit Type is selected at the top of the screen.

7. Click Done when you are finished.
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Edit Associated Organization Units

Org Unit Type: | Mursing Unit Facility: PatientSafe Mira Mesa

Organization Unit Nursing Unit(s) |

10151 10151
| | 2-South 2-South
2-.SOUTH 2-SOUTH
[] 2-West 2-West
3-North 3-North
[ 1 3-South 3-South
3RDFLOOR 3RDFLOOR
] 3w aw
4 SOUTH 4 SOUTH
4 WEST 4 WEST
[ caren

Search:

| Done |

patientioLchjf

Mote

If an associated Nursing Unit is associated by a Care Role, then the Care Role name displays under the

Source(s) column. If it is not associated by any Care Role but by the caregiver, then “Caregiver”

displays.
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PatientSafe Hospital El

Admin User

=% Dashboard

A Assignment

Caregiver: Brenda Middleton

Details Contact User Account
Facility: PatientSafe Mira Mesa

Associated Clinical Profiles

Name | Clinical Role Type

Primary Nurse Registered Nurse

Permissions

Description

Primary Nurse

patientiouchf

9, Configuration ‘ﬂ‘
ﬁ Settings i Associated Org Units Org Unit Type: | Nursing Unit
Org Unit Source(s)

2-West Caregiver, Primary Nurse -

3RDFLOOR Primary Nurse

4WEST Caregiver
© User Guide =2 \ Edit \
5 Logout m Inactivate Save & Create New Save

User Account

Use the User Account tab to set up a user name, password, pin, and messaging ID.

1. Click Create User Account.
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PatientSafe Hospital E Caregiver

Details Contact

Create User Account

Admin User

=28 Dashboard

B} Assignment

9, Configuration

X Settings

© User Guide =

5] Logout

EREs

Associations User Account Permissions

patientiouchjf

Save & Create New m

2. Use the information below to enter the Username and Badge ID:

m Username - This is the name users will enter to log into the Enterprise Manager, Web Messenger, and

the PatientTouch Communications application.

m Badge ID: This is the set of numbers and or letters associated with the users badge. They will scan their

badge to log into the Clinical Manager and the PatientTouch handheld.
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PatientSafe Hospital E Caregiver

Details Contact
) Account ID
Admin User

Username: bmiddleton
Password:

525 Dashboard
Messaging

B} Assignment
PatientTouch ID:

9, Configuration

Preferred Contact Method

PatientTouch Extensions

X Settings

Facility |

PatientSafe Mira Mesa

e User Guide 2 PatientSafe Temecula

EREs

5] Logout

patientiouchjf

Associations User Account Permissions

Badge ID: | 55554 |

Voice System Exte__. Call Forwarding Edit

Nota... s -

Not configured -

Save & Create New m

3. Use the information below to set the Password and Pin.

Set Password

The password requirements are listed under
Settings>Security and are configurable for each server.
The same password is used for the Enterprise Manager,
Clinical Manager, Web Messenger and PatientTouch.

Enter and Re-enter a new password.

Or, click Set Default Password to have Enterprise
Manager automatically enter the system's default
password.

Click Done when you are finished.

Set Security Pin

The Security PIN is an optional field and only used for
PatientTouch Communications - Android and iOS client
and Web Messenger. Use the PIN to unlock the screen
after it locks out after a configurable amount of time.

Enter and Re-enter a new pin.

Use the following tips when creating a PIN:
- 1234 or 4321 or 8765 will not be accepted
- No repeated digits

- You will not be able to save your pin if it has been used
by another caregiver.

Click Done when you are finished.

4. Use the information below to set the PatientTouch ID.

m Click Generate. The application creates a PatientTouch messaging identifier (used for text messaging).

= You can also manually enter a PatientTouch ID and click Check to see if there are any duplicates.
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PatientSafe Hospital ] Caregiver

. Account ID
Admin User
Username: bmiddleton Badge ID: 55555
=== Dashboard
Messaging

A Assignment

9, Configuration

£} Settings

Facility | Voice System Exie... Call Forwarding Edit
PatientSafe Mira Mesa Nota 7 -
e User Guide 2 PatientSafe Temecula Not configured -

5. Click the Preferred Contact Method drop down menu to select the preferred method of

communication for this caregiver. The preferred contact method must be entered in the Contact tab
(primary phone, email, etc.)

Details Contact Associations Permissions

PatientTouch ID: bmiddleton@qa.pss.net

Preferred Contact Method

| Mobile Phone |

PatientTouch Extensions

6. Use the table below to assign PatientTouch Extensions.

Mote This setting only pertains to those users of PatientTouch Communications-Android/iOS client or for

those who have installed the Clinical Communications Module.

Mote Userscan only have one extension per facility and one extension per Voice Setting.

1

From the User Account tab, click the Edit jcon next to the facility for which you want to assign an exten-
sion

From the Assign PatientTouch Extensions screen:
Click Off to turn off call forwarding.

Click Forwarding # if you want your calls to be forwarded to another extension. Enter the Call Forwarding
#.

Select the Extension Name (internal Range, External Range, Blue Range, etc.) that was set up in Set-
tings>Voice Systems.

Click Find Next Available o Find Next Available DID_The extension automatically displays in the
PatientTouch Extension field.

Click Allow Voicemail (indicator) to enable the device to connect to a voice mail system, i.e. Cisco Unity.

Voicemail: click to have your calls forwarded to your voicemail.
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8  Click Done when you are finished.

T R T GRRT § ( R
. | Facility: PabentSafa Mira Masa Voloe System: PSS CLCM
atientS{
Call Forwanding: [+ ) PatientTouch Extension: ]
7 (W) Forwarding # Allow Voicemail: 1 +— b
—_— il -
Veema Volcemail Dial #: 5E30)
Call Forwarding &: 858-746-3100
Voicemail Forwand #: 5630
Aaiabis PaterdTouch Exterssicns 5
fiagas|
4 —* | Find Next Awailable FrdN:medabl:DlDl
Start T End (1[5 ] External Accens & Exbenian Availabibty
1000 1002 Ll BE58-T48-3100 G000 acd -
4611 ABE0 Ll BEATAE0000 B0 Ayailabke
GO0 6012 W B5E-TZ2-1000 G002
6003 3
(Rt
0 "
B i
B - Charge Nurse
(R i T
(e L
&010 -
sord F-Movih- Aded Gharg.

o I = 3

The information displays in the User Account tab.
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PatientSafe Hospital E Caregiver
Details Contact Associations Permissions

Account ID
Admin User

Username: bmiddleton Badge ID:

Password: Security PIN: Set Security PIN

£3i Dashboard

patientiouchf

Messaging

A Assignment
PatientTouch ID: bmiddleton@dqa.pss.net
Preferred Contact Method

1} Settings

Mobile Phone

PatientTouch Extensions

Facility | Voice System Extens

‘atientSafe Mira Mesa doc server freeswitch 1015

‘atientSafe Temecula Not configured

© User Guide =

Permissions

Edit

Save & Create New

If you have the necessary privileges, you may edit Caregiver permissions. Otherwise, you will only be able to

view them.

The permissions can be modified here to give additional permissions outside of what is set in the Clinical Profile.

1. Ensure you have the correct facility selected. Or, you may select "Facility Independent."
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PatientSafe Hospital F

Admin User

i%2 Dashboard

B Assignment

9, Configuration

£ Settings

© User Guide 2

5] Logout

Caregiver
Details ~ Contact  Associations User Account
Facility: PatientSafe Mira Mesa ‘ ‘ Edit Caregiver Permissions |
Note: Permis Facility-independent n addition to and will not override permissions inherited from Clinical Profiles, if any.
PatientSafe Mira Mesa
Facility P¢ patientSafe Temecula Search
Permission | Description Scope Access Source(s)

No permissions configured

2. Click Edit Caregiver Permissions.
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PatientSafe Hospital 1 Caregiver

Details Contact ~ Associations User Account W

Facility: PatientSafe Mira Mesa | | Edit Caregiver Permissions ‘
Admin User Note: Permissions canfigured here will be in addition to and will not override permissions inherited from Clinical Profiles, if any.
Facility Permissions Search
Permission | Description Scope Access Source(s)

&52 Dashboard

No permissions configured.

B Assignment

9, Configuration

L Settings

© User Guide =

3. You may copy permissions from another facility.

4. Or, search for specific permissions using the Search field.
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Edit Permissions: PatientSafe Mira Mesa
\ | Copy from facility Search
Facility-independent
PafieniSafe Temecula Description Scope Access
Access Clinical Ma...  Enable access to the Clinical Manager application. General none -
Access Enterprise .. Enable access to the Enterprise Manager web applic...  General none
Access Integration ... Enable access to the Integration API. General none
Access Messaging ... Enable access to the Messaging (XMPP) Server. General none
Access PatientTouch Enable access to PatientTouch applications. General none
Affiliated Facilities (. Configure affiliated facilities for Clinical Profiles and C...  General none
Caregivers Caregivers list and details General none
Caregivers Patient . Configure PatientTouch phone extensions for User A General none
Caregivers: UserA.. User Account details for Caregivers (includes CallFo...  General none
Clinical Attributes Clinical Profiles and Care Roles lists and details. (De... General none
Configure On-Call |~ Configure On-Call Schedule Integrations General none -
[cance | [oore |

patientiouchjf

1
r

5. If you want to manually select permissions, click the Access drop down menu for each permission and
set to (View/View & Edit or Allowed)

6. Note the General and Facility Specific permissions. General permissions apply to all facilities. Facility

Specific permissions only apply to the selected facility.
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N

Edit Permissions: PatientSafe Mira Mesa

Copy from facility

Permission |

Send External Notif. ..

Send HIPAA-compl..

SetAlternate Caller. ..

Upload Caregivers
Voice Systems
Affiliated Facilities f..
Affiliated Facilities f
Assignment Transfer
Assignments
Assignments (self ..

Caregivers: Associ..

| Cancel ‘

Description
Send notifications via the Integration API.

Enable sending of HIPAA-compliant pages via SMS

Enable the user to select select, register, verify and u..

Bulk upload users, Caregivers, and Contacts.

Voice Systems (PBXs) settings in Communications.

Configure affiliated facilities for Caregivers. To allow, ..

Configure affiliated facilities for Clinical Profiles. To all_ .

Transfer one's own assignments to other caregivers.
Assignments for all Caregivers (including their own)

Abillity for Caregivers to manage their own assignme.

Configure Nursing Unit associations for all Caregiver..

Search

Scope Access
General none
General Allowed
General none
General none
General View & Edit
Facility Sp... none
Facility Sp.. none
Facility Sp... Allowed
Facility Sp View & Edit
Facility Sp... Allowed
Facility Sp... Allowed

| Done |

patientioLchjf

7. Click Done when you are finished.

Saving Newly Created Caregivers

1. If you have more Caregivers to create, click Save & Create New to save your current Caregivers and

remain in the Create New window. This allows you to create multiple Caregivers without having to

return to the main menu first.

2. If you have finished creating new Care Roles, click Save.

3. Click the Back button at any time to return to the previous screen. If you have entered any information,

you will receive a message asking if you want to save.
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PatientSafe Hospital & Caregiver: Brenda Middleton

Contact Associations User Account Permissions

Caregiver Information

Admin User
First Name: Brenda Middle Initial: D
Last Name: Middleton Signature Initials:
Job Title: Registered Nurse Credentials: RN
£52 Dashboard
Department:
E Assignment Company Name:
Profile Photo
9, Configuration
. Choose Photo... |
L Setiings b | comsfon |
k | Remove Photo ‘ o
Affiliated Facilities
Facility | Caregiver Remove
External ID
PatientSafe Mira Mesa none ] -
© User Guide =2 | Edit |

Inactivating a Caregiver

After a caregiver has been created and saved, the profile may be deactivated. For example, if a nurse goes on
maternity leave, the facility may inactivate her profile until she returns. When she returns, the profile may be
activated again.

When a caregiver is in an inactive state, their phone extension also becomes deactivated and may be assigned to
another user.

When the caregiver returns to an active state, they may need to be assigned a new extension.

To inactivate a user:

1. Click Inactivate.
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Caregiver: Brenda Middleton
Contact

Caregiver Information

PatientSafe Hospital &

Associations

Admin User
First Name: Brenda
Last Name: Middleton
Job Title: Registered Nurse

&= Dashboard

B} Assignment
Profile Photo
9, Configuration
Choose Photo...
L Setiings b - | comfimn

¥y A

Affiliated Facilities

Facility |

PatientSafe Mira Mesa

© User Guide =

5] Logout

2. Click Yes on the confirmation screen.

User Account

)
Remove Photo ‘ o

patientiouchf

Permissions

Middle Initial:

; .

Credentials: RN

Signature Initials:

Department:

Company Name:

Caregiver

External ID Remove

-

nane ] o

Edit |

Save & Create New
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Confirm %)

~" You have unsaved changes Are you sure you want to save and inactivate the caregiver:

[
? Brenda Middleton? will be remaved.
[~

3. The caregiver profile displays the date and time of inactivation.
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1
r

PatientSafe Hospital & Caregiver: Brenda Middleton (Inactive)

Contact Associations User Account Permissions

Caregiver Information

Admin User

First Name: Brenda Middle Initial: .
Last Name: Middleton Signature Initials:
Job Title: Registered Nurse Credentials: RN

£52 Dashboard Department:

E Assignment Company Name:

Profile Photo
° Settings ‘ | Choose Photo... ‘

t | Remove Photo ‘

Affiliated Facilities

Caregiver

Facility External ID

Remove

-

PatientSafe Mira Mesa none (] -

© User Guide =

Edit |

4. Inactivated caregivers display in gray italics when "Show inactivate Caregivers" is selected from the Show
Options drop down menu.
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PatientSafe Hospital [ Caregivers Facility Al brenda

Show Options

/| Show Iinactivated Careqgivers Title

Usemame Badge ID PatientTouch ID Edit Delete
Admin User Show User Accounts only

Show system users t / %]

&5 Dashboard

3 Assignment

9, Configuration

L) Settings

© User Guide 2

5] Logout } Page 1  of1 1-10f1 Create New

5. Nurse Brenda Middleton displays as inactive, in gray, italic font.
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PatientSafe Hospital &) Caregivers Facility: Al brenda

Show Options

Last Name ‘| First Name Job Title Username Badge ID PatientTouch ID Edit Delete
Admin User

/ 4]

#32 Dashboard

B Assignment

9, Configuration

X Setiings

© User Guide =

5] Logout C Page 1 of1 1-10f1 Create New

6. Double-click the caregiver profile to re-activate her account.

7. Click Activate.
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Caregiver: Brenda Middleton (Inactive)
Contact

Caregiver Information

PatientSafe Hospital &

Associations

Admin User
First Name: Brenda

Last Name: Middleton

Job Title: Registered Nurse

#32 Dashboard

B Assignment
Profile Photo
9, Configuration
. . Choose Photo... ‘
X Setiings \ | s

i |

Affiliated Facilities

Remove Photo ‘

Facility |

PatientSafe Mira Mesa

© User Guide =

3] Logout

8. Click Yes on the confirmation screen.

User Account

Inactivated on: Nov 26, 2019 09:51

patientiouchjf

Permissions

Middle Initial:

Signature Initials:
Credentials: RN
Department:

Company Name:

Additional IDs
ID Type Identifier Facility Remove

No additional ids set

| Add | <
Caregiver
External ID Remove
none [x] o
-
| Edit |

Save & Create New m
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patientiouchf”

BELRIGEAE AR

PatientSafe Hospital & Caregiver: Brenda Middleton (Inactive)

Contact Associations User Account Permissions
_ Caregiver Information
Admin User
First Name: Brenda Middle Initial:
Last Name: Middleton Signature Initials:
Job Title: Registered Nurse Credentials: RN
i%% Dashboard
Department:
B Assignment SEn ®
o @ Are you sure you want to activate caregiver. Brenda Middleton?
9, Configuration ntifier Facility
. N Yes
a Settings 5 <

Remove Photo

¥ AN
Affiliated Facilities

PatientSafe Mira Mesa

© User Guide =

3] Logout

Add

Caregiver
External ID

Nov 26, 2019 09:51

Remove

9. The profile is now active again.
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PatieniSafe Hospital ] %% Caregiver: Brenda Middleton

Contact  Associations
Caregiver Information
Admin User
First Name: Brenda
Last Name: Middleton
Job Title: Registered Nurse

#32 Dashboard

B Assignment
Profile Photo
9, Configuration
. Choose Photo... |
X Setiings \ | s

Remove Photo

Affiliated Facilities
Facility |
PatientSafe Mira Mesa

© User Guide =

3] Logout

T

Editing Caregiver

User Account

patientioLchjf

Permissions

Middle Initial:

Signature Initials:
Credentials: RN
Department:

Company Name:
Additional IDs
ID Type Identifier Facility Remove

No additional ids set

| Add | <
Caregiver
External ID Remove
none [x] o
-
| Edit |

1. To edita Caregiver, simply click the Edit icon to the right of the selected Caregiver.
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PatientSafe Hospital E Caregivers

Show Options
Last First
Admin User Name 1 Name
Madden Margie
Malana Alana
malone kevin
EEE Dashboard Malone Mack
Mana Shana
B Assignment Mangeri Cassie
mela flafel
Middleton Brenda
Miller James
£X Settings Mo Tania
Molana Fiona
Molani Olga
mom zora
Mulcahy John Fr..
Noble Roxy
Nunby Cheryl
© User Guide = Nurse Jackie
3] Logout C & L Page

Job Title

Registe..
RN

House ...
RN

RN, Ca...
RN
Registe
Hospitalist
TeamN...
RN

RN
Chaplain
RN
Charge
MD

of 11

2. Or, double-click the individual Caregiver.

3. Editinformation in any of the desired tabs.
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Facility:

Usemame

mmadden
am01
kevinm
shouse
shma
cman
fla01
bmiddleton
jmiller
tmo

fm01
olgam
zmmO1
jmulcahy
m

cnurse

nurse1

All

Badge ID

1234567
am01
kevinm
45456
shama
cman
fla01
5555
jmiller
tmo
fm01
olgam
zmmO1
jmulcahy
m

2255

151- 175 of 268

patientiouchf

Search

PatientTouch ID

mmadden@qa.pss....
am01@ga.pss.net
kevinm@ga.pss.net
shouse@aqa pss net
shma@qa.pss.net
cman@qa.pss.net

fla01@ga.pss.net

bmiddleton@qa pss.

Jmiller@gqa.pss.net
tmo@qa.pss.net
fm01@qa.pss.net
olgam@qa pss net
zmm01@aqa.pss.net
jmulcahy@qa.pss.net
m@ga.pss.net

cnurse@aa pss net

Edit Delete

8 o a a a o a
[ 3

NN N N N N NN \,H NN N N N NN
=8 a8 o a a a o a8l

-

‘: Create New |
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PatientSafe Hospital & Caregiver: Brenda Middleton

Contact Associations User Account Permissions

Caregiver Information

Admin User
First Name: Brenda Middle Initial:
Last Name: Middleton Signature Initials: |:|
Job Title: Registered Nurse Credentials:
i%2 Dashboard
Department:
B Assignment Company Name:
Profile Photo Additional IDs
9, Configuration ID Type
. . Choose Photo... | No additional ids set
X Setiings \ | cimssnon |
k ‘ Remove Photo ‘
Affiliated Facilities
Facility |

PatientSafe Mira Mesa

© User Guide =

4. Click Save when you are done.

Deleting Caregiver

patientiouchjf

Facility Remove
| Add | <
Caregiver
External ID Remove
none -

-

\_ Edit \

Save & Create New

Users with the appropriate privileges can delete a Caregiver by one of two methods:

1. Click the Delete icon to the right of the selected Caregiver.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A

120



PatientTouch® Enterprise Manager User Guide patient| ”'-'”H?

PatientSafe Hospital &) Caregivers Facility: Al Search
Show Options
e First Job Title Usemame Badge ID PatientTouch ID Edit Delete
Admin User Name | Name

Madden Margie Registe.. mmadden 1234567 mmadden@qa.pss.... 7 ] -
Malana Alana RN am01 am01 am01@ga.pss.net v ]
malone kevin kevinm kevinm kevinm@ga.pss.net Va ]

EEE Dashboard Malone Mack House shouse 45456 shouse@aqa pss net v [x]
Mana Shana RN shma shama shma@qa.pss.net 7 ]

B Assignment Mangeri Cassie RN, Ca... cman cman cman@qa.pss.net /7 4]
mela flafel RN fla01 fla01 fla01@qa.pss.net Va ]

Middleton Brenda Registe bmiddleton 5555 bmiddleton@qa pss. Va

Miller James Hospitalist ~ jmiller jmiller Jmiller@gqa.pss.net v ]

& Settings Mo Tania TeamN...  tmo tmo tmo@aqa.pss.net / 8
Molana Fiona RN fmo1 fmo1 fm01@qa.pss.net Va ]
Molani Olga olgam olgam olgam@qa_pss.net v ]
mom zora RN zmm01 zmm01 zmm01@aa.pss.net v ]
Mulcahy John Fr.. Chaplain jmulcahy jmulcahy jmulcahy@qa.pss.net / 8
Noble Roxy RN m m m@aga.pss.net Va ]
Nunby Cheryl Charge cnurse 2255 cnurse@aa pss net v ]

© User Guide = Nurse Jackie MD nurse1 /7 o .

3] Logout C < ¢ Page 7 oft1 Y 151 - 175 of 268 \ Create New |

2. Or, from the Edit screen, click Delete from the bottom left hand corner.
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PatientSafe Hospital & Caregiver: Brenda Middleton

Contact

Caregiver Information

Associations

Admin User
First Name: Brenda
Last Name: Middleton
Job Title: Registered Nurse

#32 Dashboard

B Assignment
Profile Photo
9, Configuration
. Choose Photo... |
X Setiings \ | s

t ‘ Remove Photo

Affiliated Facilities

Facility |

PatientSafe Mira Mesa

© User Guide =

E LOQOUt Back ete Inactivate

Searching for Existing Caregivers

Search Caregivers using any of the following methods.

1. Search within a specific facility.

User Account

patientiouchjf

1
r

Permissions

Middle Initial:

Signature Initials: |:|
Credentials: RN
Department:

Company Name:

Additional IDs
ID Type Identifier Facility Remove
No additional ids set
| Add | <
Caregiver
External ID Remove
none -

-

\_ Edit \

Save & Create New
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PatientSafe Hospital [ Caregivers Facility: Al Search
All

PatientSafe Mira Mesa

Show Options

Last st Job Title Username PatientSafe Temecula 1 p Edit | Delete
Admin User (e Name PSS Carmel
Madden Margie Registe..  mmadden PSS Ivine pss.... 7 g -
Malana Alana RN am01 PSS Long Beach net /7 ]
malone kevin kevinm PSS SD s.net Va [¥]
3 Dashboard Malone Mack House shouse Tost Expressway 5 net Va [x]
Mana Shana RN shma Testing Hospital net /7 ]
B Assignment Mangeri Cassie RN,Ca..  cman University Hospital net /7 g
mela flafel RN fla01 flad1 fla01@ga.pss.net Va ]
Middleton Brenda Registe bmiddleton 5555 bmiddleton@aa pss Va ]
Miller James Hospitalist  jmiller jmiller jmiller@qa.pss.net 7 ]
X Settings Mo Tania TeamN...  tmo tmo tmo@ga.pss.net /7 8
Molana Fiona RN fmo1 fmo1 fm01@qa.pss.net Va ]
Molani Olga olgam olgam olgam@qa_pss.net Va ]
mom zora RN zmm01 zmm01 zmm01@aa.pss.net 7 ]
Mulcahy JohnFr... Chaplain jmulcahy jmulcahy jmulcahy@qa.pss.net /7 8
Noble Roxy RN m m r@aa.pss.net Va ]
Nunby Cheryl Charge cnurse 2255 cnurse@gqa pss net Va ]
© User Guide = Nurse Jackie MD nurse1 /7 o .
5] Logout C { Page 7  of 1 Y 151 - 175 of 268 | create New \

2. Search by entering your key words into the Search field. Search using last name, first name, job title,

username, badge ID, or any of the fields on this screen.
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PatientSafe Hospital &) Caregivers Facility: Al ‘ bre

Show Options

Last Name ‘| First Name Job Title Username Badge ID PatientTouch ID Edit Delete

Admin User

Middleton Brenda Register...  bmiddleton 5555 bmiddleton@ga pss.... /7 [+]
i%2 Dashboard
B Assignment
9, Configuration
X Setiings
© User Guide =
5] Logout C Page 1  off 1-10f1 | Create New |

3. Search by selecting the drop down menu under Show Options and click one or more of the items
available.
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PatientSafe Hospital E Caregivers

Show Options

Show inactivated Caregivers

Admin User Show User Accounts only e
Show system users

Aardema Peter Floating..

Aardvarck Sherry Case M..
EEE Dashboard Aaron Sally ED Nurse
Ababa Darlene Pediatri...
A Assignment Abaca Rodney Neurolo...
Abba Mary Registe. ..

Abbey Daniel Anesthe
Abel David Transpo...
o Settings Abercrombie Rodriguez  Anesthe..
Aberdeen Shelly Certifie. .
Abernathy Linda Registe...

Abindale Mike Cardiol...

Abirnith Keith Anesthe

Able Paul Surgeon

Abney Steve Surgeon
© User Guide =2 Abundy Malcolm Phlebot. .
E Logout Page 1 of 11
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Facility:

Usemame

zohreh"
paardema
saardvarch
saaron
dababa
rabaca
mabba
dabbey
dabel
rabercrombie
saberdeen
labernathy
mabindale
kabirnith
pable
sabney

mabundy

All

Badge ID

zohreh"
127
1125
1126
1129
1130
1128
1131
1124
1133
1114
113
1115
1110
1123
1132
1116

1-250f 268

Search

PatientTouch ID

paardema@qa.pss...
saardvarch@aqa.ps...
saaron@aqa pss net
dababa@qa.pss.net
rabaca@ga.pss.net
mabba@aga.pss.net
dabbey@aqa pss net
dabel@ga.pss.net
rabercrombie@ga.p..
saberdeen@qa pss. .
labernathy@aqa.pss...
mabindale@qga.pss...
kabirnith@aqa pss net
pable@aqa.pss.net
sabney@aqa.pss.net
mabundy@aqa pss net

patientiouchf

Edit

A R A e T T T X

Delete

0 0 oo a0 o a0 a0 a a 0o a a aaa
»

-

| Create New ‘
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Contacts

All users have the ability to select and view existing contacts. And if you have the necessary privileges
configured in your User Account, you may create new contacts and edit them.

View Existing Contacts

1. From the Dashboard, click Configuration>Contacts.
PatientSafe Hospital E Dashboard

Hi Admin User!

aamnuser  (500d morning
Mondav. January 20, 2020

| Organization Structure

i:: Dashboard Organization Types
. Organization Units
B} Assignment
Clinical Attributes
° Settings Clinical Profiles
Entities
Caregivers
Contacts

On-Call Integrations

© User Guide =
Bulk Upload

Law [ R + | - - . .
https://documentation-4x-test.qa.pss.net:8443/org-services-admin-web/#

The list of contacts displays.

2. Filter contacts by clicking the drop down menu on the top of the screen and select All, Org Unit,

Caregiver, Care Role or Address Book.

3. Search contacts by entering your keywords in the Search field: First Name, Last Name, PatientTouch

Extension, Primary Phone, PatientTouch ID, or Email.

4. Create a new contact by clicking Create New.
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PatientSafe Hospital E

Admin User

i5: Dashboard

K} Assignment

9, Configuration

L) Settings

© User Guide =

5] Logout

Contacts
Show Options
First Name Naﬁgt _
uue Ziauing
zm01
zm01
Jane Zhao
Caregiver X
Jin Wong2
Anne Wong
Anne Wong
Jinny Wong
James Wilson
James Wilson
James Wilson
Hank Williams
Marcus Welby
Kerry Weaver,
Kerry Weaver
James Watson
C Page

5. Enter contact information including:

= First/LastN

ame

m  Signature Initials

= Job Title

= Credentials

= Company Name (optional)

m Departmen

t (optional)

All

All

Org Unit
Typ Caregiver
M Care Role

Org Unl Address Book
Org Unit
Caregiver
Caregiver
Careqgiver
Caregiver
Careqgiver
Caregiver
Careqgiver
Careqiver
Careqgiver
Caregiver
Caregiver
Careqgiver
Caregiver

Careqiver

1 of 21

8585550...

8587463...

8581111112

1-250f 508

Search by Contact

PatientTouch 1D

jsmith@qa.p...
cx@ga.pss.net
jwong2@aqa...

jwong@aqa.p...
wilson@aqa.p...

hwilliams@gq...
mwelby@aa....
kwea@aa.ps...

Email

medusa@sg...  ~

6. Click Edit under Restricted Facilities to add this contact to a specific facility.

Note
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| Create New ‘

If a contact entry doesn't have affiliation to any facilities, it will show up in all Browse nodes.

patientiouchf
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PatientSafe Hospital B - Contact
Contact Information

Admin User First Name:

Last Name: Cafeteria

Job Title:

£22 Dashboard

Company Name:

B3 Assignment Department:

9, Configuration

Setti
KX Settings Restricted Facilities

This contact is not restricted to any facilities

© User Guide =+

Phone Numbers

Middle Initial:

Signature Initials:

Credentials:

Facility

patientiouchf

Delete

B

-

Save & Create New

7. Select the facility and click Done.

8. When users search for the contact (cafeteria) under "Browse," on the handheld for example, this

cafeteria will only display for the Mira Mesa facility.
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Edit Restricted Facilities

Name

/| PatientSafe Mira Mesa
PatientSafe Temecula
PSS Carmel
PSS Irvine
PSS Long Beach
PSS SD
Test Expressway
Testing Hospital

University Hospital

| Cancel ‘ | Done |

9. Enter desired phone numbers, email addresses, postal addresses, or messaging JIDs.
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PatientSafe Hospital B

Admin User

s+: Dashboard
B Assignment
9, Configuration

£ Settings

© User Guide =+

5] Logout

=i Contact

Phone Numbers

Type Number

r r
Mobile Phone 8585551214

Email Addresses

Type
" Work Email

Address

! cafemiramesa@hospital.net

Postal Addresses

- . . Add

Facility

patientiouchf

Hidden Delete

Add

Delete

Add

A~ ZIP -~ M

Save & Create New

10. Click Save when you are finished.
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On-Call Integrations-AMiON

patientioLchjf

On call integrations are created to help organize provider schedules so that individual caregivers can see who is
on call. They can see their own personal on call schedules, and they can see who is coming on-call the next shift.

Schedules are created for individual departments within a hospital. A master schedule is created in AMiON
where staff can view personal schedules months ahead of time. If you DO NOT already have an AMiON master
schedule created, you must do so prior to integrating on call scheduling with your Enterprise Manager.

When creating the master schedule, PatientSafe Solutions requires you to include the active directory account

in the AMION contact entry.

Once the master schedule is created, hospitals are given an AMION account, which they can use to configure

schedules in Enterprise Manager.

Please refer to AMiON’s documentation for the AMiON setup on amion.com.

Configure On Call Schedules

To configure on call schedules, follow the instructions below.

1. Click Configuration>On-Call Integrations.

PatientSafe Hospital E Dashboard

Hi Admin User!

aaminuser  (500d morning
Mondav. January 20, 2020

l Organization Structure

=22 Dashboard Organization Types
. QOrganization Units
[ Assignment
Clinical Attributes
a Settings Clinical Profiles
Entities
Caregivers
Contacts

On-Call Integrations

© User Guide =
Bulk Upload

Law [ I . | - - . .
https://documentation-4x-test.ga.pss.net:8443/org-services-admin-web/#

2. Click Create New.
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PatientSafe Hospital E 222 On-Call Integrations

Name Description Auto Update Edit Delete

Admin User

i:: Dashboard

[} Assignment

9, Configuration

X Settings

© User Guide =

5 Logout . Caregiver Additional IDs ‘|| Create New ||

3. Use the information below to complete the fields:

Name: The name is typically the hospital name or a large section of the hospital name. For
example, PSS Hospital.
Description: Enter a description of the schedule.
Type: Select the type from the drop down menu: AMION, QGenda, or Integration API.
AMION Account This is the same login as it is for the Amion.com login.
Login:
Default Facility: Select the default facility for the schedule.
Timezone: Select the timezone.
Auto Update: Click the check box to have the schedule automatically updated every "X" minutes.
Update Every Enter the number of minutes you want the system to be automatically updated.
(Minutes):
4. Click Save.
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PatientSafe Hospital E On-Call Integration: Cardioclogy On-Call
Schedules

Basic Information
Admin User

Name: Cardiology On-Call

Description:

i:: Dashboard

Type: AMION
[} Assignment
.\ Configuration AMIiION Account Login: pss
Default Facility: PatientSafe Mira Mesa
£X Settings Timezone: America/Los_Angeles (GMT-8)

Auto Update:

Update Every (Minutes): | 60

© User Guide =

5. Click Configure here...or click the Schedules tab.

PatientSafe Hospital E On-Call Integration: Cardiclogy On-Call

) Basic Information
Admin User

Name: Cardiology On-Call

Description:

iif Dashboard

Type: AMION
K Assignment
\ Conﬁguration AMiION Account Login: pss
Default Facility: PatientSafe Mira Mesa
L3 Settings Timezone: America/Los_Angeles (GMT-8)

Auto Update:

Update Every (Minutes): 60
Status
Last Updated: Newver

No schedules configured. Configure here. ..
5 LOQOL‘“ Update Assignments :]

© User Guide =

=
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All of the schedules for the facility display that are configured in the master AMiON Schedule.

6. Click the Active check box under Schedules to activate each schedule for the facility.

7. Click a schedule to view associated shifts, which display beneath, under Services.

PatientSafe Hospital E

Admin User

K3 Assignment

9, Configuration

X Settings

© User Guide =

5] Logout

On-Call Integration: Cardiclogy On-Call

Schedules
) Active
External Schedule Display Name ] Last Updated
Cardiology Cardiology
| Cardiology On Call Cardioclogy On Call : ~
Hematology Hematology A
Infectious Disease Infectious Disease A
Orthopedic Surgery Crthopedic Surgery
Pediatric Pediatric
Radiology Radiology
Urology Urology ™
Edit
Services - Cardiology On Call
Active
External Service Display Name Last Updated
Cardiology AM Cardiology AM
Cardiology PM Cardiology PM
Cardiology Tech Cardiology Tech
Cardiology Supervisor Cardiology Supervisor

-

8. Click Active on each

associated shift, under Services, to activate the shift.

9. Select a shift and click Edit or double-click the shift.

©2020 PatientSafe Solutions, Inc.
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PatientSafe Hospital E On-Call Integration: Cardiology On-Call
) Schedules
Admin User
Active
External Schedule Display Name Last Updated
Cardiology Cardiology
r R

EEE Dashboard Cardiology On Call Cardiclogy On Call ) =
Hematology Hematology A

KX Assignment Infectious Disease Infectious Disease A
Orthopedic Surgery Crthopedic Surgery

q* Configuration Pediatric Pediatric

. Radiology Radiology

X Settings -

Urology Urology A
Edit
Services - Cardiology On Call
. Active
External Service Display Name Last Updated

Cardiology AM Cardiclogy AM
Cardiology PM Cardiclogy PM
Cardiology Tech Cardioclogy Tech r
Cardiology Supervisor Cardiology Supervisor
Cardiopulmonary Mana Cardiopulmonary Mana

© User Guide =

10. Use the information below to complete the fields:

Display Defaults to display the AMiON Service shift name.
Name:

AMION
ID:

Active: Click to activate/deactivate a shift.

House Enter the house page number for the shift.
Pager:

House Enter the house phone number for the shift.
Phone:

Link Click the drop down menu and select: Login Name, Additional ID, or Email. This is used to link
Caregivers AMION users to PatientTouch Caregivers to prevent duplicates and provide more accurate,
By: complete contact information.

Notes: Enter any additional information.

11. Click Done.
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Service - Cardiology On Call / Cardiology AM

Display Name:
AMION ID:
Active:

House Pager:

House Phone:

Link Caregivers By:

Notes:

Gancel

12. Click Save, which saves your changes.

Cardiology AM

26

b

858-555-1314

Login Name

None
Login Name
Additional ID

Email

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A
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PatientSafe Hospital E On-Call Integration: Cardiology On-Call
) Schedules
Admin User
Active
External Schedule Display Name Last Updated
Cardiology Cardiology
r R
EEE Dashboard Cardiology On Call Cardiclogy On Call ) =
Hematology Hematology A
KX Assignment Infectious Disease Infectious Disease A
Orthopedic Surgery Crthopedic Surgery
* Configuration Pediatric Pediatric
. Radiology Radiology
X Settings -
Urology Urology A
Edit
Services - Cardiology On Call
. Active
External Service Display Name Last Updated
Cardiology AM Cardiclogy AM "
Cardiology PM Cardiclogy PM i
Cardiology Tech Cardioclogy Tech r
Cardiology Supervisor Cardiology Supervisor
Cardiopulmonary Mana Cardiopulmonary Mana
© User Guide = \ Edit \

Update Assignments

Clicking the Update Assignments button is mostly used to quickly update new information to the database
without waiting for the update period. It can be used to test that the schedule is uploading properly.

The Log window on the Settings tab displays warnings and other information when you click Update
Assignments.

Caregiver Additional Ids

Caregiver Additional Ids link a user to an external system, such as Active Directory (AD).

To add an additional caregiver ID:

1. Click Caregiver Additional Ids.
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PatientSafe Hospital 1l 222 On-Call Integrations

Name Description Auto Update Edit Delete
Cardiology On Call Yes Vd [x]

Admin User

#:2 Dashboard

B} Assignment

9, Configuration

X Settings

© User Guide =

E Logout Caregiver Additional IDs | | Create New

2. Click Create New.
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PatientSafe Hospital 1l =22 Caregiver Additional ID Types

Name | Code Description Edit Delete

Nurse 1 ABC123 Va [x]

Admin User

#:2 Dashboard

B} Assignment

9, Configuration

X Settings

© User Guide =

3] Logout

Create New

Use the information below to complete the fields.

Name: Enter the Name of the caregiver ID.
Description: Enter a description of the caregiver ID.
Code: Enter the designated code. The code is used to link caregivers to an external system when

their ID is NOT the AD login name of the facility.

3. Click Save, which saves your changes.
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PatientSafe Hospital [ Caregiver Additional ID Type - Primary Nurse 999

Basic Information

Admin User Name: Primary Nurse_999
Description:
881 Dashboard Code: PRIMARY NURSH|
[ Assignment
L2 Settings

© User Guide =
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Bulk Upload

1. Bulk Upload is a tool used to import an Excel spreadsheet of users, caregivers, and contacts into the

PatientTouch System. The Excel spreadsheet must be in .csv format.

2. ltis typically used by the PatientSafe Solutions Technical Support Team for hospitals that don't use
LDAP/AD integration.

3. To view Bulk Upload, you must have the necessary permissions. From the Dashboard, click

Configuration>Bulk Upload.
Dashboard

Hi Admin User!

¥/ Good morning
Mondav. January 20, 2020

Organization Structure

i:% Dashboard Organization Types {

. Qrganization Units
K} Assignment
Clinical Attributes

Care Roles

Clinical Profiles

L2 Settings

Entities
Caregivers
Contacts
On-Call Integrations

© User Guide =
Bulk Upload

L I IR " i | - - . . I
https://documentation-4x-test.qga.pss.net:8443/arg-services-admin-web/#

4. The Bulk Upload screen displays.
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PatientSafe Hospital E Bulk Upload

Upload

Admin User Fle

Examples:

careqivers csv. - USers.csv

contacts csv

Bulk Upload Results

ii: Dashboard

B Assignment Row# | Sta..

9, Configuration No entries

L Settings

© User Guide =

5] Logout

Error Message
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User Synchronization

User Synchronization is used to import and map LDAP/AD users into the PatientTouch application. Hospitals
need to work with the PatientSafe Solutions Tech Ops team to define the search filters prior to synchronizing
them with Enterprise Manager. Once the search filters have been created, users can configure automatic,
scheduled, or manual uploads. Depending on the LDAP/AD mapping, users may be added, inactivated, or
deleted. If user is inactivated, they will be hidden in Contacts and their extension number removed and possibly
reassigned. Users must have the "Manage System" permission to use this feature.

Ldap snyc filters can be configured as desired. However, the following is as an example of a filter that the
PatientSafe Solutions Tech Ops team configures in the definition of an authorization provider:

filter: '(&(sAMAccountName=*)(memberof=CN=Pss Users,0U=Security Groups,DC=test,DC=com))’
Follow the instructions below to sync users:
1. From the Dashboard, click Configuration>User Synchronization.

PatientSafe Hospital E Dashboard

Hi Admin User!

aaminuser  (500d morning
Monday, January 20, 2020

i:% Dashboard
Organization Structure

B3 Assignment Qrganization Types
_ croenaton IS
Clinical Attributes
X Settings
Care Roles

Clinical Profiles
Entities

Caregivers

Contacts

On-Call Integrations

© User Guide =
Bulk Upload

5 Logout User Synchronization

2. Alist of Available External Directory Synchronization Providers should be displayed.
3. Click the check box under Provider Name.

4. Click Preview.
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5. The User Synchronization Results displays.

6. If the results display as desired, click Synchronize.
PatientSafe Hospital F Synchronize Users

Available External Directory Synchronization Providers

patientiouchjf

Initial
Admin User v Provider Name E Remote Address Scheduled Delay \r}l;r:}a\
- (min)
Synchronizer... a.. Ildaps//TEST-DC-01 test.com.636 True 3 180
i#i Dashboard —
==
A Assignment
User Synchronization Preview Results
9, Configuration )
Status: Preview completed (fotal: 1, create: 0, update: 1, delete: 0)
a Settings Completed Provider Login Name Operation Status Message
11/26/2019 15:50:10 adDocumentationSync  jeartwright Synchronize = Success
11/26/2019 15:50.10 adDocumentationSync ~ msmart Synchronize  Success
11/26/2019 15:50:10 adDocumentationSync ~ ncena Synchronize | Success

© User Guide =

‘ Clear |

5] Logout

Individual User Sync

After users have been synced to the Enterprise Manager, AD information may change, and one user may now

have a different extension number. To quickly update this user's information, click on the Synchronize button on

the bottom of their Caregiver screen.
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PatientSafe Hospital

Admin User

i21 Dashboard
A Assignment
9, Configuration

1} Settings

© User Guide =

5] Logout

Caregiver: Judy Cartwright
Contact

Caregiver Information

Associations User Account

First Name: Judy
Last Name: Cartwright
Job Title:

Profile Photo

Choose Photo... |

No profile photo selected.

Affiliated Facilities

Facility |

PatientSafe Mira Mesa

oo ] oo oo |

patientiouchjf

Permissions

Middle Initial:
Signature Initials:
Credentials:
Department:

Company Name:

Additional IDs
ID Type Identifier Facility Remove
No additional ids set
st ) .
Caregiver
External ID Remove
none B
[ Edt |

Save & Create New m
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System Settings

Security

1. To view System Settings from the Dashboard, click Settings>Security.

PatientSafe Hospital E Dashboard

Hi Admin User!

Admin User GOOd mornlng
Friday, February 21, 2020

i:: Dashboard System

Security
B3 Assignment

Device List
9, Configuration Communications

_ e

App Link Launch Points
Secure Messaging
Quick Texts

Voice Systems

. Notification Behavior
© User Guide =

Clinical

11 anant FE
https://documentation-4x-test.qa.pss.net:8443/org-services-admin-web/#

2. Enter the System Display Name, which is the name that displays in the top left hand corner of the
Enterprise Manager screen.

PatientSafe Hospitall E Security

System Setting

A Ve System Display Name: PatientSafe Hospital

. Advanced Settings...

Advanced Settings

3. Click Advanced Settings.
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4. Use the descriptions in the table below to complete the fields in Advanced Settings.

Cellular Calling
Enabled:

Cellular Calling
Extension
Length:
Cellular Calling
Prefix:

Cellular Calling
Prefix Exten-
sions:

Client Crash Log-

ging (Crashlyt-
ics) :

Enter "true" to enable cellular calling. Enter "false" to disable cellular calling.

Extension Dialing Only: A number, typically from 4-6, that includes the number of digits of
internal extensions.

Extension Dialing Only: A centralized number, provided by the IT department, that includes
pauses or wait characters.

Extension Dialing Only: Special internal hospital codes, such as 02 for code blue or 03 for code
gray.

Enable External gnables multi-factor authentication. When enabled, users who are outside a hospital's net-
Authentication: \york will be able to log into PatientTouch using SAML Integration.

Disable Optim-
ized Ping:
APNS (Apple
Push Noti-
fication Ser-
vice):

Default Pre-
ferred Contact
Method:

(i0S) & FCM (Google Firebase Cloud Messaging) (Android) Push Notifications

For use on i0S, Android, and Web Messenger clients. Select the contact method from the
drop down menu that is the ‘default preferred’ contact method if there are multiple ways to
contact a caregiver. Examples might include business phone, pager, email, etc. PatientTouch
client application settings will override the Default Preferred Contact Method.

Advanced Settings

Name | Value
Cellular Calling Enabled true
Cellular Calling Extension Length 5
Cellular Calling Prefix (858) 746-3398
Cellular Calling Prefix Extensions 11120229
Client Crash Logging (Crashlytics) true
Enable external authentication. false
Disable Optimized Ping false

APNS (i05) & FCM (Android) Push Notifications  true

Default Preferred Contact Method

| Mobile Phone

Cancel
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Login, Log

out, and Security Mode

5. Use the descriptions in the table below to complete the fields for this section.

Login Message:

Login Failed
Lockout Message:

Auto Logout
(minutes):
Auto Logout
(hours):

Auto Security
Mode (minutes):

i:% Dashboard
¥ Assignment

9, Configuration

For the Enterprise Manager: Enter the message you want users to see upon logging in.

For the Enterprise Manager: Enter the text to display to users on their next Enterprise Man-
ager login attempt if they did not change their password before the expiration period ends,
or if the user’s login fails after three attempts. For example, “Please contact your system
administrator or IT help desk for further assistance.”

For the Enterprise Manager: Enter the number of minutes users will be automatically
logged out of the Enterprise Manager if there is no activity.

For the Web Messenger: gnter the number of hours users will be automatically logged out
of the Web Messenger if there is no activity.

For the Web Messenger: gnter the number of minutes before Web Messenger auto-
matically enters Security Mode. Users will need to re-enter their password or PIN to log in
again.

Login, Logout and Security Mode

Enterprise Manager

Login Message:

Login Failed Lockout Message: Please contact your -
¢ Settings system administrator or
IT help desk for further

© User Guide =

5] Logout

assistance. v
Auto Logout {minutes): 120
Web Messenger
Auto Logout (hours): 1
Auto Security Mode (minutes): 5

Save

6. Use the descriptions in the table below to complete the fields for the next section.

Auto Logout
Enabled:

Logout On Inactiv-
ity:

Auto Logout
(hours):

Auto Security
Mode (minutes):

©2020 PatientSafe Solu

For users of PatientTouch Communications: check this box to have
PatientTouch Communications devices automatically logged out after
the designated time frame. When checked, the Logout On Inactivity
and Auto Logout (hours) fields become active.

For users of PatientTouch Communications: check this box to have
users automatically logged out the PatientTouch Communications
application when there is no activity for the designated time in Auto
Logout (hours).

For users of PatientTouch Communications: |f the Auto Logout
Enabled check box is enabled, enter the number of hours users will be
automatically logged out.

For users of PatientTouch Communications: gnter the number of

minutes before the PatientTouch Communications application auto-
matically enters Security Mode. Users will need to re-enter their pass-
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word or PIN to log in again.

patientiouchf

Biometrics Auth  For users of PatientTouch Communications: \When selected, this fea-
Enabled: ture enables Touch ID, Face ID, and Fingerprint Sign In. Refer to the

next topic titled Configuring Biometric Authentication.

PatientSafe Hospital E Security
Communications App
Auto Logout Enabled:
Admin User Logout On Inactivity:
Auto Logout (hours):
Auto Security Mode (minutes):

Biometrics Auth Enabled:
£2% Dashboard

Password Security

7. Use the descriptions in the table below to complete the fields for this section.

Minimum Password Length Enter the minimum character password length for passwords.

(chars):

Minimum Number of Enter the minimum number of digits for passwords.

Digits:

Minimum Number of Cap- Enter the minimum number of capital letters for passwords.

ital Letters:
a"ilr\imum Number of Sym- Enter the minimum number of symbols for passwords.
ols:
Default Password: The initial default password for new users is “1234”. You can specify a different
default password for new users.
Passwords Expire: Select the Never option or specify the number of days before all users are
required to change their passwords.
[} Assignment

Password Security

9, Configuration
Minimum Password Length (chars):

¢ Settings Minimum Number of Digits:

Minimum Number of Capital Letters:

Minimum Number of Symbols:
Default Password:

Passwords Expire:

© User Guide =

3] Logout

......

(®) Never

in

Days

Save
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PIN Security

8. Use the descriptions in the table below to complete the fields for this section.

Enable For PatientTouch Communications for iOS and Android users only. Select to enable PIN

PIN Authentication: 3ythentication, which allows users to set a PIN using the Enterprise Manager. PINs are
used to log back into the PatientTouch Communications application after it has been in
Security mode.

PIN Length: The default PIN length is 4 characters. However, this can be modified if your hospital
has specific requirements for PIN format.
9, Configuration PIN Security
Enable PIN Authentication: ¥
PIN Length: 4

Device Security

9. Use the descriptions in the table below to complete the fields for this section.

CIinic:’:\I APP[ When selected, only users with the appropriate security access are able to authorize devices
Require Device pon first use. When the check box is disabled, all users are able to authorize their own
Auth: devices. The "Authorization" dialog that appears upon first use of the handheld will no longer

appear. The user that first logs in to the handheld becomes the "Authorizing User." All device
information is tracked as usual in the Devices tab.

Communic_ations When selected, only users with the appropriate security access are able to authorize devices

App: Require upon first use. When the check box is disabled, all users are able to authorize their own

Device Auth: devices. The "Authorization" dialog that appears upon first use of the handheld will no longer
appear. The user that first logs in to the handheld becomes the "Authorizing User." All device
information is tracked as usual in the Devices tab.

Device Security

Clinical App: Require Device Auth:
Communications App: Require Device Auth:

© User Guide =

10. Click Save to save your changes.

Configuring Biometric Authentication

Please click a link below to access more information.

Feature Overview

Enabling and Disabling Biometric Authentication
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End User Experience

Feature Overview

Biometric Authentication is for PatientTouch Communications BYOD users who have biometric authentication
(fingerprint or facial recognition) configured on their devices. Organizations can control enablement of
biometric authentication in Enterprise Manager.

Biometric Authentication reduces the amount of time it takes for BYOD users to login and re-authenticate to
PatientTouch by using biometric authentication.

Enabling and Disabling Biometric Authentication

To enable this feature, access Settings>System and click the Biometrics Auth Enabled checkbox.

Communications App

Auto Logout Enabled: 1
Logout On Inactivity: kA
Auto Logout (hours): 100
Auto Security Mode (minutes): 10
Biometrics Auth Enabled: ¥

To disable this feature, deselect the Biometrics Auth Enabled checkbox.

Communications App

Auto Logout Enabled: 1
Logout On Inactivity: A
Auto Logout (hours): 100
Auto Security Mode (minutes): 10
Biometrics Auth Enabled: ]

End User Experience
Once the settings have been configured in the Enterprise Manager, the user will be able to configure their i0OS
or Android device.

Click here to view the end user experience for logging in with:

Touch ID (iOS)
Face ID (iOS)

Fingerprint Sign In (Android)
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Log in by Touch ID (iOS)
PatientTouch Communications provides Biometric Authentication as an option to log into the application.
m iPhone 6, 7, 8 supports Touch ID

m iPhone X supports Face ID

Users must have Touch ID configured on their device to use this feature. Use the instructions below to add a
fingerprint and login with Touch ID.

Mote Youwillneed your Apple ID to complete the fingerprint sign in process.

il 9:41AM =gl 9:41AM 4 all@E 9:41AM (4
Settings < Settings Touch ID & Passcode Cancel
(& ceneral Touch ID
A
A ) L
8 Control Center @‘mm Use your fingerprint in place of your
passcode or Apple ID password for
Display & Brightness USE TOUCH ID FOR: purchases.
Start by placing your finger or thumb on
Wallpaper iPhone Unlock the Home Button.
Siri & Search iTunes & App Store
I Touch ID & Passcode I Apple Pay
@ Emergency SOS Password AutoFill
Battery
FINGERPRINTS
m Privacy

| Add a Fingerprint...

iTunes & App Store
i Turn Passcode On

oe

Wallet & Apple Pa:
i o Change Passcode

g Passwords & Accounts

Reaquire Passcode Immediatelv i
1.Onyour iPhone, 2.Select Add a Fingerprint. 3. Place your finger/thumb
select: Settings> Touch ID & on the Home button,
Passcode. repeating as the instructions

allow.

4. Follow all prompts
(including the ones to enter
a passcode).

5. You will also need to enter
your Apple ID password.

After setting up your fingerprint profile, navigate to the PatientTouch Communications log in screen. You should
see a blue thumbprint in the password line.

Mote Ifyoudo notsee athumbprinton the password line, your facility may not have this feature enabled.
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L jeen) 9:41AM [CoRg 1 =D 9:41AM [ BE=] 9:41AM +
Edit Profile { Back Preferences
®

p cummunicanonsl/ S mark Log Out
Rn
PatientSafe Hospital CONTACT INFORMATION
PatientSafe Hospital ® Available v Preferred Contact Method

L £ settings Hide Contact Info

Preferred Contact Method

IEI | n | AUTHENTICATION
. Primary
(858) 746-3100 Reset PIN
Login .
Messaging
Reset Password
PatientTouch
msmart@qa.pss.net Touch ID
M2
msmart@pss.dev REMINDERS
. Phone Numbers Inbox Reminders Off
q w e r t y u | ¢} p PatientSafe Mira Mesa
b e %1011 LOGIN
a s df gh j k | Mobile (Private)

) W G G S G Ga G - (858) 555-1213 Persistent Login

.zxcvbnm.pagjer
- . Gl G B0 G . <3105
a4l -~ B - 5 =

6. Log into PatientTouch 7. Navigate to the Profile tab 8. Select Touch ID.
Communications with your and touch Preferences.
username and password.

9:41 AM

Priority D/

High (1)
% M. Smart, William Heart, Jay Arunde...
Pain management request 9/10.

Password Authentication 20h ago Riley, Emma : 122/ 3

Please enter your password to enable .
Touch ID Medium (1)

% Judy Cartwright, M. Smart, Linda Ab...
Need help turning patient
23hago Smith, Frank : 120 /1

Cancel Enable

Touch ID for “PatientTouch” Low (1)

Log in with Touch ID
SRJLOMILRARL I ® Becky Anderson

Is patient being discharged today?

ncel
Cance ® 23hago Caan, Scott : 200 /1

[~ e

Inbiox Contacts Assignments Profile

9. Enter your PatientTouch 10. An alert displays, asking 12. You automatically
password to enable Touch you to use Touch ID. advance to the PatientTouch

ID. 11. Press your finger/thumb Communcations Inbox.

on the Home button of your
device.
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How to Login with User Name and Password

For users who do not want to login using Touch ID, please use the instructions below.

] [} 9:41 AM s il E 9:41AM = #
- ® - ®
patienttouch/ patienttouchyf
communications ol communications Ml
PatientSafe Hospital PatientSafe Hospital
[£=] msmart L
\El Y| ,(’m\\‘ El | (mﬁl
Login Login

Touch ID for “PatientTouch"

Log in with your Touch ID

Cancel

1. Touch Cancel on the Touch 2.Enter your user name and 4. Or, if you change your mind

ID Sign In alert to log in with  password. and want to use Touch ID,

your user name and touch the fingerprinticon to

password. bring up the alert and log in
with Touch ID.

3. Touch Login.

Log in by Face ID (iOS)
PatientTouch Communications provides Biometric Authentication as an option to log into the application.

m iPhone 6, 7, 8 supports Touch ID

= iPhone X supports Face ID

Users must have Face ID configured on their device to use this feature. Use the instructions below to add Face
ID.

Mote Youwill need your Apple ID to complete the fingerprint sign in process.
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*a7 Fa v
Sultings L4 Face i3 & Passoode
et
Contral Cantar
n Dizplay & Prightness
Wallgapir Piwne Uniock
ﬂ S & Search Tunes & App Biore
Ence I & Passcoce Appie p,.:.-
B emargancy 05 Pessyord futfl
Batiery ,|I ” ||.|| .III\ W
0O ey
How to Sat Up Face ID
kad Mnas & App Stons
B water s sppie ey Risguira Arigeon for Face D
Passwdrds & ACCouis
Contacts
— Aierdion fwane Faabuares
. CaBnde
1. On your iPhone, select: 2. Select Set Up Face ID. 3. Place your face in the
camera frame, repeating as
Face ID & Passcode. . . P g
the instructions allow, and

follow the prompts.

After setting up your Face ID, navigate to the PatientTouch Communications log in screen. You should see a blue
thumbprint in the password line.

Mote Ifyoudo notsee athumbprinton the password line, your facility may not have this feature enabled.
gan ' gan L] s L_J
Frofie o Bock Prefmences

patienttouchff e
ks Sy rh l'.'-- b Reset FIN

Reast Fassword
Wi Saai 1o
Faose ID
TR G, i rel
Pirezng: humibsers
Inbos Famindars Giff
Gl ME-AR1E
L
qiwle|rjtiylu o p 1485
a s diflgh jlk|l
i z x|c v b n|m|Es K205
123 SpacE Paant [E58] 74 0o
- .
4. Log into PatientTouch 5. Navigate to your profile and 6. Select Face ID and enter
Communications. touch Preferences. your password to enable the
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process.

Log out and log back in. Use the instructions below to log in using Face ID.

Login with Face ID Sign In

patientiouchff’

sammanicatians High 1]
# Mamcy Cena
Hiad halp moving patiant STAT
& 1hago Bums, Frank:-121/2
Wi {1]
® Drew Bloodsoe
B el @ i draw?
® 1h ago Riley, Emma 1225 2
Do you want to allos Low: ()
*“PatieniTouch” to use Face
“Fﬂlﬂ.immh
withoa endering poar passsand
Face ID
Dort Alkow (e 4
=~ ] : ‘#
1. Upon first launching the 3. Place your face in frontof 4. You automatically advance
application with Face ID the camera and wait for to the PatientTouch
enabled, a message displays  PatientTouch Communications Communcations Inbox.
asking if you want to allow to log you in.
PatientTouch to use Face ID.
2. Touch OK.

Log in with Fingerprint Sign In (Android)

patientouchjf’

PatientTouch Communications provides Fingerprint Sign In on any non-shared device, or, devices with "In-
hospital Shared Device" turned off. Fingerprint Sign In works on any Android device that has an operating system

post-Marshmallow.

Users must have Fingerprint Sign In configured on their device to use this feature. Use the instructions below to

add a fingerprint.
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R = o Al AN

&+ B

Walpapers and themaes
acheanced leatures
v Fanenance

AREE

Lock screen and security

M lnda':m..r“
Longls

Access by
Ger!m!mmmnl

Salfteare updae

= 1 &

1. Access Settings on your
Android device.

2. Select Lock screen and
security.

=R=4 Y 4wl 110 A

Scan your fangerprint

Alace 3 Tnger on e fingerpring senso,
B it off, then repast. Move poer linga:
left or right slighily batwoen attempts.

d = I =

6. Place your finger on the

BACK of your device on the

=1 X4 . SR SS AN
o LOCK SCREEN AND SECURITY Q
PESE SECLNITY

Screan lock typa

BOMETRICE

Face Recognition

Iris Scannar

Fingerprint Scanmar

LONGR SONESH AND ALWRYS O DREPLAY
Abwirgs On Display T

LI (] &=

3. Touch Fingerprint Scanner.

patientiouchf

IJHEI"I:H'I'E

Paggwong

| -
T2 aj4j8)6 7 B|5]0

gliwlelr|tiviuv]ifolp
als d|lg h | kll
*Hzlx e|lv binm &

m N Evginh A . b
=l ] e =

8. After setting up your

fingerprint, you should see a

fingerprint sensor, repeating as blue thumbprintin the

the instructions allow.

7. Follow all prompts.

password line of the

PatientTouch Communications

application.

o L LAY LESETY]

Set up fingerprint security

Tar s yous Ergerprints 1o enkock your
prane o v verity poursel in apps,
woulll meed %o

S i SECAITG ST
2. Add at lmaxt 1 fnparp

DORTIMUE

= [} &

4, Touch Continue and add a
password or pin.

5. Follow all prompts.

B Smart Log Dus
1]

PativsrSale Hospi

b

Sotiings & Prelorences
[B5E) 7463100 .
memartiga pes.mei -
Fhona Humbers
[905) QUT-ARES Y

[B5E) 746-3100

Eeabicy

Email Addres s
= o 1
. A ] =

10. Access the
Profile>Preferences screen.
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9. Log in with your
PatientTouch user name and
password.

patienttouchf’

Mote Ifyoudo notsee athumbprinton the password line, your facility may not have this feature enabled.

Freferencas

Contact darrmation
Fraflersed Gontac! bethod
Hid Contact Info
Authentication

i PRl

Fuset Passwoed
Fngerprint Sgn in
Remindams

Inkza R ncars an

. = (] =

11. Select Fingerprint Sign In
and enter your PatientTouch
password to enable the
process.

Log out and log back in. Use the instructions below to log in using Fingerprint Sign In.
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Login with Fingerprint Sign In

m Lot

High (1)
W Mancy Cena (1]
Hezed halp moving pathens STAT
® 1hage Burns, Frank : 131 /2

Medium (1]
W Drww Bloodsos (1)

|5 patient o ke diae?

i 5B e By, Broeras ;12243

sing pour (rgerpont i Loww {O0F

FatientTouch

L

1. Launch the PatientTouch 4. You automatically advance
Communications application. to the PatientTouch

2. The login screen displays an Communcations Inbox.

alert asking you to use
Fingerprint Sign In to login.

3. Press your finger on the
fingerprint sensor located on
the back of the device.

Login with User Name and Password

patientiouchif patientiouch ff

memarl memarl

IPasswcnd D
I

Fign In using pour Tisgenprini i
(s 5 PatientTouch

B o ] B & &=
102 3/4 8|6 7 B 9 0 102 3[4 16]/6 7 B 9|0
glwlelrltiviuv]ilalp glwlelrit]viuv]ile]lp
a|s d|figlhl ]| k|l alsjdifigjhl) k]!
* z % e|lvibinm = * z|/x e v bnm &
5-4] =1
E i N = - i N =
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1. Touch Cancel on the 2. Enter your user name and 4. Or, touch the fingerprint
Fingerprint Sign In alertto log password. icon, to bring up the alert and
in with your user name and log in with Fingerprint Sign In.

password 3. Touch Login.

Device List

System administrators use the device list to view and manage handhelds. For example, they can see all devices
within a facility in order to validate and verify those that are logged in.

1. Toview the Device List from the Dashboard, click Settings>Device List.

PatientSafe Hospital E Dashboard

Hi Admin User!

Admin User GOOd mornlng
Friday, February 21, 2020

i:% Dashboard System

Security
KX Assignment

Device List
9, Configuration Communications

App Link Launch Points
Secure Messaging
Quick Texts

Voice Systems
Notification Behavior

© User Guide =
Clinical

S nannat | JE
https://documentation-4x-test.qa.pss.net:8443/org-services-admin-web/#

2. Select the facility for which you want to manage handhelds.

3. The columns in the device list are customizable. Below is a description of some of the columns that
display.
Client Iden- Unique identification number (UUID) of the handheld found in the Diagnostics screen.
tifier:
Authorization: Allowed indicates the device was authorized. Denied indicates the device was not authorized.
Status: Indicates the status of the handheld whether offline or online.
Last Login: The date/time the user last logged into the handheld.

Last Used By: Indicates the individual who last signed on to the handheld. Note that this is especially useful
in locating a missing device.
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Application: Lists the PatientTouch application the user logged into.

PSS Version: ~ Version of the PatientTouch application that displays on the handheld.

0s: Operating System
OS Version: iOS Version installed on the iPhone.
PatientSafe Hospital [l Device List Facility: All
Clientidentifier | A_. | St_ | LastLogin LaS‘Bgsed Application \'j:;- 0. 85
Admin User HH_3C289848-7... All... O Offli 09/10/20... Jeartwrig... PatientT.. 4. I.. 1 -
AB_027a82f5ada... N..  ©Offi 08/12/20.. mwelby(.. PatientT.. 4. A_. 9
HC_31DCFCF6- N © Offli 04/16/20_.  rabercro_.  PatientT 4 1
HH_6F248284-D...  Al... @ Offi 09/18/20... jcartwrig... PatientT.. 4. . 1
:22 Dashboard HC_AQ177611-36... N.. @ Ofli 05/0920... banders.. PatienfT.. 4. . 1
HB_A0177611-36.. N.. @ Offli 04/25/20... jarundel...  PatientT.. 4. . 1
3 Assignment HB_31DCFCF6-_.. N © Offli 04/17/20.  sjohnson PatientT 4 i 1
HH_F4EB9256-D...  All_. 04/16/20... ehuang (.. PatientT... 4. 1
Q, Configuration HH_106E1687-E...  Al... @ Offli 04/16/20... pssadmi..  PatienfT.. 4. . 1
HH_AEFE5473-2... Al 04/18/20... ehuang (.. PatientT.. 4. i 1
HB_FCF24289-1 N © Offi 06/24/20_.  mijones (. PatientT 4 i 1
HC_FCF24289-1.. N.. @ Offi 09/16/20... msmart(.. PatientT.. 4. . 1
HC_AAB226F2-C... N.. 05/08/20... ehuang (.. PatientT.. 4. Q. 1
HH_AQ9B1ACB2._ Al © Offfi 05/07/20.  labernat PatientT 4 i 1
HH_D8229DD5-2... Al... @ Offi 06/25/20... jcartwrig... PatientT.. 4. . 1
HC_106A4998-F..  N.. @ Offli 05/07/20... labernat._.  PatientT.. 4. . 1
HB_48376154-A8.. N.. @ Offli 07/09/20... cnurse (..  PatienfT.. 4. . 1
HC_30934E37-4 N © Offi 05/10/20_. ncena(..  PatientT 4 i 1
© User Guide = HH_7667A955-3..  All.. @ Offli 06/04/20... labernat..  PatientT.. 4. i 1 -
5] Logout C Page 1 of2 > 1-250f26 | Broadcast - | | Authorization

4. Configure the columns that display on the Device List by clicking the small gray arrow on the top of each
column.

5. Click Columns and click the check box next to the name of each column you want displayed.
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PatientSafe Hospital

Admin User

i:2 Dashboard
B} Assignment

&, Configuration

© User Guide =

E

Device List Facility All

Client IdenHierD A St | LastLogin Laswsed
HH_3C289648-7... | SortAscending 09/10/20...  jcariwrig...
AB_027a82f5ada.. | Sort Descending 06/12/20... mwelby (...

HC_31DCFCFB-..

HH_6F248284-D...
HC_AD177611-36...
HB_A0177611-36..
HB_31DCFCF6-...
HH_F4EB9256-D...
HH_106E1687-E...
HH_AEFES5473-2..

* [T Columns
All...

N...
N...
N...
All..
All...
All..

HB_FCF24289-1...
HC_FCF24289-1..
HC_AAB226F2-C_

HH_A09B1ACB-2...
HH_D8229DD5-2 .

HC_106A4998-F

All...
All

HB_48376154-A8. .

HC 30934E37-4
HH_7667A0855-3

All

6. Double-click a device to see device details.

0 Ooffii |
O Offli
0 offli { -
O oflil ¢

O offi :

O offli |
0 offlil |
| 0S

| OS Version

| PSS Jacket S/N
| PSS Firmware

| IP Address

| Soft Scan Status

O offli i -
O Offil !
O offiil |
O Offil |
© offii |
O Offli 06/04/20

| Client Identifier
| Authorization

| Facility

| Status

| Last Login

| Last Used By

Authorized Date/Time

| Authorizing User
| Application

PSS Version

labernat
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PatientT...
PatientT...
PatientT...
PatientT...
PatientT...
PatientT...
PatientT...
PatientT...
PatientT...
PatientT...
PatientT...
PatientT...
PatientT
PatientT...
PatientT
PatientT
PatientT
PatientT
PatientT

I e N o O R S

patientiouchf

T (o I Y

_ ek ek b ek e b

162



Device Details

Genzral Info
Client identifier:

Authiorization
Authorization:

Time Aulhorized:
Aulhorized By:
Last Known Status
Slalus:

Faaility Mame:;
Last Login:

Last Usad By:

PatientTouch® Enterprise Manager User Guide

HH_3C289648-TCTA-4935-BRBE2-FOEZTFITIFEE

Alow
Mon Agr 22 2019 12:25:31 GMT-0T00 (Pacific Daylight Time)

jeartwright (Judy Carbwright)

PatientSale Mira Mesa
Mon Agr 28 2019 10:15:40 GMT-0T00 (Pacific Daylight Tima)

jeartwright (Judy Carbwright)

Application Infarnation

App Name:

App Yersion:

Davies Infarmation
(0 H

OS5 Version:

Firmiware Version:

IP Address:

Jacket Serial 1D

Solt Scan Status:

PatieniTowchClinical

4.5.0.1300 28462

s

122

na

10.10.7B.96

na

enabled

patienttouchf”

Configuration Buttons

Three configuration buttons located on the bottom right of the screen will assist you in managing handheld
devices. Use the instructions below to manage the handhelds.
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PatientSafe Hospital [§ Device List Facility Al
Client Identifier A Status Last Login Last Used By Application 588 O.. VOS
Admin User HH_3C289648-7C7TA-49.. Al O Offine 09/10/20190...  jcartwright (J... PatientTouch... 4. [ 122~
AB_027a82f5adaéb61d N... 0 Offline  06/12/20190... mwelby (Mar... PatientTouch... 4. A.. 9
HC_31DCFCF6-BA0C-4 N © Offine  04/16/2019 0 rabercrombie ... PatientTouch 4. 12
HH_6F248284-DE71-490...  All © Offine  09/18/20191...  jcartwright (J PatientTouch... 4. i 12
£22 Dashboard HC_A0177611-367D-4D N O Offline  05/09/2019 0 banderson (B...  PatientTouch 4. i 12.2
HB_A0177611-367D-4D1 N 0 Offline  04/25/2019 1 jarundell (Jay ... PatientTouch 4. i 12.2
BASSignmem HB_31DCFCF6-BAOC-4... N... O Offline  04/17/20191... sjohnson (Sa... PatientTouch... 4. i 12
HH_F4EB9256-D031-40 All 04/16/2019 0 ehuang (EdH...  PatientTouch 4. 12.2
9, Configuration HH_106E1687-E0C0-44... All. © Offline  04/16/2019 1... pssadmin (Ad...  PatientTouch... 4. i 12.2
HH_AEFE5473-26F1-4D All 04/18/2019 1 ehuang (EdH...  PatientTouch 4. i 12.2
HB_FCF24289-1B5A-48 N O Offline  06/24/2019 1 mjones (Mary._. PatientTouch 4. I 122
HC_FCF24289-1B5A-48 N... © Offine  09/16/2019 0... msmart (M. S...  PatientTouch... 4. i 12.2
HC_AAB226F2-C5C3-47.. N 05/08/2019 0 ehuang (EdH...  PatientTouch 4. i 12.2
HH_AQ9B1ACB-233A-4A... Al © Offline  05/07/2019 1... labernathy (Li...  PatientTouch... 4. i 12.2
HH_D8229DD5-2417-4B All O Offline  06/25/2019 0 jcartwright (J PatientTouch 4. i 12
HC_106A4998-F10D-496... N 0 Offine  05/07/2019 1 labernathy (Li.. PatientTouch 4. i 12.2
HB_48376154-A8CC-4E N... O Offline  07/09/20191... cnurse (Cher. PatientTouch... 4. i 12
HC_30934E37-44C9-47F .. N 0 Offline  05/10/2019 0 ncena (Nancy...  PatientTouch 4 i 122
HH_7667A955-3DCF-47 All. © Offline  08/04/2019 1. labernathy (Li...  PatientTouch... 4. i 12
HC_48376154-A8CC-4E N 0 Offine  10/02/2019 1 jcartwright (J PatientTouch 4. i 12
HC_5A600D48-11E3-4F N O Offline  08/25/2019 1 jcartwright (J PatientTouch 4. i 12
AC_027a82f5adabb61d N... O Ofiline  10/31/20190... msmart (M. S... PatientTouch... 4. A.. 9
© User Guide = HH_FFDA21A3-9672-41 All 0 Offline  07/02/2019 1 ehuang (EdH...  PatientTouch 4. i 12 .
E Logout { Page |1 of 2 P 1-250f26 | ‘ Broadcast | | Authorization | ‘ Clean Up List ‘l

Broadcast

Users with the appropriate privileges can use the Broadcast button. The Broadcast button allows you to send a
text message to all handhelds, or, just the ones that are logged in. For example, a broadcast message might be
sent to alert all caregivers that the system will be shut down for maintenance.
1. Click Broadcast and select one of the following settings.
All: Send a message to all handhelds.

Online: Send a message to only the handhelds that are online.

View Scheduled: View scheduled broadcast messages.

2. After selecting All or Online from above, use the following information to complete the fields.
Facility: Select the facility to receive the message, or, select All.
Send To: Select the handhelds to receive the message: All or Online Only.
Select the Priority: Low, Medium, or High.

Message: Enter the desired message in the Message field.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A 164



PatientTouch® Enterprise Manager User Guide Pa‘,"ﬁ.".‘.'-?':'.‘f.'.‘ff .

Broadcast
Facility: All
Send To: All b
Priority: High
Message: Scheduled maintenance at 5 pm today|
[] Schedule

3. Click Send to send the message right away.

4. Or, click the Schedule check box and select the date/time for the message to display on the handhelds.

Broadcast

Facility: All
Send To: All -
Priority: High

Message: Scheduled maintenance at 5 pm today

[ Schedule

Date: 07/09/18 F

Time: | 1:00 PM - |

Cancel Schedule

5. Click Schedule.
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Authorization

1. Click Authorization and select one of the following settings.
Allow Selected: Click to authorize a selected device that has been denied access.

Deny Selected: Click to deny access to a selected device. Allowing or denying access can be useful when
handhelds are missing.

Clean Up List

1. Click Clean Up List and select one of the following setttings.
Remove Selected: Click to remove a selected device from the Device List.

By Last Login: Click to remove devices from a specific facility before a specific date. Select the specific
facility and enter the Last Login Date. This will delete all devices where the last login was before the

selected date.

Example:

Device Details

Facility: PatientSafe Mira Mesa

Remove devices with Last Login date before:

Date: 07/09/18|

Devices with activity prior to selected will also be removed.

coe
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Communications

Communications is only available if you have purchased the Clinical Communications Module.

Shared Secret Single Sign On (SSO)

The Shared Secret Single Sign-On feature enables third party mobile applications to launch and use the
PatientTouch (PT) application w/o having to log in again (inbound SSO, i.e. Epic Rover -> PatientTouch), or the
PatientTouch application to launch third party applications (outbound SSO, i.e. PatientTouch -> AirStrip One).

Customers must contact PatientSafe Solutions Tech Ops team to configure their servers and get the encryption
configuration in order to fill out the information below.

App Link Partners

Outbound from PatientTouch

Mote Refertothe nexttopic, App Link Launch Points, for additional outbound instructions.
You must have an app link sso partner and shared secret password to link PatientTouch to Airstrip One.

To configure App Link Partners, please follow the instructions below.

1. Navigate to the tool bar on the left-hand side and click Settings>App Link Partners.

PatientSafe Hospital E Dashboard

Hi Admin User!

Admin User GOOd mornlng
Friday, February 21, 2020

i:% Dashboard System

Security
B} Assignment

Device List
9, Configuration Communications

App Link Launch Points
Secure Messaging
Quick Texts

Voice Systems

X Notification Behavior
© User Guide =

Clinical

Z11 annnt . -
https://documentation-4x-test.qa.pss.net:8443/org-services-admin-web/#
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2. Click Create New.

PatientSafe Hospital g % App Link Partners Search

Name ] Partner Name Description Edit Delete

Admin User

#:: Dashboard
B} Assignment

9, Configuration

© User Guide =

5 LOQOUt |-: Refresh | ‘ Create New |

3. Enter the name of the external system used to encrypt the data. Airstrip One is one system. However,

other external systems may be used.
4. Enter the Partner Name, which is the partner name for PSS from the other application's perspective.
5. Enter a Description.

6. Secretis an encrypted password. Facilities need to contact PatientSafe Solutions Tech Ops team for this

information.

7. Click Save.
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PatientSafe Hospital E = App Link Partner

Name: Airstrip One
Partner Name: PSS
Admin User Description:
Secret: |

#i% Dashboard
B} Assignment

9, Configuration

© User Guide =

8. The App Link Partner displays.

The partner (Airstrip One) can now be selected for the App Link Launch Points. See the section below.
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PatientSafe Hospital [ App Link Partners Search
Name ] Partner Name Description Edit Delete
| Airstrip One PSS /s @
Admin User

2% Dashboard
B} Assignment

9, Configuration

© User Guide =

E LOgOUt |- : Refresh Create New

App Link Launch Points

1. Navigate to the tool bar on the left-hand side and click Settings>App Link Launch Points.
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PatientSafe Hospital [ Dashboard

Hi Admin User!

Admin User GOOd mornlng
Friday, February 21, 2020

patientiouchjf

1
r

ii: Dashboard System

Security
3 Assignment

Device List
9, Configuration Communications

App Link Launch Points
Secure Messaging
Quick Texts

Voice Systems

. Notification Behavior
© User Guide =

Clinical

11 nannt . -
https://documentation-4x-test.ga.pss.net:8443/org-services-admin-web/#

2. Click Create New.
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3. Complete the following fields according to the descriptions below:

patientiouchf

PatientSafe Hospital | % Faciity: Al Clinical Profile” Al Search
Name Type Description Link Edit Delete
Epic... User User, Mira Mes...  epichaiku.//launch/loginn. ra [x]

Admin User Epic Patient List Patient List, Mi__.  epichaiku://launch/loginn rd [x]

2% Dashboard

B} Assignment

9, Configuration

XX Settings

© User Guide =

E LOgOUt |-: Refresh | ‘ Create New |

Name: The title of the button to be displayed in the i0S/Android clients (ex.: “Airstrip”)
Link: The URI/URL that the button should open to when you touch it (ex: epicrover://patientlist)
Description: Enter a description of the launch point.
Type: Determines where the button is displayed in the clients:
Patient: patient-info screen and patient-context screen (individual patient)
Patient List: assignments/unit-browse screens
User: contact-detail screen (individual contact)
Partner: Select Airstrip One
4. Click Save.
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PatientSafe Hospital E | App Link Launch Point

Details
5 Name: AirStrip
Admin User
Link ‘ airstripone://PatientSafe/pm-mon/?siteid=2088&payloz | (Supported variables: $patientmrn and $username)
Description: Launch Airstrip Patient Link
Type: Patient
£iZ Dashboard Partner: | Airstrip One
Assignment : - .
a = Available To (Clinical Profiles)
9, Configuration Clinical Profile | Facilities Remove

) This app link launch point is not available to any clinical profiles
L Settings

© User Guide = | Edit |

App Link Launch Points

Inbound to PatientTouch

Customers are actively using Epic Haiku and Rover and want to seamlessly link from these third party apps to
PatientTouch. In order to use this feature, system administrators need to be able to manage the launch point
configuration for PatientTouch Apps.

1. Have PatientSafe Solutions Tech Ops Team setup each inbound partner (eg. Epic) and adjust authentication
configuration to include the shared_secret type with partner name and shared secret password.

2. Once configured, customers can configure Epic with the desired links now including the partner and
encrypted payload using the same shared secret password.

3. Refer to Epic or other 3rd party documentation with regards to Haiku, Rover, or other app configuration.
4. The username of the logged in user is required to be in the encrypted payload of the link.

Configuration in Epic ex:

patienttouch://?PartnerName=partner1&siteid=notused&payload=

crypturl field: {ad=%EPICUSERID%}

URL in app when user clicks button in Epic ex:
patienttouch://?PartnerName=partner1&siteid=notused&payload=1GfzaizI3KO4GANXKAOneci2omrRWL2H5A7
gqkLTm7TfCFWDQdpbfCYqZbBNtva

Mote Please contact PatientSafe Solutions Technical Support Team for the Single Sign On Configuration
document, which contains detailed instructions on how to configure this feature for your facility.
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App Link Launch Points

Mote This configuration is for users who are not utilizing SSO.

patientiouchjf

Customers are actively using Epic Haiku and Rover and want to seamlessly link from these third party apps to
PatientTouch. In order to use this feature, system administrators need to be able to manage the launch point

configuration for PatientTouch Apps.

1. To access launch points for the Communications module, navigate to the tool bar on the left hand side

and click Settings. Then, under Communications select App Link Launch Points.

PatientSafe Hospital E Dashboard

Hi Admin User!

Admin User GOOd mornlng
Friday, February 21, 2020

i:2 Dashboard System

Security
B} Assignment

Device List
9, Configuration Communications

_ p—
App Link Launch Points

Secure Messaging
Quick Texts
Voice Systems

X MNotification Behavior
© User Guide =

Clinical

1 nacut

https://documentation-4x-test.qa.pss.net:8443/org-services-admin-web/#

2. Click Create New.
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PatientSafe Hospital E S Facility: | Al Clinical Profile: | All Search
Name | Type Description Link Edit Delete
EpicH User User, Mira Mesa & T epichaiku-//launch/loginname/$us .~ # [x]
Admin User Epic H Patient List Patient List, Mira Me epichaiku-//launch/loginname/$us... ~ #* [x]
i:% Dashboard
B Assignment
9, Configuration
© User Guide =
2] Logout |- Refresh | ‘ Create New ‘
3. Use the table below to complete the fields.
Name: The title of the button to be displayed in the iOS/Android clients (ex.: “Epic Haiku”)
Link: The URI/URL that the button should open when you touch it (ex: epicrover://patientlist)
Description: Enter a description of the launch point.
Type: Determines where the button is displayed in the clients:

Patient : patient-info screen and patient-context screen (individual patient)
Patient List : assignments/unit-browse screens

User : contact-detail screen (individual contact)
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PatientSafe Hospital Eil App Link Launch Point
[

Details
) Name: Epic Haiku
Admin User
Link: epichaiku://launch/loginname/$username  (Supported variables: $patientmrn and $username)
Description: ‘ Patient, Mira Mesa & [Temecula
Type: Patient

i:% Dashboard

Available To (Clinical Profiles)

B Assignment
Clinical Profile | Facilities Remove
9, Configuration This app link launch point is not available to any clinical profiles
XX Settings
© User Guide = [ Edit |

4. Click Edit to add the associated clinical profiles that will be using the app linking feature.

5. Click Done.
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BELRIGE S SARdgE

PatientSafe Hospital E B App Link Launch Point

Details
. Name Epic Haiku
Admin User
- $patientmm and $username)
Facility:  PatientSafe Mira Mesa v |
£22 Dashboard O Clinical Profile T
B} Assignment
[] Pharmacy Manager Remove
Q, Configuration L] Phlebotomist
%
XX Settings %
%
[ Radiology
"] Registered Nurse I
[] Resident Physician
"] Respiratory Therapist -

© User Guide = Edit

3] Logout | Save & Create New

6. Click Save.
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PatientSafe Hospital B App Link Launch Point
G

Details
) Name: Epic Haiku
Admin User
Link epichaiku://launch/loginname/Susername  (Supported variables: $patientmrn and $Susername)
Description: ‘ Patient| Mira Mesa & Temecula, all care-roles
Type: Patient

i:: Dashboard

Available To (Clinical Profiles)

B3 Assignment

Clinical Profile | Facilities Remove

9, Configuration Pharmacy Manager PatientSafe Mira Mesa ]

Physical Therapy PatientSafe Mira Mesa [x]

Physician PatientSafe Mira Mesa [x]

Primary Nurse PatientSafe Mira Mesa [x]

Radiology PatientSafe Mira Mesa [x]

Registered Nurse PatientSafe Mira Mesa [x]

Respiratory Therapist PatientSafe Mira Mesa [x]
© User Guide = |E\

Secure Messaging

1. To access the settings for the Communications module, navigate to the tool bar on the left hand side and
click Settings.

2. Then click Secure Messaging.
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PatientSafe Hospital E Dashboard

Hi Admin User!

Admin User GOOd mornlng
Friday, February 21, 2020

patientiouchjf

1
r

Dashboard System

Security
3 Assignment

Device List
9, Configuration Communications

App Link Launch Points
Secure Messaging
Quick Texts

Voice Systems

. Notification Behavior
© User Guide =

Clinical

S anant | J
https://documentation-4x-test.ga.pss.net:8443/org-services-admin-web/#

3. The Secure Messaging screen displays.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A

179



PatientTouch® Enterprise Manager User Guide pat_ientl ”U”.]F

PatientSafe Hospital E Secure Messaging
" Enable Secure Messaging
Chat Message Time To Live (hours): 72
Admin User
Notification Message Time To Live 24
(hours):
Patient Tagging: 1 Enable
. Audio Attachments: 1 Enable
=== Dashboard
Image Attachments: | Enable
B} Assignment Offline recipient prompt: [1 Enable
Emoji Support: 1 Enable
9, Configuration
Persistent Login: - Enable
0 Settings Persistent Login Default: | Enable
XMPP
Server Host Name: documentation-4x-test qa.pss.net
Domain Name: qa pss.net
Secure Admin Console Port: 9091
Archive Server Name: documentation-4x-test.ga.pss.net
Server Port: 5222
HTTPS Secure Bind Port (BOSH): 7443
© User Guide =
.
B Logout

4. Use the table below to complete the fields.

Enable Secure When checked, the Unified Inbox on the handheld displays Inbox and Contacts tabs and
Messaging: caregivers can send text messages to one or more contacts.

Chat Message This number defines the duration for text messages to persist on the handheld or Web
Time to Live Messenger. The system will delete individual messages after this amount of time.
(hours):

Notification  This number defines the duration for notification messages to persist on the handheld or Web
Message Time Messenger. The system will delete individual messages after this amount of time.
To Live

(hours):

Patient Enables or disables Patient Tagging, or, the ability to tag a patient to a text message.

Tagging:

Audio When enabled, users may attach audio recordings to text messages. When disabled, users will

Attachments: still see the microphone icon, however, when selected, they will not be able to attach audio
recordings and a message displays "Audio Attachments Disabled by Organizational Policy".

Image When enabled, users may attach images to text messages. When disabled, users will still see
Attachments: the cameraicon, however, when selected they will not be able to attach an image and a
message displays "Image Attachments Disabled by Organizational Policy".

Offline recip- When enabled, users will receive a notification message when sending a text to a recipient
ient prompt: who is offline.

Emoji Support: Enable or disable emoji support for text messages on iOS (Comms and Clinical), Android, and
Web Messenger.
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patientiouchjf

Persistent This setting allows system Administrators to choose whether Persistent Login is available to
Login: BYOD users.
Persistent This setting allows system Administrators to choose whether Persistent Login is the default for
Login Default: BYOD users. However, user settings will override any global settings.
XMPP: These fields automatically display based on input from the servers.

5. Click Save.

Quick Text Messages

Use role-specific shortcut messages when creating or responding to text messages.

1. To access shortcut messages for the Communications module, navigate to the tool bar on the left hand

side and click Settings. Then, under Communications select Quick Texts.
PatientSafe Hospital E Dashboard

Hi Admin User!

Admin User GOOd mornlng
Friday, February 21, 2020

i:: Dashboard System

Security
[} Assignment

Device List
9, Configuration Communications

App Link Launch Points
Secure Messaging
Quick Texts

Voice Systems

i Notification Behavior
© User Guide =

Clinical

S nnant | JE
https://documentation-4x-test.qa.pss.net:8443/org-services-admin-web/#

A list of quick text or shortcut messages displays for both the handheld and for SMS paging.
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PatientSafe Hospital & [ Faciity Al Clinical Profils:

Shortcut Texts

Admin User Message Text

Accepted
Acknowledge
Be right there

£2% Dashboard Busy, available in

| am busy

A Assignment

*\ Configuration SMS Page Messages

0 Settings Message Text

Cardiopulmonary consult request, please call back to number below.

Infectious Disease consult request, please call back to number below.

Need clarification for medication order for patient

Neuro consult request, please call back to number below.

Orthopedic consult request, please call back to number below
© User Guide =

2] Logout |C Refresh |

All

patienttou

coll

Search
Edit Delete
/s g -
/s ]
/s [
7/ ]
/s g .

| Create New |

Edit Delete

7’ g -
7 [x]

Vd ]

7 [x]

7/ g -

| Create New |

2. Click Create New to add a new message.

3. Enter the brief message in the Quick Text Script field.

PatientSafe Hospital E [2) Shortcut Text

Details

Quick Text Script: | Pain management request|
Admin User

Available To (Clinical Profiles)

Clinical Profile Facilities

B Assignment This quick text message is available to all profiles in all faciliies.

9, Configuration

© User Guide =

5 Logou RS

Remove

Save & Create New
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4. Click Edit to add the message to the necessary clinical profiles.
5. Select (Deselect) the Clinical Profiles for which you want to add the quick text.

6. Click Done when you are finished.

Edit Available To (Clinical Profiles)

Facility: PatientSafe Mira Mesa

Clinical Profile

(.
N

ED Nurse -
Floor Manager

Fluff RN

Hospitalist

House Supervisor

Internal Medicine

IT Admin

Janitor

Lab Tech

Neurology

PR R AR R R R

| Dene ‘

o
o
=
8

7. Click Save to save your message.

8. Click Save & Create New to save this message and enter another one.

Voice Systems

Customers will need to work with a PatientSafe Solutions representative to set up Voice Systems. Please refer to
the information below for information purposes only.

1. To set up the voice settings for the Communications module, navigate to the tool bar on the left hand

side and click Settings>Voice Systems.
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PatientSafe Hospital E| Dashboard

Hi Admin User!

Admin User GOOd mornlng
Friday, February 21, 2020

i:% Dashboard System

Security
3} Assignment

Device List
9, Configuration Communications

_ N

App Link Launch Points
Secure Messaging
Quick Texts

Voice Systems

e User Guide = Notification Behavior

Clinical

21 Aanant | J
https://documentation-4x-test.qa.pss.net:8443/org-services-admin-web/#

2. Click Create New.

PatientSafe Hospital E =22 Voice Systems

Name ] Description Type SIP Domain Edit

.

doc server frees. .. PSS Voice Server documentation-4... 7

Admin User

&= Dashboard

B} Assignment

9, Configuration

© User Guide =

5] Logout

Create New
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patientiouchjf

3. The Basic Information and Server Settings tables display. Use the table below to complete these fields.

PatientSafe Hospital E \oice Systems

Basic Information

Admin User Name: pss-cucm-12-5-cluster
Description: cucm 12.5
£22 Dashboard Type: Cisco CUCM
B} Assignment Server Settings
9, Configuration SIP Domain: pss-cucm-12-5-cluster dev.pss.net

Call Forwarding: kA
¢ Srirz Call Transfer: b
] Enable Voicemail

Voicemail Dial #: 3100

Voicemail Forward #: | 3100

© User Guide = Extension Ranges

3 Logou o] e | e [ SN

Name: Enter a name for the voice system.

Description: Enter a description for the voice system.

Type: Select either Cisco CUCM or PSS Voice Server (Freeswitch).
SIP Domain: Enter the IP address of the SIP Domain.

Call Forwarding: Enable or disable Call Forwarding.

Call Transfer: Enable or disable Call Transfer.

Enable Voicemail:  Enaple voicemail to be used on this server. When enabled, the two fields below will dis-

play.

Voicemail Dial #: Enter the extension that will be dialed to retrieve voicemails when a user clicks the voice

mail icon.

Xoicemail Forward Enter the voicemail extension for which to forward calls.

System Administrators may want to add extension ranges.

1. Click Add.
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PatientSafe Hospital E Voice Systems

Extension Ranges

Range Start End DID External Access #
Admin User 616X 6160 6169 Y 555555XXXX
i:i Dashboard
B} Assignment | Add |

9, Configuration

.
P (] ENEENEETD

2. The Extension Range dialog box displays.

Extension Range

Range Name:

SIP Extension Range Start:
SIP Extension Range End:
DID Assigned:

External Access #:

Auto Assign to Profiles:
|. Cancel |
3. Use the table below to complete these fields.

Range Name: Enter a name for the extension range.
SIP Extension Range Start:  Enter the first number included in the extension range.

SIP Extension Range End:  Enter the last number included in the extension range

DID Assigned: Direct Inward Dial - Click this check box if you want the extensions in this range
to also be accessible outside of the facility via the full 10 digit number.
External Access #: If you selected DID Assigned, the External Access # includes the 6 digit template

number for external numbers followed by 4 zeros or 4 X's.

If you did not select DID Assigned, the External Access # includes the full 10 digit
template number for external numbers.

Auto Assign to Profiles: The PatientTouch System will automatically assign an extension number to users
who don't have one. Once the user logs into PatientTouch, he/she will auto-
matically be assigned an extension from the selected range, based on availability.
The Auto Assign to Profiles drop down menu allows IT personnel to select the
clinical profiles to be automatically assigned from the extension range.
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4. Click OK.

5. Click Add under Affiliated Facilities.

6. Select a facility from the drop down menu. Complete the SRV Mapping field according to PatientSafe
Solutions instructions.

Affiliated Facility

Facility: Select a facility. ..

SRV Mapping:

SRV Mapping is a list of patterns for matching _pssvoip SRV records with this Voice System and Facility.

s SRVs are comma separated
s Wildcards (™) are allowed

s Pattern ordering is ignored, PSS VOIP clients use the priority field of the SRV record to determine ordering

cae Come

7. To complete the Properties section, use the table below to complete these fields.

Properties:
= CUCM = Refer to the CUCM Setup instructions on the Contents tab to the left.
m PSS Voice m Enter the server URL, SIP password, and SIP port.
Server
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PatientSafe Hospital E Voice Systems
Affiliated Facilities
Admin User Facility | SRV Mapping
PatientSafe Temecula pss-cucm-12-5-cluster.dev.pss.net pss-cucm-12-5-cluster-sub01.de. ..
[ Ad |
=22 Dashboard Properties
3 Assignment Name Value
Allow Create Users true -
9, Configuration AXL Password s
AXL URL https-//pss-cucm-12-5-cluster dev pss net:8443/axl
¢ Settings AXL Username pssaxluser
AXL Version 125
Call Forward C55
Cluster Name
Device C5S pSS-CSS
Device Pool PSS Device Pool
Device Type Third-party SIP Device (Basic)
. Dial Out Prefi
© User Guide = e | -
B Logou N N 2

8. Click Save.
9. Click Extensions to view assigned extensions.
Mote Click the Extensions topic on the left to learn more.
10. Click Restart to restart voice system integration. This might be useful when configurations have changed.

11. Click Logs to view voice system logs.

Extensions

Use the Extensions button on the Voice Systems screen to update the extensions on the voice server.

The Extension functionality works similarly on CUCM and the PSS Voice Server.
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Extensions

[ selectan < ][ clear -] [&]

Name Login Name PatientTouch Extension /|

pss test1

pss test2

pss test3

pss testd
Zohreh Doc
Sophia Momeni
Ava Momeni
Purabi CUCM
Purabi i0S
Purabi AD

DJ Turner
Zohreh Hospitalist
Molana Boo
Ava Momeni
Ed Huang
Sophia Momeni
Purabi Test
Purabi Android

‘ Cancel ‘

Show Only Differences

PBX Extension

6201
6203
6204
6205
6206
6207
6208
6175
6199
6186
6176
6177
6178
6179
6180
6181
6185
6188

patientioLchjf

‘ Update PatientTouch H

Update PBX |

1. Click Select All to select all extensions in the list. Or, select one or more individual extensions by pressing

the Ctrl button on your keyboard.

2. Select:

m Update PatientTouch: Updates the patient touch extensions assigned to caregivers in the Enterprise
Manager, with the extensions PSS has detected are assigned to the caregiver in the PBX. For example, in
CUCM you can setup the extensions manually which allows PSS to import those extensions.

= Update PBX: Click this button to send the selected extensions to the PBX so that the PBX matches the
extension assigned in the Enterprise Manager. This may be useful if the caregiver assigned extension was

recently changed / deleted on the PBX and you want to recreate it.

Notification Behavior

Use this section to set the behavior for text messages, notification messages, reminders, and voice calls on the

handheld. You can also enable or disable Inbox Reminders.

1. From the Dashboard, click Settings>Notification Behavior.
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PatientSafe Hospital E Dashboard

Hi Admin User!

agminuser  (500d morning
Friday, February 21, 2020

patientiouchjf

i:: Dashboard System

Security
Y Assignment

Device List
9, Configuration Communications

_ N

App Link Launch Points
Secure Messaging
Quick Texts

Voice Systems

0 User Guide @ Notification Behavior

Clinical

[y RIS FE
https://documentation-4x-test.ga.pss.net:8443/org-services-admin-web/#

Text Messages

2. SetHigh, Medium, and Low priority text message behavior by selecting vibrate, play an auditory sound,

or display a popup.
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PatientSafe Hospital E Notification Behavior

Text Messages

High Priority Messages
Admin User
Vibration: - Vibrate Long Vibrat

Sounds: | Play Double Chi
Sound
i:i Dashboard Popup: 7 Display
Popup

3 Assignment

Medium Pricrity Messages

9, Configuration Vibration: 7 Vibrate  Short Vibra

XX Settings Sounds: LPlay  Single Chin
Sound

Popup: .| Display
Popup

Low Pricrity Messages

Vibration: || Vibrate Short Vibra

Sounds: ~ Play Soft Ping
Sound
Popup: | Display
© User Guide = Popup

2] Logout Save

Notification Messages

3. Set High, Medium, and Low priority notification message behavior by selecting vibrate, play an auditory
sound, or display a popup.
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PatientSafe Hospital E Notification Behavior

Notification Messages

High Priority Notifications

Admin User Vibration: []Vibrate Long Vibrat
Sounds: || Play Single Chin
Sound
#2% Dashboard Popup: . Display
Popup
B ASSIgnmem Medium Priority Notifications
9, Configuration Vibration: [ Vibrate | Short Vibra
a Settings Sounds: [ Play Soft Ping
Sound
Popup: .| Display
Popup

Low Pricrity Motifications

Vibration: || Vibrate  Short Vibra

Sounds: - Play Soft Ping
Sound

Popup: | Display
Popup

© User Guide =
Note- PatientTouch Communication web client will adhere only to 'Sounds' configurations

-

) Logou

Inbox Reminders

Enable Inbox Reminders: Check this box to enable PatientTouch Communications for iOS, Android, and Web
Messenger to receive Inbox Reminders. When enabled here, users will have the ability to disable Inbox
Reminders on their handheld device.

Reminder Interval Minutes: Enter the number of minutes after which users will receive an Inbox Reminder
notification.

Message Priority: For High, Medium, and Low Priority Inbox Reminders, you can customize behavior to vibrate
or play an auditory sound
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PatientSafe Hospital E Notification Behavior
Inbox Reminders

5 Enable Inbox Reminders:
Admin User

Reminder Interval (minutes): 15

Message Priority: | High
uan <1 Medium
s:: Dashboard
Low
3 Assignment
Vibration:
9, Configuration Sounds: | Play Sound  Bells

Clinical Due and Late Reminders

For due and late reminders on the clinical application, set notification behavior by selecting vibrate, play an
auditory sound, or display a popup.

Clinical Due and Late Reminders

Vibration: /| Vibrate  Long Vibrate

Sounds: L Play Single Chim
Sound
Popup: L Display Popup
© User Guide =
Assignment Transfer

The Assignment Transfer drop down menu allows administrators to select Low, Medium, or High for assignment
transfer email messages.

ettings

Notification Priority: Medium

Voice Calls
For voice calls, set voice call behavior by selecting vibrate or play an auditory sound.
Voice Calls

Vibration: /| Vibrate  Long Vibrate

Sounds: | Play Melody

© User Guide = Sound
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Clinical

Display Preferences

patientiouchjf

Hospitals can choose whether to display Body Surface Area (BSA) or Body Mass Index (BMI) on the patient info
screen of the handheld, Web Messenger, MAR, Clinical Manager, and Enterprise Manager. In addition, facilities
can choose to display a patient's height and weight in metric, imperial, or both units in these same locations.

1. To configure these settings, click Settings>Clinical> Display Preferences.

PatientSafe Hospital E Dashboard

Hi Admin User!

Admin User GOOd mornlng
Friday, February 21, 2020

=21 Dashboard Quick Links

B Assignment System
Security
9, Configuration
Device List

App Link Partners

App Link Launch Points
Secure Messaging
Quick Texts

Voice Systems

. Notification Behavior
© User Guide =

Clinical

2] Logout Display Preferences

2. Unit System: Select Metric & Imperial, Metric Only, or Imperial Only.
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Clinical Display Settings

Unit System: | Metric & Imperial v |
BSA/BMI: Metric & Imperial
// Metric Only
- Imperial Only

£i2 Dashboard
[ Assignment
9, Configuration

3. BSA/BMI: select BMI Only or BSA Only.

Clinical Display Settings

Unit System: | Metric & Imperial

BSA/BMI: [ BSA Only

// BMI Cnly
' |

BSA Only

£:% Dashboard

Y Assignment

9, Configuration

4. Click Save.
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PatientTouch® Communications Set-up Guide
for Cisco Unified Call Manager (CUCM)

The purpose of this document is to provide the step-by-step instructions on how to configure Cisco Unified Call
Manager (CUCM) for integration with PatientTouch Communications. The target audience for this document is
CUCM administrators/technicians.

To setup the CUCM, you will need to follow all of the instructions listed below. Click a link to access a topic or
use your mouse to scroll through the pages.

Login to CUCM and Enable AXL

CUCM Settings
Device Pool

SIP Security Profile
SIP Profile

Call History
Hunt Groups

Create New Voice Settings in Enterprise Manager

Appendix
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Overview

The PatientTouch App for iOS can register with Cisco Unified Call Manager (CUCM) for making voice calls. The
PatientTouch app connects to CUCM using the SIP protocol. Users can be assigned extensions in the Enterprise
Manager web app, or via LDAP using Org Services integration.

Org Services uses AXL (Cisco's Administrative XML Rest Interface for CUCM) to provision devices and extensions
for each user in CUCM.

PatientTouch communicates with Org Services, an internal PatientTouch service. Org Services then
communicates with Active Directory (AD) and CUCM to manage user extensions.

There are two ways that extensions can sync between PatientTouch and CUCM. This is dependent on whether
or not the organization has enabled AD Sync.

If the organization has AD Sync enabled, extensions will sync periodically, as configured, and update the user
profile in PatientTouch.

If the organization does not have AD sync enabled, when the user logs into a Patient Touch handheld with AD
credentials, Org Services will query AD for user profile and extension information. Org Services will then send
an AXL request to CUCM to provision a device and extension directory number (DN).

Similarly, when an extension is assigned via Enterprise Manager, Org Services will provision device and
extension information in CUCM on login.

This allows Patient Touch devices to connect automatically to CUCM as SIP devices.

Cisco CUCM

PatientTouch Voice
Monitoring Appliance

PatientTouch Mobile

Hospital Application
Extensions

Requirements

m Cisco Unified Call Manager 9.1 or greater.

m A Cisco license for each PatientTouch device that will connect to the network is required. PSS devices
connect to CUCM as a "3rd Party Basic SIP" device. If your licenses are of the type "User Connect
Licensing", each device will require one "Enhanced" license. If your licenses are of the type "Unified
Workspace Licensing", you may utilize either a "Standard" or "Professional" license.
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DNS Setup

The PatientTouch handheld app uses SRV records to locate CUCM subscribers to connect to. A domain is
configured in the app and the app will query VOIP SRV records for this domain. Here is an example SRV setup
for the 'test.pss.net domain:

_pssvoip._udp.test.pss.net 0 0 5060 cucm.nodel.pss.net
_pssvoip._udp.test.pss.net 0 0 5060 cucm.node2.pss.net
_pssvoip._udp.test.pss.net 0 0 5060 cucm.node3.pss.net

The PatientTouch app will round robin between the SRV records until a connection can be made. The CUCM
subscribers can also be given a priority in the SRV. The PatientTouch app will try subscribers with a priority of '0'
first, then '1', '2', etc. Load balancing can be achieved by adding multiple servers at the same priority.

CUCM Setup

The following CUCM configuration will be required (detailed in later sections):
m  AXL Service Enabled (Cisco's Administrative XML REST interface for CUCM)
e A valid AXL user accountis required, to allow Org Services to provision PatientTouch devices.
m A new 'SIP Profile' for making changes specific to PatientTouch devices.
= A new 'Device Pool' for easy management and tracking of PatientTouch devices.
m (Optional) A new Calling Search space for managing how calls are routed from patient touch devices.

= A 'Route Partition' for sectioning off PatientTouch extensions. Only numbers and devices assigned to
numbers in this partition will be modified by PatientTouch.

= A new SIP Security Profile for making SIP security changes specific to PatientTouch devices.

m Enable CDR reporting so PatientTouch devices can get call history, even for calls made while the device is
offline.

e Add PatientTouch server ips (VIP) as a CDR Billing Application Server
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Login to CUCM

1. Click Cisco Unified Communications Manager.

vl
CISCO

Installed Applications

« Cisco Unified Communications Manager
e Cisco Unified Communications Self Care Portal
» Cisco Prime License Manager

Cryptographic Features

This product contains cryptographic features and is subject to United States and local country
laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does
not imply third-party authority to import, export, distribute or use encryption. Importers,
exporters, distributors and users are responsible for compliance with U.5. and local country
laws. By using this product you agree to comply with applicable laws and regulations. If you are
unable to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http:/Mtools. cisco.comllegal'export/pepd/Search.do

If you require further assistance please contact us by sending email to export@cisco.com

2. Enter your Username and Password.

3. Click Login.
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alimp,  Ciseo Unified CM Administration
CI5C0 oy Ciscn Unified Communications Salulions

UERBESTON Cisco Unified CM Administration * m

Usermame

Cisco Unified CM Administration

Copyrght & 1909 - 2015 Cisco Systems, [nc.
Al nghts reserved.

This product containg cryptographic festures and is subject to United States and local country [aws governing import, export, transfer and use,
Delivery of Cisco cryptographes products does not imply third-party authority b import, export, detribute or use encrypbon, Imparters, exporters,
distributors and users are reapensible for compliance with U.5. and local country laws, By using this product you agree to comply with applicable laws
and regulations. If you are unable to comply with U.5, and local laws, return this product immediately.

A pmmary of LS, |laws gowerning Cisco cryptographic products may be found at our Export Compliance Product Report web site.

For information about Cisco Unified Communications Manager plexse visit our Unified Communications System Decumentation web site.

For Cisco Technical Support please visit pur Technical Support web site.
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Enable AXL on CUCM

Org Services uses AXL to connect to CUCM and manage the per device SIP settings.

Enable AXL service in Service Availability:

1. Inthe Navigation drop down menu on the top right of the screen, select Cisco Unified Serviceability.

2. Click Go.

\EWLELGLE Cisco Unified Serviceability v m

dmin Search Documentation About Logout

3. Select Tools>Service Activation to view the list of enabled services.

Cisco Unified Serviceability
For Cisco Unified Communications Solutions

wfu]
CISco

Tools + | Snmp » CalHome = Help -

Service
Activation

Alarm -  Trace «

ceability

Control Center -
Feature Services

Control Center -
Metwork
Services I(R) Xeon(R) CPU E5
) N dbytes RAM, Partition
Serviceability
Reports Archive

Audit Log
Configuration

Iser crmadmin last |d
HITTPS

Copyright © 1999 - 2
U rights reserved.

'his_ product cu:untain_s

Locations

Dialed Number
Analyzer

CDR
Management

k

on Wednesday, March 2

and _is subject to Un_iteu:l 9

4. Select the Cisco AXL Web Service check box.

5. Click Apply.
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Database and Admin Services
o Cisco Bulk Provisioning Service Deactivated
i Cisco AXL Web Service Activated
U Cisco UXL Web Sarvice Deactivated
I_ Cisco TAPS Service Deactivated

Next you will need to add an Application User to allow PatientTouch Cucm-Sync to communicate (over AXL) to
CUCM. This username and password will be entered in Enterprise Mgr later.

6. Go back to the Cisco Unified CM Administration using the drop down menu located on the top right of

the screen.
Make sure to click Go.

7. Select User Management>Application User.

aliali.  Cisco Unified CM Administration

CIS€0 gy Cisco Unified Communications Solutions
System » Call Routing = Meda Resources »  Advanced Festures =  Devica =

Application User Configuration

8. Add the 'Standard AXL API Access' Role to the user. Roles are granted to CUCM Users by adding 'Access

Control Groups'. See below for how to create a more restrictive Access Control Group.

9. A more restrictive Access Control Group for PatientTouch can be created and added to the Application

User. Create a new 'Access Control Group':

- Click User Management>User Settings>Access Control Group

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A 202



PatientTouch® Enterprise Manager User Guide

1+ | Usar Managemant -

Bulk Administration = Halp =

Application User

- Click Add

End User
UserPhone Add
SIP Realm
User Settings Cradential Policy Default
Self-Provisioning Credential Policy .
Assign Presence Users Role I
Access Contral Group
UC Service
Service Profile L
User Profile
User Group
User Rank

New

patientiouchf

ﬁ - * [ g@a * Page~ Safety> Tools~w @w g _E']}] Iﬂr'i’

Cisco

Cisco Unified CM Administration
For Cisco Unified Communications Solutions

System

- Enter the Access Control Group Name

Call Rouling +  Media Resources

Find and List Access Control Groups

- Click Save

Advanced Features + Device »  Application -
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alilie Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System - Call Routing ~ Media Resources =  Advanced Features ~ Device »  Application = |

Access Control Group Configuration

— Access Control Group Information

Mame* |F‘atientTcuuch Groups 1 |

Available for Users with User Rank as * |1 - Default User Rank

Save

@ *_ indicates required item.

- Select Assign Role to Access Control Group from the drop down menu on the top right of the screen.

- Click Go
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aliln  Cisco Unified CM Administration AEWRRE Cisco Unified CM Administration > | Go |
cisco For Cisco Unified Communications Solutions omadmin Search Documentation About Logout

System + Call Rouling »  Media Resources »  Advanced Fealres » Device »  Apgplicaion »  User Management +  Bulk Adminisiral

Related Links: |Assign Role to Access Control Group G m

rhccess Control Group Information

Name* [PuticntTuuch Groups 1 |
Available for Users with User Rank as * [1 - Default User Rank w |

User Rows per Page 50 |
Find User where [User ID %[ begins with | || Find ” Clear Filber | @ =

| Add End users to Group || Add App Users to Group || Select all || Clear Al || Detete Selected |

Save || Delete || Copy || Add New

ﬁ) *. indirates reauired ifem

- Click Assign Role to Group

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A

205



PatientTouch® Enterprise Manager User Guide pat_ientl.-;-u_-;j';jj

aliile Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System » Call Routing » Media Resources » Advanced Features = Device »  Application = Us

Access Control Group Configuration

— Access Control Group Information

Mame ™ PatientTouch Group 4

— Role Assignment

Role

Assign Role to Group
Delete Role Assignment

Save

- When you click Assign Role to Group, the window below should display. However, you may need to click Find

in order to see the list of roles.
- Click the following roles and then click Add Selected
Standard AXL APl Access
Standard Admin Rep Tool Admin
Standard Audit Log Administration
Standard CCM Admin Users
Standard CCM Admin Administration

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A

206



PatientTouch® Enterprise Manager User Guide patientiouchf’

Find and List Roles

Role (1 - 50 of 50) Rows per Page 50 |

Find Role wherell‘lame V]heglns with Vl || Find || Clear Filter |E|

Select item or enter search text v

] Mame = Application Description Copy
k] Standard AXL AP] Access Cisco Call Manager AXL  Access the AXL APls 5]
Database
[] Standard AXL AP] Users All users with access to AXL )
APIs
|:| Standard AXL Read Only API Access Cisco Call Manager AXL Access the AXL Read Only APIs ]
Database Read Only
B4 Etandard Admin Rep Tool Admin Adrminister CAR Ty
Standard Audit Log Administration Cisco Call Manager Serviceability Audit Log s
Serviceability Administration
Standard CCM Admin Users All users with access to CCM ]
web site
[] Standard CCM End Users Access to CCM User Option ]
Pages
[] Standard CCM Feature Management Cisco Call Manager Standard CCM Feature 5}
Administration Management

Enter AXL Data in Enterprise Manager

Under Voice Systems, go to Properties and update the following properties:
1. Enter AXL Username and AXL Password for the user on the server you are setting up.

2. Enter AXL URL as the URL to the AXL API of the cluster: 'https://<cluster_hostname>:8443/axl/'. The
host is normally just the 'SIP Server' one you entered above but can be any hostname that resolves to a
server or multiple servers on the cluster.
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E \oice Systemns

Bius Hospital Affiliated Facilities

Facility DME Mapping
Uzer Admin Mo aMiliated facililies

Bgdd
#:t Dashboard Froperties
Mame: | Valua

E} Assignment

AML Password
&, Configuration AXL URL

AXL Username
ﬂ Seflings AXL Version a0

Gall Forwand G33

Calling Search Space pas-cas

Cluster Nams -

Tom ] ooee [t | o |
Ly TRy
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CUCM Settings

The following have to be configured on the CUCM server and the corresponding properties updated in
Enterprise Manager> Voice Systems.

Route Partition & Calling Search Space

To enable custom call routing for PatientTouch devices, a new Route Partition and a new Calling Search Space
specific to PSS devices are required. In addition to call routing, the Route Partition is also used to determine calls
made by PatientTouch devices as part of the Call History feature.

Jot down the 'Route Partition' and 'Calling Search Space' names, these will need to be entered in Enterprise Mgr
under the Voice System Properties.

1. Select Call Routing>Class of Control>Partition.

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

Call Routing =+ | Media Resources + Advanced Features + Device + Applicati

AAR Group

Dial Rules »

Route Filter Delete Selected

Route/Hunt ’

SIP Route Pattern

Class of Control 4 Access List

Intercom ’ Time Period

Client Matter Codes Time Schedule

Forced Authorization Codes || Partition ||
Emergency Location 4 Calling Search Space

2. Click Add New.
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alip,  Ciseo Unified CM Administration

Cisco Unified CM Admanistration * | Go
CI5C0 oy Ciscn Unified Communications Salulions

System » Cal Rouing =  Meda Resources = Advanced Features ~ Device = Application = User Management «  Bulk Adminstration = Help -

S Add Hew

Partition
Find Partition where Name * | begins with ¥ | | Fimd || Clear Filter |i:
Mo actiwe query. Flease enter your search criteda using the options above.
| Add Mew |

3. Enter the Partition name.

4. Click Save.

alial,  Cisco Unified CM Administration

€IS€O 5 Cisco Unified Communications Solutions

System = Call Routing = Media Resources = Advanced Features = Device » Application »  User Managemen

Partition Configuration
o Sove

~Status
@ Status: Ready

— Partition Information

To enter multiple partitions, use one line for each partition entry. You can enter up to 75 partitions; the
names and descriptions can have up to a total of 1475 characters. The partition name cannot exceed 50
characters. Use a comma (,) to separate the partition name and description on each line. If a description
is not entered, Cisco Unified Communications Manager uses the partition name as the description. For example:
<< partitionName >> , << description >>
CiscoPartition, Cisco employee partition
DallasPartition

Name* pgg—pd

5. Select Call Routing>Class of Control>Calling Search Space.
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Cisco Unified CM Administration

For Cisco Unified Communications Solutions

Call Routing + | Media Resources v Advanced Features v Device v Applicati
AAR Group
Dial Rules »
Route Filter
Route/Hunt »
SIP Route Pattern
Class of Control » Access List

Intercom 2 Time Period
Client Matter Codes Time Schedule
Forced Authorization Codes Partition

Emergency Location » || Calling Search Space ||

6. Click Add New.

alimp  Cisco Unified CM Administration Cisca Unified CM Administration ¥ | Go

CI5€O o Cisco Unified Communications Solutions

System » Cal Rouiing = Meda Resources = Advanced Fealures »  Device = Appliication »  User Management ~  Baulk Adminiitration «  Help -
d and Lis paces

SR Add Hew

Calling Search Space

Find Calling Search Space whare C55 Mame ¥ | beging with ¥ | |_Find || Clear Filter || ap | =

N active quary. Plesss enter your search critenia using the aplions above.

Add Mew

7. Enter aName.

8. Click Save.
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System = Call Rouing = Media Resources = Advanced Features = Device = Application =  User Manage

e 3G oo [ o o e

~Calling Search Space Information
Name - P55-C55

Description

— Route Partitions for this Calling Search Space

Avallable Partitions™* Directory URI
Global Learmed E164 Numbers
Global Learned E164 Patterns
Global Learned Enterprise Mumbers
Global Learned Enterprise Patterns

v

Selected Partitions pss-pt
v
F)

9. Write down the 'Route Partition' and 'Calling Search Space' names as these will need to be entered in

Enterprise Manager under the Voice System Properties.

Enterprise Manager Properties

Enter the Partition and Calling Search Space in Enterprise Manager under Voice Systems>Properties.
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Properties

Mame

Allow Create Users
AXL Password
AXL URL

AXL Username
AXL Version
Calling Search Space
Device Pool
Device Type
Digest Password
Digest Realm
Route Partition

Sip Profile

Sip Security Profile

User Prefix

false

https:/f<your CUCM host>:8443/ax|/
pssaxluser

9.0

pss-css

PSS Device Pool

Third-party SIP Device (Basic)

L ]

ccmsipline

pss-pt

PSS Sip Profile

PSS Security Profile
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Device Pool

A separate Device Pool should be used for each CUCM Voice Setting in Enterprise Manager. The Device Pool is
how Org Services knows where to find PatientTouch devices in CUCM. Take note of the name used for the
Device Pool, this will be entered into Enterprise Mgr later.

To allow multiple Voice Settings for the same CUCM cluster from a multi-facility installation of Org Services, each
facility will have a single Voice Settings, that will have its own device pool and calling search space. A separate
calling search space is necessary for each facility so 0, 911, etc, can be routed. Separate Device Pools are
needed for to allow for different routing, and Caller ID transforms mask (among other settings that may be
optionally used).

Device may be duplicated per facility OR move per facility in CUCM. This is determined by number of device
pools listed per PBX.

m If single device pool entered, device will be duplicated across facilities.
m If multiple device pools, device will be moved between facilities.
m In both cases calling should work as expected.

Only needed if you want to enable digest authentication. Add a new 'SIP Security Profile' and check 'Enable
Digest Authentication'. Take note of the name you used for this SIP Security Profile, this will be configured in
Enterprise Mgr later.

The device type must match 'Third-Party SIP Device (Basic)'.

1. From the System menu, select Device Pool.

senver Administration j Cisco Unified CM Administration v | Go |
Cisco Unifisd CM nications Solutions Documentation About Logout
Cigeo Unied CM Groug I ¢ » Advanced Fealures » Device »  Application = User Managemen! »  Bulk Administrati
Pr e Redundancy Groug
Phone NTP Reference
——— s |
BLF Presence Group
Region Information ¥
Device Poal | Group
EREE g where Name [beging with | | Find || Clear Filter || o}
DHCP 3

. Plaaze enter saarch criteria the abowve.
LDAP ) [ __ — -

SAML Single Sign.On

Cross-Cmgin Resource Sharing
(CORS)

Location info ]
MLPP ¥
Physical Location

SRET

Emledprize Paramelens

Enderprise Phone Configuration
Senice Paramaters

Security 4

| rn-rp:;.l'_.'rrlchter-cu-cml.’-Iah.dn-'.P:s.nn.-tﬁd-ﬂi.l'n:cmadmln,."dwmEPDnIilndll-sl!.dn i

2. Click Find.
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aliln  Cisco Unified CM Administration PSR Cisco Unified CHM Administration | Go |
cisco For Cisco Unified Communications Solutions cmadmin Search Documentation About Logout

Systern » Call Rouling » Media Resources »  Advanced Fealures » Device = Applicalion = User Management «  Bulk Admimisirati
Help =

Find and List Device Pools

A Add New

Device Pool
Devii —
Find P‘:I'mwhare Device Poal Nama w | beging with | | Fine || Clear Filter
Mo actve query. Flease enter your search oriteria wsing the options abowe.
Add New

3. Click Add New.

aliali.  Cisco Unified CM Administration TERNSNITN Cisco Unified CH Administration v | Go |
CISE0 o Cisco Unified Communications Solutions cmadmin Search Documentation About Logout

Syslem » Call Rouling ~ Media Resowrces »  Advanced Fealures + Dévice »  Appltalion »  User Management +  Bulk Adminisirasi

Find and List Device Pools

Device Pool  (1-3of3) Rows per Page 50~ |
Fined F‘Enul =whuru|Dﬂrmc Pool Name Vlbtﬂms with v| || Find ” Clear Filtber |
[] Mame * Cisco Unified CM Group Fegion Date/Time Group Copy
D Default Default Default CMLocal E
] P55 Device Pool Default Default LMLgcal [I&}
O P55 new device pool Default Default CMLocal i}

| Add New || Select All || Clear All || Delete Selected |

4. Enter the following Device Pool Information:

m Device Pool Name -

m Cisco Unified Communications Manager Group - Default
m Calling Search Space for Auto-registration - pss css

m Date/Time Group - CMLocal

= Region - Default
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~Device Pool Information
Device Pooli  Mew

~ Device Pool Settings

Device Poal Name®

[pS5 reevice Paot

Cisco Unified Co icaticns Manager Group™ | Default ~|
Calling Search Space for Auto-registration [ pas-css |
Adjpunct C55 [« Hone = |
Reverted Call Focus Priority [ Default |
Intercompany Madia Services Encolled Group  [= None = |

~Roaming Sensilive Sellings
Date/Time Group*
Region*
Madia Resource Group List
Locatian
Metwaork Locale
SRET Referance®

Single Button Barge™*
Iain Across Lings *
Physical Location
Device Maobility Group

| cMLocal w]
[ |
|_= Hone = Vl
|= Hone = Vl
[< Mone = w|
| Disable =
Connection Monitar Duration *=* | |
[ Default ]
| Defauit W
|'l= Hone = v|
| = Hone = w |
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SIP Security Profile

This is only needed if you want to enable digest authentication. Add a new SIP Security Profile and select 'Digest
Authentication'. Take note of the name you used for this SIP Security Profile, this will be configured in Enterprise

Manager later.

patientiouchjf

The device type must match the device type entered into Enterprise Manager. E.g. 'Third-Party SIP Device

(Basic)".

1. Click System>Security>Phone Security Profile.

Server

Cisco Unified CM

Cisco Unified CM Group
Presence Redundancy Groups
Phene NTP Reference
Date/Time Group

BLF Presence Group
Region Infermation
Device Pool

Device Mobility

OHCP

LDAP

SAML Single Sign-On

Cross-0rigin Resource Sharing

M Administration

nications Solutions

[=]

* Advanced Features

Device

(CORS) |F'55-Deuin:e Pool
LIRS fr Group™® | - Not Selected --
MLPP ption | pss-css
Fhysical Location | = None >
SRSET | Default
Enterprize Parameters H Group | = MNaone =
Enterprise Phone Configuration
Service Parameters
I| Security Certificate ]

Application Server
Licensing
Geolocation Configuration

Geolocation Fitter

Cridd Elm e s

Phone Security Profile

i

SIP Trunk Security Profile
CUMA Server Security Profile

lable

https:/10.10.35.106:8443/ ccrnadmin/phoneSecuntyProfileFindList.do
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2. Click Add New.
3. Enter the Phone Security Profile Type.

4. Click Next.

LEaLE S Cisco Unified CM Administration * m

cmadmin Search Decumentation Abaut Logout
Help =
RS NS Back To Find/List * | Go |

aliali,  Cisco Unified CM Administration
CISCD o Cisco Unified Communications Solutions

System = Cal Rouing =  Media Resources =

Agvanced Features =  Device =

Appication = User Managemend =  Bulk Adminstrabon =

Phone Security Profile Configuration

- Select the type of device profile you would like to create

Phone Security Profile Type® | Third-party S1F Device (Advanced) x|

Mext

5. Enter the following information:
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e Save I petete [ cory @y Reset 2 AppyConfig a Add New

— Phone Security Profile Information

Product Type: Third-party SIP Device (Basic)
Device Protocol: SIp

Name * PSS Security Profile
Description Third-party SIP Device (Basic)

Nonge Validity Time* gng

Transport Type™* - UDP

| Enable Digest Authentication

L L

— Parameters used in Phone

SIP Phone Port * S060

— Save Delete Copy Reset Apply Config Add New

Enterprise Manager Settings

Enter the name of the new device security profile in Enterprise Manager under Settings>Voice
Systems>Properties.
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FProperties
Name T Value
Digest Realm comsipline -
Mo Answer Timeout 15
Route Partition pss-pt
Sip Port 5060
Sip Profile PSS Sip Profile
Sip Security Profile PSS Basic Security Profile
Lser Prefix pss_blue_ -
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SIP Profile

Create a new SIP Profile for PatientTouch devices, take note of the name used, this will be configured in
Enterprise Manager later.

Call History has to be enabled on the CUCM server. Call history logs are uploaded by CUCM to the Org Services
cluster over SFTP. Only logs for the route partition configured in 'Voice Systems' are considered.

Set the 'CDR File Time Interval' to '1' under 'System' -> 'Enterprise Parameters' (the call history records will
uploaded to Org Services every 1 minute).

m Directory should '/callhistory/'
m User should be 'cucmsftp'
m Password is per install and provided by your PSS Support representative

Make sure 'Use Fully Qualified Domain Name in SIP requests' is enabled as well if you want to connect with a
domain name instead of an IP (recommended):

1. Click Device>Device Settings>SIP Profile.
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fied CM Administration

ed Communications Solutions

edia Resources »  Advanced Features -

Device - | Application

JEnliGl Cisco

Uszer Man

mfiguration

CTI Route Point
Gatekeeper
Gateway

Phone

I Device Defaults

Firmware Load Information

Default Device Profie
Device Profile

n Phone Button Template

Softkey Template

Phone Services

Trunk

Remote Destination

Device Settings

SIP Profile

| Commen Device Configuration
H Common Phone Profile

I Remote Destination Profile
Feature Control Policy

H Receording Profile

1 SIP Mormaliz ation Secript
S0P Transparency Profile
Metwork Access Profie
Wireless LAMN Profile
Wireless LAM Profile Group
Wi-Fi Hotspot Profile

2. Click Add New.
3. Enter the following information:

= Name

m Description

m Select the Redirect by Application check box

m Select the Use Fully Qualified Domain Name in SIP Requests check box
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djial, Cisco Unified CM Administration
€I5CQ o Cisco Unified Communications Solutions

LEELE S Cisco Unified CM Administration * E

cmad min Search Do

marntatan Abaut Logout

System w  Cal Rouling +  Media B

SIP Profile Configuration

Q Save
- Status =

@ Status: Ready

@ &ll S1P devices using thes profile must be restarted before any changes will take affect.

LR RS Back To Find/List *

- SIP Profile Information

HName™ PSS SIP Profile

Crescription PSS SIP Profile
Default MTP Telephony Event Payload Type' 101

Early Offer for G.Clear Calls® Disabled b
User-Agent and Server header information® ' Send Unified CM Versien Infarmation as User-Agen ¥
Wersson in User Agent and Server Header™® Major And Mingr A
[Dial String Interpretation™ Phane number eonsists of characters 0-9, =, #, anc ¥
Confidential Access Level Headers™ Disabled T

* Redirect bv Applcation
[Cheable Early Media on 160
Qutgaing T.368 INVITE include audis mlins

#| Use Fully Qualifisd Domain Name in SIP Requests
Assured Services SIP conformance

SOF Information

S0P Session-level Bandwidth Modifier for Early Offer and Re-mvites* | TIAS and &S v
SDP Transparency Profile Pass all unkmown SDP attributes v
Accept Audio Codec Preferences in Received Offer® Default ¥

Reguire SOP Inactive Exchange for Mid-Call Media Change
Allow RRRS bandwidth modifier (RFC 3555)
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SIP Domain

The PatientTouch clients use the 'SIP Domain' when registering the SIP connection with CUCM,
<extension>@<sipdomain>, e.g. 1000@cucm.mycompany.com.

This can be an IP or a fully qualified domain name (FQDN). The FQDN on the CUCM Publisher if set can be found
below. Note this for later.

When connecting via a FQDN, make sure the SIP Security Profile (see previous section) has the setting 'Use Fully
Qualified Domain Name in SIP requests' enabled.

1. Click System>Enterprise Parameters
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alialy  Cisco Unified CM

cisco

For Cisco Unified Commun

System - | Call Routing ~ Media Resourc

Server

Cisco Unified CM

Cisco Unified CM Group
Presence Redundancy Groups
Phone NTP Reference
Date/Time Group

BLF Presence Group
Reqgion Information
Device Pool

Device Maobility

ODHCP

LDAP

SAML Single Sign-Cn

Cross-0Origin Resource Sharing
(CORS)

Location Info
MLPP
Physical Location

SRST

Enterprize Parameters

Enterprize Phone Configuration
Service Parameters

Security

Application Server

Licensing

Geolocation Configuration
Geolocation Filter

E911 Messages

2. Enter your CUCM server in the designated fields

3. Click Save
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Syslem = Cal Rowling =  Media Aescurces ~  Advanced Fexlwes = Device -

Enterprise Paramelers Conliguralion

Igsbn @mum— @ Reset 2 sopiy Conty

patientiouchjf”

~Clusterwides D P ——

tion

Clustar Ful idlifbd Deaimehi BamE

|yuur_r.uu11 SEmer.ong

[our_cucm_server.org]

r Denial-al-Sarvice Protection

nial-of-Service Protection * [True v
~TLS Handshake Timer
TL5 Handshake Timer * [so |
~TLS R thon Timer
TL5 Aesumption Timer * [3800 |
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Call History

Call History has to be enabled on the CUCM server. Call history logs are uploaded by CUCM to the Org Services
cluster over SFTP. Only logs for the route partition configured in Voice System are considered.

1. Setthe 'CDR File Time Interval' to '1' under 'System' -> 'Enterprise Parameters' (the call history records
will uploaded to Org Services every 1 minute).

2. Go 'System'->'Service Parameters', then select the server and 'Cisco CallManager' this will bring up
properties editor for call manager. Set the following:

= 'CDR Enabled Flag' to 'true’

= 'CDR Log Calls with Zero Duration Flag' to 'true’

System = Call Rowling ~ Media Fesources ~  Advenced Fealures = Device »  Application = User Management =  Bulk Administration =

g Save éj’ Set to Default Qmm
-5y

sbem

CDR Enabled Flag * True ¥
; * Trae =

Digia Analysis Comalesity * StandardAnalysis P

=

Database Debounce Timer ]

Maximum Phone Fallback Quewe Depth * 10

Maximum Mumber of Registered Devices * 000

Sysem Initialization Timer * i)

There are hicklen parameters in this groap. Click on Advanced buttan 1o see hidden parameters.

3. Then setup 'CDR Management': Select 'Cisco Unified Serviceability' and click 'Go'.

WENLEWGLE Cisco Unified CM Administration ¥ § Go
| Cisco Unified Reporting
Cisco Unified CM Administration

Searc

User Mar, Disaster Recovery System m
Cisco Unified Serviceability

Cisco Unified OS5 Administration ] -
Relatea LnksS. LEqagiiju- ey Je

4. Click Tools>CDR Management.
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Cisco Unified Ser
For Cisco Unified Comm

e« | Tools | Snmp v C

Service
Activation

Control Center -
Feature Services

Control Center -
Metwork
L] Services

Serviceability
Beports Archive

Audit Leg

Configuration
h last |g
Lzcations g

Dialed Number
Analyzer

CDOR
ontains Management

graphi-_ PT U000 O0ss TTOC 0T |

oog - 2
ved.

5. Click Add New to add a new 'Billing Application Server'. This is just a server that accepts CDR CSV files, it's
nothing to do with billing.

alinl,  Cisco Unified Serviceability
CISCO  Eor Cisco Unified Communications Solutions

Alarm + Trace + Tools + Snmp = CalHome »  Help -

o Add new x Delete Selected

Fill out the Org Services server hostname (this can be any server in the org services cluster where cucm-sync is
running. It can be a load balanced hostname/ip).

6. Enter the following information:

m Host Name: enter your host name
m User Name: should be ‘cucmsftp’
m Password: Password is per install and provided by your PSS Support representative

m Directory Path: Should be '/callhistory/'
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alial,  Cisco Unified Serviceability
CISCO  For Cisco Unified Communications Solutions

Alarm = Trace = Tools » Snmp = CallHome = Help =
DR Management

Billing Application Server Parameters

Host Name / IP blue.ga.pss.net

Address*

User Name™* cucrnsftp

Password® SessessssessEsessEsEsRRSERRESS
Protocol*® SFTP &

Directory Path* /callhistory/

Resend on Failure

Update Cancel

@* - indicates required item.
@Updation of IPAddress/Hostname and Directory Path is not allowed, CD
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Hunt Groups

A hunt group is a method of distributing phone calls from a single extension or number to a group of users. In
order to use Hunt Groups with PatientTouch they must first be configured in CUCM.

Terminology:

m Line Group - A line group allows you to designate the order in which directory numbers are chosen.
PatientTouch Extensions are added and removed from this line group. In general, we anticipate sites
configuring the Distribution Algorithm(Ring Order) to Broadcast, which will ring all numbers.

= Hunt List - A Hunt List lists a set of Line groups in a specific order.

= Hunt Pilot - A Hunt Pilot is the extension that routes calls to the Hunt List.

Create a new Line Group. PatientTouch extensions will be added/removed from this line group.
1. Click Route/Hunt > Line Group.

alilee  Cisco Unified CM Administration
CIRC0  yo Cinco Unifked Communications Solutions

Syslem = | Col Fosling = | Media Fesowrces = Advanced Fealures » Devoe = Applicaion

ALR Qeowg
Doai Fien. "
CT T Seiectes
Status—] Pt B ot Gioup L
|®" T Wbl Reote Girinap Bibms
Gy of Contral . Risute List L
e i v Roie Patieen
L [ i [ — =
FindLine |  Forced Autvzabon Codes | umeonw 4
Emgrgancy Locaboe, L] igni Lind
Transiaton P aners Higrl Pl
Tl Park I e e -

2. Click Add New.

r:% Add New @ Select Al @ Clear Al % Delete Selected

rStatus

3. Enter the following information:

m Line Group Name. Note this as it will need to be entered into Enterprise Manager.
m Ring No Answer (RNA) Timer. The recommended length is 15 seconds.
m Distribution Algorithm. The recommended option is Broadcast.

m  Optionally, set responses for No Answer and Busy settings.
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Syslem = Call Routing »  Media Resources »  Advanced Features » Device =  Applicafion »  User Manage

~Line Group Information

Line Group Mame* :I_me Group PSS 1
RNA Reversion Timeout® [ig
Distribution Algorithm™® | Broadcast r

Hunt Options

Mo Answer* Try next member; then, try next group in Hunt List ¥
L Automatically Logout Hunt Member on No Answer

Busy** Try next member; then, try next group in Hunt List ¥

Mot Available®* Try next member; then, try next group in Hunt List ¥

Optionally, a second line group may be set up as a fallback.

Lime Growp Confguration Related Links: [T 90
rLine Group Inf
Lre Group Hame 7004 Fall Back Rumser
RMA Reversion Timeout® 15
Distrbubon Algonthm® | Longest Ldie Time L
~Hunt Oplions
No Angwer® Try next member; then, try next growp in Hunt Lst ¥

Autamatically Ligout Hunt Member on 1o Answer
Busy™ " Try naxt mamber; than, try next groug n Hunt Lt ¥
Mot awailable™® Try next member; then, try next grown in Munt Lt ¥

rLine Group i

- Find Directary Mumbars 1o Add to Ling Group

Partition < None > M
Dhrectory Mumber Containg I Fimd
&vadlable DH/Route Partition 6101/ pas-pt -

BO58E Lipss-pt

BAAREIEI 10 pas-pt
9101/ pss-miatest1-pt

T mnany matehad; wih more specife search. _"
Add to Lime Group

~Current Line Group
Reverse Order of Selected DN/Rate Paribons

Felected DA/ROute PArbton 1006/ pas-whiepl -
-
Bl
A
Removed DH/Route Parthon -
F ¥ Mismbers
SRS s aent et

Create a Hunt List.

1. Click on Route/Hunt > Hunt List.
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o| [N |

|

System = | Call Routing v | Media Resources » Advanced Features » Device + Application «
AAR Group
Dial Rules »
P AddN Foute Fier Delete Selected % Reset Selected 2 4
Status—'l Route/Hunt 4 Route Group
@ 6 red SIP Route Pattern Local Route Group Names
Class of Control » Route List
_ Intercom 4 Route Pattern
M Client Matter Codes
Find Hunt Forced Authorization Codes Line Group
() Emergency Location L4 Hunt List
o Translation Pattern Hunt Pilot
O o b |I Chau Hunt List

2. Click Add New.

:ﬂa Add New @ Select Al @ Clear Al @ Delete Selected

rStatus

3. Enter the following information:

® Name

m Description

m Check the box next to “Enable Hunt List”.

m Click “Add Line Group” and add the line group created in the first step.
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Bs"e xnm Cnpr %'Ruen & Aoply Config :%mum
- Status

@ Status: Ready

=Hunt List Information

Device is trusted

Name* [Hunt List PSS 1
Description [Hunt List PSS 1
Cisco Unified Communications Manager Group® | pefault ¥

#| Enable this Hunt List {change effective on Save; no resst required)

! For Voice Mail Usage

=Hunt List Member Information
Add Line Group

—_

Selected Groups**

[Line Group PSS 1 ~
7001 Fall Back Number

<

Removed Groups™*** | o

-Hunt List Details
._l.m_cm_up_F’iS_L
-.Zﬂﬂl_’:ﬂ.ll.ﬁ.n.ﬁk.ﬂ.um.bﬂ

| Save | | Delete

Add New

| | Copy | | Reset | | Apply Config |

Create Hunt pilot.

1. Click on Route/Hunt > Hunt Pilot.

System v | Call Routing v | Media Resources v Advanced Features v Device v Application v Us
AAR Group
Dial Rules
E% sy Route Filter P
-Status — Route/Hunt Route Group | I
@ o SIP Route Pattern Local Route Group Names
Class of Control Route List
S —— Intercom Route Pattern
M Client Matter Codes | s
Find Hunt Forced Authorization Codes Line Group || Clear
O Emergency Location Hunt List Route F
o Translation Pattern Hunt Pilat "I|
Call Park |

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A

patientioucrjf

233



PatientTouch® Enterprise Manager User Guide

2.

Click Add New.

I:% Add New @ Select Al @ Clear All % Delete Selected

rStatus

3.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A

Enter the following information:

Hunt Pilot DN

Select the Route Partition

Description

Select the Hunt List created in the second step.

Alerting name

Optionally, set forward no answer and busy settings.
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Qm xnm Cogy :"i‘ammn
~Status

@ Status: Ready

~Pattern Definition

Hunt Pilat® 7001

Route Partition pss-whité-pt r

Description lHunt Group PSS 1

Numbering Plan < None > T

Route Filter < None = T

MLPP Pracedence® | Default ’

Hunt List® Hunt List PSS 1 T (Edit)
Call Pickup Group < None > M

Alerting Name Hunt Group PSS 1

ASCII Alerting Name [Hunt Group PSS 1

Route Option ® Route this pattern

Black this pattern | Mo Error A
Provide Qutside Dial Tone
! Urgent Priority

rHunt Call Treatment Settings

rForward Hunt No Answer

® Do Not Forward Unanswered Calls
Uze Forward Settings of Line Group Member

Forward Unanswered Calls to
Destination I

Calling Search Space [ = hone > "
Maximum Hunt Timer

~Forward Hunt Busy

® Do Not Forward Busy Calls
Use Forward Settings of Line Group Member

Forward Busy Calls to
Destination

Calling Search Space | < hone » "

When setting up the Hunt Group in Enterprise Manager, enter the Line Group Name from CUCM. Please see
step by step instructions in the Enterprise Manager User Guide.
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Voica
Facilny Patsriahe TomssCiia Mama:
Voice Sysbem:  pss.cuce. 12.5.clusier Exiension ([mplay Oniy)
Faliback @ { Deplay Ondy):
Hunt Group:
Exiwrral Number.
Lire Growp Mame:
=n
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Create New Voice System in Enterprise

Manager

patientioLchjf

A 'Voice System' in Enterprise Manager allows directory numbers (extensions) to be provisioned on a Call

Manager/PBX.

Mote There may be an existing 'PatientTouch Voice Appliance' example Voice System added, remove this

if connecting only to CUCM.

1. Select Settings>Voice Systems.

E Dashboard

PSS Hospital . .
Hi User Admin!

o veeraamn  (500d Morning

Tuesday, March 28, 2017

B Assignment

Cuick Links

Wy Assigremantz

@&, Configuration
R
Security
Drvice List
Communicalions
Secure Messaging
Volce Systems

MNotification Behavior

S Amnat
hitps//blue.ga.pas.retB4d 3 org-sennces-admin-web/'*

2. Click Create New.
Enter a Name.

3. Select'Cisco CUCM' as the type

4. Make sure 'Enable Extension Configuration' is selected (it is be selected by default).

Mote When Enable Extension Configuration is enabled, users, devices and lines in CUCM will be managed

by Enterprise Manager. When disabled Enterprise Mgr will only read these from CUCM. However, in

both cases the forwarding number on the line will be updated every time a user logs in or changes it

from the client.
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5. Add the CUCM SIP domain under SIP Domain. This can be an IP but a fully qualified domain name (FQDN)

is preferred. PatientTouch devices register over SIP to CUCM using this 'SIP Domain'

E Voice Systems

Basic Information

Ns :
User Admin — CLEM
Description: CucMm
wea Type Cisco CUCM
121 Dashboard
B Assignment Server Settings
* C liguration SIP Domain: pss-cucm-version1-01. patientsafesoluions l:l:.\ﬂi

Call Forwarding:
m -

Enable Extension Configuration

Blue Range-CLICM 6000 6012 L B858-722-0000
Extarnal Accassible . 4611 4617 ¥ B58T4B0000

il

Affiliated Facilities

PatientSale Mira Mesa pss-cucm-version1-01 patientsafesolutions.com
© User Guide =

The PatientTouch clients use the 'SIP Domain' when registering the SIP connection with CUCM,
<extension>@<sipdomain>, e.g. 1000@cucm.mycompany.com.

Affiliate with facilities you want the voice server to be available for. For each facility enter in the host name of
the CUCM server to connect to. This can be different per facility. Multiple CUCM servers can be specified by
comma separating them in this field.

The 'Digest Password' property in Enterprise Mgr allows you to set the digest password configured on CUCM.
This password will be set by Org Services as the digest password for any users that have a PatientTouch
extension. The PatientTouch client will authenticate with this password. The password is not sent directly to
clients instead a hash of the username and Digest Realm is used. The default digest realm used in CUCM is
'‘ccmsipline’. If this is changed to something else in CUCM you will need to change the 'Digest Realm' property in
Enterprise Mgr.
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alimlnn  Cisco Unified CM Administration

CI5C

o For Clsco Unifled Communications Salutlans

System = Call Routing = Media Resources +  Advancad Features = Device = Application = User Managema

Service Parameter Configuration

Q Save @ﬁ} Set to Default % Advanced

-Select Sarver and Service
Server® | 10,10.35.106--CUCH Voice/Video [Ackive) &]
Service® | Clsco CallManager {Active) :

All parameters apply only to the current server excapt parameters that are in the cluster-wide aroup(s),

-Cisco CallManager (Active) Parameters on server 10.10.35.106--CUCM Voice/Video (Active)

SIP Station Realm *

Enter the following properties:

Set 'AXL Password' to the password for the AXL user you created.

Set 'AXL URL' as the URL to the AXL APl of CUCM host(s), example 'https://<cucm_host>:8443/axl|/".

Set 'AXL Username' to the username for the AXL user you created.

Set 'Calling Search Space' to the name of the PSS specific 'Calling Search Space' you added.
Set 'Device Pool' to the name of the PSS specific 'Device Pool' you added.

Set 'Device Type' to blank, by default 'Third-party SIP Device (Basic)' is used as the device type.
Set 'Route Partition' to the name of the PSS specific 'Route Partition' you added.

Set 'SIP Profile' to the name of the PSS specific 'SIP Profile' you added.

Set 'SIP Security Profile' to the name of the PSS specific 'SIP Security Profile' you added.

Set 'User Prefix' to blank - this is only used in test environments.

Other properties:

patientioLchjf

m  Make sure 'Allow Create Users' is set to 'false' (it is by default) if users will are already created in CUCM

via Active Directory (AD). If your CUCM install is NOT Active Directory integrated with 'CUCM Dir Sync',

set this to 'true' so that Org Services will create the users as needed in CUCM.

Set 'Digest Password' to a custom password - This will be used by the PatientTouch client devices to
connect to CUCM.
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= Make sure the 'Digest Realm' matches the setting 'SIP Station Realm' in CUCM - See the 'Authentication’
section below.

m  Make sure the 'CUPI' settings are blank (they are by default) - these are only used in test environments.

Properties
Mame
Allow Create Usears false
AXL Password RSN
AXL URL hitps:f<your CUCM host>:8443/ax/
AXL Username pesaxluser
AXL Version 2.0
Calling Search Space pss-css
Device Pool P35 Device Pool
Davice Type Third-party SIP Davice (Basic)
Digest Passward BESENHE
Digest Realm cemsipline
Route Partition pas-pl
Sip Profile P33 Sip Profile
Sip Security Profile PSS Security Profile
Lisar Prafix
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Appendix

Authentication

The 'Digest Password' property in Enterprise Manager allows you to set the digest password configured on
CUCM. This password will be set by Org Services as the digest password for any users that have a PatientTouch
extension. The PatientTouch client will authenticate with this password. The password is not sent directly to
clients instead a hash of the username and Digest Realm is used. The default digest realm used in CUCM is
'‘ccmsipline’. If this is changed to something else in CUCM you will need to change the 'Digest Realm' property in
Enterprise Manager.

< C' | A Not Secure bttps://10.10.35.106:8443/ccmadmin/serviceParamEdit.do?server

alml  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System = Call Routing Media Resources = Advanced Features = Davice = Application ~  User Managamé

Service Parameter Configuration

) Saeve @ Set to Default Qnmancad

- Status
@ Status: Ready

-Select Server and Service

server® [ 10.10.35.106--CUCM Voice/Video (Active) 2)
Service™® | Cisco CallManager {Active) 4)

'

All parameters apply only to the current server except parameters that are in the cluster-wide group(s).

-Cisco CallManager (Active) Parameters on server 10.10.35.106--CUCM Voice/Video (Active)

| SIP Station Realm * ccmsipline

Fully Qualified Domain Name

To connect with the fully qualified domain name for 'SIP Domain' you will need to make sure CUCM is
configured correctly.

1. Under Cisco Unified CM Administration, select System>Enterprise Parameters.

©2020 PatientSafe Solutions, Inc./ Company Confidential / June 2020/ 4.8 UG-EM Rev A 241



PatientTouch® Enterprise Manager User Guide

aliili.  Cisco Unified CM Administration

cisco

For Cisco Unified Communications Solutions

Server

Cisco Linified CM

Cisco Unified CM Group
Presence Redundancy Groups
Phene MTP Reference
Date/Time Group

BLF Presence Group
Region Infermation
Device Pool

Device Mobility

OHCP

LOAP

SAML Single Sign-On

Cross-0rigin Resource Sharing
(CORS)

Location Info
MLPF
Physical Location

SRST

ces w»  Advanced Features

g with an insufficiel
= not configured in y
ble to provision use

device is configurec

Administration
-2

1tel{R) Xeon(R) CPU E5-2
14Mbytes RAM, Partitions .

ter on Wednesday, March 29,

Inc.

Enterprize Parameters

Enterprize Phone Configuration
Service Parameters

Security

Applic ation Server

Licensing

Geolocation Configuration
Geolocation Fiter

EZ11 Messages

res and is subject to United St
imply third-party authority to inj
with U.5. and local country law:
nth U.5. and local laws, return
tryptographic products may be
unications Manager please visit

ur Technical Support web site.

patientiouchf

Clusterwide Domain Configuration

Organization Top Level Domain

pssvoip.brown.pss.srv

Cluster FU"! gua“f[ed Domain Name pssvnip.hruwn.pssisw
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2. Under the SIP Security Profile (see section above), make sure 'Use Fully Qualified Domain Name in SIP
requests' is enabled:

Sysiom = Cal Rowting +  Media Resources = Advanced Features =  Dewice = Application = User Management =  Bulk Administration =  He

tus
@ Status: Ready

EDMI 5IP devices using this profile must be restarted bafore any changes will take affect.

~SIP Profile Information
Name * PSS SIF Profile
Description PSS SIP Profile

Default MTP Telephany Event Payload Type® yp1

Early Offer for G.Clear Calls* Disabled

User-Agent and Server header information * | send Unified CM Version Information as User-Agent
Version in User Agent and Server Header® Major And Minar

Dial String Interpritation ™ Phone number consists of characters 0-9, =, #, and #
Confidential Access Leval Headers Disabled
B Redirect by Application
Disable Early Media an 180
Outgaoing T.38 INVITE include audia mlins
[ Use Fully Qualified Domain Name in SIP Requests
Assured Services SIP conformance

ap am aE

n
v

SDP Information

SDP Session-level Bandwidth Modifier for Early Offer and Re-invites® | 1185 and a5
S0P Transparency Profile

Pass all unknown SOP attributes
Accepl Audis Codec Preferences in Recaived Offer® Default

ECE T

Require SDP Inactive Exchange for Mid-Call Media Change
Alow RR/RS bandwidth rmodifier (RFC 3556)

Licensing

The number of Cisco licenses required by your organization will depend on the number of devices your

organization will connect to the network. For example, if your organization has 1500 nurses and 600 shared
devices, then 600 licenses are required.

Care Role Forwarding extension numbers do not require any additional licenses.

If your licenses are of the type "User Connect Licensing", each device will utilize one "Enhanced" license. If your
licenses are of the type "Unified Workspace Licensing", you may utilize either a "Standard" or "Professional"
license. For more information on Cisco licensing, you may visit Cisco's licensing site.
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Essential UCL

Basic UCL

Enhanced UCL

or

Enhanced Plus UCL
or

UWL Standard

or

UWL Professional

Cisco TelePresence Room

* Cisco Unified SIP Phone 3905

* Cisco Unified IP Phone 6901

o Analog devices

* Cisco Unified IP Phone 6911 and 6921 models

* Any Essential device

* Cisco Unified IP Phone 6941, 6945, and 6961 models

* Cisco Unified IP Phone 7900 Series (7900G, 7911G, 7912G, 7931G, 7%4xG, 796xG, and 7975G models)
« Cisco Unified IP Phone 8900 Series (8941, 8345, and 8961 models)

* Cisco Unified IP Phone 9900 Series (3951 and 9971 models) with or without camera
* Cisco Unified Wireless IP Phones Series (792G and 7925G-EX models)

* Cisco Unified IP Conference Stations (7936G and 79376 stations)

* Cisco Unified Softphones (Cisco Unified Personal Communicator, Cisco UC Integration for Lync, Cisco UC
Integration for Connect, and Cisco IP Communicator)

* Jabber clients (Jabber for Mac, Jabber for Windows, Jabber for iPhone, Jabber for Android, Jabber for iPad
and Jabber SDK)

* Cisco \irtual Experience Clients (VXC) with voice and video firmware
* Cisco TelePresence System E20
# TelePresence System EX Series (EX60 and EX90)

o Third-party SIP devices

* Any Basic or Essential device
* Cisco TelePresence Systems 500, 1000, 1100, 1300, 3000, 3200, TX9000, TX9200

* Cisco TelePresence System Profile 42-inch 6000 MXP, 52-inch MXP, 52-inch Dual MXP, 65-inch, and
65-inch Dual

* Cisco TelePresence System Codecs C90, C60, and C40; Cisco TelePresence System Quick Set C20
# Cisco TelePresence MX Series (MX300 and MX200)
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