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Welcome to the Enterprise Manager
User Guide

The Enterprise Manager is a tool that provides greater flexibility in assigning caregivers and patients. You will
use the Enterprise Manager to manage the relationship between the hospital, care role, and the patient.

The Enterprise Manager also allows you to:
1. Create and manage user information/permissions and contacts
2. Manage user extensions
3. Manage Patient and Location Assignments

4. Configure the organization structure, including organization types (i.e. unit) and organization units (i.e.
3rd Floor) across multiple facilities

5. Configure the clinical attributes, including care roles and clinical profiles
6. Manage settings for system security, messaging and voice
7. Manage devices

8. View patient information

9. Establish the relationship between care roles in the Enterprise Manager and roles in the Clinical

Manager

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A 1
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Logging In
To log into the Enterprise Manager, complete the following fields:

1. User: Enter your user name.

2. Password: Enter your password.
Mote Your username and password are the same in the Enterprise Manager and the Clinical Manager.

3. Press Enter on your keyboard or click Login.

patienttouch /i

enterprise manager &

PatientSafe Hospital

. |
() Required fisld

Password:

® 2018 PatientSate f
0508 Spdutions, Inc.

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A 2
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Logging Out

Click Logout from the bottom left hand side of the screen to log out of Enterprise Manager.

E Dashboard

PabentSafe Hospital
Hi Admin User!

asamnvser  (500d afternoon
Monday, January 14, 2019

fii Dashboard

Cuuick Links
A Assignment T ——
9, Configuration m
XX Settings

© User Guida o2

3] Logout

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A 3
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Dashboard

The Dashboard displays a welcome message for each user with "Hi <username>! Good Morning/Afternoon."

The current date displays beneath the welcome message. The name of the hospital displays on the top left hand
corner of the screen.

The Dashboard provides quick access to My Assignments and the Patient List. Click the Dashboard anytime to
access these quick links.

E Dashboard

PabentSafe Hospital
Hi Admin User!

o aminuser  (500d afternoon

Monday, January 14, 2019

fii Dashboard

Cuuick Links
A Assignment T T—
9, Configuration m
X Settings
@ User Guide
5] Logout

My Assignments displays a list of all of your assignments. Click My Assignments on the Contents tab to the left or
click the link below to learn more.

m My Assignments

The Patient List displays a list of all patients in the Nursing Units that are associated to the logged-in user.

Click Patient List on the Contents tab to the left or click the link below to learn more.

m Patient List

Click the left arrow icon E to minimize the left side bar and enlarge the viewing area of the Enterprise
Manager application.

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A 4
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e
2

Dashboard

Hi Admin User!

Good afternoon
Monday, January 14, 2019

Cuick Links

My Azsignments

The icons display without the text on the left side bar for navigating the application.

Use the table below to navigate.

Mo @B

Dashboard

Assignment

Configuration

Settings

User Guide

Logout

Click the arrow icon again to display the left side bar with the text and return the viewing area to it's normal size.

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A
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My Assignments

Caregivers can assign patients and locations using both the Enterprise Manager and the Clinical Manager.

1. To view and/or edit your assignments, click My Assignments from the Dashboard. Or, you may select the
Assignment menu>My Assignments.

E Dashboard

PabentSafe Hospital
Hi Judy Cartwright!

o”“ . Good afternoon

Monday, January 14, 2019

ixi Dashboard

Quick Links
B} Assignment
A, Configuration
Lt Settings
@ User Guide =2
5] Logout

2. Select the desired facility and care role.

3. Click Next.

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A 6
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E My Assignments: Select... Facility:| PatientSafe Mira Mesa Search by name or description
PatientSafe Hospital
Exclusive per )
Name | Assign To Organization Unit E)glusw_e per Description
; aregiver
or Patient
Judy
Cartwright Crash Team (role) Crash Team No No
ED Nurse ED Zones No No Thisis anurseinthee...
OR nurse Room No No This is a nurse that is st. ..
. Primary Nurse Patient Yes No
=22 Dashboard . ) . e , ,
Primary Nurse 2 Fatient No No
i RN After-Hour Team Yes Yes
KB Assignment
9, Configuration
L} Settings
© User Guide =
2] Logout Next

4. Double-click your Nursing Unit.

Select a Nursing Unit Search by Nursing Unit

Mursing Unit T
10151 -
2-West

3RDFLOOR

9 WEST

Cccu

ED

NICL T

C Page |1 | off 1-so3 B

5. Click the check box(es) next to the patient(s) name(s) and click Assign.

Mote Tochange the Care Role, click the Assignment drop down menu from the top middle of the screen.

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A 7
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PatientSafe Hospital

Judy
Cartwright

=22 Dashboard

9, Configuration

L} Settings

© User Guide =

5] Logout

Facility: PatientSafe Mira Mesa

Patient List: Mursing Unit: SRDFLOOR | Search
| Location First Name Last Name MRN Visit # Currently Assigned to
M 41 Donkey Kong M28004 V23004 Dariiel Gonzalez 1 -
O 1212 Frank Bums M100006 V100006 Judy Cartwright
1) 1241 Margaret Houlihan M100007 V100007 Judy Cartwright
1 10011 Jeft Bezos Mg292 V9202 Blake Fasching
[ 12344 Dwight Schrute MRN1974  VISITY... Judy Cartwright &
Assign 2 patient(s):
Current Assignments Patients (3) [EEelRVLTiETE]
O Location Nursing Unit Last Name First Name MRN Visit # Care Role
1] 1241 3RDFLOCR Houlihan Margaret M100007 V100007 Primary N...
[ 1212 3RDFLOCR Burns Frank M100006 V100006 Primary N...
1| 12344 3RDFLOCR Schrute Dwight MRN1974 VISIT1974 Primary N...
Back |

The assigned patients display under Current Assignments.

Be sure that the Patients button is selected to see patients. Click Org Units to see org units assigned
ote
to this caregiver.
E %5 Assignment: Facility: PatientSafe Mira Mesa
PatientSafe Hospital

Judy
Cartwright

i:: Dashboard

KB Assignment

9, Configuration

XX Settings

© User Guide =

5] Logout

FEVANE A Nursing Unit: 3RDFLOOR | ~ Search

| Location First Name Last Name MRN Visit # Currently Assigned to

O] 41 Dankey Kong M28004 V28004 Judy Cartwright -

] 1212 Frank Burns M100006 V100006 Judy Cartwright

1] 1241 Margaret Houlihan M100007 V100007 Judy Cartwright

] 10014 Jefi Bezos Maza2 Vo292 Judy Cartwright

1] 12344 Dwight Schrute MRN1974 VISIT1... Judy Cartwright i
Current Assignments EEL Tl | Org Units (3)

]  Location N‘Iﬁ:?g LastName | First Name MRN Visit # Care Role

1] 1241 3ADFLOOR  Houlihan Margaret M100007 V100007 Primary N...  *

[ 1212 3ADFLOOR  Burns Frank M100006 V100006 Primary N...

1| 12344 3ADFLOCR  Schrute Dwight MRN1974 VISIT1974 Primary N...

] 10014 JADFLOCR  Bezos Jeff Moaza2 Vo292 Primary N...

1l 44 ARNDFIOOR  Konn Nonkey M2RON4 V2RN04 Primary M M

Back

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A
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6. To unassign, click the check box next to the patient name and click Unassign.

E @5 Assignment: Facility: PatientSafe Mira Mesa
PatientSafe Hospital
RN AN H  Nursing Unit: SRDFLOOR | Search
Judy O Location First Name Last Name MRN Visit # Gurrently Assigned to
= e Ol 41 Donkey Kong M28004 V28004 Judy Cartwright -
) 1212 Frank Burns M100006 V100006 Judy Cartwright
Ol 1241 Margaret Houlihan M100007 V100007 Judy Cartwright
i Dashboard | 10011 Jeff Bezos M3292 V9202 Judy Cartwright
1] 12344 Dwight Schrute MRN1974 VISIT1... Judy Cartwright -
9, Configuration . - -
Current Assignments EUEL N | Org Units (3)
KX Settings ] Location Nﬂ;;?g LastName | First Name MRN Visit # Care Role
1) 1241 3ADFLOOR  Houlihan Margaret M100007 V100007 Primary N... *
O 1212 3RDFLOCR  Burmns Frank M100008 V100006 Primary N...
[ 12344 3RDFLOOR  Schrute Dwight MRN1974 VISIT1974 Primary N...
1 10014 3RDFLOOR  Bezos Jeff Mazaz Vo202 Primary N...
) 1l 41 ARNFIOOR  Kona Nankey M2a004 V2a004 Primarv N 7
© User Guide
5 Logout | Back |

7. Click Yes on the confirmation message.

Confirm 20

Y

Are you sure you want to delete the selected assignment?

Mo ] ve ]

The patient has been unassigned and removed from the Current Assignments and the number of Patients has
decreased.

."".._-. W
[ 2
\{/

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A 9
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E %5 Assignment: Facility: PatientSafe Mira Mesa
PatientSafe Hospital
RN AR E  Nursing Unit: SRDFLOOR | Search
Judy O Location First Name Last Name MRN Visit # Currently Assigned to
il O a1 Donkey Kong M28004 V28004 Judy Cartwright “
| 1212 Frank Burns M100006 V100006 Judy Cartwright
1) 1241 Margaret Houlihan M100007 V100007 Judy Cartwright
=22 Dashboard | 10011 Jeff Bezos M9292 V9202
1] 12341 Dwight Schrute MRN1974 VISIT1... Judy Cartwright ™
9, Configuration _ - -
Current Assignments eI TEVI | Org Units (3)
a Settings O Location Mursing Unit Last Name First Mame MRN Visit # Care Role
1] 1241 3RDFLOCR Houlihan Margaret M100007 V100007 Primary N...
[ 1212 3RDFLOOR  Burns Frank M100006 V100006 Primary N...
[ 12341 3RDFLOOR  Schrute Dwight MRN1974 VISIT1974 Primary N...
O 41 3RDFLOOR  Kong Donkey M28004 V28004 Primary N...
5 Logout Back

Restrict Assignments

Care Roles have the ability to be "restricted" so that the assignments for the care role cannot be modified when

they are using an on-call scheduling system.

The functionality of Assignments will differ, if one or more care roles have the "Restrict Assignment

Management" selected in the Enterprise Manager.

If you select the Care Role with the Restrict Assignment, you will not be able to modify assignments for that Care

Role.

On the My Assignments screen, the care role will be in italics as shown below.

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A
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My Assignments: Select... Facility: University Hospital

Search by name or description

PatientSafe Hospital
Exclusive per )
Name Assign To Organization Unit E)glusw_e per Description
; aregiver
or Patient
Hanna
Arlington | Primary Nurse 2 Fatient No No

=22 Dashboard

9, Configuration

L} Settings

© User Guide =

5] Logout

If you try to assign a patient, the Assign button will be grayed out (not active).

E 5 Assignment: (Assignment Restricted)

PatientSafe Hospital
Pationt List Searo
Hanna | Location First Name Last Mame MRN Visit # Currently Assigned to
e 2 1011 Tom Jones M{0003 V10003
=22 Dashboard
B Assignment Assign 1 patient(s):
9, Configuration . - -
Current Assignments EIEL ()W | Org Units (0)
a Settings O Location Nursing Unit Last Name First Name MRN Visit # Care Role
© User Guide =
5 Logout Back

Facility: University Hospital

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A
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Assign Other Caregivers

Caregivers can assign patients and locations using both the Enterprise Manager and the Clinical Manager.

When using the Enterprise Manager, you must have the appropriate privileges under your User Accountin
order to complete the task.

1. Click Assignment>Assign Other Caregivers.

E Dashboard

Hi Judy Cartwright!

Good afternoon
Monday, January 14, 2019

Quick Links

IE]FIIT!FEFI'E

Assign Other Garegivers
9, Configuration

Patient List
X Settings
€ User Guide =
o [ I—

hitps://documentation-dx-test.gapss. net844 3/ org -services-admin-web/&

2. Select afacility and care role. You can select the care role and click Next, or, you can just double-click
the care role.

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A 12
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5] Logout

E Assign Other Caregiver... Facility:| PatientSafe Mira Mesa | | |search by name or description
PatientSafe Hospital
Exclusive per :
Name | Assign To Organization Unit E}glusw_e per Description
) aregiver
or Patient
. g On Call Oncologist Facility No No This is an oncologist s...
Cartwright
©On Call Orthopedics Facility No No This is an orthopedic p...
OR nurse Room No No This is a nurse thatis s...
outside unknown No No
::: Dashboard Pharmagcist Bed Yes No This is a pharmagcist for...
Physician Patient Yes No This is the attending ph...
Ssi e . -
g Assignment | Primary Nurse Patient Yes No
) . Primary Nurse 2 Fatient No No
9, Configuration
Radiology On Call Hospital Serv... | No No
a Settings Resident Nursing Unit No No This is a resident physi...
Respiratory Therapist Bed No No This is the RT fora loc...
RN After-Hour Team Yes Yes
Satellite Pharmagist Satellite No No
Speech Therapist Patient No No This is the speech ther...
Team Nurse Team No Yes
Unit Phlebotomist Nursing Unit No No This is the phlebotomis...
© User Guide = ) ) ) L )
Unit PT Nursing Unit No No This is the Physical Th...

3. Selecta Nursing Unit by double-clicking the unit.

3-North
3-South
3N

Select a Nursing Unit

Mursing Unit T

Search by Nursing Unit

3RDFLOCR

3w
4 WEST

aWFRT

Page |1 of 2

> » 1 t-zsoaz |

4. Search for the caregiver using the Search field.

Mote Click Recents to display the recently assigned caregiver and time of last assignment for this care role.

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A
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PatientSafe Hospital

Judy
Cartwright

KB Assignment

9, Configuration

L} Settings

© User Guide =

5] Logout

Facility: PatientSafe Mira Mesa

Recents
m [] Location

First Last MBN Visit Currently
Name Name # Assigned to
Caregiver As. .. :
| | 1| 41 Donkey Kong M28...  v2 .. Judy Cartwright ~ “
Linda Abernath 1.
Y [ 1212 Frank Burns M10... V1. Judy Cartwright
Zohreh Affiliate. .. 1. ) X
0 1241 Margaret  Houlihan  M10... V1. Judy Cartwrigh
Linda Barrington
[] 10011 Jeff Bezos Mazg2 Vo -
Linda Barrington
Zohreh Clinical ... :]
Zohreh Device ...
Linda Test 1. Current Assignments Patients (0) Org Units (0)
Mursing Last First . Care
L Locat. Unit Mame MName MBRN Visit# Role

| Back |

5. Select the caregiver for whom you want to assign a patient.

6. Select the check box(es) next to the patient(s) and click Assign.

PatientSafe Hospital

Judy
Cartwright

Dashboard

Linda Barrington
B Assignment Zohreh Glinical ...

9, Configuration

XX Settings

© User Guide =

5] Logout

Facility: PatientSafe Mira Mesa

Ca... li REVANEIAl Nursing Unit: SRDFLOOR |~ [JIECEETH)
m Recents ) First Last Visit Gurrently
L] Location Name Name MAN # Assigned to
Caregiver As. .. :
1] 41 Donkey Kong M28... V2. Judy Cartwright ~ “
Linda Abernatl 1.
= M 1212 Frank Bumns M10... Vi Judy Cartwright
Zohreh Affiliate. .. 1. X
1 1241 Margaret  Houlihan — M10... W1 Judy Cartwright
Linda Barrington
1) 10011 Jeff Bezos M9292 V9. -
Assign 2 patient(s) to Linda Abernathy:
Zohreh Device ...
Linda Test 1. Current Assignments Patients (0) Org Units (1)
MNursing Last First - Care
L Locat.. Unit Mame MName MBRN Visit# Role

Back

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A
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The assigned patients display on the bottom under Current Assignments, and the number of Patients has

increased.
E 95 Assignment: Facility: PatientSafe Mira Mesa
PatientSafe Hospital
Ca... i RENE NS A Nursing Unit: SRDFLOOR |+~ [IREEEET
Recents i isi
Judy . m [ Location First Last MEN Visit Gurrently
Cartwright Name Name # Assigned to
Caregiver As...
] a1 Donkey Kong M28... V2. Judy Cartwright ~ ~
Linda Abernatl 2.
- O] 1212 Frank Burns M10... Vi Linda Abernath
Zohreh Affiliate. .. 1.
o [ 1241 Margaret  Houlihan ~ M10... V1. Linda Abernath
i:1 Dashboard Linda Barrington
1| 10011 Jeff Bezos Mazg2 Vo -
Linda Barrington
B} Assignment Zohreh Clinical ... :]
Zohreh Device ...
9, Configuration ) _ -
Linda Test 1. Current Assignments Pa (2) Org Units (1)
XX Settings Nursing | Last First -~ Care
L Locat.. Unit Mame MName MAN Visit# Role
O 1212 3ADF... Bums Frank M100...  V100... Prima...
| 1241 3RDF...  Houli... Marg... M100...  V100... Prima...
5 Logout Back |

7. To unassign, select the check box next to the patient(s) and click Unassign.

8. Click Yes on the confirmation dialog box.

Mote Allofthe assignments made via Enterprise Manager are visible in the PatientTouch Clinical Manager.

Restrict Assignments

Care Roles have the ability to be "restricted" so that the assignments for the care role cannot be modified when
they are using an on-call scheduling system.

The functionality of Assignments will differ, if one or more care roles have the "Restrict Assignment
Management" selected in the Enterprise Manager.

If you select the Care Role with the Restrict Assignment, you will not be able to modify assignments for that Care
Role.

On the Assign Other Caregivers screen, the care role will be in italics as shown below.

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A 15
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E Assign Other Caregiver... Facility: University Hospital Search by name or description
PatientSafe Hospital
Exclusive per )
N ) - ; Exclusive per -
Name Assign To Orgamzat!on Unit Garegiver Description
or Patient
Hanna
Arlington GConsulting Anesthesial._. Patient No No This is an Anesthesiolo. ..
Primary Nurse Patient Yes No
| Primary Nurse 2 Fatient No No
=22 Dashboard
KB Assignment
9, Configuration
L} Settings
© User Guide =
5] Logout
If you try to assign a patient, the Assign button will be grayed out (not active).
E 5 Assignment: (Assignment Restricted) Facility: University Hospital
PatientSafe Hospital
Ca... Search Patient List: Search
Recents i i
Hal_'lna m A Location First Last MRN Visit Currently
Arlington Name Name # Asgsigned to
Garegiver Assign...
M 1014 Tom Jones M10... Vi
Hanna Arlin___
Dashboard
Configuration
A e Current Assignments EIEL ()W | Org Units (0)
XX Settings Nursing | Last First . GCare
L Logat. Unit Mame MName MBN Visit# Role
© User Guide =
5 Logout Back

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A
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Patient List

1. To view your patients, click Patient List from the Dashboard. Or, you may click the Assignment

menu>Patient List.

E Dashboard

PatientSale Hospital
Hi Judy Cartwright!

Judy Good afternoon
Monday, January 14, 2019

+++ Dashboard

Quick Links
88 sccgmmen
"\ Configuration

L2 Sattings

@ User Guide %

5] Logout

The Patient List defaults to display a list of your assigned patients.

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A
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Search

of 1

E Facility | PatientSafe Mira Mesa
PatientSafe Hospital )
My Patients| (_) All Patients
Last Name First Name DOoB
Judy
Cartwright Bums Frank 09128,
Houlihan Margaret 09/28...
Bezos Jeff 09/28. ..
=22 Dashboard Kong Donkey 08/28. .
Schrute Dwight 09/28. ..
KB Assignment
9, Configuration
L} Settings
© User Guide =
5] Logout & Page |1

EMPI MRN

M10...
M10...
Maz292
M28. ..
MR...

Visit #

V10
Vi0...
Va2
vaa..
VISI...

1-50f5

Facility
Name

PatientS. ..
PatientS. ..
Patient5. ..
PatientS. ..
PatientS. ..

in | (all fields)

Nur._..
Unit

3RD...
3RD...
3RD...
3RD...
3RD...

[] show Inactive

Locati...

1212
1241
10011
41
12341

Details

A R

2. To see patients within a specific facility select the facility from the drop down list. Or, select All to see

patients in all facilities.

3. To see alist of all patients, including active, inactive (no activity for 40 days or more), or discharged, click

the Show Inactive check box. Inactive and discharged patients display in gray italic font.

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A
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E Facility PatientSafe Mira Mesa Search in  (all fields)
PatientSafe Hospital i i
(O My Patients (@) All Patients
Judy LastName | FirstName | DOB | EMPI | MRN | Visit# ';E‘:I'#g NL‘JJ;“" Locat... | Details
Cartwright Williams Robert 09/09... MP..  VPi.. Patients.. 10151 3041 V-
Smith John 09/28.. MM Vi Patients.. 3R 1001 1 /7
Schrute Dwight 09/28. . MR.. VISl PatientS.. 3R. 12344 /7
£22 Dashboard Eleven Patient 09/28. . MR.. VISl PatientS.. 3R 111 /7
Ten Patient 09/28... MR VISI.. PatientS.. 3R cio 1 /7
Kong Donkey 09/28. . V28... PatientS... 3R.. 41 /7
Swanson Ron 0928, ez 3R.. 41 /7
9, Configuration Two Patient 09/28... VISL... 3R 21 /7
Zohreh Patient 09/28.. VISI.. 3R 72 1 /7
) Settings Patient z0z0 09/28.. MR... VISl 3R Zi 1 /7
Body Some 0928, 11111 mm... Falignts. .. 3R.. 41 rd
Patient 0928 2345  MRN1 Patients... 3R Ti1 Vi
Zohreh 0928, MR VISI.. Pafients.. 3R Pi1 Va
Zohreh 0928, MR VISl Pafients.. 3R Pi1 Vi
Zohreh 09/28... MR... VISl 3R.. P2 1 ra
@ User Guide = Lofa 09/28... MR.. VISI.. 3R. P31 /s -
5] Logout & Page 1 of3 | > B 1-250f 57

4. |If there is more than one screen of the Patient List, arrows will display at the bottom of the screen. Click
the single right arrow to navigate to the next screen. Click the double right arrows to navigate to the end

screen.

5. Click the gray arrow to the right of each field to display the list in ascending or descending order. For
example, click Last Name to display the list in ascending or descending order by the patient's last name.

6. Enter your keywords in the Search field to search for a specific patient. Search will search First Name,
Last Name, MRN, Visit ID, Hospital Nursing Unit, Room, Bed.

7. The Enterprise Manager allows those with the appropriate permissions to manually edit the patient

admit and discharge dates. Double-click the patient name and click the Calendar icon to make your edits.
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E Patient - Buns, Frank
PatientSafe Hospital
Patient
Name: Burns, Frank Gender: Male
Judy
Cartwright DOB: 00/28/1956 EMPI: n/a
MRN: M100006

Dashboard

Visit Information [ October 2018 |
. visit ID MRN Facility s M T W T F 8

B Assignment
V100008 100006 PatientSafe Mira ... 07/2! 1 3 4 3

9, Configuration 7 8 9 10 11 12 13
V100006 Details

14 16 16 17 18 19 20

X Settings Diagnoses: Location: 21 22 23 24 25 26 27
Allergies: Lipitor [1987-12-16] Nursing Unit: 28 20 30 3
Height: 172.7 cm (68 in) Facility:
Weight: 99.8 kg (220 Ib) BMI:
Admitted: 2018-07-25 at 10:41 Discharged: at

© User Guide =

8. Click Save to save your changes.
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Organization Unit Types

Organization Unit Types can be a physical location such as a campus, facility, room/bed or piece of equipment.
However, it can also be a non-physical location such as a team or nursing unit.

Viewing Existing Organization Unit Types

1. From the Dashboard, click Configuration>QOrganization Types.

PatantSale Hospital

0 aaminvser  (500d morning

E .’I.EBIQ"IFT‘}BI"IT Py A snrimaenibs
| Normmme ] o
Onganizafion Types
X Settings

E Dashboard

Hi Admin User!

Thursday, May 16, 2019

Ornganization Linits
Clinical Altrilules

Care Rales

Ciinical Profiles
Entitias

I.'..lrl-gn.'cr:-

Contacts

On-Ceal |l"I1E'g"B.1l:l'IB

Bulk Unload

A full list of existing Organization Unit Types displays with the Name, Description, and Parents, as well as

the option to Edit or Delete an individual Organization Unit Type.

Expand or Collapse individual items by clicking the small down arrow next to the name of the

Organization Unit Type.

Sort Name and Description in either Ascending or Descending order by clicking the small up/down

arrow to the right of each field.
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E 222 Organization Types Search
RSB o I Name | Description Parents Edit Delete
B3 Grash Team ra
Admin User & Facity 4
&3 Floor This is the floor of a hospital 1 Va
B Nursi. .. 5 ra
™ Hospital ... 1 7 [x]
nun ing ... 5
=22 Dashboard 9 Nursing 7
™ Bed 2 /7
g Assignment E3ED Zo... | This includes the zones in the Emergency Department. 1 Va
BRo... 2 /7
R, Configuration £ Room 2 Vg
™ Bed 2 /7
2 Settings £ sateliite 1 Vd
5 Nursi. 5 rd
€5 Team 1 Vg
5 Nursi. . 5 rd
™ new type /7 5]
© User Guide =
5 Logout ( : Refresh Create New
Creating A New Organization Unit Type
1. To create a new Organization Unit Type click Create New.
&l 222 Organization Types Search
PRSI IS Mame | Description Parents Edit Delete
5 Grash Team rd
Admin User & Faciliy 4
&3 Floor This is the floor of a hospital 1 /7
B3 Nursi... 5 Vi
™ Hospital ... 1 /7 [x]
. ing ... 5
= Dashboard £ Nursing 7
[ Bed 2 /7
E Assignment CIEDZo... | This includes the zones in the Emergency Department. 1 Vd
ERo... 2 Vd
9, Configuration £5 Room 2 V
™ Bed 2 /7
K2 Settings £ sateliite 1 Vd
5 Nursi. . 5 Vd
3 Team 1 Vi
5 Nursi. . 5 Vd
™ new type Va %]
© User Guide
5 Logout ( : Refresh Create New
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Details

Complete the following fields:

patientiouchjf

1
r

2. Name (required)

3. Description (optional)

4. Physical Location. Check this box if it is a physical location.

5. Parents (if applicable).

6. Allowed Children. The Allowed Children are selected from the existing list located on the right hand side
of the screen. Click the green plus sign next to one or more of the existing organization types to add
allowed children.

E 222 Organization Type
PatientSafe Hospital

=22 Dashboard

Details
a N : Ri
Admin User ame ceom
Description: This is a room in the facility.

Physical Location: [

Parents: This organization unit type has no parents

K Assignment

9, Configuration

£} Settings

Allowed Children

Bed X

© User Guide =

Existing Organization Types
Crash Team

ED Zones

Floor

Hospital Service

new type

Nursing Unit

Room

Satellite

+++++++++

Team

T .

Saving Newly Created Organizational Types

If you have more than one Organization Unit Type to create, click Save & Create New to save your

current Organization Unit Type and prepare to enter the next one.

If you have finished creating your new Organization Unit Type, click Save.

Click the Back button at any time to return to the previous screen. If you have entered any information,

you will receive a message asking if you want to save.

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A

23



PatientTouch® Enterprise Manager User Guide

patientiouchjf

E 222 Organization Type

PatientSafe Hospital

Details
Admin User Name: Room
Description: This is a room in the facility.
Physical Location: [
=22 Dashboard Y
Parents: This organization unit type has no parents
K} Assignment
9, Configuration
L} Settings

Allowed Children
Bed X
© User Guide =

5] Logout

=l

Existing Organization Types

Crash Team

ED Zones

Floor

Hospital Service
new type
Nursing Unit
Room

Satellite

Team

+++++++++

T .

Editing An Existing Organization Unit Type

1. To editan Organization Unit Type, simply click on the Edit icon to the right of the desired Organization

Unit Type.
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E 222 Organization Types Search
s e i Name | Description Parents Edit Delete
B3 Crash Team ra
Admin User & Faciity 4
5 Floor This is ihe floor of a hospital 1 Vi
[™ Hospital Service 1 Va B
| €3 Nursing Unit 5 ra
ann 2
12z Dashboard [ gea ’
FJ ED Zones This includes the zones in the Emergency 1 Vd
_ Department.
B Assignment T .
Satellit: 1
9, Configuration B3 satelite 7
B3 Team 1 /7
LX Settings (3 new ype e
© User Guide =
5 Logout | .: Refresh | Create New
2. Editthe Name, Description, and Allowed Children.
E 222 Organization Type
PatientSafe Hospital
Details Existing Organization Types
_ Name: Foom Hospital Service +
Admin User new type +
System Type: Room
Description: This is a room for the facility|
iii Dashboard
Physical Location: [
E Assignment Parents: ED Zones
Mursing Unit
9, Configuration
£} Settings
Allowed Children
Bed
© User Guide

3. Click Save when you are done.
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Mote Organization Unit Types cannot be deleted if there are any assignments associated with the

organization type.

Users with the appropriate privileges can delete an Organization Unit Type by one of two methods:

1. Click the Delete icon to the right of the selected organization type.

& 222 Organization Types
e BT Name | Description
£ Crash Team
Admin User & Facility
3 Floor This is the floor of a hospital
[ Hospital Service
| &5 Nursing Unit
&2 Dashboard [ e
B3 ED Zones This includes the zones in the Emergency
Department.
KA Assignment o "
3 Room This is a room for the facility.
' : 3 sateliite
9, Configuration
B9 Team
X Settings (3 new type
© User Guide
5 Logout | .: Refresh |

Search

Parents

(O]

Rom =

Edit Delete

[&]

NSNS MMM NN

Create New

2. Or, on the Edit screen, drill down to the organization type for which you can delete.

3. Click Delete from the bottom left hand corner.
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E 222 Organization Type

=22 Dashboard
Physical Location: [A

K Assignment Parents: ED Zones
Nursing Unit

9, Configuration

L} Settings

Allowed Children

Bed

© User Guide =

5] Logout Delete

PatientSafe Hospital
Details Existing Organization Types
Hospital Service
- Name: Room P +
Admin User new type +
System Type: Room
Description: This is a room for the facility.

R EE = m

4. Click Yes or No on the confirmation message.

Confirm ®

I-"}:)"‘-I Are you sure you want to delete organizational type: Room?

M
“
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Searching for Organization Unit Types

Search for existing Organization Unit Types by entering your key words in the Search field.

patientiouchf

PatientSafe Hospital

=22 Dashboard

K Assignment

£} Settings

© User Guide =

5] Logout

Admin User

9, Configuration

222 Organization Types

Name |
5 Grash Team
&3 Facility
5 Floor
[ Hospital Service
&3 Nursing Unit
™ Bed

3 ED Zones

> EJ Room
E5 Room
B3 satelite
B9 Team
|3 new type

l: Refresh

Room

Description Parents
This is the floor of a hospital 1
1
5
&
This includes the zones in the Emergency 1

Department.

This is a room for the facility. @2
This is a room for the facility. 2

AN S A T B B A

Edit Delete
]
]
Create New

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A

28



PatientTouch® Enterprise Manager User Guide

Organization Units
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An Organization Unit is a physical representation of a type. So a type might be a facility and the unit would be a
specific campus of the facility. Or, a type might be nursing unit and the Organization Unit would be the specific

name of the unit, i.e. 3 West.

Enterprise Manager to Clinical Manager Behavior:

m  All Organization Units created in the Enterprise Manager will display in the Clinical Manager.

= All Organization Units made inactive in the Enterprise Manager will display as inactive in the Clinical
Manager.

= All room and bed "child" Organization Units configured in the Enterprise Manager will display in the
Clinical Manager.

Viewing Existing Organization Units

1. From the Dashboard, click Configuration>QOrganization Units.

E Dashboard

FatantSats Hospital
Hi Admin User!

o aaminvser  (500d morning

Thursday, May 16, 2019

A Assignment

Py A snrimaenibs
R T R
Organizafion Types
X Settings

Organization Linits
Clinical Altrilules

Care Roles

Clinical Profiles
Entities

Caregivers

Contacts

On-Call Inlegrataans

Bulk Unload

2. A full list of existing Organization Units displays with the Name, Description, Type, Facility, Parents, and

Children, as well as the option to Edit or Delete the Organization Unit.
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3. Sort Name and Description in either Ascending or Descending order by clicking the small up/down
arrow to the right of each field.

4. Arrows display at the bottom of the screen if there are multiple pages. Click the single right arrow to
navigate to the next screen. Click the double right arrows to navigate to the end screen.

Mote Organization Units can come over from the HL7 interface.

E 222 Orga...Facility: | Al Type(s): | Facility Search by name or description
FEIETEEE (FRE R Mame | Description Type | Facility Parents Children Edit Delete
PatientSafe Mira ... This is the Mira M... = Facility Patient. .. 27 ra
Admin User PatientSafe Tem... This is the Temec... Facility Patient... 4 /'
PSS Carmel GCarmel Valley Fa... Facility PSS Ga... 1 /7
PSS Irvine Ivine Facility Facility PSS Irvine 1 /7
PSS Long Beach Long Beach Fagility Facility PSS Lo... 1 /7
EEE Dashboard PSS SD San Diego Facility Facility PSS SD 2 /7
Test Exp y Exp y Facility | Facility Test Ex.. /7 B
E Assignment Testing Hospital Testing Facility Testing ... 1 /7
University Hospital This is the Univer... Facility Universi... 4 /7

9, Configuration

L} Settings

© User Guide = . ,

5] Logout ( Page 1 | off 1-9019 | Create New |

5. Drill down into each facility to see the allowed children. For example, for the PatientSafe Mira Mesa

facility, the allowed children include floors and nursing units.

Mote Inactive nursing units display in gray italic font.

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A

30



PatientTouch® Enterprise Manager User Guide

patientioLchjf

&l 222 Organization Unit: PatientSafe Mira Mesa

PatientSafe Hospital Contact  Forwarding Care Roles
) Details
Admin User
Name: PatientSaie Mira Mesa
Description: This is the Mira Mesa facility

£22 Dashboard

Type: Facility
B Assignment Coder sorat
a3 figuration Timezone: America’Los_Angeles (GMT-7)
Display in Contact [ ]
L} Settings Browse Group:
Parents

Name

This organization unit has no parents

Children

Name
1E
1st Floor

© User Guide
2-West

3 Logou

Type

Type
Nursing Unit
Floor

Nursing Unit

Edit Rem..
Add

Edit Rem._.
/s g
4 ]
g

rT——

Creating New Organization Units

Users with the appropriate permission will be able to create new Organization Units.

1. To create a new Organization Unit click Create New.
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E i Orga...Facility: | All Type(s): | Facility Search by name or description
PatientSafe Hospital Name | Description Type T Facility Parents Children Edit Delete
PafientSafe ... = This is the Mira M. Facility PatientSafe .. 27 ra
Admin User PatientSafe ... = This is the Temec. .. Facility PatientSafe .. 4 /’
PSS Cammel Garmel Valley Fac... | Facility PSS Carmel 1 v
PSS Irvine Irvine Fagcility Facility PSS Irvine 1 v
PSS LongB... | Long Beach Facility Facility PSSLongB... 1 Vi
EEE Dashboard P85 5D San Diego Facility Facility PSS SD 2 v
Test Expres... | Expressway Facility Facility Test Expres... v [2]
E Assignment Testing Hos... | Testing Facility Testing Hos... 1 Vi
University H... | Thisis the Univers... | Facility University H... 4 v

9, Configuration

L} Settings

© User Guide

Page 1 of 1 1-00f0 Create Mey
5] Logout g | Create New |

Structure

Complete the following fields:
Mote The required fields vary depending on the Type selected.
2. Name (required)

3. Description (optional)
4. Type (required): Select a type from the list that displays (bed, room, nursing unit, etc)

Mote Ifthe type is "Facility" then you need to select the associated TimeZone.

Mote Ifthe type is "Facility" then the Organization Unit name will display in the Clinical Manager under
Configuration>Settings>Hospital Address tab.

5. Code: The Code field is used to integrate Organization Units between the Clinical Manager and

Enterprise Manager. You cannot enter duplicate codes.
6. Facility: Select the associated facility from the drop down menu.

7. Display in Contact Browse Group: Click to have the organization unit display on the handheld under the

Contacts tab>Browse Groups.
8. Parents (if applicable): Click Add to add applicable parents.

9. Allowed Children - Click Add to add applicable children.
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A £ Organization Unit: @ West

PatientSaie Hospital Contact  Forwarding Care Roles
Name: 9 West
Admin User
Description:
Type: Nursing Unit
=21 Dashboard
Code: awiot
A Assignment Facility: PatientSate Mira Mesa
Display in Contact []
9, Confiquration Browse Group:
X Setiings
Parents
Name
PafientSafe Mira Mesa
Children
Name
101
201
© User Guide = 301

Type
Facility

Type
Room
Room

Room

Edit Rem...
7 [+

| Add |
Edt | Rem..
4 g
4 g
/ O

Save & Create New

Save

Contact

Add a contact for the new organization unit.

1. Click the Add button beneath the type of contact you want to add.
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A £ Organization Unit: @ West

PatientSaie Hospital Structure Forwarding Care Roles

Phone Numbers
Admin User

Type Number Facility Delete

No associated phone numbers

=21 Dashboard

A Assignment |
Configuration )
a Settings Type Address Delete
No associated Email address
Add
Postal Addresses
Addr... ZIP
Type Address 1 2 City State coge | Delete
e User Guide o No associated postal address

E Logout Save & Create New Save

2. If adding a phone number, select the type of phone number from the drop down menu, i.e. Primary
Phone.

3. Enter the phone number.

4. Click Save.
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A £ Organization Unit: @ West

PatientSaie Hospital Structure Forwarding Care Roles

Phone Numbers
Admin User

Type Number Facility Delete

Primary Phone 858-746-3100

=21 Dashboard

A Assignment
Configuration )

a Settings Type Address Delete

No associated Email address

Add
Postal Addresses
Addr... ZIP
Type Address 1 2 City State coge | Delete

e User Guide o No associated postal address

E Logout Save & Create New Save

5. The new phone number has been added.
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A i Organization Unit: 9 West
PatientSaie Hospital Structure Forwarding Care Roles
. Phone Numbers
Admin User
Type Number Facility Delete
r r .
Primary Phone 858-746-3100 B
=21 Dashboard
A Assignment Add
Configuration )
a Settings Type Address Delete
No associated Email address
Add
Postal Addresses
Addr... ZIP
Type Address 1 2 City State coge | Delete
e User Guide o No associated postal address
E Logout Save & Create New Save

6. Repeat these steps for each phone number, email address, postal address or messaging JID.

Forwarding Care Roles

If your facility has the Clinical Communications module configured, you can have your phone calls forwarded to
another phone/extension number.

For example, review the scenarios below for how this feature may be used.
Scenario #1

Floor 3 patients may be transferred to Floor 2 due to flooding. Floor 3 may want all calls forwarded to Floor 2.
Use the call forwarding feature to have all Floor 3 calls forwarded to Floor 2.

Scenario #2

The Head Nurse of the 9 West nursing unit may want all calls forwarded to the Charge Nurse. Use the
Forwarding Care Roles feature to have calls forwarded.

Mote The Care Role Forwarding feature will only forward calls to one extension.
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1. Click the Add button.

i Organization Unit: 9 West
E g

PafientSafe Hospital LTI ey =l Forwarding Care Roles

: Care Roles
Admin User
: Fallback
) PatientTouch ) :
Name Voice Systems Extension Forwarding Edit Delete
MNumber

Mo forwarding Care Roles configured.
i1 Dashboard

B Assignment

Add |
9, Configuration

%} Settings

© User Guide =

E Logout Save & Create New Save

2. Selecta care role from the list that displays (i.e. Charge Nurse) and click Next.

Mote The list that displays here will vary depending on the Organization Unit Type selected under the
Structure tab.
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Add a Forwarding Care Role Search

Name T Description
Care Role G *
Charge Nurse This is a charge nurse for a unit
Caovering Anesthesiologist This is an Anesthesiologist covering foran ...
Covering Internal Med This is an intemal medicine physician cove...
Cavering Neurologist This is a neurologist that is covering foran ...
Covering OBGYN This is an OBGYN physician that is coverin...
Gavering Oncologist This is an ancologist physician covering for...

e e

3. Select one of the Available PatientTouch Extensions:

- Click Find Next Available to find the next available extension for this care role. This extension number
displays in the PatientTouch Extension field.

- Enter the Fallback Forwarding Number (required field). This number will ring if the Forwarding Care
Role does not answer or if there is no Forwarding Care Role assigned . The Fallback Forwarding Number

can be any number provided. It can be a Direct Inward Dialing (DID), a fully qualified number, or a non
PSS extension.
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Forwarding Care Roles

1 Facility:

Voice System: PS5 CUCM

Available PatientTouch Extensions

Name Start
Internal ... 1. 1. N
External... 4. 4. Y
| Blue Ra. . 6. 6. M
Cancel
4. Click Done.

Name:

PatientTouch Extension:

Fallback Forwarding Number:

9 West: Charge b

4636

858-746-3100]

Find Next Available | | Find Next Available DID |

External
Access #

Exten...

858-746-3100
8587460000

5. The Forwarding Care Role displays.

Availability

Available
Available
Available
Available
Available
Available

Available

patientioLchjf

6. Click Save.
E £ Organization Unit: 9 West
PatientSafe Hospital ST TGI8l Forwarding Care Roles
Care Roles
Admin User
Fallback
PatientTouch ; ;
Name Voice Systems Extension Forwarding Edit Delete
Number
_ 9 West: Charge Nurse P85 CUCM 4636 858-746-3100 7 B
B} Assignment [ dd |

£} Settings

© User Guide =

5] Logout

Save & Create New Save
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Saving Newly Created Organizational Units

1. If you have more than one Organization Unit to create, click Save & Create New to save your current

Organization Unit and prepare to enter the next one.

2. If you have finished creating your new Organizational Unit, click Save.

3. Click the Back button at any time to return to the previous screen. If you have entered any information,
you will receive a message asking if you want to save.

E

PatientSafe Hospital

0 Admin User

i22 Dashboard

K Assignment

9, Configuration

£ Settings

© User Guide

5] Logout

££2 Organization Unit: 9 West

Contact Forwarding Gare Roles

Name: 9 West

Description:

Type: Nursing Unit

Code: QWot

Facility: PatientSate Mira Masa
Display in Contact [ ]

Browse Group:

Parents

PatientSafe Mira Mesa

Children

Name

Name

Type Edit Rem...
Fagility 7 %]
| Add |
Type Edit Rem...

Save & Create New

Save

Editing Organization Units

To edit an Organizational Unit click the Edit icon to the far right of the Organizational Unit listed on the main

screen. Or, double-click the individual Organization Unit. This will allow you to edit the Name, Description, Type,

Parents, and Allowable Children for that Organizational Unit.

Let's look at an example.

Inactivate an Active Nursing Unit

1. Double-click the Mira Mesa unit.

Mote Youwillnot be able to inactivate a nursing unit that has active patients/assignments.
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E i:‘ai:ility: All Type(s): | Facility Search by name or description
e BlEmE MName | Descripti... | Type ] Fagility Parents Children Edit Delete
PatientSafe Mira Mesa Thisist..  Faciity Pafie . ® 27 7/
Admin User PatientSafe Temecula Thisist... Facility Patie... 4 /’
PSS Carmel Carmel ... Facility PSS ... 1 /'
PSS Irvine Irvine Fa._. Facility PSS . 1 /’
PSS Long Beach Long Be... Facility PSS ... 1 Vd
unm PSS SD San Die... Facili PSS ... 2
=== Dashboard anbie acility ’ =
Test Expressway Express... Facility = Test... Vd [x]
E Assignment Testing Hospital Testing Facility Testi... 1 Va
University Hospital Thisis t... Facility Univ_.. 4 Vi
9, Configuration
X Settings
© User Guide =
5 Logout Page |1 of 1 1-90f9 Create New
2. Editthe name, description, etc. if desired.
E 22 Organization Unit: PatientSafe Mira Mesa
PafientSafe Hospital Contact  Forwarding Care Roles
: Details
Admin User
Name: PatientSafe Mira Mesa
Description: This is the Mira Mesa facility.
Dashboard
Type: Facility
B3 Assignment Code: 92121
,\ Configuration Timezone: America/Los_Angeles (GMT-7)
Display in Contact [ ]
a Settings Browse Group:
Parents
Name Type Edit Re._.
This organization unit has no parents
© User Guide =
| Add || -
2] Logout Back | | | l

3. Double-click on the active nursing unit.
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E 52 Organization Unit: PatientSafe Mira Mesa
PafientSafe Hospital Contact  Forwarding Care Roles
2-West Mursing Unit rd =] o
Admin User 3 South Satellite Pharmacy Satellite rd E
3-South Mursing Unit 7 B
3N Mursing Unit rd [x]
aw Mursing Unit Va B
4 WEST Nursing Unit Vi %]
=== Dashboard L —
9 WEST Mursing Unit Va [x]
E Assignmem ABO3 Nursing Unit Mursing Unit /’ (x]
ABO4 Nursing Unit Nursing Unit Vd =]
&, Configuration After-hours Team Team Vd B
Basement Mursing Unit Va B
X Settings cGuU Nursing Unit Va [x]
CCU Satellits Pharmacy Sateliite rd B
Code Blue Team Team Va B
Code Green Team Team Va [x]
Code Red Team Team Va B
eds test NU Mursing Unit Va B
© User Guide = EM Nursing Unit /7 (4]
IcU Nursing Unit 7 =] M
3] Logout Back || | 1
4. Click Inactivate.
E 22 Organization Unit: 9 WEST
PatientSafe Hospital Contact  Forwarding Care Roles
) Details
Admin User
Name: 9 WEST
Description:
iii Dashboard
Type: Mursing Unit
B Assignment Code: 9 WEST
,\ Configuration Facility: PatientSafe Mira Mesa
Display in Contact [
¢ Settings Browse Group:
Parents
Name Type Edit Re..
PatientSafe Mira Mesa Facility V4 B
© User Guide = [ Add |
Brogo s oo =
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5. You will receive a confirmation message asking you to confirm you want to inactivate the nursing unit.
Click Yes.

6. The date and time you inactivated the unit displays at the bottom of the screen.

7. To reactivate the unit, click Activate.

E £ Organization Unit: 8 Wast

Comtact  Forwarding Care Roles

Hospital
Details
Admin User
MNama: & West

Description:
z2t Dashboard
Typa: Mursang Linit
I Assignment Code; W0
Facilty: PatentSale Mira Masa

Desplary in Confact |

KX Satiings Browse Group:
Parents
Marme Type Edit Ae
PatientSale Mira Mesa Fasiity i B
Add
Children
Mame Type Edit Ae
101 Aoam r x|
@ User Guide o 201 Room r B
Aoom B -

301 7
il BN (00 (R st ons s, 2018 165

Deleting Organization Units

Users with the appropriate privileges can delete an Organizational Unit by one of two methods:
Mote Organization Units deleted in the Enterprise Manager will also be deleted in the Clinical Manager.

Mote Organization Units cannot be deleted if there are any assignments associated with the unit.

1. Click the Delete icon to the right of the selected organization unit.
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PatientSafe Hospital

Admin User

Dashboard

K Assignment

9, Configuration

X Settings

© User Guide =

5] Logout

#iciity: | PatientSafe Mira Mese

Name T

3-North
3RDFLOOR
3-South

3w

4 WEST

9 WEST

ABO3 Nursing Unit
ABO4 Nursing Unit
ABOS Nursing Unit
ABOG Nursing Unit
Basement

CCU

ED

eds test NU

EM

Greg's Unit

ICU

ICU

Page

Type(s):

Descrip...

Thisist...

Thisist...

Nursing...

Thisist...

Thisist...

1

of 2

Type T

>

Nursing Unit

Fagi...

Pati...
Pati...
Pati...
Pati...
Pati...
Pati...
Pati...
Pati...
Pati...
Pati...
Pati...
Pati...
Pati...
Pati...
Pati...
Pati...
Pati...
Pati...

>

Parents

r

1-250f42

Search by name or description

Children

11
40
&

Edit

A A R A e R

Delete

| Create New

2. Or, on the Edit screen, drill down to the organization unit for which you can delete.

3. Click Delete from the bottom left hand corner.
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222 Organization Unit: 1
E g

© User Guide e

PafientSafe Hospital Contact  Forwarding Care Roles
Description:
Admin User
Type: Bed
Code: 1
222 Dashboard Facility: PatientSafe Mira Mesa
Display in Contact [ ]
B Assignment Browse Group:
&, Configuration
Parents
£} Settings
Name
222
Children
Name

Add allowed children from the Organization Unit list.

Type Edit Re...
4 4

| Add |

Type Edit Re...
| Add |

e m

4. Click Yes or No on the confirmation screen..
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Admin User

Confirm ®

-

( 75‘) Are you sure you want to delete organizational unit: 12

| =

@
P

Searching for Existing Organizational Units

Search existing Organization Units using one or a combination of the following methods:

Facility

1. Click the Facility drop down menu and select from the list that displays.
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E Eiziity: | Al

| Type(s): | Facility

Search by name or description

ientSaf i All
P BlRITIE N Type T | Facilty | Parents Children Edit | Delete
PatientSafe Mira Mesa
PatientSa _ Facility | Pafie .. 27 V4
PatientSafe Temecula ;
B PatientSa Fagili Patie... 4
Admin User PSS Garmel =
PSS Cam Fagili PSS ... 1
PSS Irvine &l s
PSS Irvin Fagili PSS . 1
PSS Long Beach o s
PSS Long Fagili PSS ... 1
7 PSS SD ity /.
unm PSS SD Fagili PSS ... 2
=22 Dashboard Test Expressway ity ’ _
Test Expr ) ) Facility | Test .. rd ]
Testing Hospital
i Testing H Fagili Testi... 1
B Assignment & University Hospital ty 7
University muspren TS L. Facility Univ... 4 /
9, Configuration
) Settings
© User Guide =
5] Logout C Page 1 of 1 1-90f 0 Create New
Type

2. Click the Type(s) drop down menu and select one or more from the list that displays. To deselect, click an

item a second time.
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patient! .';..l-;}ﬂ

E ':":aa:ility: All Type(s): | Facility, Nursing Ui Search by name or description
ientSafe Hospi Bed
P € i MName Descrip... | Type ] Children Edit Delete
Crash Team
PatientSafe Mira Mesa Thisist... | Faci... a7 ra
ED Zones
Admin User PatientSafe Temecula Thisist... Faci... Facilty 4 /’
PSS Carmel Carmel... | Faci... 1 Vs
Floor
PSS Irvine Irvine F... | Fagi... ) ) 1 Vd
Hospital Service
PSS Long Beach LongB... | Faci... 1 V4
new type
PSS SD SanDi.. | Fadi.. _ : 2 Vd
Nursing Unit _
Test Expresswa Expres... Fagi...
p y p Room /s [}
i ) . ) ) 1
E Assignment Testing Hospital Testing Faci... Satellite rd
University Hospital Thisist... | Faci... 4 rd
Team
Configuration 10104 Nur rau.. 1 Va
10151 Mur Pati... 1 Vd
£} Settings 13 EAST Nur Uni... 1 7/
1E Nur. Pati... 1 1 /7
1st floor LongB... = Nur. PS... 2 Va
2W Mur Pati... 1 Vd
20101 Mur Pati... 1 Vd
20102 Mur Pati... 1 Vd
© User Guide 21016 Nur. Pati... 1 /7
-~ a— - - = - M
RN N
5] Logout Page |1 ofd | > 1-250f 92 | Create New
Name
3. Click the Search field and search by name or description.
E i:‘si:ility: All Type(s): | Search by type | 9 Wesi |
PSR Name Type | Facility Parents Children Edit
9 WEST Nursing Unit PatientSafe Mira... 1 4 ra
Admin User
: Dashboard
K Assignment
Configuration
X} Settings
© User Guide = R
a Logout Page |1 of 1 1-10f1 Create New
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Care Roles

A Care Role defines the relationship of the caregiver to a patient or Organization Unit within a facility. Caregivers
who want to be assigned to a patient or Organization Unit must be assigned a Care Role.

A Care Role can be a cardiologist, CNA, primary nurse, charge nurse, on-call cardiologist, phlebotomist,
housekeeper, etc. The Care Role will be selected when creating your Clinical Profile.

The table below provides a list of sample care roles and corresponding assignments:

Care Role Description Assigned To
Charge Nurse Charge Nurse for Unit Organization Unit
Consulting Cardiologist Cardiologist consulting for a specific patient visit Patient
Pharmacist Pharmacist for a location or set of locations Organization Unit
Primary Nurse Primary Nurse for a patient Patient

Viewing Existing Care Roles

1. From the Dashboard, click Configuration>Care Roles.

E Dashboard

PabentSale Hospital
Hi Admin User!

eu—m Good morning

isdassdeutiay 15 2019

| Organizaticn Structure

m e
Organizabon Units

B Assignment Clinical Attributes
o
Chnical Profiles
X Settings
Entities
Caregivers
Conacis
COn-Call Integrations
@ User Guide o2 Bulk Upload
".;: documentation-du-test.ga pss.net E--'-'..‘-. :';:.'1'" :.-:5--:-:"' .'-'.'-e: #

2. A full list of existing Care Roles displays with the Name, Description, and Assign To, as well as the option
to Edit or Delete.

3. Sort Name, Description, and Assign To in either Ascending or Descending order by clicking the small

arrow to the right of each field.
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4. Download a CSV file |—| of all Care Roles. The file includes care role name, code, description, and

assignment information.

Cowering Onc This is an oncologis phy... Mursing Linit

E Care Roles :k'-.-l-:l'-.:l by name of desciplion

Theioi e Mame Description Assign To Edit Celate
Case Manager This is a case managar | Patiant ra ] -

o Admin User Charga Murse This is & charge nursefo...  Mursing Unit ra =]
CHA Thiz is & CNA for & lncation | Bed ra B
Congutting An This is an Anesthesiclog Patignt ra ]
Consufting Car...  This is a cardiologist that .. | Patient r =]

332 Dashboard Consulting Int Thizs Is &n Imemal medicl.. Patient ra B
Consufling Ne This is a neurclogist that Palignt ra [ «]

B Assignment Consuiting OB...  This is the consuiing OF... | Patient . =]
Consulting On...  This s an oncologist phy... | Patient ra B8
Congulting Ort This is an orthopedic phy Palignt e [«
Coumadn Pha...  This is the pharmacist th. .. Patient ra H

X Settings Covering Anes This s an Anesthesiclogl... | Mursing Unit ra B8
Covering Card Thig is & cardiologist thal Facility e [«
Ciowering Infer.... This is an intemal medici_. Mursing Linit ra ]
Covering Meur...  This is a neurclomst that ... | Mursing Unit ra =]
Covening 0BG This is &n OBGYH physi Mursing Linit ra [ «]

s =]

Covering Orth... This is an orthopedic phy... | Mursing Unit ra =]

© User Guide Crash Team (f Grash Team ra [ «]
Meschamea Gon This is a dischans coord Mamrsinn | Init Fa [ ] -

3] Logout Rufresh | |2k Care Role Ordar | | Create New

Creating New Care Roles

Only one caregiver can be assigned to a particular patient or organization unit in a Care Role at a time. Care Roles
must be completed prior to adding Clinical Profiles.

1. To add anew Care Role, click Create New.
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E Care Roles Search by name of descrplion

Theiiocli Hame Description Assign To Edit Celete
Case Manager This is a case manager | Patient ra 1] -

o Admin Uses Charge Murse This is & charge nurse fo... | Mursing Unit ra =]
GHA This is & GNA for & lncation | Bed ra B
Consutting An This is an Anesthesiclog Patignt ra ]
GConsuiting Gar...  This is a cardiologist that .. | Patient ra =]

. Consuiting Int Thiz is &n imemal medici Patient ra B8

3 Dasfiboard Congutting Ne This is & neurologis! that Patignt ra ]

B Assignment Consuiting O8...  This is the consulting OB... | Patient ra =]
Consufting On...  This is an oncologist phy... | Patient ra B

A, Configuraton Congutling O Thig is &n orthopedic phy Palignt ra [ «]
Coumadin Pha...  This is the pharmacist th. .. Patient i [ ]

LY Settings CONETING Anes This is an Anesthesiclogl... | Mursing Unit r B
Conering Cand This is & candiologis! that Fagilily ra B
Covering Infer...  This is an intemal medici Mursing Linit ra B
Covering Meur...  This is a neurclogist that ... | Mursing Unit r B
Covering OBG This is an OBGEYN physi Mursing Linit ra B
Covaring Ong This is an oncalogisi phy... | Mursing Unit . [ ]
Covering Orth._ This is an orthopedic phy... | Mursing Unit ra =]

@ User Guide = Crash Teasm |r Crash Team ra B
Mescharma Gon This is a dischanns coord Mamrsinn |init ra ] -

5] Logout Fefresh | | Care Foke Order

Details

Complete the following fields:
2. Name (required)
3. Code: The Code field integrates with the Clinical Server to recognize the Care Role.
4. Description (optional)

5. Assign To (Organizational Unit or Patient): Select Organization Unit or Patient. When you select

Organization Unit, the Unit Type field displays.
6. Unit Type: Select the Unit Type from the drop down menu.

7. Options:

= Exclusive per Organizational Unit or Patient - When selected, this means that a patient/org unit can only
have one caregiver assigned.

m  Exclusive per Caregiver - When selected, the caregiver cannot be assigned to any other care role.

m  Restrict Assignment Management - When selected and the Care Role is saved, this option prevents the
assignments for the care role from being modified when they are using an on-call scheduling system.

m Show Empty Locations - Only for Care Roles assigned to an organization unit. When selected, this setting
will prompt the display of empty locations (beds) when browsing your assignments.
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= Show on Care Team - When enabled, this care role will display in patient's Care Teams. When disabled,
this care role will not display in patients' Care Teams. Default setting is enabled.

8. Click Save.

PatientSafe Hospital E 22 Care Roles: Primary Nurse

R Associabons

Datails
Admin User
Hame: Primary Nurse

Code: FRIMARY _NURSE
HH seription:
122 Dashboard De i
A Assignment
N Assign To: Crganizaton Unit
9, Configuration
®) Pabent
£2 Settings Options
? Exthugov pif Organizabon Lnit of Pabant Exclusivi i Carsgrod
Resinct Assignment Managemeant ! Show On Care Team

© User Guide

Biogon Somonseren | _see ]

Associations

You can only assign Associated Organization Units after saving the information for the new Care Role.
1. Click Associations from the top of the screen.

2. Click Edit.
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PatientSafe Hospital

&2 Dashboard

K Assignment

X Settings

© User Guide =

3] Logout

Admin User

9, Configuration

22 Care Roles: Primary Nurse

Details Associations

222 Associated Organization Units
Facility Organization Unit

There are no default associations for this Care Role

=l |

Organization Unit(s)

Sov Gt ] owe_

3. Ensure you have the correct Org Unit Type and Facility selected.

Edit Associated Organization Units

Org Unit Type: | Nursing Unit | Facility:| PatientSafe Mira Mesa S
[} Organization Unit Nursing Unit(s)
[} 10151
O 1E
[]| 2-South 2-South
1 2-SOUTH 2-50UTH
A4 2-West 2-West
| 3.N
[1| 3-Morth 3-North
[ 3RDFLOOR 3RDFLOOR
]| 3-South 3-South
0 3w v
Cancel | |m|
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4. Selectone or more associated nursing units.

5. Click Done.

patientioLchjf

You have completed the steps necessary to create a new care role.

Managing Care Role Order for Care Team

1. To manage the order of your Care Team click on Care Role Order in the bottom right hand corner of the

window.

E Care Roles Search by name or description

PSR Name | Description Assign To Edit Delete
Case Manager This is a case manager fora ... Patient /’ E
Admin User Charge Nurse This is a charge nurse fora unit | Organization Unit rd =]
CNA This is a CNA for a location Organization Unit /7 (5]
Consulting Anest... | This is an Anesthesiologistth... | Pafient ra B
Consulting Cardi... | This is a cardiologist thatis c... | Patient Vd B
_ Consulting Intern. __ This is an intemal medicine p... Patient /’ E
Gonsulting Neuro. .. This is a neurologist thatis c... Patient /’ E
A Assignment Consulting OBGYN | This is the consulting OBGY... | Pafient rd [x]
Consulting Oncol... | This is an oncologist physicia... | Patient Vd B
Consulting Ortho... | This is an orthopedic physici.. | Patient 7 B
Coumadin Pharm... | This is the pharmacist thatis ... | Patient ra B
a Settings Covering Anesth... This is an Anesthesiologist c... QOrganization Unit Vd =]
Covering Gardiol... This is a cardiologist that is c... QOrganization Unit rd =]
Covering Internal... | This is an internal medicine p... | Organization Unit rd [x]
Covering Neurolo... | This is a neurologist thatisc... Organization Unit 7 B
Covering OBGYN This is an OBGYN physician ... QOrganization Unit 7 B
Covering Oncolo... This is an oncologist physicia... | Organization Unit Vd B
e User Guide Covering Orthop... This is an orthopedic physici... QOrganization Unit V4 B
Crash Team (role) Organization Unit Vd [x]

3] Logout

| Refresh |

| Create New

|| Care Role Order |

2. Select the desired facility from the drop down menu.

3. Dragand drop Care Roles into the preferred order you want listed in the application.

Mote The order of the Care Roles listed in Care Role Order will also display on the handheld.

4. Click Save.
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Care Role Order in Care Team

Drag and drop to arrange the order: Fagcility:| PatientSafe Mira Mesa

CNA

Consulting Anesthesiclogist

Consulting Cardiclogist

Consulting Internal Med

Gonsulting Neurologist

Consulting Oncologist

Consulting Orthopedics

Goumadin Pharmagist

Covering Cardiologist

Cowverinn Internal Mad

| Cancel | | Save |

Editing Care Roles

1. To edita Care Role, simply click the Edit icon to the right of the desired Care Role.

2. Or, double-click the individual Care Role.
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PatientSafe Hospital

Admin User

&2 Dashboard

K Assignment

9, Configuration

X Settings

© User Guide =

3] Logout

Care Roles

Name |
On Call Neurologist
On Call OBGYN
On Call Oncologist
On Call Orthoped. ..
OR nurse
outside
PCA
Pharmacist
Pharmacy Tech
Physician
Physician Assistant
Primary Nurse
Primary Nurse 2
PT
Radiology On Call
Registered Nurse 2
Resident
Respiratory Ther...
RN After-Hour

| Refresh |

Description

This is a neurclogist physicia. ..
This is an OBGYN physician ...
This is an oncologist specialt...
This is an orthopedic physici...

This is a nurse that is staffed ...

Patient care associate foral...
This is a pharmacist for a loc...
This is a pharmacist technici. ..
This is the attending physicia...
This is the physician assistan...

This is the physical therapist ...

This is a resident physician a...

This is the RT for a location

Assign To
Organization Unit
QOrganization Unit
Qrganization Unit
QOrganization Unit
Organization Unit
QOrganization Unit
Organization Unit
QOrganization Unit
QOrganization Unit
Patient
Patient
Patient
Patient
QOrganization Unit
QOrganization Unit
Qrganization Unit
Organization Unit
Organization Unit

Organization Unit

Edit

\\\\\\\I\\\\\\\\\\\

Search by name or description

Delete

0 06 8 0 0 a0 6 00 0 0 0 a 0 0 a o a

-

| Care Role Order | | Create New |

3. Editthe Name, Code, Description, and Associations for that Care Role.

E

PatientSafe Hospital

Admin User

ii: Dashboard

K Assignment

9, Configuration

X Settings

© User Guide =

3] Logout

: Care Roles: Primary Nurse

Associations

Details

Name:
Code:

Description:

Assign To:

Options

[] Exclusive per Organization Unit or Patient

Primary MNurse

| PNY

() Organization Unit

(@) Patient

[ Exclusive per Garegiver

[] Restrict Assignment Management

Save & Create New

Save

4. Click Save when you are done.
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Deleting Care Roles
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Users with the appropriate privileges can delete a Care Role by one of two methods:

1. Click the Delete icon to the right of the selected Care Role.

PatientSafe Hospital

Admin User

=== Dashboard

K Assignment

X Settings

© User Guide =

3] Logout

E

9, Configuration

Care Roles

MName |
U aln JoDani

On Call Oncologist

©On Call Orthoped...

OR nurse

outside

PCA

Phammacist
Pharmacy Tech
Physician
Physician Assistant
Primary Nurse
Primary Nurse 2
PT

Radiology On Call
Registered Nurse 2
Resident
Respiratory Ther...
RN After-Hour

room

| Refresh |

Description

Tz 2 all WDa TN pysivialt ...
This is an oncologist specialt...
This is an orthopedic physici...

This is a nurse that is staffed ...

Patient care associate foral...
This is a pharmacist for a loc...
This is a pharmacist technici...
This is the attending physicia...
This is the physician assistan. ..

This is the physical therapist ...

This is a resident physician a...

This is the RT for a location

Assign To

[SOVET PV IRV
Organization Unit
QOrganization Unit
Organization Unit
QOrganization Unit
Qrganization Unit
QOrganization Unit
Organization Unit
Patient

Patient

Patient

Patient

QOrganization Unit
Organization Unit
QOrganization Unit
Organization Unit
QOrganization Unit
QOrganization Unit

Qrganization Unit

Search by name or description

Edit Delete

4 %] .
7/ ]

/7 ]

/ ]

/s ]

/7 ]

Ve ]

/7 ]

7 ]

/ [x]

;
/7 ]

e ]

/s ]

/7 ]

/ ]

/s ]

7 ]

e o

-

| Care Role Order | | Create New |

2. Or, from the Edit screen, click Delete from the bottom left hand corner.
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E 22 Care Roles: Primary Nurse
PatientSafe Hospital Associations
Details
Admin User

Name: Primary MNurse

Code: | PNg
&% Dashboard Description:
K Assignment

; _ Assign To: () Organization Unit
9, Configuration -
(®) Patient
ﬂ Settings Options
[] Exclusive per Organization Unit or Patient [] Exclusive per Garegiver
[] Restrict Assignment Management

© User Guide =
5] Logout Save & CreateNew || Save

3. Click Yes or No on the confirmation screen.

Confirm (53]

I--"}-)"‘--I Are you sure you want to delete care role: Primary Nurse?

M
]
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Searching for Existing Care Roles

To search the existing list of Care Roles, enter your key words for Name or Description into the Search field.

patientiouchf

E

PatientSafe Hospital

Admin User

ii: Dashboard

K Assignment

9, Configuration

X Settings

© User Guide =

3] Logout

Care Roles

Name |

Primary Nurse

Refresh

Description

Assign To
Patient

[E= |
Edit Delete
/s ]
Care Role Order | | Create New
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Clinical Profiles are linked to your Care Role and sometimes have the same name as the Care Role. They are
used to indicate the type of clinician or non-clinician the user is. This is typically based on the credential or
education/training received by the caregiver. Clinical Profiles can be configured for each separate facility.

The table below provides an example of some Clinical Profiles, Assigned Care Roles and Permissions.

Clinical Profile  Assigned Care Role Permissions
Physician Attending Physician Res- Assign Self Only Access to:
ident * PatientTouch Mobile

e Enterprise Manager
e Patient List

Registered Charge Nurse Same as above

Nurse Primary Nurse

Clinical Admin Clinical Admin Same as above with the addition of clinical configuration
options

System Admin System Admin Same as above with the addition of clinical configuration
options

Viewing Existing Clinical Profiles

1. From the Dashboard, click Configuration>Clinical Profiles.

E Daghboard

PatieniSale Hospital
Hi Admin User!

ou-“- Good morning

\Windnandaw May 15 2019

| Organization Structure

Bl @
Organization Units

B Assignment Clinical Aliributes
GClinical Profiles
12 Settings
Entities.
Garegivers
Contacts
On-Call Integrations
@ User Guide o Bulk Upload

tpayffdacurmentation-ds- et qa.pas nebidd 3 /o -senvioes-admin-web 2
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2. A full list of existing Clinical Profiles displays with the Name, Clinical Role Type, and Description, as well as

the option to Edit or Delete.

3. Sort Name, Clinical Role Type, and Description in either Ascending or Descending order by clicking the

small arrow to the right of each field.

4. Download a CSV file |—| of all Clinical Profiles. The file includes the clinical profile name, code,

description, and clinical role type ID.

E Climical Profiles Search by ndme of descriplion
e Hame Clinical Role Type Description Edit Delate
Case Manager Caher This is the case manager for a patient i <]
o Admin User Cerlifiad Nurse Certified Murse- s B
Cerlified Mursin Patieni Care Te This is a cedified nursing assistant s [+]
Ghangs Murss Registersd Murse | This is the chargs nurse for the unit F [~
Gilinical Profile E Regisiered Nurse Fa [« |
332 Dashboard Clinical Profile FL - Registered Nurss Fa 8
Ciirical Profile | Registered Nurse s -]
E Assignment Glinscal Profile R Registered Nurse ra B
Clinical Profile R1  Registered Nurse Fa [ |
<, Configuration clinical profile_r Registered Nurse ’ g
Clirical_Profile B Registered Nurse rd ]
£} Settings Clinigal_Profile ©  Registersd Mursa ' o
Clinical_Prodile D Registersd Nurss rd B8
Clinical_Profile @ Registersd Nurse r [+ ]
Glinical_Profilea Registerad Murse ra 1]
Gilineca_profile Registersd Murse rd g
GConsulting Ana...  Anesthesiologist Consulting Anaesthesiologist ra =]
@ User Guide e ED Murse Reqistered Nurse ra B
2] Logout Refresh | | Create Mew

Creating New Clinical Profiles

Typically, you need a Care Role associated with a Clinical Profile. However, in some instances, you may have a
Clinical Profile without a Care Role. For example, an IT administrator does not need a Care Role but you may
want to assign them a Clinical Profile with a specific set of permissions.

Clinical Profiles can have the same name as the Care Role.

1. To add a new Clinical Profile, click Create New.
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Clinical Profiles

PatientSate Hospatal

o,.......

i Dashboard

MName

Gase Manager
Genlified Nurse
Ceertifigd Mursin
Ghangs Murss
Gilinical Profile E
Clinical Profile FL
Climcal Profile |
Gliracal Profile R

B Assignment

Clinical Profile R1

iguration clinical profile_r
Clinical_Profils B
L1 Sethings Cliracal_Profile G

Cilinézal_Protile D
Climizal_Profile G
Cliracal_Profiles

Clinical Role Type
Other

Certified Murse-
Patier Care Ta
Fegistersd Nurss
Registened Murse
Registened Murse
Registered Nurse
Registersd Nurss
Registened Murse
Registened Murge
Registerad Nursa
Registersd Nurss
Registened Murse
Registened Murge
Registerad Nurse
Registersd Nurss
Anestheshlogist

Registered Murss

Drescription
This |s the case manager for  patient

This is a cedified nursang assistant
This is the charge nurse for the unit

Consulling Anaesthesiologist

m
=

AT T T T T e e T T T

i

SCrplior

Delete

or
@
=
&
=z
[ ]
L)

Glinsca_profile
Consulting Ana...
@ User Guide o ED Murse
E LGQQUT Redraah i
Details

Complete the following fields:

1. Name (required)

2. Clinical Role Type - Required field. This list is fixed across all facilities and is used for Analytics reporting.

3. Code (required): The code is a unique identifier that is used to integrate with the Clinical Server.

4. Description (optional)

5. Click Edit under Affiliated Facilities.
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PatientSale Hoapital Details Cang Roles

Clinical Role Type:

i1 Dashboard o

Description:

A Assignment

Affilated Facilities

Quercue = (NN NN

E s22 Clinical Profiles: Primary Murse

Parmissions

Clinical Profile Information
Admin User
Name: Primary Murss

Ragisierad Murse
FMNO1

Primary Murss

Facility

Auto Provisioning Extension Ranges

App Link Launch Poinls

Remove

Edit

6. Select one or more associated facilities.

7. Click Done.

Edit Affiliated Facilties

PabentSate Mira

Mama
Meza

PatentSate Temecula

P55 Camel
PS5 Inving

PSS Long Beach

PSS 5D

Test Exprassway

Tasling Hospital

Univarsity Hespital

Cancal

Auto Provisioning Extension Ranges
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If the clinical profile has been configured to automatically provide an extension to users upon initial log in, the

set of extension numbers will display here.

1. Click on the range of extensions to view Settings>Voice Systems.

patientioLchjf

E
PateriSale Hoapilal
o At oer
5iF Dashboard
B Assigrment

E2 Clinical Profiles: Primary Nurse

Diatails Care Roles P GeadnG App Link Laungh Poings

Clinkzal Profile Infommation

Mammea; Frimary Mume
Chinical Fiobe Type:  Regisiered Nurse
Ciide: FH

De=scripibon: Primary Murse

Affiliatad Facilities

il Remave
FES Canmel =] =
PabeniSate Mira Mesa <]
PatenlGats Temacuia ]
Eit
Auto Provisioning Exiension Ranges
Faciity PRX Marmss Rangs MName Rangs Slarl Range End
a User Guide = FabentSade Mira M doc server freesatich 1000-1100 1060 10840
3 Log Lo ] oo ] [ icmen ] o
Care Roles

1. Select the specific facility for which you want to add Care Role(s).

2. Click Edit to add Care Role(s) for the Clinical Profile.
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E s22 Clinical Profiles: Primary Murse

FatienSate Hospital Details  JCTOECNTEN  Parmissions  App Link Launch Points
Faoility: PEE Carmmel |
Admin User P55 Carmel
Care Rol - -
] PatientSafe Mira Mesa I
Mag PatientSafe Temecula Descophon AE sign To
Primary NU Testing Hospital Pabent
EEE Dﬂshbﬂﬂf’d UI'II'J'ETEITEI' Hospirtal

A Assignment

A, Configuration

XX Settings

© User duide = N [ SnosComotier || w0

3. Selectthe desired Care Role(s) from the list.

4. Click Done.

Care Roles

|
MName

Pharmacy Tech -
Physician

Physician Assistant

Primary Murse

Primary Murse 2

PT

Radiclogy On Gall

Registened Murse 2

Residant

Respiratory Therapist
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Permissions

1. Select the facility for which you want to add/modify permissions. The permissions apply to only the
Clinical Profile.

2. Click Edit to add the permissions for the Clinical Profile.

E s22 Clinical Profiles: Primary Murse

FatienSate Hospital Details  Care Roles EEEUNTSGNEE  App Link Launch Points
Faoility: PatieniSale Mira Mesa
Admin User
Search
Penmmission I Descnpton Scope ACCEES

i1 Dashboard

A Assignment

A, Configuration

XX Settings

© User Guide = N [ SnosComotier || w0

3. The list of permissions displays with the Permission Name, Description, Scope, and Access.

= General permissions apply to all facilities.

= Facility permissions only pertain to the selected facility.
4. Selectthe Access drop down menu and choose Allowed, View Only, or View & Edit.

5. Click Done when you are finished.
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Edit Permissions: PatientSafe Mira Mesa

Copy from tacality Search
Permission Descnplion Scope AcCcess
Access Glinic_ .. Enabie access fo the Glincal Managera . General ncne v | =
Access Enferp...  Enable access to the Enterprise Managsr...  General Allowed
! Access Integr Enable access to the Integration AP General nome
Access Messa... Enable access 1o the Massaging (WMPP)_..  Genaral Allowed
I AcGess Palien...  Enable access 1o PatieniTouch apphcatio...  Genaral Allowed
I Afliated Facili... Configure afliliated Tacilities for Clinical P Gengral none
Caregivers Caregivers list and details, General . View & Edit
Caregivers: P Configure PatentTouch phone extension...  General nane
GCaregivers: U... User Account details for Garegivers (incl._.. General View Cinly -
View & Eart

Canecel

App Link Launch Points

Customers are actively using Epic Haiku and Rover and want to seamlessly link from these third party apps to
PatientTouch. If your hospital is configured for this feature, clinical profiles will be assigned App Link Launch
Points. In other words, Epic Haiku or Rover buttons will appear in the designated locations on the PatientTouch
application.

1. Click App Link Launch Points.
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B Assignment

'\l\ Lonfiguration

L} Setiings

@ User Guide o

5] Logout

82 Clinical Profiles: Primary Mursa

Details

car Ros sgp Lk L Pt

Fanility:

Pesmissicn |

Acoass Enferpris
Access Messagin

Access PatienTo. ..

Caregven

Caregreens. Patie.

Caregrars: Liser
Drevice Auhorizat
Drewvice List

Edit Contact info
Hide Contact info
Organization Stru

Aequest messag

Send HIPAA-com. .

| PatientSate Mia Maza

Descriplion

Enabile access to the Enterprise Manager web a
Enable access 1o the Messaging (XMPP) Server
Enable sccess 1o PatieniTouch applicatons
Caragivars Ist and detals.

Configure PatieniTowch phone extensions for Us
Liser Account details for Caregivers (includes Ca
Configure authorization of devices in Device LSt
Device List detalis and Glean-Up List capability
Enables users on devices and web massanger t
Enabile the user bo hide par of ihesr confact mfor

Organization Lind and Organization Type lists an

Enabile requesting acknowledgemends in lext or ...
Enabile sending of HIPAA-compliant pages via 5. ..

Search

Scope ACCESS
Genaral Allwad .
General Allowed
General Allowed
General WView & Edit
Genaral Allowad
Genaral Vigw Onily
General Allowed
General View Only
Genara Allowed
Ganaral Allcwad
Genaral View Onily
General Allowead
General Allowed -

Edit

[smetcmetor | ome ]

All of the App Link Launch Points display for this clinical profile. The Name field indicates the name of the button
that will display on the PatientTouch screens. The Type field indicates the screen where the button will be

located:

m Patient: patient-info screen and patient-context screen (individual patient)

m Patient List : assighments/unit-browse screens

m Use : contact-detail screen (individual contact)

m Schedule : currently not used

2. Double-click on a Launch Point to view more detailed information.
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E £ Clinical Profiles: Primary Nursa
F— e T Sl oo Lot Pt
Facility; FatentSate Mira Masa
Admin User
o App Link Launch Points
Hama Descrphon Type

Epic Haiku Uzar, Mira Mesa & Temecula, all care-roles User
EEE Dashioard Epic Haiky Patigni; Mira Masa & Temecula; all carg-roles Paligri

Epic Haiku Patient-List; Temecula & Mira Mesa_ all care-roles Palien Lisl
E Assignment tes tes Lmer
L} Setiings
@ User Guide o Edt
5] Logout e | oo T

3. The App Link Launch Point configuration screen displays. View or modify data as necessary.

E _-"’I App Link Launch Paint

epichaiku-launchioginnamea Susermame

Liser, M Mesa & Temecula. al care-rodas

Clinical Prohile

Prysical Tharapy

& Configuration

Physician
B Settings PRAY-ClinicalProtie
Primary Murse
Radiclogy
Registerad Nursa
Resident Physician
Respiratory Thesapist
S0 Nurse

@ User Guide o=

5] Logaut

PahantSate Hospital

Details

Mame Epic Haikou

Admin User

Liri

Dwscription

Type Liser
s Dashbeard

Available To (Clinical Prafiles)
A Assignment

Faclities
PatientSale Temecula, PatientSale Mira Masa
FatientSate Mra Mesa, PSS Carmel, PatientSate Temecula
PatientSale Mira Meza
PalientSale Hospilal, PaiemSale Mira Mesa, Tesling Hospit. ..
PatientSale bira Mesa
PahentSate Temecula, PatientSale Mira Masa
PatientSate Temecula, Peliem3ane Mira Meza
PatientSale Mira Meza, PalientSafe Temecula
PSS Carmel, PatientSate Mira Mesa, PatientSate Temecula

Save & Create Hew | Save |

Remove

Exli
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Saving Newly Created Clinical Profiles

patientioLchjf

1. If you have more Clinical Profiles to create, click Save & Create New to save your current Clinical Profile

and prepare to enter the next one.

2. If you have finished creating your new Clinical Profile, click Save.

3. Click the Back button at any time to return to the previous screen. If you have entered any information,

you will receive a message asking if you want to save.

E £2 Clinical Profiles: Primary Murse

Clinical Profile Information
Admin User
Mame: Primary Nurse

Climical Role Type: | Registered Murse

" P
#: Dashboard Code: ot

Dassariplion: Primary Murss

B Assignment

A Conf guration

Affiliated Facilities
X Settings

Facility

P33 Invine

Auto Provisioning Extensgion Ranges

ﬂ User Guide c Facility PEX Mame Range Mama

5 Logou

PatentSate Hospital m Care Aioles  Permissions App Link Launch Paints

Remowve

Range Star Range End

Save & Create Mew

Edit

Editing Clinical Profiles

1. To edita Clinical Profile, simply click the Edit icon to the right of the desired Clinical Profile.
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Clinical Profiles ||‘.;ea ch by name of deschption
Mame 7 U""Ef:ll ':"'-'E Description Delets
oulside Registered M Fa g =
Phamacist Registered Ph...  This is & registered pharmacist Fa =}
Phamacy Ma Other Fd (=]
Phiebotomist Certitied Phle.. This is & phiebotomist user rFa B
Physical Ther Physscal Ther This s & cerified physical therapist Fa 8
Phiysician Doctor of Med Doctor Fi B
Pnmary Murse Registarsd M. Primary Murse B
Registered N Registered M. .. This is & clinkcian with an AN degree ri B
Ressdent Phy... Doctor of Med This is & physician in resident pro Fa =]
Respiratory T... Respiratory T... This is & certified respiratory thera... Fa =]
S0 Murse Doctor of Med Fa g
Speech Therapy — Spesch-Lang.. This is & certified speech therapst Fi =]
Team Murse Registered M. Fi B
test Registared M. 555 Fi =}
testin Registered M.... Fi =}
Transport Transport This is & transport technician in th... ri B
a Usar Guide Unit Secretary Other This is the unit secretary fior the unit Fa =]
VSTestCareP...  Redistered M... o B h
5 Logout RAefresh Create New
2. Or, double-click an individual Clinical Profile.
3. Edit any of the Details, Care Roles, Permissions, and App Link Launch Points tabs.
E £2 Clinical Profiles: Primary Murse
PatentSate Hospital m Care Aioles  Permissions App Link Launch Paints
Clinical Profile Information
Mame: Primary Murse
Climical Robke Type: | Regisiensd Murse
Code:; P01
Dassariplion: Primary Murss
Affiliated Facilities
Facility Remowve
FES Indine =] -
Edit
Auto Provisioning Extensgion Ranges
ﬂ User Guide c Facility PEX Mame Range Mama Range Star Range End
5] Logos s
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4. Click Save when you are done.

Deleting Clinical Profiles

Users with the appropriate privileges can delete a Clinical Profile by one of two methods:

1. Click the Delete icon to the right of the selected Clinical Profile.

PatieniSate Hospital

B Assignment

‘J\ Configuration

X Settings

€ User Guide

3] Logout

Clinical Profiles

Mame T

Phamacy Ma_..
Phiebotomist
Physical Ther__.
Physician
Prnmary Murse
Registarsd N___
Riesidant Phy__.
Respiratory T...
50 Murse
Speech Therapy
Team Murse
tesl

festin

Transpart

Unit Sacratary
VSTastCaneP. ..
VETastClinica. ..

FAefresh

Clinical Role
Typ

o

Other

Certified Phie...
Physical Ther..
Doctor of Med._...
Registered M.
Registered M. _.
Doctor of Med._...
Respiratory T....
Dsctor of Med__.
Speech-Lang...
Registared M.
Registared M. _.
Registarad M.

Transpart
Other

Flegisiered N._

Other

Search by name of descnption

Drescription

or

This is a phiebotomist user

This is a certified physical therapist
Drostor

Primary Murss

This is a clinician with an AN degres
This is a physician in resident pro___

This is a cerdified respiratory thera...

This is a cedified speach therapist

This is a transport 1achnician in th_..
This is the unil sacratary far the unit

A Y L

Celets

iﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂl

Create Mew

2. Or, from the Edit screen click Delete from the bottom left hand corner.

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A

patientioLchjf

72



PatientTouch® Enterprise Manager User Guide pat_ientl ”U”H?

E #E Clinlcal Profiles: Primary Murse

PatientSate Hospital m Care Ricles  Permissions  App Link Launch Paints

Clinical Profile Infermation
Admin User
Hama: Primiary Mursa

Climical Role Type: | Regisiered Murse

4% Dashboard Code: Aot

Dassaription: Primary Murse

B Assignment

‘I\ Conf uIration

Affiliated Facilities
£ Settings

Facility Remove

PSS Invine B =

Aule Provisioning Extension Ranges
© User Guide o

Fasility PBEX Mame Range Mama Range Star Range End

5 Logou oo ] oo ]

Searching for Existing Clinical Profiles

To search the existing list of Clinical Profiles, enter your key words for Name or Description into the Search field.

E Clinical Profiles I|;|r|r'1 I
me M | Clinical Role Typa Digscrplion Edil Dtz
Primary Murse Registered Murse  Primary Murse ’ -]
o Admin User -
Primary Murse 2 Regisiered Murse ' (=]
# Dashboard
8 Assignment

9, Configuration

X Settings

@ User Guide 2

E LCIQD!..II Redrash i- Create Mew
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Caregivers

Viewing Existing Caregivers

1.

From the Dashboard, click Configuration>Caregivers.

PataniSate Hospital

o aminvser — (300d Morning

E -*-5515!'1"*9“1 My Assgrimaents
| Somtomen |
Organization Types
£ setlings

1 vl : S =

E Dashboard

Hi Admin User!

Thursday, May 16, 2019

Ornganization Linits
Clinical Altribules

Care Roles

Clinical Profiles
Entities

Carsgraers

Caontacts

On-Call Ievlegrateons

Bulk Upload

1.

2.

A full list of existing Caregivers displays with the Last Name, First Name, Job Title, Credentials, Username,

Badge ID, and PatientTouch ID as well as the option to Edit or Delete Caregivers.

The default is to display All in the Facilities drop down menu. To see Caregivers for a specific site, select it

from the Facility drop down menu.

Sort any category in either Ascending or Descending order by clicking the small up/down arrow to the
right of each field. You can also access the Show Options tab to list Caregivers only, or include

Deactivated users.

If there is more than one screen of Caregivers, arrows will display at the bottom of the screen. Click the
single right arrow to navigate to the next screen. Click the double right arrows to navigate to the end

screen.
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i Caregivers Facilfy | AN | Searnh
Show Dotigng
[] Show deactivated Careghens
[] Show Ussr Accounts cnty [ Lisemams Badge 1D PatienTouch 1D Edit Celste
[] Show system usess | pabig 123 pabke S ga pss net Fa g =
Apney Sleve Sungeen sanney 1132 sabriey @58 pEs net g -]
Apundy Mok Frisbol . | mabundy 1116 maDundy B A pss. . e B8
Addams Jare LEW |jagddams jaddams ' -]
Adinondack Mitch IT Diresc miasiondack 1117 madirondackga. .. ' B
Adtgrnut Robert Fhysica ratamusn 1121 ratigmauth @ga pss ’ g
Affiiated F..  Zoheeh zal zal zal G ga pes nel ra ]
Atirth Joe Janiior [afirtt 1120 Jatin @ ga pss et 'y =}
Airbus Kelly Respira kairbus 1122 kairbus @ prs net Fa -]
Mlexander, . Joseph Uraikogy &t aji aji @ga pes net g B
P Karsn Uit Sa kadonarson 1118 kadongrson @ga B r B
Angeraon Becky Fismate DBEMISFEON 1112 panenEonE oa pE. s (]
Angerson Abtry Fiegiste FANSIEEON aa AFNEETEON B OE pE. s B
anne barbara nurss barbarab barbarah barbarab @ qa pes ... ra (4]
Applebes John Anesih._ . japplebee 1111 jappiebes Boa pes . s ]
Anndel Jay Physcian  jarundsil 1118 jarundell@qa pss. nat ra B
Assignment  Zoheeh 2RSS ZAssgN 2asaign @qga pes. mel i B
. . Zotwsh This us sl Zassign .. Zasskgreel @gaps r B
© User Guide =2 :ﬁw anfel T an#el mmlqnu.mnu ra -] =
3] Lagout & & ¢ | Page |2 |of16 | > 3 26-5003TE Creaie Mew |

Create New Caregiver

1. To add a new Caregiver, click Create New.
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E & Caregivers Facility Al
PatientSale Hospital Show Cipliong
D oy || usoname

Able Pawl Surge...  pable
Abney Steve Surge...  sabney
Abundy Malcolm ~ Phleb... | mabundy

32 Dashboard Addams Jane LSW |addams
Adirond.. Mitch ITDir... | madirondack

E Assignment Attermut Fiobert Physi...  rafiemuth
Attiliate_ . Zohreh zat

A, Configuration Afirth Jog Janstor |afwin
Alrbus Kelly Respl...  kawrbus

L) Settings Alexand... Jossph  Urology | ajl
Amber Karsn Unit S kadonerson
Anderson Becky Regis...  banderson
Anderson Abby Regis...  aanderson
anne barbara  murss barbarab
Applebes John Anest..  |appisbes
Arundeil Jay Physl... | jarundell
Asign. .. Zohreh Zassign
Assign. . Zohren  This u zassignaell

0 User Guide 2 . e e

E Logout ; Page 2 of 16

Search

Bade®  patientToush ID
|}
1123 pable@ga pss...
1132 sabney&ga.ps..
1116 mabundy &ga
jadda
117 madirondack@ ...
121 rafflemuth@&oga. ..
zat zal@gapss.net
1120 jafrth&qa pss....
1122 Karbus & qa.ps. ..
EN 3|1 @qga pss.net
1119 kadonerson@g...
1112 banderson@ga...
EE] aanderson@ga...
barba .. barbarab@gap...
111 |applebec@oa
1118 jarundell @ga.p...
ZESSiQN  Zassign@oaps...
ZEssi..  zassignsel@o...
ansel an#el@oanss..
26 - 50 o 377

Edit

L R L T T T T T T

Delete

Details

2. Complete the following fields:

= First Name (optional)

= Middle Initial (optional)

m Last Name (required)

m Signature Initials (required)
m Job Title (optional)

m Credentials (optional)

= Company Name (optional)

= Department (optional)

3. If you want to add a photo of the caregiver, you must save the information first.

4. Click Save.
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1
r

E Caregiver: Brenda Middleton
PatiantSafe Haspilal DEREY  Contact  Assoclabions  Wser Account  Permisskons
Caregiver Informaton
Admin User
Farst Hamme: Brenda Muddle Inrizal:
Last Mama: Muddieton Signature initiaks:
Jabs Tilde: Fagishered Nursa Credenlials: AN
25 Dashboard
A Assignment Prchile Fhato Oither
Choose Photo Company Mame
-k Configuration No P——
e p 5 . Dapasiment:
L Settings Caregiver Additional Ida
d Type ldmrides Faciliy Aemowe
Mo addtional ids se1
Affihated Facilibes
Faciliy GAre ".l"'"lé_:"r'"'“"-' Remowve
@ User Guida o Edt

5. Click Choose Photo...to add a picture of the caregiver. This image will display on the PatientTouch
Communications client application.

6. Click Add to enter an Caregiver Additional Id. This Id links the user to an external system such as Active
Directory (AD).

7. Scroll down to see the Additional Info section (see image below). If a caregiver belongs to an access
group, their access group name will display. In the example below, the caregiver's access group is Staff
Nurse. This is a non-editable field.

Additional |IDs
ID Type |dentifier Facility Remove
Mo additional ids set.
| Add |
Additional Info
System Type Facility Value
cermer accessgroup PatientSafe Mir...  Staff Nurse

8. Click Edit to select Affiliated Facilities.
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1
r

E Caregiver: Brenda Middleton

PalientSare PEETN  Contact  Assoclabons  USer Account  Permissions

Haspial
Caregiver Informaton
Laxt Mama: Midieton Signaturs Initiaks: -

Job Tithe: Registersd Nurss Credentials: AN
25 Dashboard Frefis Frase Chher
) Compainy Mame;
B Assignmant

Choose Phobo Departmant

—

Remave Fholo Carsgier Adddional Ids
i id Type [EL = Faciity Aemoye
£X Settings ! '
MO SOChiCnal e sl
Affihated Facilibes
Faciliy GAre ".l""l'r_:"'-'"r-"-' Remowve
@ User Guida o Fdt

9. Select one or more facilities for the caregiver.

10. Click Done when you are finished.
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Edit Afilated Faciilies

Faility

PabeniSale Mira Mess
PabentSate Temecula
PES Carmel

PSS Indina

P38 Long Baach

P55 8D

Tesl Expressway
Testing Hosprial
Univensity Hospital

Cance

patientioLchjf

Dore

Mote Afteryou select the affiliated facilities, the Associations tab becomes active.

% Caregiver: Brenda Middleton
E o

Caregiver Informaton

Admin User
Last Hanma: FAckdlaton

Job Titha: Registerad Nurse

2 Dashboard

Profile Photc
B Assignment

Chostet Phrabe

9, Configuration 1

‘ Remove Phobo
£ Settings

Affibated Facilihes

Farcilty
PaherriSate Mra bMesa
FatiemSata Temaecula

© User Guida

Bioom

FatientSale Hosplial DR  Contact  Assoclabions  USEr Account  Permissions

Signatuna Initiaks:

Credenhals: RN

Cither
Company Mame:
Depariment:
Carsgrer Agdtioral los
i Type [ el Facilty Aemowe
"Nursed | ABCIZE ] B

Caragnvar Extamal R
h TEmoye

B

Edt

Save & Create New m

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A 79



PatientTouch® Enterprise Manager User Guide

patientiouchjf

Mote The Caregiver External ID is from an integrated system like Active Directory or an EMR/ADT system.
When you select the affiliated facility, the external ID field is automatically populated (if applicable).

Contact

The Contact tab allows you to enter your contact information: phone numbers, email addresses, postal
addresses, and messaging JID.

1. Click Add under each of the contact types.

2. Select the "type" from the drop down menu.

3. Enter the phone number, email address, postal address, or JID (you can get this from the User Account

tab).

4. Place a check mark the "Hidden" check box to hide that particular communication method, if you have

the appropriate permission.

5. Click Save.
E Caregiver: Brenda Middleton
PatientSare Hospial Detals Associabons  Wser Accouni  Permissions
Phone Mumbers
Admin User
Typs Humbsar Fragility — =
Mobie Phane aEEsEE1212
Primary Phas B5ET463100 D B
25 Dashboard
8 e
'k Cronfiguration rmﬂll n.me'S&Eﬂ.
# mm; Type Address Dhefita
Home priddieton & pes. nospital net B
e
Postal Addrassas
Type Adidress 1 Ardr ity Slate ar Dieleds

@ User Guida o

5] Logout

e ] ooee [ e

o

Save & Creale Mew

Associations

Use the Associations tab to select the Associated Clinical Profile(s) for the caregiver.

1. Select the appropriate facility from the drop down menu.
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2. Click Edit underneath the Associated Clinical Profiles.

E Caregiver: Brenda Middleton

Detais Conzact ASSCIabons Liser Account Permissions

PatiantSale Haspial
Faciliby: I FatierSafe Mira Masa I
Admin Uzer
Associated Clinical Profiles

Mams | Chrncal File Type Diasciplion
"I
£i2 Dashboard
K Assignmeant
B2 Associated Ong Unils Org Unit Type:  Nursing Linit
Oy Linit Source(s)

€ User Guide

5 Logout Dot Save & Create Mew

=

Ed

3. Select the desired clinical profile(s).

4. Click Done when you are finished.
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patient.ouc

E Caregiver: Brenda Middleton
PatiantSale Hospital Detalls Gontact AssOciabons LsEr Account PRrmissins
Facility PalieriSals Mira Mesa
Admin U Clinical Profies
| Mame T Descriphion
1 outside -
2 Dashiboard [ Pnamacist This i5 & regitared pharmacist
] Phamacy Manager
B assignmant | (O] Phistoicmist This ts @ phisbaiomist uses
1 Physical Therapy This is & cetified physical erapist
|MD Physician Doctor
#H&lrll‘lgﬁ ] Radiclogy
1 Registered Nunse ‘This 15 & clinician with an AN degres
] Resident Physician This is a physician in resident progs Linit
T Respiratory Therapést This Is & certifed raspiratorny fharapist
] 8D Nurse
| Spesch Therapy This ts a certified spesch Merapist
] Team Murss

o

A

L
i

@ User Guida o

5] Logout

5. Click Edit underneath the Associated Org Units.

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A 82



PatientTouch® Enterprise Manager User Guide

patientiouchjf

E Caregiver: Brenda Middleton
PalientSale Hosphial Detals  Gontact [GEEEACESCE  LsEr Account  Permisskons
Facsility: PatigriSafe Mra Mesa
Admin User
Associated Clinical Profilss
Mame | Chrnzal Aok Type Diesciplion
Primary Mumss RAegistarad Numse Primary Murse
25 Dashboard
B Assignmant
-k Configuration
£ Settings
82 Associated Ong Units Org Unit Types | Nursing Linit
g U Barceis)
@ User Guida o

Edit

Edut

6. Select the desired Nursing Units.

Note

7. Click Done when you are finished.
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Note

< Edit Associated QOrganization Linits

g Uil T Mursing Unit

Facility: PatieniSate Mia Mesa

Ceganization Lni

24vest

3-Merth
FRADFLOCA
I-South
W

[-7 4WEST
IWEST
AB03 Mursing Ui

Cancel

Mursing Linits

10454

2:50uh
2-F0UTH
29\est

3-Morth
IRDFLOOA
3-Bouh

aw

4WEST

FWEST

ABOE Mursing Uil

patientioucrjf

If an associated Nursing Unit is associated by a Care Role, then the Care Role name displays under the

Source(s) column. If it is not associated by any Care Role but by the caregiver, then “Caregiver”

displays.
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E Caregiver: Brenda Middleton
PatientSafe Hospial Detats  Contact  EERNSECREN  User Account  Permissions
Faslity: FatieriSats Mra Mesa
Admin User
Associated Clinical Profiles
Mame | Chrnzal Aok Type Diesciplion
Primary Murse Aeqistarad Hurmse Primary Murse
25 Dashboard
A Assignment
4, Configuration
1} Settings Edt
82 Associated Ong Units Org Unit Types | Nursing Linit
Oy Linat Saurceis)
2-90Nast Caragiver, Prenary Mursa
ARDFLOOR Primary Murss
4 WEST Caraghve
ccu Prirmary Murse
ED ED Murse .

@ User Guida o

Edut

User Account

Use the User Account tab to set up a user name, password, pin, and messaging ID.

1. Click Create User Account.
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E Caregivers: Brenda Middiston

FahientSate Hosgial Dwlals Contact  Associations Pemissicns

Create Lser Accoun]

135 Dashboand

B Assignment

# Sattings

@ User Guide &

Bioon [oomsomen ] oo

2. Use the information below to enter the Username and Badge ID:

m Username - This is the name users will enter to log into the Enterprise Manager, Web Messenger, and
the PatientTouch Communications application.

m Badge ID: This is the set of numbers and or letters associated with the users badge. They will scan their
badge to log into the Clinical Manager and the PatientTouch handheld.
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E ‘& Caregiver: Brenda Middleton
PasentSate Hospral

oumm-

i1z Dashboard

Datails Condact

Account ID
Usemame: brmiddigdon
Password:

Messaging
B3 Assignment

ASSOCighons

Charegs Passwoed

Lisar Acoount

Pefmissions

Bacge ID: GEEE

Security PIN:

Sarl Security FIN

Patient Towch I

zonfiguration

Preferred Contact Method
£ Settings
Primary Phong

Patient Touch Extensions
Facility T
PatantSale Mira Masa
PatienSale Termecula
University Hospital
i User Guide

E Logout

[ o | o |

Vioice Systern Exie GCall Forwarding Edit

N cenfigurd
Mo configured

Save & Create New m

3. Use the information below to set the Password and Pin.

Set Password
St Pasgword
Heow Passward | | ] IEI
Re-enber Hew Password: | o

Pasgwond musl comain

= Al laasl 4 chafacien

The password requirements are listed under
Settings>Security and are configurable for each server.
The same password is used for the Enterprise Manager,
Clinical Manager, Web Messenger and PatientTouch.

Sat Dyt Passwmnd

Enter and Re-enter a new password.

Or, click Set Default Password to have Enterprise
Manager automatically enter the system's default
password.

Set Security Pin

Sat Sacurty PIN

Mew Becuriy PIN: o
Re~aniar Now Sacurnty PIN: E’
PIN must b

= 4 digits lang

= Alleast 3 giflersnl dagits
= NongonesCudive

The Security PIN is an optional field and only used for
PatientTouch Communications - Android and iOS client
and Web Messenger. Use the PIN to unlock the screen
after it locks out after a configurable amount of time.

Enter and Re-enter a new pin.

Use the following tips when creating a PIN:
- 1234 or 4321 or 8765 will not be accepted
- No repeated digits
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- You will not be able to save your pin if it has been used
by another caregiver.

Click Done when you are finished. Click Done when you are finished.

4. Use the information below to set the PatientTouch ID.
m Click Generate. The application creates a PatientTouch messaging identifier (used for text messaging).
= You can also manually enter a PatientTouch ID and click Check to see if there are any duplicates.
5. Click the Preferred Contact Method drop down menu to select the preferred method of
communication for this caregiver. The preferred contact method must be entered in the Contact tab
(primary phone, email, etc.)
E ‘& Caregiver: Brenda Middleton
PabentSate Hospial Detals  Contact  Associations [Eclot Ll Pemissions
Account ID
Admin Usar
Usemame: brmiddigdon Bk ID: BEEE
Passwond: Changs Pasaword SEﬁurI[]l PM: Sarl Security FIN
=2 Dashboard
Messaging
B3 Assignment
Patient Touch ID: brmudidieton & ga pss.net Check m
| <, Configuration
Prefered Contact Method
£ Settings
Primary Phone
Patient Touch Extensions
Facility T Wioice Sysber Exie GCall Forwarding Edit
PatieriSale Mia Masa Mot ry
PaliernSale Temecula Nl mnl'?gumd
Urniversity Hospital Nei configured
i User Guide

6. Use the table below to assign PatientTouch Extensions.

Mote Thissetting only pertains to those users of PatientTouch Communications-Android/iOS client or for

those who have installed the Clinical Communications Module.

Mote Userscan only have one extension per facility and one extension per Voice Setting.

1

sion

From the Assign PatientTouch Extensions screen:
2 Click Off to turn off call forwarding.
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3 Click Forwarding # if you want your calls to be forwarded to another extension. Enter the Call Forwarding
#.

4  Select the Extension Name (|nternal Range, External Range, Blue Range, etc.) that was set up in Set-
tings>Voice Systems.

5 Click Find Next Available o Find Next Available DID, The extension automatically displays in the
PatientTouch Extension field.

6 Click Allow Voicemail (indicator) to enable the device to connect to a voice mail system, i.e. Cisco Unity.
7  Voicemail: Click to have your calls forwarded to your voicemail.

8  Click Done when you are finished.

T TR TSPV R O
| Fawility: PatentSafa Mira Masa Voioe System: PSS CLCM
Call Forwanding: ofr PatieniTouch Extension: 6001
7 ® Forwarding # Allow Voicemail: 7 a— b
—— - Woicems ) ;
' voicemail Dial 8: 5530
IF i E i 1
Gall Forwarding geETaEm Vobcemail Forward £: 5630
Avaikabls PaterdTouch Exlensions 5
i — | Find Next Available | | Find Mext Avadable DID
HNams Start End i Exiernal Access & Extansion Availamikty
| Intemal Range 1000 1002 M BEA-T45-3100 : =
I Exiemal Acces... 4611 4650 Y BEATSE0000 6001 Avallabke
Range-G... 8000 6012 ¥ BE8-722-1300¢

KR ==m 8

The information displays in the User Account tab.
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Patient Towch I

1\_ I'_":_:'|||I5'.jr.=_'_|I:_:'|

£ Settings
Primary Phong

PatientTowch Extensions

berwcdlieton & ga pss.net

Preferred Contact Method

E ‘& Caregiver: Brenda Middleton

PabentSate Hospial Detals  Contact  Associations [Eclot Ll Pemissions

Account ID
Admin Usar

Usemame: brmiddigdon Bk ID:
Passwond: Changs Password

=2 Dashboard
Messaging

B3 Assignment

e ] e

BEEE

Facility T Wioice Sysber Exie GCall Forwarding Edit
PatieniSale Mira Masa dos sarvar Tneaswiich 1000 Mot enabiad ra
PatienSale Termecula Nt conifgunsd
Univergity Hospilal o configunsd
@ User Guide Fr—
) Logor som
Permissions

If you have the necessary privileges, you may edit Caregiver permissions. Otherwise, you will only be able to

view them.

The permissions can be modified here to give additional permissions outside of what is set in the Clinical Profile.

1. Ensure you have the correct facility selected. Or, you may select "Facility Independent."
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E Caregivers: Brenda Middlston
FabentSate Hosphiat Detals  Gontact  Associatiors  User Accourt  [JERE S
Faaility: PaherSale bira besa Edt Carsgrer Parmissones
Adrmin User Mote: Permis PabentSals Temeoula N adgditicn i and will not ovemice permissions inhented irom Glinkcal Profiles, i
FahentSate Facthc Baach
Facility P posigntziate Mira Mesa Seanct
Faciity-independent
e Pamissiol thy-indlependen ticn Scope ACCESS Source(s)
12z Dashboard
P o = Juresd
E} Assignment

& User Guide e

Biooou o ] oo (oo scmte | sen

2. Click Edit Caregiver Permissions.
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E Caregivers: Brenda Middlston

FabentSats Hospial Details Contast Associahions Lisar Aoyt m

Faaility: PatermSale bira Mesa I Edt Carsgrer Pamissons I
Adrmin User Mote: Permissions configured hiere will be in addition o and will not ovenride permissions inherted rom Clinical Protiles, if

Facility Permessions

Pamission Deascription So0pe ACCESE Source(s)

21: Dashboarnd

E} Assignment

&, Configuration

0 Settings

) User Guide ex

2] Logou C—1C—1 e —1]

3. You may copy permissions from another facility.

4. Or, search for specific permissions using the Search field.
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Edit Permissions: PatientSale Mira Masa

Copy from faclity

FatieniSale Temecula

Description

FahentSate Pactic Beach

Facility-ndependent
ACCEEE Ime-graﬁm =

Access Massagin
Access PatientTo. ..
| Aftdiated Facilities .
Carggrears
Caregivers: Patien_..
Caregreers: User
Clent Canilicatas
Climical Afribubes
Contact Dieclory
Davice Autharization

Device List

Manage System

Canos|

e access to the Entarprize Manager wed appl._.

Enaile access 1o 1he inbegraton APL

Enable access to the Messaging (XMPP) Senver

Enable access to the PaieniTouch mobie applicall...

GConfligure affiliated tacilities tor Clinical Prafiles and. ..

Caregivers list and datals

Configure PalieniTouch phone exdensions for User_..

User Account dedails for Caregivers (includes Call ..

Giinical Prafiles and Cane Foles it and details. (..

Contact indormation for all contact types. Edil capa

Configure aufhonzaton of devices in Device Lista. .
Device List delails and Clean-Up Lisi capabibty. Br._.

Call syystam-deval APIs

I Search

Scope
Ganaral
General
Ganaral
Genaral
General
Ganaral
General
General
Ganaral
General
Ganaral
Genaral
General

Ganaral

338333333 383133%

i
w

patientiouchf’

5. If you want to manually select permissions, click the Access drop down menu for each permission and
set to (View/View & Edit or Allowed)

6. Note the General and Facility Specific permissions. General permissions apply to all facilities. Facility

Specific permissions only apply to the selected facility.
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Copy from faclity Search

Pemission | Description Scope Access
HApQNs SUparsar AOCESS SURENSSr Hapans In FENEn | UGN ANSnTIEE aEnaral Al
Requesi message...  Enable reguesting acknowisogements intestor ... | General ABowed
Security Saltings Sysiem securily and autherticaion seitings General View & Edil
Send Extamal Mot Sand neafications via the Imegration AP Ganaral Alowad
Set Amamate Call... Enable the usar 1o sslest sedact, register, vedify and... | General ARowed
Upicad Caregrers Bulk uplcad users, Camegreers, and Contacts Genaral Allowed
Wioica Syslems Vioice Systems (PBXs) setings in Communications. Gensral View & Edit
Affliated Faciliies ...  Configure affiliated tacilities for Caregivers. To alo.. Faciity Sp.. ABowed
Aftlialed Facimes Conhgure atfiliated tacilmes for Clinical Prohles. To Facmty Sp Alowed
Asgignmants Aszignments tor sl Caragivers includng their own). | Faciity Sp.. View & Edit
Assignments (self Abilty for Caregers 16 manags (heir own assgnm... | Facilty Sp.. Alowed
Daragr-'ers- ASTDC .. C-Cﬂhwm NUT‘EH'I‘] LUni associatons for il 5&"99"’ . Facility 3p Alpwed
Caregivers: Assoc..  Ability for Caregivens 1o configure their own Nursin... | Facilty Sp.. ABowed
Caregrears; Cal F Configure Gall Forsarding options. To allow, must Faciity Sp Alowed
Oinnanizasion | init Cinnfirmins activaSnn of Ornenizaion Linds T sin Farlits 80 A

Canos|

patienttouchf’

7. Click Done when you are finished.

Saving Newly Created Caregivers

1. If you have more Caregivers to create, click Save & Create New to save your current Caregivers and
remain in the Create New window. This allows you to create multiple Caregivers without having to
return to the main menu first.

2. If you have finished creating new Care Roles, click Save.

3. Click the Back button at any time to return to the previous screen. If you have entered any information,

you will receive a message asking if you want to save.
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E ‘2 Carsgivers: Brenda Middlston

FahentSale Hosphiad Gontact  Associations  Lser Accourt  Pemmigsions
I'_‘.a,legn.'m Inforrmation
Admin User
First Mame: Brenda Middhe Initial
Last Hame: Middietan Signature initials:
Job Titha: Registered Nurse Cradantials: AN
i35 Dashboand
E Assignment Profi Prizig Ciihar

Compaiy Naime:

&, Configuration

Chooss Photo Department:
0 Settings

Remoee Fhoto

Atiliated Faclifies

PatieriSale Temecula nong 4]
PatieriSale Pacific Beash ey B
PatiertSale Mira Mess hoRe B -

& User Guide e Fir

&) Logout CCETOEes

Inactivating a Caregiver

After a caregiver has been created and saved, the profile may be deactivated. For example, if a nurse goes on
maternity leave, the facility may inactivate her profile until she returns. When she returns, the profile may be
activated again.

When a caregiver is in an inactive state, their phone extension also becomes deactivated and may be assigned to
another user.

When the caregiver returns to an active state, they may need to be assigned a new extension.

To inactivate a user:

1. Click Inactivate.
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E & Caregiver: Brenda Middlaton

FatiemSale Hospital m Contact  Associations  User Account  Permissions
Caregiver Informaton
Admin User
First Mame: Brenda Middle Initial: -
Last Name: Middiston Signature Initals:
ok Tithe: Registarad Murss Credentials: RM
i1 Dashboard
E M—ﬁgnmﬁni Profile Phabo Other
Company Mame:
nguration 1 Choase Photo.. Department:
# Semngs ! Remows Pholo =
Affiliated Facidities
Caregiver .
S Extemnal ID Famave
PatentSake Mirg Mesa e ] -

Edit

Save & Create New | Save |

@ User Guide o

T =n

2. Click Yes on the confirmation screen.

Confirm )

~" Are you sure you want fo mactivate caregiver. Brenda Meddiston?

Assignments will be removed

3. The caregiver profile displays the date and time of inactivation.
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Caregiver Informaton
Admin User
First Mame: Brenda

Last Mame: Middision
Job Tilke: Registarad Murss
i1 Dashboard
E Assigrment Profile Fhato
1 Choase Photo
j' Remows Pholo

Affiliated Facidities

Facility

PatentSafe Mira Masa

@ User Guide o

E Caregiver: Brenda Middieton (Inactive)

FatiemSale Hospital LRl Contact  Associations  User Account  Permissions

Middle Indtial:
Signature Initials;

Credentials: RM

Cther
Company Namea:

Depart ment:

Caregive

Extemnal ID

Aemaove

51 | ot [ Back | Delete ] Inactivated on: Mar 12, 20191346 |t m
[l all

4. Inactivated caregivers display in gray italics when "Show inactivate Caregivers" is selected from the Show

Options drop down menu.

E Caregivers Fecility
PatieniSale Hospital

Show Ciptiong

%1 Dashboard

B Assignment

@ User Guide

51 | st

A Show inactivate Caregivers
Uzamams
Admin User Show Uiser Accounts anly
Show gystem users

bren

Badge PatieniTouch 1D

Edit Dalete

F ]

Create Maw

5. Nurse Brenda Middleton displays as inactive, in gray, italic font.
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E Caregivers Fecility bren
FatieniZale Hospital
Show Ciptions
NaLri:t' Nr":_1= JobTitle | Usamame Badge PatienfTouch 1D Edit | Delete
Admin User — -
# [+]
LLL)
222 Dashboard
B Assignment
@ User Guide o
Page | 4 ol 1 1-1081 Create Mew
51 | st
6. Double-click the caregiver profile to re-activate her account.
7. Click Activate.
E Caregiver: Brenda Middiston (Inactve)
FatieniZale Hospital (E=ETCl  Contact  Assoclations  User Account  Permissions
Caregiver Informaton
Admin User
First Hame: Erenda Mididbe Initial: =
Last Mame: Middiston Signature Initials:
ok Tithe: Registarad Murss Credentials: RM
LLL)
222 Dashboard
E Assigrment Profile Fhato Cther
Company Name:
1 Choose Phaoto Drespart et
! Remows Phcla -
Affiliated Facilities
Caregive R
S Extemal ID Famave
PatignitSafe Mira Mesa ] -
Exdit
@ User Guide o
oack | Doe acnvaes on: e 12,219 1240 [T (]
51 | st

8. The profile is active again.
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E & Caregiver: Brenda Middlaton

FatieniZale Hospital m Contact  Associations  User Account  Parmissions
Caregiver Informaton
Admin User
First Mame: Erenda Middbe Initial: =
Last Name: Middiston Signature Initals:
ok Tithe: Registarad Murss Credentials: RM
i1 Dashboard
E M—ﬁgnm!ni Profile Phabo Other
Company Mame:
nfiguration - Department:
# Semngs Remows Pholo =
Affiliated Facilities
. Caregiver -
Facky Extemal ID Famas
PatgritSale Mira Mesa nong B -
Exdit

© User Guide

Delete [e—— Save & Create New | Save |

S| ot

Editing Caregiver

1. To edita Caregiver, simply click the Edit icon to the right of the desired Caregiver.

E = Caregivers Facility All Search
PatientSate Hospital
Shige Ooitiong
Last First p— Bange atieniTouch D Edi 4
Mame | Mame Job Tille Usemame o PatienfTouch ID Edit Celete
At Paul Swgeon  pable 1123 pable @0 pas.net B
Abney Sleve Sugeon  sabney 1132 sabmey @A pas ra <]
Abundy Malcoim Phisbo mabundy 1118 mabundy &ga ps Fa -]
25 Dashboard Andams Jane LSW (@S |andams ra B
Adirondack  Mitch IT Dire...  madirondack 1117 madirandack @q... ra =]
Affgroufi Aotart Physic ratfermuth 1121 raftermuth @ga.p Fa (-]
Amliated ... Zohrah zaf zar zaf@gapasnat ra B
&, Configuration Alirth Joe Jarilos jatinn 1120 jafirth S e pas net Fa [«
Airbus Kty Flgspar iairbus 1122 kairbus @ ga.pss r B8
X Satings Alexande .. Joseph Urclogy  aji ali aji @gapssnat rs B
Amiber Kasen UaitS..  kadenerssd 1113 kadonerssn B ga Fa B
Andarson Becky Aagest banderson 1112 panderson & qap rFd -]
Anderson Ay Regisl..  aanderson aa aanderson@gap.. ra <]
anne barbara FILrSE barbarab barbarab | barbarab&gqaps ra [«
Apolebes Jatmn Anest . japplebes 1111 |applebes @ 0ap ra =}
@ User Guide Anunoel] Jay Physic...  jannsell 1118 jarunoell @ ga.ps. .. ra <] .
E Losgout Fage |2 of 16 26 - 50 of 378 Creabs New
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2. Or, double-click the individual Caregiver.

3. Editinformation in any of the desired tabs.

E & Caregivers: Brenda Middleton

PatientSate m Confact  Associations  User Accourt  Permissions

Hespital
Caregiver Information
Admin User
First Mame:; Branda Mukdle Inital;

Last Manme: Middigion Bignature Inrhalks:
|_ oy Tikle: ‘ HE'gl'S-'.ErEB HJTSE" Credenbials: RN
B Assignment Profile Phato Otheer

N Company Namea:
Configuration
‘ Chooss Phoba Departmant:
BX Sattings k P Phits -

AHibated Facilities

Facuty Caregiver

0
Remove
Extemal 1D

PatientSate Temecula nane B N

@ User Guide o= Edit

5 Logout [omescreion ]| ome

4. Click Save when you are done.

Deleting Caregiver

Users with the appropriate privileges can delete a Caregiver by one of two methods:

1. Click the Delete icon to the right of the selected Caregiver.
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E & Caregivers Facility All S
PatientSate Hospital
w Cificn:
Last First A Badge T e 1T — N
Hame T Hame Joity Title Uisemame D PalienTouch 1D Edit Delete
Able Paul Swgeon  pable 1123 paibie @ qa. pss.net r Iil
Abney Steve Surgean sabney 1132 sahmey Sqa pas .. Fa [«
Abundy Malcoim Phigbo mabundy 1118 mabundy &ga ps f‘ E
232 Dashboard Addams Jang LSwW |adams jandams ra B
Adrondsck  Mibch IT Dire...  madirondack 117 magirandack@q. .. Fa [«
[ Assignment Affarmufi Bobart Physic rattemuth 113 rattarnutin @ga.p F g
AMmiialed ... Zohreh zaf zaf zal@ga pes nat Fa B
Afirth o Jarilor jatirth 1120 jalirttS qa pas. net Fa <]
Airous Kelly Aespir kairbus 1122 kairbus 8 g4.pss e g
Alewandge..  Joseph Urclogy  all ET aji Sgapss.net rd B
Al anEn Unil § KAdorErsan 1119 kadenerson @ga ra E
Andarson Becky Flagrst banderson 1112 banderson &gap Fa g
Anderson Abivy Aegisl..  asnderson aa aanderson@gap.. ra B
anng barbara ALrse barbarab barbarab = barbarab&gaps Fa -]
Applebes Jahin Anssth . |applebec 1114 |Applebes 8gap rd <]
@ User Guide = Apurisel| Jay Physic...  janinssl 1118 jarunoel @ga.ps. .. ra E .
E Logout Fage |2 ol 16 26 - 50 of 378 Creabe Mew
2. Or, from the Edit screen, click Delete from the bottom left hand corner.
E & Caregivers: Brenda Middieton
PatientSate Hospital Confact  Associations  User Account  Permissions
Caregiver Information
Admin User
First Name; Branda Muddia Inrtal;
Last Manme: Middigion Bignature Inrhalks:
|_ Jdoby Title: Registarad Murse Credentials: =3
Profile Photo Ot
Company Nams:
‘ Chooss Phoba Departmant:
k Ramos Phola .
AHibated Facilities
I Garegiver R
Facuty Exiamal I b
PatientSate Temecula nane B N
@ User Guide o= Edit
) togout o [ovscmeren ] oo
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Searching for Existing Caregivers

Search Caregivers using any of the following methods.

1. Search within a specific facility.

‘& Caregivers Facility All Search
Al
Sthare Ciang FabveniSate bra Mesa
Nalu::' }:dl""__ Job Tike Usemame | FaventSate Pacic Beach o Edit Celee
PatenlSate Tamasuls

Abis Paul Swugeon  pable pas cammal 55.net Fa B -
Abney Steve Sugeon  sabney —— pas.. ra [«
Abundy Malcolm  Phisbo..  mabundy | _og | g Besch i 4 -
Addams Jare LawW |adams - rF B
Adirondask  Mileh ITDire..  madirondack Expressway -1 rd [+
Aftgrmufi Aobart Physic ratfamuth TTET LETE TR =T E Y Fa -]
AMmiialed ... Zohreh zaf zaf zal@ga pes nat Fa B
Afirth Jog Jariled jafirth 1120 jalirih @ ga pes net ra [«
Hirbus Figily FAagpar kairbus 1182 kairbus @ g4 .pss F =]
Alewandge..  Joseph Urclogy  all ET aji Sgapss.net rd B

A minar Karen Unil S.... ACENESan 1119 kadenerson @aa.. . ra [+
Anderson Becky Fegst..  banderson 1112 panderson &gap i B
Anderson Abivy Aegisl..  asnderson aa aanderson@gap.. ra B
anne barbara FILrSs barbarab barbarab = barbarab&ga ps Fa -]
Applebes Jahin Anssih . |applebes 1114 |Applebes 8gap rd <]

@ User Guide = Apurisel| Jay Physic...  janinssl 1118 jarunoel @ga.ps. .. ra < .
E Logout Fage |2 ol 16 26 - 50 of 378 Creabe Mew

2. Search by entering your key words into the Search field. Search using last name, first name, job title,
username, badge ID, or any of the fields on this screen.
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E Caregers Fac
¥ Shire Diticng
Last First o Tiske
Admin User Mame | Manme e
Middiston Brenda Regist....
&5 Dashboard
B Assignmant
quration
ﬂ Seftings
© User Guide o=
2] Logout Page |1 ol

ity

LUrseimame

bmiddieton

Al

I bewn|

Badge IO PatieniTouch ID

5555 bmiddiston & gap

Edi Delede
' B
Creabe New

3. Search by selecting the drop down menu under Show Options and click one or more of the items

available.
E Carsgivers Facility All Sea
PatientSate Hospital
L] Show deactivated Caregivers "
! Usemame Cadge PatienfTouch ID Edit Celete
Adrmin User Show Lisar ACCounts only D
Show system usens pabile 1123 paible & qa.pss. net ri =]
Abney Sleve Sumeon  sabney 1132 sahney @A pas ra [«
Abundy Malcoim Phisbo mabundy 1118 mabundy &ga ps Fa -]
25 Dashboard Andams Jane LSW (@S |andams F B
Adrondack  Mibch IT Dire magirondack 117 madirondack@q... rd =]
E Assignment Afarmufi Fobart Phygi ratfannuth 1121 rattarmuth @ga.p Fa -]
Afllated . Zohreh zaf zaf zal@qa pes net ra B
Alirth S Jarilor jatirth 1120 jalirttiS qa pas ned Fa [«
Airous Heily Flespir kairbus 1122 kairbus Sg4.pss Fa B
X Satings Alexande .. Joseph Urclogy  aji ali aji @gapssnat rs B
Al Kafa Unil § KaAdarersan 1119 Eadonersan B ga rFa E
Andarson Becky Aagest banderson 1112 panderson & qap rFd =]
Anderson Ay Regisl..  aanderson aa aanderson @ qap ra <]
anne barbara FILrSE barbarab barbarab | barbarab&gqaps ra 8
Applebes Jatin Anasm |applenes 1111 |applebee @03 p ra g
© User Guide o= Anunoel] Jay Physic...  jannsell 1118 jarunoell @ ga.ps. .. ra ] .
E Losgout Fage |2 of 16 26 - 50 of 378 Creabs New
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Contacts

All users have the ability to select and view existing contacts. And if you have the necessary privileges
configured in your User Account, you may create new contacts and edit them.

View Existing Contacts

1. From the Dashboard, click Configuration>Contacts.

E Dashiboard

PahentSats Hospital
Hi Admin User!

o aamnvser  (300d afternoon

Monday, January 14, 2019

Organization Strecture
B3 Assignment
CQrganizabon Types

_ Dr'ganlrﬂ-:\n unis

a Satli s Clinical Alribules
Care Roles
Clinical Profiles
Entities
Caregvers
© User Guide o
Contacis
[ I -
https/fdocumentation-du-test.ga pesnetBdd 3 ong-services -admin-web/#

The list of contacts displays.

2. Filter contacts by clicking the drop down menu on the top of the screen and select All, Org Unit,

Caregiver, Care Role or Address Book.

3. Search contacts by entering your keywords in the Search field: First Name, Last Name, PatientTouch

Extension, Primary Phone, PatientTouch ID, or Email.

4. Create a new contact by clicking Create New.
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is% Dashboard

X Settings

5] Logout

E Contacts

First Mame

Admin Use Dariens
Rodnay

Mary
Crarnisl
David

Rodriquaz

B Assignment Shelly

Lirda
Mike
K@il
Paul
Sheve
Malcolm
Mitch

Lser

@ User Guide o i

[Eacovel
All
Last
Mame | Drg Unift
Ababa Caregiver
Abasa C-are Role
Abba Address Book
Abbey Cargiver
Abe| Cargiver

Abarcrombie Cargiver

Aberdeen Cargiver
Abarmaliy Cargives G016
Abindale Cargiver
Abirmith Eargm}r
Abls Gargiver
Abney Cargiver
Abundy Cargiver
Adirondack Cargiver
Admin Cargiver
Adonerson Cargiver
Page | 4 of 8

| I Search by Gontact

PatieniTouch 1D

dababa &g pss
rabaca @ ga pss.net
mabba & qa pss net
dabbey 8qa.pss__.
dabel @ga pss.net
rabercrombie &q
saberdeen@gqa.p...
latgrnalhy S gap
mabindale @ ga.p...
kabirnith @ ga pss
pable §ga pss.net
sabney @ga pas
mabundy &gaps...

madirondack @qa. ..

admin &pss.nal
kadonerson@ga ..

1-2508177

Email

5. Enter contact information including:

First/Last Name
Signature Initials
Job Title

Credentials

Company Name (optional)

Department (optional)

6. Enter desired phone numbers, email addresses, postal addresses, or messaging JIDs.
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1
r

E &2 Contact

PatientSate Hospital
Contact Informatian

Admin User First Mame: Mancy
Last Mame: Cena
ot Titla: Carifled Nursing Assisiart
(CMA)

&5 Dashboard

Company Name;

B Assignmant

Department

n Setlings Phone Mumbers
Type Murmiber
" Prmary Phone | B58-746-3100
Email Addresses
Type
@ User Guide o= " Mospitat " noenapes hospital net

B)Logu [ Joowee ]

Michadbe Initial:
Signatuwre Initials:

Credentials:

AQTBES

MC

Faciity

Save & Creaie New

Diedele

7. Click Save when you are finished.
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On-Call Integrations-AMiON
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On call integrations are created to help organize provider schedules so that individual caregivers can see who is
on call. They can see their own personal on call schedules, and they can see who is coming on-call the next shift.

Schedules are created for individual departments within a hospital. A master schedule is created in AMiON
where staff can view personal schedules months ahead of time. If you DO NOT already have an AMiON master
schedule created, you must do so prior to integrating on call scheduling with your Enterprise Manager.

When creating the master schedule, PatientSafe Solutions requires you to include the active directory account

in the AMION contact entry.

Once the master schedule is created, hospitals are given an AMION account, which they can use to configure

schedules in Enterprise Manager.
Please refer to AMiON’s documentation for the AMiON setup on amion.com.

Click here to review a document on configuring AMiON to PatientTouch.

Configure On Call Schedules
To configure on call schedules, follow the instructions below.

1. Click Configuration>On-Call Integrations.

E Dashboard

PatientSate Hospital
Hi Admin User!

0 aamnvser  (500d afternoon

Monday, April 29, 2019

it Dashboard

e Cluick Links

E ASSimﬂ"bﬂﬂl Kty Assigriments
Cirganizabion Types

£ Settings

Crganizabon Umnits
Clinical Attributes

Care Aoles

Cliracal Profiles
Enfities

Caregivers

Conlacts

On-Gall Integrations

Bulk Upload

@ User Guide =

User Synchronizaton

S0 et
hitps://documentation-dx-test.ga.pes. netBA43 forg -services-admin-weby &
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2. Click Create New.
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E
Falenats Hoapnal
o Admin Usar
£ Dashboard
B Assignment

A, Configurabon

LI Seltings

@ User Guids =

5] Logout

#E OreCall Integrations

Fame Cegenphion

Cardiology On Call

&S

Alive Can Dhaliasla

Carsgren Addiboral b | Comatn Mhw |

3. Use the information below to complete the fields:

Name

Description
AMION Account
Login

Default Facility
Timezone:

Auto Update

Check Every
(Minutes)
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The name is typically the hospital name or a large section of the hospital name. For

example, PSS Hospital.
Enter a description of the schedule.

This is the same login as it is for the Amion.com login.

Select the default facility for the schedule.

Select the timezone.

Click the check box to have the schedule automatically updated every "X" minutes.
Enter the number of minutes you want the system to be automatically updated.
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PatiantSate Hospial
o Admin Uzer
5 Dashboard

B Assignmant

&, Configuration

£ Settings

© User Quida

5] Logout

Or-Call Integration: Cardialogy On Call
B oo

Basic Information

Namea: Cardiclogy On Call
Dsscripdionm:

Settings

AMION Aocoun Login: =]

Deatanlil Facility: PatiantSale Mira Masa

T e Americallos_Angeles (GMT-T)
Auto Update:

Update Every (Minules): =]

Status

Last Lipdated: 201 9-08-01T12:1 7-34-07 00

Mo schecues conngures. ([T

Updabes Assignments m

4. Click Schedules.

All of the schedules for the facility display that are configured in the master AMiON Schedule.

5. Click the Active button to activate each schedule for the facility.

6. Click a schedule to view associated shifts, which display beneath, under Services.
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E On-Call Integration: Cardiclogy On Call

SAGCHN Sarnce

PatigntSale Hosptal Setings
Schedules
Admin User
Active
AMIDN Schaduls Display Mame Last Updated
Products Producis
152 Dashboard | carsiciegy on can Cardiology On Gail |
Implementatan Impigmentation
B Assignment Uhnodcsgy Urglogy 2019-04-26T10-33:46. 150-07-00
"'k Confguration P e -
X Sattings .
gl ]
Ed
Sanvices - Cardiology On Cal

Desplay Mame

Lasi Lipdated

© User Guide

o Logout

s

7. Click Active on each associated shift to activate the shift.

8. Select a shift and click Edit or double-click the shift.
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@ Usar Quide

o] Logout

Cardiology Sial Tech

-ariology Supe

Cardology Slal Tech

E On-Call Integration: Cardiclogy On Call
PabeniSale Hospetal Setings
Sehedules
o Admin User
Aclive
AMICN Schadule Display Mame Last Lipdated :
Products Producis
r
335 Dashboard Cardislogy On Call Casdclogy On Cal
Implementatan Impigmentation
B Assignment Uhnodcsgy Urglogy 2019-04-26T10-33:46. 150-07-00
9, Configuration Pad e -
X Sattings - .
he -
Edi
Sanvices - Cardiology On Cal
Aciies
AMION Sarace Desplay Mame Last Lipdated .
r
Cardiology PM Carsology PM

s

9. Use the information below to complete the fields:

Display
Name:
AMION
ID:

Defaults to display the AMION Service shift name.

1
r

Active:

House
Pager:
House
Phone:

Link

Click to activate/deactivate a shift.
Enter the house page number for the shift.

Enter the house phone number for the shift.

Click the drop down menu and select: Login Name or Additional ID. This is used to link AMiON users

Caregivers to PatientTouch Caregivers to prevent duplicates and provide more accurate, complete contact

By: information.
Notes: Enter any additional information.
10. Click Done.
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BELRIGEAE AR

E On-Call Integration: Cardiclogy On Ca

PatieniSate Hospital SEtinGs

Schedules
Admin User

Sewvioe - Cardiology On Call / Cardiokogy AM
sss Dashboard
Display Hame: Cardiciogy Ak
E Asgignment .
AMION id: £
| A omoren @
£¥ Settings o
Hiouse Pl |
Link Caregivers By: | Login Hame -l
Mone
Aduditional hd
Login Mame
Modes: Addtional Id

© User Guide

B) Lot = [iri e | 5o

11. Click Save, which saves your changes.
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E On-Call Imegration: Cardiolagy On Call

PalieriSate Hospital Settings m

Schadules

Admin User
Aclive
AMION Schedule Display Mame Last Updaked

Products Progusts
2= Mashboand Cardoiogy On Call Cardiology On Cal

Imnplementation Implemantation
B} Assignment Urology Uology 201 8042671 0:33:46 15807 00

Eda
Servicas - Cardiology On Call
Actee
AMION Saracs Display Mame Last Uipdakad
Cardology Slaf Tach Cardiology Stat Tech ¥
Cardhaiogy AM Candiclogy AM [
Cardiogy P Candislogy PM
i SL\pe L-a Wy &
a 78 oNGAEN A G
0 User Guide o Eda
-

Update Assignments

Clicking the Update Assignments button is mostly used to quickly update new information to the database
without waiting for the update period. It can be used to test that the schedule is uploading properly.

The Log window on the Settings tab displays warnings and other information when you click Update
Assignments.

Caregiver Additional Ids

Caregiver Additional Ids link a user to an external system, such as Active Directory (AD).

To add an additional caregiver ID:

1. Click Caregiver Additional Ids.
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E B OreCall Integrations
Paterniats Hoapnal
0 Admin User

£2! Dashboard

Cargiclogy On Call Va5

B Assignment

A, Configuraton

KX Seitings

) User Guide =

5] Logout

Cropaln Mew

2. Click Create New.

E B Caregiver Additional Id Types

Fatent3ate Hospal Mame Code Descripbion

Admin Uzer

=33 Dashbaard

A Assignmant

@ User Guide

&) Logout

Use the information below to complete the fields.

Name: Enter the Name of the caregiver ID.
Description: Enter a description of the caregiver ID.
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Code: Enter the designated code. The code is used to link caregivers to an external system when
’ their ID is NOT the AD login name of the facility.

3. Click Save, which saves your changes.

E Caregiver Additional Id Type -

FatentSate Hospal
Basic Information

Admin U Kama: | |{7:}
Description:

EEE Dashboard Coonchis: | @

A Assignmant

A, Configuration

£ Settings

@ User Guide =

Lo = ==
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Bulk Upload

1. Bulk Upload is a tool used to import an Excel spreadsheet of users, caregivers, and contacts into the

PatientTouch System. The Excel spreadsheet must be in .csv format.

2. ltis typically used by the PatientSafe Solutions Technical Support Team for hospitals that don't use
LDAP/AD integration.

3. To view Bulk Upload, you must have the necessary permissions. From the Dashboard, click

Configuration>Bulk Upload.

& Dashboard

PatientSate Hospral
Hi Admin Uger!

0 asmnver  (300d afternoon

Monday, January 14, 2019

Quiick Links

B ASSlQHmEm My Assignme:nis

_ ﬂmlwnn s

Organization Types
K} Settings

Organization Units
Clinical Attributes

Care Roses

Clinical Prafiles
Entities

Caregivers

Contacts

0 Ussr Guide o2 = 4

Sl aeeait
hitt pey/ documentation-du-test.ga pesnet B4 3 fong-senvices-ad min-web/#

4. The Bulk Upload screen displays.
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122 Dashboard

B Assignment

&, Configuration

0 Settings

© User Guide =

2] Logout

Bulk Upload
Upload
Exampies CAISOVEIECEY USEISCEY  Confacis.csy

Bulk Upload Rasults

Row Sta

Error Message
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User Synchronization

User Synchronization is used to import and map LDAP/AD users into the PatientTouch application. Hospitals
need to work with the PatientSafe Solutions Tech Ops team to define the search filters prior to synchronizing
them with Enterprise Manager. Once the search filters have been created, users can configure automatic,
scheduled, or manual uploads. Depending on the LDAP/AD mapping, users may be added, inactivated, or
deleted. If user is inactivated, they will be hidden in Contacts and their extension number removed and possibly
reassigned. Users must have the "Manage System" permission to use this feature.

Ldap snyc filters can be configured as desired. However, the following is as an example of a filter that the
PatientSafe Solutions Tech Ops team configures in the definition of an authorization provider:

filter: '(&(sAMAccountName=*)(memberof=CN=Pss Users,0U=Security Groups,DC=test,DC=com))’

Follow the instructions below to sync users:

1. From the Dashboard, click Configuration>User Synchronization.

E Dashboard

PatieniSale Hospital
Hi Admin User!

omu- Good morning

Monday, March 18, 2019

ﬁﬁﬂg'l' rment -
B Organization Struolurne

_ st TR

O izaton Uinsts
L Settings an

Chinical Attributes
Care Acles
Glinical Profiles
Entitbes
Garegrers
Conlacts
On Call Inlegraions

@ User Guide ot
Bulk Upload

2] Logout User Synchrenization

2. Alist of Available External Directory Synchronization Providers should be displayed.
3. Click the check box under Provider Name.

4. Click Preview.
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5. The User Synchronization Results displays.

6. If the results display as desired, click Synchronize.

patientiouchf

E Synchronize Usars
PatiantSale Hosphal
Avallable External Directary Synchronizetion Providers
Pronider ke Ackdiass Behadiia Inilial Tledva
Admin U Mame Aemote Address Scheduled Dy (ming imir
Symch. .. idape-dTEST-DG-01 fest com:&38 True a 180 I
iif Dashboard
B Assignmant
User Synchronization Preview Resulls
Silatus: Prerview compleled (falal- 3, create: 0, update: 3, debele )
# Sﬂ'ml'l'ﬂﬁ- Completed Proander Login Mame Operation Stahus kezzage
05022019 11:02:37 AaChCumental jcartwrighi Synchronize | Success
0802019 110237 adDocumentad msmnart Synchronize Success
05022019 110237 adDocumentat nCEng Synchronize  Success
) User Guide =
Chear
2] Logout

Individual User Sync

After users have been synced to the Enterprise Manager, AD information may change, and one user may now
have a different extension number. To quickly update this user's information, click on the Synchronize button on

the bottom of their Caregiver screen.

E Caregreer: Dr. Bob Thormban
[PatiemtSafe Hospital m Comaci  Associabions  User Aocound Parmissions
Caregivar information
Usar Admin
Farst Mame: Dv. Bab Mididie irilial:
L] M Thoerican Sigrabune Inilials:
i Tiitle Cradenbiales:
£ Dashboard
B Assignment Frodie Prats Otner
a4 I Choose Phaoto Company Mams
Canfiguration § =
Mo profie photo saiscked Department:
£ Settings
Affilated Facilities
Facirty
PatientSale Hospial
D User Guide =
] Logout [ o= ]

Garegeer External
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System Settings
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Security

1. To view System Settings from the Dashboard, click Settings>Security.

PationtSale Hospial

omu-

Dashiboard
Hi Admin User!

Good morning
Thursday, May 16, 2019

B Assignmant

&, Configuration

8 User Guide o

5] Legout

Hyslem
Sacunty
Dievipe List
Communications
Agpp Link Launch Poings
Segure Messaging
Chusck Texis
Vinice Syslems

Motification Bshawior
Chneoal

Display Preferances

2. Use the descriptions in the tables and screen shots below to complete the fields.

System Display Name

Advanced Settings

©2019 PatientSafe Solutions,

The system name that displays in the top left hand corner of your screen in Enter-
prise Manager.

Cellular Calling Enabled: Enter "true" to enable cellular calling. Enter "false" to
disable cellular calling.

Cellular Calling Extension Length: Extension Dialing Only: A number, typically from 4-
6, that includes the number of digits of internal extensions.

Cellular Calling Prefix: Extension Dialing Only: A centralized number, provided by the
IT department, that includes pauses or wait characters.

Cellular Calling Prefix Extensions: Extension Dialing Only: Special internal hospital
codes, such as 02 for code blue or 03 for code gray.

Client Crash Logging (Crashlytics) :

Enable External Authentication: Enables multi-factor authentication. When enabled,
users who are outside a hospital's network will be able to log into PatientTouch using
SAML Integration.
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Disable Optimized Ping:

APNS (Apple Push Notification Service) (i0S) & FCM (Google Firebase Cloud
Messaging) (Android) Push Notifications

Default Preferred Contact Method: For use on iOS, Android, and Web Messenger
clients. Select the contact method from the drop down menu that is the ‘default
preferred’ contact method if there are multiple ways to contact a caregiver.
Examples might include business phone, pager, email, etc. PatientTouch client
application settings will override the Default Preferred Contact Method.

Login Message For the Enterprise Manager: Enter the message you want users to see upon logging
in.

Login Failed For the Enterprise Manager: Enter the text to display to users on their next Enter-

Lockout Message prise Manager login attempt if they did not change their password before the expir-

ation period ends, or if the user’s login fails after three attempts. For example,
“Please contact your system administrator or IT help desk for further assistance.”

Auto Logout (minutes) For the Enterprise Manager: Enter the number of minutes users will be automatically
logged out of the Enterprise Manager if there is no activity.

Auto Logout (hours) For the Web Messenger: Enter the number of hours users will be automatically
logged out of the Web Messenger if there is no activity.

Auto Security Mode For the Web Messenger: Enter the number of minutes before Web Messenger auto-

(minutes) matically enters Security Mode. Users will need to re-enter their password or PIN to
log in again.
E Security
PatientSafe Hospital
System Setting

o Admin U- System Display Mame: PatientSafe Hospital
Advanced Setings

. Login, Logout and Security Mode
e Dashboard

Enterprise Manager

E Assignment Login Messamge:
9, Configuration
Login Faiked Lockout Message: Plaase contact your
system administrator or
IT help desk for further
assistance. h
Auto Logout (minutes): 120
Web Massenger
Auto Logout (hours): 1
© User Guide )
Aulo Security Mode (minutes): <1 .
3 ogo =
Auto Logout For users of PatientTouch Communications: check this box to have PatientTouch Com-
Enabled munications devices automatically logged out after the designated time frame. When

checked, the Logout On Inactivity and Auto Logout (hours) fields become active.
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Logout On Inactivity

Auto Logout (hours)

Auto Security Mode
(minutes)

Biometrics Auth
Enabled

Minimum Password
Length (chars)

Minimum Number
of Digits

Minimum Number
of Capital Letters

Minimum Number
of Symbols

Default Password

Passwords Expire

For users of PatientTouch Communications: check this box to have users automatically

logged out the PatientTouch Communications application when there is no activity for
the designated time in Auto Logout (hours).

For users of PatientTouch Communications: |f the Auto Logout Enabled check box is
enabled, enter the number of hours users will be automatically logged out.

For users of PatientTouch Communications: Enter the number of minutes before the

PatientTouch Communications application automatically enters Security Mode. Users
will need to re-enter their password or PIN to log in again.

For users of PatientTouch Communications: \When selected, this feature enables

Touch ID, Face ID, and Fingerprint Sign In. Refer to the next topic titled Configuring
Biometric Authentication.

Enter the minimum character password length for passwords.

Enter the minimum number of digits for passwords.

Enter the minimum number of capital letters for passwords.

Enter the minimum number of symbols for passwords.

The initial default password for new users is “1234”. You can specify a different default

password for new users.

Select the Never option or specify the number of days before all users are required to
change their passwords.

Admin User

=22 Dashboard

B Assignmant

<, Configuration

@ User Guide 2

E Logout

Security
Communicatiors Apo &
ALlo L odgoiit Enalrded:
Logoul On Inactivily:
Auto Logout (hours): 100
Auto Securnty Mode [minutes): 0

Birmelrics Auth Enalxled:

Password Security

Minimum Password Length [chars): ik
Minimum Number of Digils: ]
Minirmum Number of Capltal Lettars: o
Minimum Number of Symibols: i
Detaull Password: Eadas
Passworcs Expire: ) Never
I Days
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Enable
PIN Authentication

PIN Length

Clinical Application:
Require Device Author-
ization

PatientTouch Com-
munications Applic-
ation: Require Device
Authorization

patientioLchjf

For PatientTouch Communications for iOS and Android users only. Select to enable
PIN authentication, which allows users to set a PIN using the Enterprise Manager.
PINs are used to log back into the PatientTouch Communications application after it
has been in Security mode.

The default PIN length is 4 characters. However, this can be modified if your hos-
pital has specific requirements for PIN format.

When selected, only users with the appropriate security access are able to author-
ize devices upon first use. When the check box is disabled, all users are able to
authorize their own devices. The "Authorization" dialog that appears upon first use
of the handheld will no longer appear. The user that first logs in to the handheld
becomes the "Authorizing User." All device information is tracked as usual in the
Devices tab.

When selected, only users with the appropriate security access are able to author-
ize devices upon first use. When the check box is disabled, all users are able to
authorize their own devices. The "Authorization" dialog that appears upon first use
of the handheld will no longer appear. The user that first logs in to the handheld
becomes the "Authorizing User." All device information is tracked as usual in the
Devices tab.

PatentSate

B Assignment

Hospial
Admin User

<, Configuration

i Usar Guide

-

Security
MU NUmBDer of Capilal Lemners: u -
Minimum Mumber of Symibals: o
Detaull Password: s
Passwords Expire; # Never
In Days

PIN Security

Enabile PIN Aulhenlicalion:

PIN Lendgth: 4

Dewvice Security

Clinical App: Require Device Auth:

Communications Apg: Require Device Auth:

4500801 2500

3. Click Save to save your changes.

Configuring Biometric Authentication

Please click a link below to access more information.

Feature Overview

Enabling and Disabling Biometric Authentication
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End User Experience

Feature Overview

Biometric Authentication is for PatientTouch Communications BYOD users who have biometric authentication
(fingerprint or facial recognition) configured on their devices. Organizations can control enablement of
biometric authentication in Enterprise Manager.

Biometric Authentication reduces the amount of time it takes for BYOD users to login and re-authenticate to
PatientTouch by using biometric authentication.

Enabling and Disabling Biometric Authentication

To enable this feature, access Settings>System and click the Biometrics Auth Enabled checkbox.

Communications App

Auto Logout Enabled: 1
Logout On Inactivity: kA
Auto Logout (hours): 100
Auto Security Mode (minutes): 10
Biometrics Auth Enabled: ¥

To disable this feature, deselect the Biometrics Auth Enabled checkbox.

Communications App

Auto Logout Enabled: 1
Logout On Inactivity: A
Auto Logout (hours): 100
Auto Security Mode (minutes): 10
Biometrics Auth Enabled: ]

End User Experience
Once the settings have been configured in the Enterprise Manager, the user will be able to configure their i0OS
or Android device.

Click here to view the end user experience for logging in with:

Touch ID (iOS)
Face ID (iOS)

Fingerprint Sign In (Android)

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A 124



PatientTouch® Enterprise Manager User Guide

Log in by Touch ID (iOS)

PatientTouch Communications provides Biometric Authentication as an option to log into the application.
m iPhone 6, 7, 8 supports Touch ID
m iPhone X supports Face ID

Users must have Touch ID configured on their device to use this feature. Use the instructions below to add a
fingerprint.

Mote Youwillneed your Apple ID to complete the fingerprint sign in process.

all Wiripan @ 1207 P 7 I+ ol Wirizan @ 208 P S sl d1AM 100 -
Settings  Eack Touch ID & Passcods Cance
MApple Pay
[E) cerecal Touch 1D
Password AutcFil _ o
E Cantrol Canter Lisa your fingarprint in placa of your
passcode or Apple ID password for
ﬂ Cisplay & Brightness RHHRPENT purchases,
2cicl 5, Fireamrind Start by placing your finges or
Wallpager Ficl B FIngeprinL.. thumhb on the Home Button,
B) svissearch
Turm Passcacs On
rﬂ Touch I & Passcode |
ED emergency 505
n Battery
O e L
E iTunas &APF Sburn Fumic Voics Controd in abasys mnabied
1. On your iPhone, select: 2.Select Add a Fingerprint. 3. Place your finger/thumb on

the Home button, repeating as
the instructions allow, and
follow the prompts (including
the ones to enter a passcode).

Settings>Touch ID &
Passcode.

patientioLchjf

After setting up your fingerprint profile, navigate to the PatientTouch Communications log in screen. You should

see a blue thumbprint in the password line.

Mote Ifyoudonotsee athumbprinton the password line, your facility may not have this feature enabled.
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i o o “

patienttouch[ )

cammunications

M Emart
Log Ot
BH
Bl S ALTHENTICATION
Bilia Sarver & forsilabla - fasat PIN

. £ settings A, Praferences F—
Messaging
PaberiTouch TMH I:l
msmartiiga. pss.net
Lagin REMINDERS
Prane Mumbers
Inbox Reminders £
PatimrgSate Mirs Wess &
#5716 e
Paheri Spfe Mirs esy 2
[858) 746- 4516
Uniemrgily Mospital
w4485
...!'I.-I-':\Il'.' '.l“\'l!dl @
5 : i3 - , i3
whe S ar hin gmewek Prod e iy Cowrd aw hngrewek Prodde
4. Log into PatientTouch 5. Navigate to your profile and 6. Select Touch ID and enter
Communications. touch Preferences. your PatientTouch password

to enable the process.

Log out and log back in. Use the instructions below to log in using Touch ID.

Login with Touch ID

# Hancy Cena
Wead halp maowing patient STAT
& L= ago Burrs, Frank | 1212
Kdium (1]
# Drew Dioodson
I pyiieni a line draw?
® Dmiago Rilzy, Emma: 1223
Tosch 1D for “PatientTowch™ Low {0}
‘With Touch I, sccess. PatientTouch
AT LT L P awoid .
Cancel
= : .
1. When the application is 3. You automatically advance

launched, an alert displays, to the PatientTouch
asking you to use Touch ID. Communcations Inbox.

2. Press your finger/thumb on
the Home button of your
device.

How to Login with User Name and Password
For users who do not want to login using Touch ID, please use the instructions below.
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all ‘wiripan W BEHT AM LTLY
- -
patientiouchjf
s mmuniaations B
Blua Sarvar
[2=] eemart
Tausch I for “PatlentTawch” e d
Wit Tauch I, accass PatisniTauch
WTITT GTORTIY o Barssward. Login

Cancel

1. Touch Cancel on the Touch 2. Enter your user name and
ID Sign In alert to log in with  password.
your user name and

password 3. Touch Login.

Log in by Face ID (iOS)

patientiouchff*

Blua Sarvar

Login

&l

4. Or, if you change your mind
and want to use Touch ID,
touch the fingerprinticon to
bring up the alert and log in
with Touch ID.

patienticuchf’

PatientTouch Communications provides Biometric Authentication as an option to log into the application.

m iPhone 6, 7, 8 supports Touch ID

= iPhone X supports Face ID

Users must have Face ID configured on their device to use this feature. Use the instructions below to add Face

ID.

Mote Youwill need your Apple ID to complete the fingerprint sign in process.
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Suttings.

et
Comrel Cantsr
n Displey & Brighiness

wallpaper

[+ JETEE

Emce I & Passcocie

(& emargancy 505

Batiery

0O ey

Munas & App Stone

0E

Wallet & Apple Fay

Pasawirds & ALCouis
Conacts

Cannder

1. On your iPhone, select:

Face ID & Passcode.

[ Face i3 & Passcocs

2. Select Set Up Face ID.

patientlouch ﬁ‘

Frona Unlock
Tunes & App Biore
Apple Pay

Paessavord AutoFil

TN

How to Sat Up Face ID

Reguing Aferson Tor Face D

Alnerdion Swane Faabures

3. Place your face in the
camera frame, repeating as
the instructions allow, and
follow the prompts.

After setting up your Face ID, navigate to the PatientTouch Communications log in screen. You should see a blue
thumbprint in the password line.

Note
patient:ouch f
qiwla|ritiylu o p

4. Log into PatientTouch
Communications.

If you do not see a thumbprint on the password line, your facility may not have this feature enabled.

sl L_J el L_J
Frofie o Bock Prefmences
o

Reset FIN
Heset Fassword
Wi Saai 1o
Fac 1D
TrRE DR, s rel
Pitwsiege bhomitsars
Inbos: Ramindars i
Gl ME-AR1E
160
i il
1480
el ]
E58] 74 0o
L] L]

5. Navigate to your profile and 6. Select Face ID and enter
touch Preferences. your password to enable the
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process.

Log out and log back in. Use the instructions below to log in using Face ID.
Login with Face ID Sign In

patientiouchff’

sammanicatians High 1]
# Mamcy Cena
Hiad halp moving patiant STAT
& 1hago Bums, Frank:-121/2
Wi {1]
® Drew Bloodsoe
B el @ i draw?
® 1h ago Riley, Emma 1225 2
Do you want to allos Low: ()
*“PatieniTouch” to use Face
“Fﬂlﬂ.immh
withoa endering poar passsand
Face ID
Dort Alkow (e 4
=~ ] : ‘#
1. Upon first launching the 3. Place your face in frontof 4. You automatically advance
application with Face ID the camera and wait for to the PatientTouch
enabled, a message displays  PatientTouch Communications Communcations Inbox.
asking if you want to allow to log you in.
PatientTouch to use Face ID.
2. Touch OK.

Log in with Fingerprint Sign In (Android)

PatientTouch Communications provides Fingerprint Sign In on any non-shared device, or, devices with "In-
hospital Shared Device" turned off. Fingerprint Sign In works on any Android device that has an operating system
post-Marshmallow.

Users must have Fingerprint Sign In configured on their device to use this feature. Use the instructions below to
add a fingerprint.
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R = o Al AN

&+ B

Walpapers and themaes
acheanced leatures
v Fanenance

AREE

Lock screen and security

M lnda':m..r“
Longls

Access by
Ger!m!mmmnl

Salfteare updae

= 1 &

1. Access Settings on your
Android device.

2. Select Lock screen and
security.

=R=4 Y 4wl 110 A

Scan your fangerprint

Alace 3 Tnger on e fingerpring senso,
B it off, then repast. Move poer linga:
left or right slighily batwoen attempts.

d = I =

6. Place your finger on the

BACK of your device on the

=1 X4 . SR SS AN
o LOCK SCREEN AND SECURITY Q
PESE SECLNITY

Screan lock typa

BOMETRICE

Face Recognition

Iris Scannar

Fingerprint Scanmar

LONGR SONESH AND ALWRYS O DREPLAY
Abwirgs On Display T

LI (] &=

3. Touch Fingerprint Scanner.

patientiouchf

IJHEI"I:H'I'E

Paggwong

| -
T2 aj4j8)6 7 B|5]0

gliwlelr|tiviuv]ifolp
als d|lg h | kll
*Hzlx e|lv binm &

m N Evginh A . b
=l ] e =

8. After setting up your

fingerprint, you should see a

fingerprint sensor, repeating as blue thumbprintin the

the instructions allow.

7. Follow all prompts.

password line of the

PatientTouch Communications

application.

o L LAY LESETY]

Set up fingerprint security

Tar s yous Ergerprints 1o enkock your
prane o v verity poursel in apps,
woulll meed %o

S i SECAITG ST
2. Add at lmaxt 1 fnparp

DORTIMUE

= [} &

4, Touch Continue and add a
password or pin.

5. Follow all prompts.

B Smart Log Dus
1]

PativsrSale Hospi

b

Sotiings & Prelorences
[B5E) 7463100 .
memartiga pes.mei -
Fhona Humbers
[905) QUT-ARES Y

[B5E) 746-3100

Eeabicy

Email Addres s
= o 1
. A ] =

10. Access the
Profile>Preferences screen.
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9. Log in with your
PatientTouch user name and
password.

Mote Ifyoudo notsee athumbprinton the password line, your facility may not have this feature enabled.

Freferences

Contact darrmation
Prafored Confec) bl hod
Hide Contact Info
Authenlication

Pisin PR

Reset Passwoid
Fngerprint Sgn in
Femindems

Irikaza Maninekars ol

. = (] =

11. Select Fingerprint Sign In
and enter your PatientTouch
password to enable the
process.

Log out and log back in. Use the instructions below to log in using Fingerprint Sign In.

Login with Fingerprint Sign In

m EEEY

High (1)
W Nancy Cena (1)
Hezedd help moeing patient STAT
W 1h ags Buree, Frank : 134 /3
Misdiam (1)

W Drew Dloodscs (1)

1§ parien o bre duas?
& 56 age Bilesy, Erve £ 122 4

T S— Loww {0}

acoees PatientTouch
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4. You automatically advance
to the PatientTouch

2. The login screen displays an Communcations Inbox.

alert asking you to use
Fingerprint Sign In to login.

1. Launch the PatientTouch
Communications application.

3. Press your finger on the
fingerprint sensor located on
the back of the device.

Login with User Name and Password

Sign in using your fingerprini 1c
acoaes PatientTouch

B ]
1zfaf4)s)fsfv]e]s]o

glwlelrit)iviu]ijolp
alsidiflafh)) k]!
¥ z x c v b am =
[ I Ergieh A

Fd (] uE =

1. Touch Cancel on the 2. Enter your user name and
Fingerprint Sign In alertto log password.
in with your user name and

password 3. Touch Login.

Device List

patientioLchjf

memarl

Passwond

]

B o ]
B0 0808000

glwlelritliviu]ijolp
a|s d|flglh) |kl
Tz x c v b oanm =
o, -
= (] A =

4. Or, touch the fingerprint
icon, to bring up the alert and
log in with Fingerprint Sign In.

System administrators use the device list to view and manage handhelds. For example, they can see all devices
within a facility in order to validate and verify those that are logged in.

1. Toview the Device List from the Dashboard, click Settings>Device List.
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patientioLchjf

E Dashboard

FatientSafe Haspital )
Hi Admin User!

omu- Good morning

Thursday, May 16, 2019

B Assignmant My Asesignmanis
&, Configuration .
Syslem
S

Device List
Communications

App Link Launch Points

Sacure Messaging

Cuick Teads

Volce Systems

Motification Behasior

@ User Guida o
Clnézal

mlwuﬁ - -

T T L ——

The following information displays in the Device List:

Login Facility Select the specific facility for which you want to view and manage the handhelds.
Or select All to view information on all devices in all facilities.

Client Identifier Unique identification number (UUID) of the handheld found in the Diagnostics
screen.

Authorization Allowed indicates the device was authorized. Denied indicates the device was not
authorized.

Status Indicates the status of the handheld whether offline or online.

Last Login The date/time the user last logged into the handheld.

Last Used By Indicates the individual who last signed on to the handheld. Note that this is espe-
cially useful in locating a missing device.

Application Lists the PatientTouch application the user logged into.

PSS Version Version of the PatientTouch application that displays on the handheld.

(o) Operating System

OS Version iOS Version installed on the iPhone.
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2. Configure the columns that display on the Device List by clicking the small gray arrow on the top of each

column.

3. Click Columns and click the check box next to the name of each column you want displayed.
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4. Double-click a device to see device details.
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Genzral Info
Client identifier:

Authiorization
Authorization:

Time Aulhorized:
Aulhorized By:
Last Known Status
Slalus:

Faaility Mame:;
Last Login:

Last Usad By:

PatientTouch® Enterprise Manager User Guide

HH_3C289648-TCTA-4935-BRBE2-FOEZTFITIFEE

Alow
Mon Agr 22 2019 12:25:31 GMT-0T00 (Pacific Daylight Time)

jeartwright (Judy Carbwright)

PatientSale Mira Mesa
Mon Agr 28 2019 10:15:40 GMT-0T00 (Pacific Daylight Tima)

jeartwright (Judy Carbwright)

Application Infarnation

App Name:

App Yersion:

Davies Infarmation
(0 H

OS5 Version:

Firmiware Version:

IP Address:

Jacket Serial 1D

Solt Scan Status:

PatieniTowchClinical

4.5.0.1300 28462

s

122

na

10.10.7B.96

na

enabled

patienttouchf”

Configuration Buttons

Three configuration buttons located on the bottom right of the screen will assist you in managing handheld
devices. Use the instructions below to manage the handhelds.
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Broadcast

Users with the appropriate privileges can use the Broadcast button. The Broadcast button allows you to send a
text message to all handhelds, or, just the ones that are logged in. For example, a broadcast message might be
sent to alert all caregivers that the system will be shut down for maintenance.

1. Click Broadcast and select one of the following settings.

Send a message to all handhelds.

Online Only Send a message to only the handhelds

thatare online.
View Scheduled View scheduled broadcast messages.

2. Select the facility to receive the message. Or select All.
Select the handhelds to receive the message: All or Online Only.
Select the Priority: Low, Medium, or High.

3. Enter the desired message in the Message field.
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Broadcast
Facility: All
Send To: All b
Priority: High
Message: Scheduled maintenance at 5 pm today|
[] Schedule

4. Click Send to send the message right away.

patienttouchf’

5. Or, click the Schedule check box and select the date/time for the message to display on the handhelds.

Broadcast

Facility: All
Send To: All -
Priority: High

Message: Scheduled maintenance at 5 pm today

[ Schedule

Date: 07/09/18 F

Time: | 1:00 PM - |

Cancel Schedule

6. Click Schedule.

Authorization

Click Authorization and select one of the following settings.
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Allow Selected

Deny Selected

Clean Up List

Click Allow Selected to authorize a selected device that has been denied access.

Click Deny Selected to deny access to a selected device. Allowing or denying access
can be useful when handhelds are missing.

Click Clean Up List and select one of the following setttings.

FRemove Selected

By Last Login

Example:

Device Details

Facility:

Click Remove Selected to remove a selected device from the Device List. Click
Yes/No on the confirmation screen.

Click By Last Login to remove devices from a specific facility before a specific date.
Select the specific facility and enter the Last Login Date. This will delete all devices
where the last login was before the selected date.

FatientSafe Mira Mesa

Remove devices with Last Login date before:

Date:

07/09/18|

Devices with activity prior to selected will also be removed.

Cancel
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Communications

Communications is only available if you have purchased the Clinical Communications Module.

App Link Launch Points

patientioLchjf

Customers are actively using Epic Haiku and Rover and want to seamlessly link from these third party apps to
PatientTouch. In order to use this feature, system administrators need to be able to manage the launch point

configuration for PatientTouch Apps.

1. To access launch points for the Communications module, navigate to the tool bar on the left hand side

and click Settings. Then, under Communications select App Link Launch Points.

E Dashboard

PafiantSate Hasphal i
Hi Admin User!

omu- Good morning

Wednesday, May 08, 2019

m s

Sagurity
A Assignmant

Davice List
* Configuration Commumicafions

|_ lw S

Saoura Massaging
Cuick Temds
Woica Systems

ﬂ a Motification Behasior
User Guide ¢

Chnical
Ly [ = =

T T T LT e ——

2. Click Create New.

3. Use the table below to complete the fields.

Name The title of the button to be displayed in the i0S/Android clients (ex.: “Epic Rover”)

Link The URI/URL that the button should open when you touch it (ex: epicrover://patientlist)

Description Not used. Under development.

Type Determines where the button is displayed in the clients:
Patient : patient-info screen and patient-context screen (individual patient)
Patient List : assignments/unit-browse screens

Use : contact-detail screen (individual contact)
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1
r

Schedule : currently not used

4. Click Edit to add the associated clinical profiles that will be using the app linking feature.

E [Z] App Link Launch Point

FatiantSale Hospial

Deatails
Name
Link

222 Dazhboard
Available To (Clinical Profiles)
A Assignmant

Cirical Prodie Facikties

*W"ﬂulmlm Thie app §nk kaunch poind (9 nol availabs to any oin

m -

Aemovs

© User Guide o=

2] Logout =l SN

Secure Messaging

To access the settings for the Communications module, navigate to the tool bar on the left hand side and click
Settings. Then, under Communications select Secure Messaging.

E Dashboard

PabsneSaty Fespdal
Hi Admin User!

o amnvse  (300d Morning

Thursday, May 16, 2019

_ Chick Links

S ==
&, Canliguration —
System
-
Devize List
Communications

Agp Link Launch Poark

S Meszagng

Cuick Texts
ook Syseme
Moditication Bahaior
8 Uses Guide = ’
Clinical

Ly IR R

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A 140



PatientTouch® Enterprise Manager User Guide Pat.ie.nt'-':'u.ql;]ff

The Secure Messaging screen displays.

PatientSafe Hospital [l Secure Massaging
.+ Enable Secure Messaging B
Chat Message Time To Live (hours): T2
Admin User Notification Message Time To Live 24
{hours):
Patient Tagging: { Enable
Audio Attachments: { Enab
£12 Dashboard Image Attachments: 4 Enable
Offline reciplent prompt: - Enable
B Assignment
Emoji Support: - Enable
9, Configuration Persistent Login: 1 Enable
Persistent Login Default: - Enabhy
XPP
Server Host Nama: documentaton-4x-1est ga pss.net
Domain Nama: ga pss net
Secure Admin Conscle Port: G0
Archive Servar Name: documentaton-4x-1est ga pss.net
Server Port: 5222
HTTPS Secure Bind Port (BOSH): T443
© User Guide =
Resad Connectons .
g

Use the table below to learn about the contents of this window.

Enable Secure When checked, the Unified Inbox on the handheld displays Inbox and Contacts tabs and
Messaging caregivers can send text messages to one or more contacts.

Chat Message
Time to Live
(hours)

This number defines the duration for text messages to persist on the handheld or Web
Messenger. The system will delete individual messages after this amount of time.

Notification  This number defines the duration for notification messages to persist on the handheld or Web
Message Time Messenger. The system will delete individual messages after this amount of time.
To Live (hours)

?::gei:; Enables or disables Patient Tagging, or, the ability to tag a patient to a text message.
Audio When enabled, users may attach audio recordings to text messages. When disabled, users will

Attachments still see the microphone icon, however, when selected, they will not be able to attach audio
recordings and a message displays "Audio Attachments Disabled by Organizational Policy".

Image When enabled, users may attach images to text messages. When disabled, users will still see
Attachments the cameraicon, however, when selected they will not be able to attach an image and a
message displays "Image Attachments Disabled by Organizational Policy".

Offline recip- When enabled, users will receive a notification message when sending a text to a recipient
ient prompt  who is offline.

Enable or disable emoji support for text messages on iOS (Comms and Clinical), Android, and
Web Messenger.

Persistent This setting allows system Administrators to choose whether Persistent Login is available to

Emoji Support
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Login BYOD users.

Persistent This setting allows system Administrators to choose whether Persistent Login is the default for
Login Default BYOD users. However, user settings will override any global settings.

XMPP These fields automatically display based on input from the servers.

Click Save to save your changes.

Quick Text Messages

Use role-specific shortcut messages when creating or responding to text messages.

1. To access shortcut messages for the Communications module, navigate to the tool bar on the left hand

side and click Settings. Then, under Communications select Quick Texts.

E Dashboard

Falsntiate Meapdal
Hi Admin User!

o semnvsee  (300d Morning

Thursday, May 16, 2019

_ ik Linics

Bl kgt =D
&, Canliguratian —
Bystem
(..
Devige List
Communications
Agp Link Launch Poark

S Messagng

Capicie Taots
Woice Syseme
Moditicaiion Behaior
0 Uses Guide = ’
Clinioal

S0 et - -

A list of quick text or shortcut messages displays for both the handheld and for SMS paging.
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3] [ Praconhgured M., Facify | Al Chnical Prcfile: Al

Shoricud Tends

Patentiia Mospdal
Acoapied

Akl eO0E

Ba nghE Fsing

B

Busy, Svailabis in
11t Dashioard :
am by
Ewem am not Femtabie

nesed & winess in Rom

SRR RN N NN,
i 0D DD 0 O O

&, Conliguration

Candnpaisanarny conaull iUl plass call Dack B fuUMBar Delcw

Mesaain Tex

rieching Drsass Sormed] egussl pleass call Back 10 nusher Beiow
b clardzahion %or medeatnon e for palien]

Meuro conaull reques], please call back o mamber below

CerFopadic con=ult reques], please call back o numiber below

Padent siaus charge requires afension, pleaze call back io number below

Yonar family memioar s oul of suspery

A A
OO0 DD Do o

& Uasr Guide =

n
[

3] Logout Rirash

2. Click Create New to add a new message.

3. Enter the brief message in the Quick Text Script field.

E [2! Shortcut Text

PalieniSale Hospital
Details

Quizk Text Script: | Pain Managemen Faquesy
o Admin User

Availabla To (Chnical Profiles)

%1 Dashboard
- Clinical Profile Facities Remove
E Assignment This quick lext message s available 1o all profiles in all [a

Edr

<, Configuration

@ User Guide ot

S Loget Lo | o | [smicmeron | oo
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4. Click Edit to add the message to the necessary clinical profiles.
5. Select (Deselect) the Clinical Profiles for which you want to add the quick text.

6. Click Done when you are finished.

Edit Available To (Chnical Profiles)

Facility: FatientSale Mira Mesa

Clinical Profile |

ED Murse

Bl EFEFEFEFEFEFERERE]

7. Click Save to save your message.

8. Click Save & Create New to save this message and enter another one.

Voice Systems

1. To setup the voice settings for the Communications module, navigate to the tool bar on the left hand
side and click Settings. Then, under Communications select Voice Systems.
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E Dashboard

PatentSate Hospital
Hi Admin User!

o aminvsee  (300d Morning

Thursday, May 16, 2019

B e

™, Configuration T
Aysta
|_ Gecurty
Darvice List

Communications
App Link Laumch Points:

Secure Messagng

Quick Texis
Voice Systams
Malification Bt
© User Guide = e e
Clirical

K11 vt N I -

2. Select avoice system, i.e. PSS CUCM.

E £3 Voice Systems

PatiensSate Hospital Mame | Description Type
P53 Blus Fresswilch Blug Fraeswiich P53 Voice Sarnver
PSS CUCM CUCHM Cisco CUCM
Wiokoe 5}'519'“" 1 P55 Voice Sarver

ti: Dashboard

A Assignment

9, Configuration

# Sattings

@ User Guide

5] Logout

SIF Domain
blug.ga. pss.net
pSS-cUCM-VErsion1
10.90.37.105

Edit

s

.7

s

Create Mew
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3. The Basic Information table displays. Use the table below to complete these fields.

PatientSafe Hospital
o Admin User
£ttt Dashboard

B Assignment

S, Configuration

@ User Guida o

E Voice Syslems

Call Forwarding:
m ca” Trarl!rm:

Basic Information

Harie: PSS CUCM

Description: CLUCM

Type: Cisco GUCM

Server Settings

SIP Domain: pes-cucm-warsion 1 1-01 _pabentsafesolutions. com

| Enabile Volcemail
Woboemsail Dial #: 5630

Voicemail Forward #: 56830

Name
Description
Type

SIP Domain

Call Forwarding
Call Transfer

Enable Voicemail

Voicemail Dial #

Voicemail For-
ward #

Enter a name for the voice system.

Enter a description for the voice system.
Select either Cisco CUCM or PSS Voice Server.
Enter the IP address of the SIP Domain.
Enable or disable Call Forwarding.

Enable or disable Call Transfer.

Enable voicemail to be used on this server. When enabled, the two fields below will dis-
play.

Enter the extension that will be dialed to retrieve voicemails when a user clicks the voice
mail icon.

Enter the voicemail extension for which to forward calls.

System Administrators may want to add extension ranges.

4. Click Enable Extension Configuration. When enabled, this allows extensions to be managed in PSS. When

disabled, this allows extensions to be managed in Cisco CUCM.

5. Click Add.
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E Voice Syslams

s Dashboard

B Assignment

&, Configuration

Affiliated Facdibes

Facility |

PN Dl

Haspital
Rarge
Admin Uszer Intemal Rangs
Exiemal Accessiple ..

Biue Range-CUCM

FatientSale Mira Mesa

| Emabile Extension Configuration

Starl T

pas-cucm-versioni 1-01. patientsalesolutions.com

End

1002
4817
aa

SRV Mapping

External Access §
B56-T46-3100
BSETAE0000
BSE-TZ2-1200K

Add

The Extension Range dialog box displays.
Extension Hange

Range Name:

SIP Extension Range Start:

SIP Extension Range End:

DID Assigned: ]
External Access #:

Auto Assign to Profiles:

Cancel

6. Use the table below to complete these fields.

Range Name

SIP Extension Enter the first number included in the extension range.

Range Start

SIP Extension Enter the last number included in the extension range

Range End

Enter a name for the extension range.

DID Assigned Direct Inward Dial - Click this check box if you want the extensions in this range to also be
accessible outside of the facility via the full 10 digit number.
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If you selected DID Assigned, the External Access # includes the 6 digit template number for

If you did not select DID Assigned, the External Access # includes the full 10 digit template

The PatientTouch System will automatically assign an extension number to users who don't
have one. Once the user logs into PatientTouch, he/she will automatically be assigned an exten-

sion from the selected range, based on availability. The Auto Assign to Profiles drop down

menu allows IT personnel to select the clinical profiles to be automatically assigned from the

External
Access # external numbers followed by 4 zeros or 4 X's.
number for external numbers.
Auto Assign
to Profiles
extension range.
7. Click OK.

8. Add any Affiliated Facilities.

9. To complete the Properties section, use the table below to complete these fields.

Properties:
= CUCM

m PSS Voice
Server

m Refer to the CUCM Setup instructions on the Contents tab to the left.

m Enter the server URL, SIP password, and SIP port.

E Voice Sysiems

PatientSate Hospital
Affilated Facdibes
Facility |
Admin Uzar PatientSale Mira Mesa
- Properties
sss Dashboard
Mame |
B Assignment Allow Creale Users
AXL Passwoard
o, Configuration AL URL

AXL Usemamses

LI Settings

ANL Version

Call Forward GBS
Calling Search Space
Clugter Mame

CUPI AP Passward
CUP AP] Usamama
CUPI Sarver

@ User Guide =

5] Logout

.

SRV Mapping

pEs-cucm-versioni 1-01. patientsalesolutions.com

Value

frue
hitps:i10.10.38 §:8443/'axl/
cmadmin

a0

pEs-CEs

-

[ iom ] e ] oo ST

10. Click Save.

11. Click Extensions to view assigned extensions. Click the Extensions topic on the left to learn more.
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12. Click Restart to restart voice system integration. This might be useful when configurations have changed.

13. Click Logs to view voice system logs.

Extensions

Use the Extensions button to update the extensions on the voice server.

E Voice Sysiams

FatientSale
Affilated Facdibes

Hospital
Facility |
Admin Uzer PaticntSale Mira Mesa

50 ” Properties
Mame |
EA Assignment Allow Creale Users

AXL Passwoard
AXL URL
AXL Usemama

o, Configuration

LI Settings

ANL Version

Call Forward GBS
Calling Search Space
Clugter Mame

CUPI AP Passward
CUP AP] Usamama
CUPI Sarver

@ User Guide =

5] Logout

SRY Mapping

pEs-cucm-versioni 1-01. patientsalesolutions.com

Value

frue
hitps:i10.10.38 §:8443/'axl/
cmadmin

a0

pEs-CEs

-

[ iom ] e ] oo ST

The Extension functionality works similarly on CUCM and the PSS Voice Server.

1. Click Extensions.
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Extansions
localhost dey s neld Helact Al Clear £y Emow Only Diflerences
Hami Leoagirs Maima PatieniTouch Extansion | PEX Extonsion
Jacke Hurse rearsed 444
3E: Phisboiomisi 3314
1E: Labosatory 3318
Judy Cartweigit JaATIghE BOCD
Hancy Gena ] B0
Jay Arursioll arund L] 1000
AR iCromi TRESTCIGMERE a1
Ky Ao kAt 00E 002
Baksr ot 1]
Cancel Upciate A0 PRE

2. Click Select All to select all extensions in the list.

3. Select the appropriate button:

m Update PatientTouch: Updates the patient touch extensions assigned to caregivers in the Enterprise
Manager, with the extensions PSS has detected are assigned to the caregiver in the PBX. For example, in
CUCM you can setup the extensions manually which allows PSS to import those extensions.

m  Update PBX: Click this button to send the selected extensions to the PBX so that the PBX matches the
extension assigned in the Enterprise Manager. This may be useful if the caregiver assigned extension was
recently changed / deleted on the PBX and you want to recreate it.

= Update All PBX: Click this button to send all extensions to the PBX so that the PBX matches the extension
assigned in the Enterprise Manager.

Notification Behavior

Use this section to set the behavior for text messages, notification messages, reminders, and voice calls on the
handheld. You can also enable or disable Inbox Reminders.

1. From the Dashboard, click Settings>Notification Behavior.
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E Dashboard

PatientSafe Hospital
Hi Admin User!

o aaminusee  (300d afternoon

Wednesday, April 17, 2019

m []uICk L|nk'.$

B Assignment

Ky Azzignments

A, Configuration e
Systemn

Device List
Communications

App Link Launch Poinis

Secure Meszaging

Quick Texls
Voice Systems
Motification Behavior
0 User Guide =
Clinigal
2] Logout Display Preferences

Text Messages

2. Set High, Medium, and Low priority text message behavior by selecting vibrate, play an auditory sound,

or display a popup.
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E Motification Behavior
PatieniSate Hosprial
Text Messages
High Prigrity Messages
Admin User
Vilsralion: Vibraie Leong Vibrata
Sounds: Play Diouble Chim
Sound
i Dashboard Papiips: Display Popup
E et Iedium Priorty Messages
<, Configuration Vitration: Vibrate | Shor Vibrate
Sounds: Play Single Ghime
Sound
Popup: Display Popup
Lo Priority Messages
Vibwration: Vibrale Shan Vibrate
Sounds: Play
Sound
Popup: Display Popup
@ User Guide =
MNate: PatienTouch Communication wed chen will adhere only 1o “Sounds’ configurations.
2] Logout

Notification Messages

3. Set High, Medium, and Low priority notification message behavior by selecting vibrate, play an auditory

sound, or display a popup.
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E Motification Behavior
PatieniSate Hosprial
Nolification Messages
High Pragwity Moikcalions
Admin Uzser
Vibralion: Viorale Long Vibrate
Saunds: Flay Single Chime
Sound
£ Dashboard Papup: Display Popup
E H.EEIQFI"I"IEII'II: Iedium Prignty Notiications
* GI:II'IIIQI.IFEIIDH Vibration: ‘Vibrale Shod Vibraie
En - Sounds: Play Soft Pin
# Sefttings 551.::'|'l2| g
Popup: Display Popup
Lo Pricnby Motiticatons
Vilsration: Vibrate Shor Vibrate
Sounds: Play Soft Ping
Sound
Popup: Display Poapup
User Guide e
a Mabe: Patieni Towsh Communication web clen will adbhers only o "Sounds’ configurations
2] Logout

Enable Inbox Reminders

Enable Inbox Reminders: Check this box to enable PatientTouch Communications for iOS, Android, and Web
Messenger to receive Inbox Reminders. When enabled here, users will have the ability to disable Inbox

Reminders on their handheld device.

Reminder Interval Minutes: Enter the number of minutes after which users will receive an Inbox Reminder

notification.

Message Priority: For High, Medium, and Low Priority Inbox Reminders, you can customize behavior to vibrate

or play an auditory sound

E Notitication Behavior
PatigntSate Hospral
Inbox Feminders
Admin U Enalsle Inbox Reminders:
Reminder Interval (minutes): 5
Message Priority; " High
£ Dashboard Mledium
Low
E Assignment
Vibration:
nfiguration
"\ Configuratio Bounds: Play Sound | Beds
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Clinical Due and Late Reminders

For due and late reminders on the clinical application, set notification behavior by selecting vibrate, play an
auditory sound, or display a popup.

]
Clinical Due and Late Reminders
Vibwration: Vibrate Long Vibrate
Bounds: Play Single Chime
Sound
Popup: Display Popup
Assignment Transfer

The Assignment Transfer drop down menu allows administrators to select Low, Medium, or High for assignment
transfer email messages.

Assignment Transfer

Motification Priority: Low

Voice Calls

For voice calls, set voice call behavior by selecting vibrate or play an auditory sound.

Voica Calls
Vibrakion; Wineale Long Vinrate
Bounds: Play haioay

© User Guide & Sound

lLogo =
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Clinical

Display Preferences

Hospitals can choose whether to display Body Surface Area (BSA) or Body Mass Index (BMI) on the patient info
screen of the handheld, Web Messenger, MAR, Clinical Manager, and Enterprise Manager. In addition, facilities

can choose to display a patient's height and weight in metric, imperial, or both units in these same locations.

1. To configure these settings, click Settings>Clinical> Display Preferences.

E Dashboard

PatiantSale Hospial B
Hi Admin User!

o aamnuser  (300d afternoon

Friday, May 10, 2019

m Quick Links

B Assignment Syslem
Saourty
Configuration
A o Dievice List

|_ cmmumuinnl

App Link Launch Points
Secure Messaging
Qusick Texts

Voice Systems

Motification Behavior
8 User Guide

Chnical

B Legout Display Preferances

2. For the Unit System: select Metric & Imperial, Metric Only, or Imperial Only.
3. For the BSA/BMI: select BMI Only or BSA Only.

4. Click Save.

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A

155



PatientTouch® Enterprise Manager User Guide patient! """-'.'“E'JF

E Clinical Display Sattings E Clinical Display Settings

PalieriSale Hospilal PatentSate Hospeal
Lhnit Srysdeam: Matric & Impanal Unil Syslem: Metric & Impenal
Patiend STl i BEADMI
Admin User Dbsarvation: Mednic Only Admin User BMdl Only
Imperial Ority BSA Daly
3tt Dashboard 122 Dashboard
A Assignment E1 Assignment
<, Configuration

A, Configuration

0 User Guide o= © User Guide =

5] Logout =] Logout
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PatientTouch® Communications Set-up Guide
for Cisco Unified Call Manager (CUCM)

The purpose of this document is to provide the step-by-step instructions on how to configure Cisco Unified Call
Manager (CUCM) for integration with PatientTouch Communications. The target audience for this document is
CUCM administrators/technicians.

To setup the CUCM, you will need to follow all of the instructions listed below. Click a link to access a topic or
use your mouse to scroll through the pages.

Login to CUCM and Enable AXL

CUCM Settings
Device Pool

SIP Security Profile
SIP Profile

Call History
Create New Voice Settings in Enterprise Manager

Appendix
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Overview

The PatientTouch App for iOS can register with Cisco Unified Call Manager (CUCM) for making voice calls. The
PatientTouch app connects to CUCM using the SIP protocol. Users can be assigned extensions in the Enterprise
Manager web app, or via LDAP using Org Services integration.

Org Services uses AXL (Cisco's Administrative XML Rest Interface for CUCM) to provision devices and extensions
for each user in CUCM.

PatientTouch communicates with Org Services, an internal PatientTouch service. Org Services then
communicates with Active Directory (AD) and CUCM to manage user extensions.

There are two ways that extensions can sync between PatientTouch and CUCM. This is dependent on whether
or not the organization has enabled AD Sync.

If the organization has AD Sync enabled, extensions will sync periodically, as configured, and update the user
profile in PatientTouch.

If the organization does not have AD sync enabled, when the user logs into a Patient Touch handheld with AD
credentials, Org Services will query AD for user profile and extension information. Org Services will then send
an AXL request to CUCM to provision a device and extension directory number (DN).

Similarly, when an extension is assigned via Enterprise Manager, Org Services will provision device and
extension information in CUCM on login.

This allows Patient Touch devices to connect automatically to CUCM as SIP devices.

Cisco CUCM

PatientTouch Voice
Monitoring Appliance

PatientTouch Mobile

Hospital Application
Extensions

Requirements

m Cisco Unified Call Manager 9.1 or greater.

m A Cisco license for each PatientTouch device that will connect to the network is required. PSS devices
connect to CUCM as a "3rd Party Basic SIP" device. If your licenses are of the type "User Connect
Licensing", each device will require one "Enhanced" license. If your licenses are of the type "Unified
Workspace Licensing", you may utilize either a "Standard" or "Professional" license.
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DNS Setup

The PatientTouch handheld app uses SRV records to locate CUCM subscribers to connect to. A domain is
configured in the app and the app will query VOIP SRV records for this domain. Here is an example SRV setup
for the 'test.pss.net domain:

_pssvoip._udp.test.pss.net 0 0 5060 cucm.nodel.pss.net
_pssvoip._udp.test.pss.net 0 0 5060 cucm.node2.pss.net
_pssvoip._udp.test.pss.net 0 0 5060 cucm.node3.pss.net

The PatientTouch app will round robin between the SRV records until a connection can be made. The CUCM
subscribers can also be given a priority in the SRV. The PatientTouch app will try subscribers with a priority of '0'
first, then '1', '2', etc. Load balancing can be achieved by adding multiple servers at the same priority.

CUCM Setup

The following CUCM configuration will be required (detailed in later sections):
m  AXL Service Enabled (Cisco's Administrative XML REST interface for CUCM)
e A valid AXL user accountis required, to allow Org Services to provision PatientTouch devices.
m A new 'SIP Profile' for making changes specific to PatientTouch devices.
= A new 'Device Pool' for easy management and tracking of PatientTouch devices.
m (Optional) A new Calling Search space for managing how calls are routed from patient touch devices.

= A 'Route Partition' for sectioning off PatientTouch extensions. Only numbers and devices assigned to
numbers in this partition will be modified by PatientTouch.

= A new SIP Security Profile for making SIP security changes specific to PatientTouch devices.

m Enable CDR reporting so PatientTouch devices can get call history, even for calls made while the device is
offline.

e Add PatientTouch servers ip (VIP) as a CDR Billing Application Server
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Login to CUCM

1. Click Cisco Unified Communications Manager.

vl
CISCO

Installed Applications

« Cisco Unified Communications Manager
e Cisco Unified Communications Self Care Portal
» Cisco Prime License Manager

Cryptographic Features

This product contains cryptographic features and is subject to United States and local country
laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does
not imply third-party authority to import, export, distribute or use encryption. Importers,
exporters, distributors and users are responsible for compliance with U.5. and local country
laws. By using this product you agree to comply with applicable laws and regulations. If you are
unable to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http:/Mtools. cisco.comllegal'export/pepd/Search.do

If you require further assistance please contact us by sending email to export@cisco.com

2. Enter your Username and Password.

3. Click Login.
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alimp,  Ciseo Unified CM Administration
CI5C0 oy Ciscn Unified Communications Salulions

UERBESTON Cisco Unified CM Administration * m

Usermame

Cisco Unified CM Administration

Copyrght & 1909 - 2015 Cisco Systems, [nc.
Al nghts reserved.

This product containg cryptographic festures and is subject to United States and local country [aws governing import, export, transfer and use,
Delivery of Cisco cryptographes products does not imply third-party authority b import, export, detribute or use encrypbon, Imparters, exporters,
distributors and users are reapensible for compliance with U.5. and local country laws, By using this product you agree to comply with applicable laws
and regulations. If you are unable to comply with U.5, and local laws, return this product immediately.

A pmmary of LS, |laws gowerning Cisco cryptographic products may be found at our Export Compliance Product Report web site.

For information about Cisco Unified Communications Manager plexse visit our Unified Communications System Decumentation web site.

For Cisco Technical Support please visit pur Technical Support web site.
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Enable AXL on CUCM

Org Services uses AXL to connect to CUCM and manage the per device SIP settings.

Enable AXL service in Service Availability:

1. Inthe Navigation drop down menu on the top right of the screen, select Cisco Unified Serviceability.

2. Click Go.

\EWLELGLE Cisco Unified Serviceability v m

dmin Search Documentation About Logout

3. Select Tools>Service Activation to view the list of enabled services.

Cisco Unified Serviceability
For Cisco Unified Communications Solutions

wfu]
CISco

Tools + | Snmp » CalHome = Help -

Service
Activation

Alarm -  Trace «

ceability

Control Center -
Feature Services

Control Center -
Metwork
Services I(R) Xeon(R) CPU E5
) N dbytes RAM, Partition
Serviceability
Reports Archive

Audit Log
Configuration

Iser crmadmin last |d
HITTPS

Copyright © 1999 - 2
U rights reserved.

'his_ product cu:untain_s

Locations

Dialed Number
Analyzer

CDR
Management

k

on Wednesday, March 2

and _is subject to Un_iteu:l 9

4. Select the Cisco AXL Web Service check box.

5. Click Apply.
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Database and Admin Services
o Cisco Bulk Provisioning Service Deactivated
i Cisco AXL Web Service Activated
U Cisco UXL Web Sarvice Deactivated
I_ Cisco TAPS Service Deactivated

Next you will need to add an Application User to allow PatientTouch Cucm-Sync to communicate (over AXL) to
CUCM. This username and password will be entered in Enterprise Mgr later.

6. Go back to the Cisco Unified CM Administration using the drop down menu located on the top right of

the screen.
Make sure to click Go.

7. Select User Management>Application User.

aliali.  Cisco Unified CM Administration

CIS€0 gy Cisco Unified Communications Solutions
System » Call Routing = Meda Resources »  Advanced Festures =  Devica =

Application User Configuration

8. Add the 'Standard AXL API Access' Role to the user. Roles are granted to CUCM Users by adding 'Access
Control Groups'. See below for how to create a more restrictive Access Control Group.

9. A more restrictive Access Control Group for PatientTouch can be created and added to the Application

User. Create a new 'Access Control Group':

- Click User Management>User Settings>Access Control Group
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1+ | Usar Managemant -

Bulk Administration = Halp =

Application User

- Click Add

End User
UserPhone Add
SIP Realm
User Settings Cradential Policy Default
Self-Provisioning Credential Policy .
Assign Presence Users Role I
Access Contral Group
UC Service
Service Profile L
User Profile
User Group
User Rank

New

patientiouchf

ﬁ - * [ g@a * Page~ Safety> Tools~w @w g _E']}] Iﬂr'i’

Cisco

Cisco Unified CM Administration
For Cisco Unified Communications Solutions

System

- Enter the Access Control Group Name

Call Rouling +  Media Resources

Find and List Access Control Groups

- Click Save

Advanced Features + Device »  Application -
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alilie Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System - Call Routing ~ Media Resources =  Advanced Features ~ Device »  Application = |

Access Control Group Configuration

— Access Control Group Information

Mame* |F‘atientTcuuch Groups 1 |

Available for Users with User Rank as * |1 - Default User Rank

Save

@ *_ indicates required item.

- Select Assign Role to Access Control Group from the drop down menu on the top right of the screen.

- Click Go
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aliln  Cisco Unified CM Administration AEWRRE Cisco Unified CM Administration > | Go |
cisco For Cisco Unified Communications Solutions omadmin Search Documentation About Logout

System + Call Rouling »  Media Resources »  Advanced Fealres » Device »  Apgplicaion »  User Management +  Bulk Adminisiral

Related Links: |Assign Role to Access Control Group G m

rhccess Control Group Information

Name* [PuticntTuuch Groups 1 |
Available for Users with User Rank as * [1 - Default User Rank w |

User Rows per Page 50 |
Find User where [User ID %[ begins with | || Find ” Clear Filber | @ =

| Add End users to Group || Add App Users to Group || Select all || Clear Al || Detete Selected |

Save || Delete || Copy || Add New

ﬁ) *. indirates reauired ifem

- Click Assign Role to Group
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aliile Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System » Call Routing » Media Resources » Advanced Features = Device »  Application = Us

Access Control Group Configuration

— Access Control Group Information

Mame ™ PatientTouch Group 4

— Role Assignment

Role

Assign Role to Group
Delete Role Assignment

Save

- When you click Assign Role to Group, the window below should display. However, you may need to click Find

in order to see the list of roles.
- Click the following roles and then click Add Selected
Standard AXL APl Access
Standard Admin Rep Tool Admin
Standard Audit Log Administration
Standard CCM Admin Users
Standard CCM Admin Administration
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Find and List Roles

Role (1 - 50 of 50) Rows per Page 50 |

Find Role wherell‘lame V]heglns with Vl || Find || Clear Filter |E|

Select item or enter search text v

] Mame = Application Description Copy
k] Standard AXL AP] Access Cisco Call Manager AXL  Access the AXL APls 5]
Database
[] Standard AXL AP] Users All users with access to AXL )
APIs
|:| Standard AXL Read Only API Access Cisco Call Manager AXL Access the AXL Read Only APIs ]
Database Read Only
B4 Etandard Admin Rep Tool Admin Adrminister CAR Ty
Standard Audit Log Administration Cisco Call Manager Serviceability Audit Log s
Serviceability Administration
Standard CCM Admin Users All users with access to CCM ]
web site
[] Standard CCM End Users Access to CCM User Option ]
Pages
[] Standard CCM Feature Management Cisco Call Manager Standard CCM Feature 5}
Administration Management

Enter AXL Data in Enterprise Manager

Under Voice Systems, go to Properties and update the following properties:
1. Enter AXL Username and AXL Password for the user on the server you are setting up.

2. Enter AXL URL as the URL to the AXL API of the cluster: 'https://<cluster_hostname>:8443/axl/'. The
host is normally just the 'SIP Server' one you entered above but can be any hostname that resolves to a
server or multiple servers on the cluster.
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E \oice Systemns

Bius Hospital Affiliated Facilities

Facility DME Mapping
Uzer Admin Mo aMiliated facililies

Bgdd
#:t Dashboard Froperties
Mame: | Valua

E} Assignment

AML Password
&, Configuration AXL URL

AXL Username
ﬂ Seflings AXL Version a0

Gall Forwand G33

Calling Search Space pas-cas

Cluster Nams -

Tom ] ooee [t | o |
Ly TRy
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CUCM Settings

The following have to be configured on the CUCM server and the corresponding properties updated in
Enterprise Manager> Voice Systems.

Route Partition & Calling Search Space

To enable custom call routing for PatientTouch devices, a new Route Partition and a new Calling Search Space
specific to PSS devices are required. In addition to call routing, the Route Partition is also used to determine calls
made by PatientTouch devices as part of the Call History feature.

Jot down the 'Route Partition' and 'Calling Search Space' names, these will need to be entered in Enterprise Mgr
under the Voice System Properties.

1. Select Call Routing>Class of Control>Partition.

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

Call Routing =+ | Media Resources + Advanced Features + Device + Applicati

AAR Group

Dial Rules »

Route Filter Delete Selected

Route/Hunt ’

SIP Route Pattern

Class of Control 4 Access List

Intercom ’ Time Period

Client Matter Codes Time Schedule

Forced Authorization Codes || Partition ||
Emergency Location 4 Calling Search Space

2. Click Add New.
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alip,  Ciseo Unified CM Administration

Cisco Unified CM Admanistration * | Go
CI5C0 oy Ciscn Unified Communications Salulions

System » Cal Rouing =  Meda Resources = Advanced Features ~ Device = Application = User Management «  Bulk Adminstration = Help -

S Add Hew

Partition
Find Partition where Name * | begins with ¥ | | Fimd || Clear Filter |i:
Mo actiwe query. Flease enter your search criteda using the options above.
| Add Mew |

3. Enter the Partition name.

4. Click Save.

alial,  Cisco Unified CM Administration

€IS€O 5 Cisco Unified Communications Solutions

System = Call Routing = Media Resources = Advanced Features = Device » Application »  User Managemen

Partition Configuration
o Sove

~Status
@ Status: Ready

— Partition Information

To enter multiple partitions, use one line for each partition entry. You can enter up to 75 partitions; the
names and descriptions can have up to a total of 1475 characters. The partition name cannot exceed 50
characters. Use a comma (,) to separate the partition name and description on each line. If a description
is not entered, Cisco Unified Communications Manager uses the partition name as the description. For example:
<< partitionName >> , << description >>
CiscoPartition, Cisco employee partition
DallasPartition

Name* pgg—pd

5. Select Call Routing>Class of Control>Calling Search Space.
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Cisco Unified CM Administration

For Cisco Unified Communications Solutions

Call Routing + | Media Resources v Advanced Features v Device v Applicati
AAR Group
Dial Rules »
Route Filter
Route/Hunt »
SIP Route Pattern
Class of Control » Access List

Intercom 2 Time Period
Client Matter Codes Time Schedule
Forced Authorization Codes Partition

Emergency Location » || Calling Search Space ||

6. Click Add New.

alimp  Cisco Unified CM Administration Cisca Unified CM Administration ¥ | Go

CI5€O o Cisco Unified Communications Solutions

System » Cal Rouiing = Meda Resources = Advanced Fealures »  Device = Appliication »  User Management ~  Baulk Adminiitration «  Help -
d and Lis paces

SR Add Hew

Calling Search Space

Find Calling Search Space whare C55 Mame ¥ | beging with ¥ | |_Find || Clear Filter || ap | =

N active quary. Plesss enter your search critenia using the aplions above.

Add Mew

7. Enter aName.

8. Click Save.
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System = Call Rouing = Media Resources = Advanced Features = Device = Application =  User Manage

e 3G oo [ o o e

~Calling Search Space Information
Name - P55-C55

Description

— Route Partitions for this Calling Search Space

Avallable Partitions™* Directory URI
Global Learmed E164 Numbers
Global Learned E164 Patterns
Global Learned Enterprise Mumbers
Global Learned Enterprise Patterns

v

Selected Partitions pss-pt
v
F)

9. Write down the 'Route Partition' and 'Calling Search Space' names as these will need to be entered in

Enterprise Manager under the Voice System Properties.

Enterprise Manager Properties

Enter the Partition and Calling Search Space in Enterprise Manager under Voice Systems>Properties.
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Properties

Mame

Allow Create Users
AXL Password
AXL URL

AXL Username
AXL Version
Calling Search Space
Device Pool
Device Type
Digest Password
Digest Realm
Route Partition

Sip Profile

Sip Security Profile

User Prefix

false

https:/f<your CUCM host>:8443/ax|/
pssaxluser

9.0

pss-css

PSS Device Pool

Third-party SIP Device (Basic)

L ]

ccmsipline

pss-pt

PSS Sip Profile

PSS Security Profile
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Device Pool

A separate Device Pool should be used for each CUCM Voice Setting in Enterprise Manager. The Device Pool is

how Org Services knows where to find PatientTouch devices in CUCM. Take note of the name used for the
Device Pool, this will be entered into Enterprise Mgr later.

Only needed if you want to enable digest authentication. Add a new 'SIP Security Profile' and check 'Enable

Digest Authentication'. Take note of the name you used for this SIP Security Profile, this will be configured in

Enterprise Mgr later.

The device type must match 'Third-Party SIP Device (Basic)'.

1. From the System menu, select Device Pool.

Senver
Cisco Unified CM
Cigeo Uniad CM Groug

Br e Redundancy O
Phone NTF Reference
DaleiTime Group

BLF Presence Group
Region Information

PEWLELTOE Cisco Unified CM Administrakion m

cmadmin Search Documentation About Logout

Group

Device Mobility
DHCP
LDAP
SAML Single Sign-On

Cross-Cmngin Resource Sharing

{CORS)

Location info

MLPP

Physical Location
SRST

Enlesprize Paramelens

Enderprise Phaone Configuration

Senice Paramaters
Security

wihiere Mame [begine with | | Find || clear Filer |E|

Pv-m."mn-ﬁwudruﬂnmhghnpﬁmum

| I'rrrp';;."_.'rrlchter-cu-cml.’-Iah.dr\.'.P“.nn.-tﬁd-ﬂi."n:cmadmln,."dwmEl'-'nnlhndll-sl!.dn i

2. Click Find.
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aliln  Cisco Unified CM Administration PSR Cisco Unified CHM Administration | Go |
cisco For Cisco Unified Communications Solutions cmadmin Search Documentation About Logout

Systern » Call Rouling » Media Resources »  Advanced Fealures » Device = Applicalion = User Management «  Bulk Admimisirati
Help =

Find and List Device Pools

A Add New

Device Pool
Devii —
Find P‘:I'mwhare Device Poal Nama w | beging with | | Fine || Clear Filter
Mo actve query. Flease enter your search oriteria wsing the options abowe.
Add New

3. Click Add New.

aliali.  Cisco Unified CM Administration TERNSNITN Cisco Unified CH Administration v | Go |
CISE0 o Cisco Unified Communications Solutions cmadmin Search Documentation About Logout

Syslem » Call Rouling ~ Media Resowrces »  Advanced Fealures + Dévice »  Appltalion »  User Management +  Bulk Adminisirasi

Find and List Device Pools

Device Pool  (1-3of3) Rows per Page 50~ |
Fined F‘Enul =whuru|Dﬂrmc Pool Name Vlbtﬂms with v| || Find ” Clear Filtber |
[] Mame * Cisco Unified CM Group Fegion Date/Time Group Copy
D Default Default Default CMLocal E
] P55 Device Pool Default Default LMLgcal [I&}
O P55 new device pool Default Default CMLocal i}

| Add New || Select All || Clear All || Delete Selected |

4. Enter the following Device Pool Information:

m Device Pool Name -

m Cisco Unified Communications Manager Group - Default
m Calling Search Space for Auto-registration - pss css

m Date/Time Group - CMLocal

= Region - Default
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patienticuchf’

~Device Pool Information
Device Pooli  Mew

~ Device Pool Settings

Device Poal Name®

[pS5 reevice Paot

Cisco Unified Co icaticns Manager Group™ | Default ~|
Calling Search Space for Auto-registration [ pas-css |
Adjpunct C55 [« Hone = |
Reverted Call Focus Priority [ Default |
Intercompany Madia Services Encolled Group  [= None = |

~Roaming Sensilive Sellings
Date/Time Group*
Region*
Madia Resource Group List
Locatian
Metwaork Locale
SRET Referance®

Single Button Barge™*
Iain Across Lings *
Physical Location
Device Maobility Group
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SIP Security Profile

This is only needed if you want to enable digest authentication. Add a new SIP Security Profile and select 'Digest
Authentication'. Take note of the name you used for this SIP Security Profile, this will be configured in Enterprise

Manager later.

patientiouchjf

The device type must match the device type entered into Enterprise Manager. E.g. 'Third-Party SIP Device

(Basic)".

1. Click System>Security>Phone Security Profile.

Server

Cisco Unified CM

Cisco Unified CM Group
Presence Redundancy Groups
Phene NTP Reference
Date/Time Group

BLF Presence Group
Region Infermation
Device Pool

Device Mobility

OHCP

LDAP

SAML Single Sign-On

Cross-0rigin Resource Sharing

M Administration

nications Solutions

[=]

* Advanced Features

Device

(CORS) |F'55-Deuin:e Pool
LIRS fr Group™® | - Not Selected --
MLPP ption | pss-css
Fhysical Location | = None >
SRSET | Default
Enterprize Parameters H Group | = MNaone =
Enterprise Phone Configuration
Service Parameters
I| Security Certificate ]

Application Server
Licensing
Geolocation Configuration

Geolocation Fitter

Cridd Elm e s

Phone Security Profile

i

SIP Trunk Security Profile
CUMA Server Security Profile

lable

https:/10.10.35.106:8443/ ccrnadmin/phoneSecuntyProfileFindList.do
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2. Click Add New.
3. Enter the Phone Security Profile Type.

4. Click Next.

LEaLE S Cisco Unified CM Administration * m

cmadmin Search Decumentation Abaut Logout
Help =
RS NS Back To Find/List * | Go |

aliali,  Cisco Unified CM Administration
CISCD o Cisco Unified Communications Solutions

System = Cal Rouing =  Media Resources =

Agvanced Features =  Device =

Appication = User Managemend =  Bulk Adminstrabon =

Phone Security Profile Configuration

- Select the type of device profile you would like to create

Phone Security Profile Type® | Third-party S1F Device (Advanced) x|

Mext

5. Enter the following information:
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e Save I petete [ cory @y Reset 2 AppyConfig a Add New

— Phone Security Profile Information

Product Type: Third-party SIP Device (Basic)
Device Protocol: SIp

Name * PSS Security Profile
Description Third-party SIP Device (Basic)

Nonge Validity Time* gng

Transport Type™* - UDP

| Enable Digest Authentication

L L

— Parameters used in Phone

SIP Phone Port * S060

— Save Delete Copy Reset Apply Config Add New

Enterprise Manager Settings

Enter the name of the new device security profile in Enterprise Manager under Settings>Voice
Systems>Properties.
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FProperties
Name T Value
Digest Realm comsipline -
Mo Answer Timeout 15
Route Partition pss-pt
Sip Port 5060
Sip Profile PSS Sip Profile
Sip Security Profile PSS Basic Security Profile
Lser Prefix pss_blue_ -
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SIP Profile

Create a new SIP Profile for PatientTouch devices, take note of the name used, this will be configured in
Enterprise Manager later.

Call History has to be enabled on the CUCM server. Call history logs are uploaded by CUCM to the Org Services
cluster over SFTP. Only logs for the route partition configured in 'Voice Systems' are considered.

Set the 'CDR File Time Interval' to '1' under 'System' -> 'Enterprise Parameters' (the call history records will
uploaded to Org Services every 1 minute).

m Directory should '/callhistory/'
m User should be 'cucmsftp'
m Password is per install and provided by your PSS Support representative

Make sure 'Use Fully Qualified Domain Name in SIP requests' is enabled as well if you want to connect with a
domain name instead of an IP (recommended):

1. Click Device>Device Settings>SIP Profile.
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fied CM Administration

ed Communications Solutions

edia Resources »  Advanced Features -

Device - | Application

Uszer Man

Cisco

mfiguration

CTI Route Point
Gatekeeper
Gateway

Phone

I Device Defaults

Firmware Load Information

Default Device Profie
Device Profile

n Phone Button Template

Softkey Template

Phone Services

Trunk

Remote Destination

Device Settings

SIP Profile

| Commen Device Configuration
H Common Phone Profile

I Remote Destination Profile
Feature Control Policy

H Receording Profile

1 SIP Mormaliz ation Secript
S0P Transparency Profile
Metwork Access Profie
Wireless LAMN Profile
Wireless LAM Profile Group
Wi-Fi Hotspot Profile

2. Click Add New.
3. Enter the following information:

= Name

m Description

m Select the Redirect by Application check box

m Select the Use Fully Qualified Domain Name in SIP Requests check box
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djial, Cisco Unified CM Administration
€I5CQ o Cisco Unified Communications Solutions

LEELE S Cisco Unified CM Administration * E

cmad min Search Do

marntatan Abaut Logout

System w  Cal Rouling +  Media B

SIP Profile Configuration

Q Save
- Status =

@ Status: Ready

@ &ll S1P devices using thes profile must be restarted before any changes will take affect.

LR RS Back To Find/List *

- SIP Profile Information

HName™ PSS SIP Profile

Crescription PSS SIP Profile
Default MTP Telephony Event Payload Type' 101

Early Offer for G.Clear Calls® Disabled b
User-Agent and Server header information® ' Send Unified CM Versien Infarmation as User-Agen ¥
Wersson in User Agent and Server Header™® Major And Mingr A
[Dial String Interpretation™ Phane number eonsists of characters 0-9, =, #, anc ¥
Confidential Access Level Headers™ Disabled T

* Redirect bv Applcation
[Cheable Early Media on 160
Qutgaing T.368 INVITE include audis mlins

#| Use Fully Qualifisd Domain Name in SIP Requests
Assured Services SIP conformance

SOF Information

S0P Session-level Bandwidth Modifier for Early Offer and Re-mvites* | TIAS and &S v
SDP Transparency Profile Pass all unkmown SDP attributes v
Accept Audio Codec Preferences in Received Offer® Default ¥

Reguire SOP Inactive Exchange for Mid-Call Media Change
Allow RRRS bandwidth modifier (RFC 3555)
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SIP Domain

The PatientTouch clients use the 'SIP Domain' when registering the SIP connection with CUCM,
<extension>@<sipdomain>, e.g. 1000@cucm.mycompany.com.

This can be an IP or a fully qualified domain name (FQDN). The FQDN on the CUCM Publisher if set can be found
below. Note this for later.

When connecting via a FQDN, make sure the SIP Security Profile (see previous section) has the setting 'Use Fully
Qualified Domain Name in SIP requests' enabled.

1. Click System>Enterprise Parameters
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alialy  Cisco Unified CM

cisco

For Cisco Unified Commun

System - | Call Routing ~ Media Resourc

Server

Cisco Unified CM

Cisco Unified CM Group
Presence Redundancy Groups
Phone NTP Reference
Date/Time Group

BLF Presence Group
Reqgion Information
Device Pool

Device Maobility

ODHCP

LDAP

SAML Single Sign-Cn

Cross-0Origin Resource Sharing
(CORS)

Location Info
MLPP
Physical Location

SRST

Enterprize Parameters

Enterprize Phone Configuration
Service Parameters

Security

Application Server

Licensing

Geolocation Configuration
Geolocation Filter

E911 Messages

2. Enter your CUCM server in the designated fields

3. Click Save
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Syslem = Cal Rowling =  Media Aescurces ~  Advanced Fexlwes = Device -

Enterprise Paramelers Conliguralion

Igsbn @mum— @ Reset 2 sopiy Conty

patientiouchjf”

~Clusterwides D P ——

tion

Clustar Ful idlifbd Deaimehi BamE

|yuur_r.uu11 SEmer.ong

[our_cucm_server.org]

r Denial-al-Sarvice Protection

nial-of-Service Protection * [True v
~TLS Handshake Timer
TL5 Handshake Timer * [so |
~TLS R thon Timer
TL5 Aesumption Timer * [3800 |
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Call History

Call History has to be enabled on the CUCM server. Call history logs are uploaded by CUCM to the Org Services
cluster over SFTP. Only logs for the route partition configured in Voice System are considered.

Set the 'CDR File Time Interval' to '1' under 'System' -> 'Enterprise Parameters' (the call history records will
uploaded to Org Services every 1 minute).

Go 'System' -> 'Service Parameters', then select the server and 'Cisco CallManager' this will bring up properties
editor for call manager. Set the following:
= 'CDR Enabled Flag' to 'true’

= 'CDR Log Calls with Zero Duration Flag' to 'true’

System = Call Rowling ~ Media Fesources ~  Advenced Fealures = Device »  Application = User Management =  Bulk Administration =

g Save éj’ Set to Default Qmm
-y

stem

CDR Enabled Flag * Troe =
; * Trae =

Digia Analysis Comalesity StandardAnalysis P

=

Database Debounce Timer ]

Maximum Phone Fallback Quewe Depth * 10

Maximum Mumber of Registered Devices * 000

System Initialization Timer * )

There are hicklen parameters in this groap. Click on Advanced buttan 1o see hidden parameters.

Then setup 'CDR Management':

Select 'Cisco Unified Serviceability' and click 'Go'.

WENLEWGLE Cisco Unified CM Administration ¥ § Go
| Cisco Unified Reporting
Cisco Unified CM Administration

Searc

User Mar, Disaster Recovery System m
Cisco Unified Serviceability

Cisco Unified OS5 Administration ] -
Relatea LnksS. LEqagiiju- ey Je

3. Click Tools>CDR Management.
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Cisco Unified Ser
For Cisco Unified Comm

e« | Tools | Snmp v C

Service
Activation

Control Center -
Feature Services

Control Center -
Metwork
L] Services

Serviceability
Beports Archive

Audit Leg

Configuration
h last |g
Lzcations g

Dialed Number
Analyzer

CDOR
ontains Management

graphi-_ PT U000 O0ss TTOC 0T |

oog - 2
ved.

4. Click Add New to add a new 'Billing Application Server'. This is just a server that accepts CDR CSV files, it's
nothing to do with billing.

alinl,  Cisco Unified Serviceability
CISCO  Eor Cisco Unified Communications Solutions

Alarm + Trace + Tools + Snmp = CalHome »  Help -

o Add new x Delete Selected

Fill out the Org Services server hostname (this can be any server in the org services cluster where cucm-sync is
running. It can be a load balanced hostname/ip).

5. Enter the following information:

m Host Name: enter your host name
m User Name: should be ‘cucmsftp’
m Password: Password is per install and provided by your PSS Support representative

m Directory Path: Should be '/callhistory/'
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alial,  Cisco Unified Serviceability
CISCO  For Cisco Unified Communications Solutions

Alarm = Trace = Tools » Snmp = CallHome = Help =
DR Management

Billing Application Server Parameters

Host Name / IP blue.ga.pss.net

Address*

User Name™* cucrnsftp

Password® SessessssessEsessEsEsRRSERRESS
Protocol*® SFTP &

Directory Path* /callhistory/

Resend on Failure

Update Cancel

@* - indicates required item.
@Updation of IPAddress/Hostname and Directory Path is not allowed, CD
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Create New Voice System in Enterprise

Manager

patientioLchjf

A 'Voice System' in Enterprise Manager allows directory numbers (extensions) to be provisioned on a Call

Manager/PBX.

Mote There may be an existing 'PatientTouch Voice Appliance' example Voice System added, remove this

if connecting only to CUCM.

1. Select Settings>Voice Systems.

E Dashboard

PSS Hospital . .
Hi User Admin!

o veeraamn  (500d Morning

Tuesday, March 28, 2017

B Assignment

Cuick Links

Wy Assigremantz

@&, Configuration
R
Security
Drvice List
Communicalions
Secure Messaging
Volce Systems

MNotification Behavior

S Amnat
hitps//blue.ga.pas.retB4d 3 org-sennces-admin-web/'*

2. Click Create New.
Enter a Name.

3. Select'Cisco CUCM' as the type

4. Make sure 'Enable Extension Configuration' is selected (it is be selected by default).

Mote When Enable Extension Configuration is enabled, users, devices and lines in CUCM will be managed

by Enterprise Manager. When disabled Enterprise Mgr will only read these from CUCM. However, in

both cases the forwarding number on the line will be updated every time a user logs in or changes it

from the client.
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5. Add the CUCM SIP domain under SIP Domain. This can be an IP but a fully qualified domain name (FQDN)

is preferred. PatientTouch devices register over SIP to CUCM using this 'SIP Domain'

E Voice Systems

Basic Information

Ns :
User Admin — CLEM
Description: CucMm
wea Type Cisco CUCM
121 Dashboard
B Assignment Server Settings
* C liguration SIP Domain: pss-cucm-version1-01. patientsafesoluions l:l:.\ﬂi

Call Forwarding:
m -

Enable Extension Configuration

Blue Range-CLICM 6000 6012 L B858-722-0000
Extarnal Accassible . 4611 4617 ¥ B58T4B0000

il

Affiliated Facilities

PatientSale Mira Mesa pss-cucm-version1-01 patientsafesolutions.com
© User Guide =

The PatientTouch clients use the 'SIP Domain' when registering the SIP connection with CUCM,
<extension>@<sipdomain>, e.g. 1000@cucm.mycompany.com.

Affiliate with facilities you want the voice server to be available for. For each facility enter in the host name of
the CUCM server to connect to. This can be different per facility. Multiple CUCM servers can be specified by
comma separating them in this field.

The 'Digest Password' property in Enterprise Mgr allows you to set the digest password configured on CUCM.
This password will be set by Org Services as the digest password for any users that have a PatientTouch
extension. The PatientTouch client will authenticate with this password. The password is not sent directly to
clients instead a hash of the username and Digest Realm is used. The default digest realm used in CUCM is
'‘ccmsipline’. If this is changed to something else in CUCM you will need to change the 'Digest Realm' property in
Enterprise Mgr.
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alimlnn  Cisco Unified CM Administration

CI5C

o For Clsco Unifled Communications Salutlans

System = Call Routing = Media Resources +  Advancad Features = Device = Application = User Managema

Service Parameter Configuration

Q Save @ﬁ} Set to Default % Advanced

-Select Sarver and Service
Server® | 10,10.35.106--CUCH Voice/Video [Ackive) &]
Service® | Clsco CallManager {Active) :

All parameters apply only to the current server excapt parameters that are in the cluster-wide aroup(s),

-Cisco CallManager (Active) Parameters on server 10.10.35.106--CUCM Voice/Video (Active)

SIP Station Realm *

Enter the following properties:

Set 'AXL Password' to the password for the AXL user you created.

Set 'AXL URL' as the URL to the AXL APl of CUCM host(s), example 'https://<cucm_host>:8443/axl|/".

Set 'AXL Username' to the username for the AXL user you created.

Set 'Calling Search Space' to the name of the PSS specific 'Calling Search Space' you added.
Set 'Device Pool' to the name of the PSS specific 'Device Pool' you added.

Set 'Device Type' to blank, by default 'Third-party SIP Device (Basic)' is used as the device type.
Set 'Route Partition' to the name of the PSS specific 'Route Partition' you added.

Set 'SIP Profile' to the name of the PSS specific 'SIP Profile' you added.

Set 'SIP Security Profile' to the name of the PSS specific 'SIP Security Profile' you added.

Set 'User Prefix' to blank - this is only used in test environments.

Other properties:

patientioLchjf

m  Make sure 'Allow Create Users' is set to 'false' (it is by default) if users will are already created in CUCM

via Active Directory (AD). If your CUCM install is NOT Active Directory integrated with 'CUCM Dir Sync',

set this to 'true' so that Org Services will create the users as needed in CUCM.

Set 'Digest Password' to a custom password - This will be used by the PatientTouch client devices to
connect to CUCM.
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patienttouchf’

= Make sure the 'Digest Realm' matches the setting 'SIP Station Realm' in CUCM - See the 'Authentication’

section below.

m  Make sure the 'CUPI' settings are blank (they are by default) - these are only used in test environments.

Properties

Mame

Allow Create Users
AXL Password
AXL URL

AXL Usermame
AXL Version
Calling Search Space
Device Pool
Device Type
Digest Passward
Digest Realm
Route Partition

Sip Profile

Sip Security Profile

User Prafix

©2019 PatientSafe Solutions, Inc./ Company Confidential/ November 2019/4.7 UG-EM Rev A

false

hitps:f=your CUCM host=:8d43/ax/
pesaxluser

2.0

pE5-CES

PSS Device Pool

Third-party SIP Device (Basic)
cemsipline

pss-pl

P33 Sip Profile

PSS Security Profile
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Appendix

Authentication

The 'Digest Password' property in Enterprise Manager allows you to set the digest password configured on
CUCM. This password will be set by Org Services as the digest password for any users that have a PatientTouch
extension. The PatientTouch client will authenticate with this password. The password is not sent directly to
clients instead a hash of the username and Digest Realm is used. The default digest realm used in CUCM is
'‘ccmsipline’. If this is changed to something else in CUCM you will need to change the 'Digest Realm' property in
Enterprise Manager.

< C' | A Not Secure bttps://10.10.35.106:8443/ccmadmin/serviceParamEdit.do?server

alml  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System = Call Routing Media Resources = Advanced Features = Davice = Application ~  User Managamé

Service Parameter Configuration

) Saeve @ Set to Default Qnmancad

- Status
@ Status: Ready

-Select Server and Service

server® [ 10.10.35.106--CUCM Voice/Video (Active) 2)
Service™® | Cisco CallManager {Active) 4)

'

All parameters apply only to the current server except parameters that are in the cluster-wide group(s).

-Cisco CallManager (Active) Parameters on server 10.10.35.106--CUCM Voice/Video (Active)

| SIP Station Realm * ccmsipline

Fully Qualified Domain Name

To connect with the fully qualified domain name for 'SIP Domain' you will need to make sure CUCM is
configured correctly.

1. Under Cisco Unified CM Administration, select System>Enterprise Parameters.
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aliili.  Cisco Unified CM Administration

cisco

For Cisco Unified Communications Solutions

Server

Cisco Linified CM

Cisco Unified CM Group
Presence Redundancy Groups
Phene MTP Reference
Date/Time Group

BLF Presence Group
Region Infermation
Device Pool

Device Mobility

OHCP

LOAP

SAML Single Sign-On

Cross-0rigin Resource Sharing
(CORS)

Location Info
MLPF
Physical Location

SRST

ces w»  Advanced Features

g with an insufficiel
= not configured in y
ble to provision use

device is configurec

Administration
-2

1tel{R) Xeon(R) CPU E5-2
14Mbytes RAM, Partitions .

ter on Wednesday, March 29,

Inc.

Enterprize Parameters

Enterprize Phone Configuration
Service Parameters

Security

Applic ation Server

Licensing

Geolocation Configuration
Geolocation Fiter

EZ11 Messages

res and is subject to United St
imply third-party authority to inj
with U.5. and local country law:
nth U.5. and local laws, return
tryptographic products may be
unications Manager please visit

ur Technical Support web site.

patientiouchf

Clusterwide Domain Configuration

Organization Top Level Domain

pssvoip.brown.pss.srv

Cluster FU"! gua“f[ed Domain Name pssvnip.hruwn.pssisw
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2. Under the SIP Security Profile (see section above), make sure 'Use Fully Qualified Domain Name in SIP
requests' is enabled:

Sysiom = Cal Rowting +  Media Resources = Advanced Features =  Dewice = Application = User Management =  Bulk Administration =  He

tus
@ Status: Ready

EDMI 5IP devices using this profile must be restarted bafore any changes will take affect.

~SIP Profile Information
Name * PSS SIF Profile
Description PSS SIP Profile

Default MTP Telephany Event Payload Type® yp1

Early Offer for G.Clear Calls* Disabled

User-Agent and Server header information * | send Unified CM Version Information as User-Agent
Version in User Agent and Server Header® Major And Minar

Dial String Interpritation ™ Phone number consists of characters 0-9, =, #, and #
Confidential Access Leval Headers Disabled
B Redirect by Application
Disable Early Media an 180
Outgaoing T.38 INVITE include audia mlins
[ Use Fully Qualified Domain Name in SIP Requests
Assured Services SIP conformance

ap am aE

n
v

SDP Information

SDP Session-level Bandwidth Modifier for Early Offer and Re-invites® | 1185 and a5
S0P Transparency Profile

Pass all unknown SOP attributes
Accepl Audis Codec Preferences in Recaived Offer® Default

ECE T

Require SDP Inactive Exchange for Mid-Call Media Change
Alow RR/RS bandwidth rmodifier (RFC 3556)

Licensing

The number of Cisco licenses required by your organization will depend on the number of devices your

organization will connect to the network. For example, if your organization has 1500 nurses and 600 shared
devices, then 600 licenses are required.

Care Role Forwarding extension numbers do not require any additional licenses.

If your licenses are of the type "User Connect Licensing", each device will utilize one "Enhanced" license. If your
licenses are of the type "Unified Workspace Licensing", you may utilize either a "Standard" or "Professional"
license. For more information on Cisco licensing, you may visit Cisco's licensing site.
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Essential UCL

Basic UCL

Enhanced UCL

or

Enhanced Plus UCL
or

UWL Standard

or

UWL Professional

Cisco TelePresence Room

* Cisco Unified SIP Phone 3905

* Cisco Unified IP Phone 6901

o Analog devices

* Cisco Unified IP Phone 6911 and 6921 models

* Any Essential device

* Cisco Unified IP Phone 6941, 6945, and 6961 models

* Cisco Unified IP Phone 7900 Series (7900G, 7911G, 7912G, 7931G, 7%4xG, 796xG, and 7975G models)
« Cisco Unified IP Phone 8900 Series (8941, 8345, and 8961 models)

* Cisco Unified IP Phone 9900 Series (3951 and 9971 models) with or without camera
* Cisco Unified Wireless IP Phones Series (792G and 7925G-EX models)

* Cisco Unified IP Conference Stations (7936G and 79376 stations)

* Cisco Unified Softphones (Cisco Unified Personal Communicator, Cisco UC Integration for Lync, Cisco UC
Integration for Connect, and Cisco IP Communicator)

* Jabber clients (Jabber for Mac, Jabber for Windows, Jabber for iPhone, Jabber for Android, Jabber for iPad
and Jabber SDK)

* Cisco \irtual Experience Clients (VXC) with voice and video firmware
* Cisco TelePresence System E20
# TelePresence System EX Series (EX60 and EX90)

o Third-party SIP devices

* Any Basic or Essential device
* Cisco TelePresence Systems 500, 1000, 1100, 1300, 3000, 3200, TX9000, TX9200

* Cisco TelePresence System Profile 42-inch 6000 MXP, 52-inch MXP, 52-inch Dual MXP, 65-inch, and
65-inch Dual

* Cisco TelePresence System Codecs C90, C60, and C40; Cisco TelePresence System Quick Set C20
# Cisco TelePresence MX Series (MX300 and MX200)
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