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Welcome to the Enterprise Manager
User Guide
The Enterprise Manager is a tool that provides greater flexibility in assigning caregivers and patients. You will
use the Enterprise Manager to manage the relationship between the hospital, care role, and the patient.
The Enterprise Manager also allows you to:

1. Create and manage user information/permissions and contacts

2. Manage user extensions

3. Manage Patient and Location Assignments

4. Configure the organization structure, including organization types (i.e. unit) and organization units (i.e.
3rd Floor) across multiple facilities

5. Configure the clinical attributes, including care roles and clinical profiles

6. Manage settings for system security, messaging and voice

7. Manage devices

8. View patient information

9. Establish the relationship between care roles in the Enterprise Manager and roles in the Clinical
Manager
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Logging In
To log into the Enterprise Manager, complete the following fields:

1. User: Enter your user name.

2. Password: Enter your password.

Your username and password are the same in the Enterprise Manager and the Clinical Manager.

3. Press Enter on your keyboard or click Login.
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Logging Out
Click Logout from the bottom left hand side of the screen to log out of Enterprise Manager.
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Dashboard
The Dashboard displays a welcome message for each user with "Hi <username>! Good Morning/Afternoon."
The current date displays beneath the welcome message. The name of the hospital displays on the top left hand
corner of the screen.
The Dashboard provides quick access toMy Assignments and the Patient List. Click the Dashboard anytime to
access these quick links.

My Assignments displays a list of all of your assignments. Click My Assignments on the Contents tab to the left or
click the link below to learn more.

n My Assignments

The Patient List displays a list of all patients in the Nursing Units that are associated to the logged-in user.
Click Patient List on the Contents tab to the left or click the link below to learn more.

n Patient List

Click the left arrow icon to minimize the left side bar and enlarge the viewing area of the Enterprise
Manager application.
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The icons display without the text on the left side bar for navigating the application.
Use the table below to navigate.

Dashboard

Assignment

Configuration

Settings

User Guide

Logout

Click the arrow icon again to display the left side bar with the text and return the viewing area to it's normal size.
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My Assignments
Caregivers can assign patients and locations using both the Enterprise Manager and the Clinical Manager.

1. To view and/or edit your assignments, clickMy Assignments from the Dashboard. Or, you may select the
Assignment menu>My Assignments.

2. Select the desired facility and care role.

3. Click Next.
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4. Double-click your Nursing Unit.

5. Click the check box(es) next to the patient(s) name(s) and click Assign.

To change the Care Role, click the Assignment drop down menu from the top middle of the screen.
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The assigned patients display under Current Assignments.

Be sure that the Patients button is selected to see patients. Click Org Units to see org units assigned
to this caregiver.
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6. To unassign, click the check box next to the patient name and click Unassign.

7. Click Yes on the confirmation message.

The patient has been unassigned and removed from the Current Assignments and the number of Patients has
decreased.
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Restrict Assignments
Care Roles have the ability to be "restricted" so that the assignments for the care role cannot be modified when
they are using an on-call scheduling system.
The functionality of Assignments will differ, if one or more care roles have the "Restrict Assignment
Management" selected in the Enterprise Manager.
If you select the Care Role with the Restrict Assignment, you will not be able to modify assignments for that Care
Role.
On the My Assignments screen, the care role will be in italics as shown below.
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If you try to assign a patient, the Assign button will be grayed out (not active).
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Assign Other Caregivers
Caregivers can assign patients and locations using both the Enterprise Manager and the Clinical Manager.
When using the Enterprise Manager, you must have the appropriate privileges under your User Account in
order to complete the task.

1. Click Assignment>Assign Other Caregivers.

2. Select a facility and care role. You can select the care role and click Next, or, you can just double-click
the care role.
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3. Select a Nursing Unit by double-clicking the unit.

4. Search for the caregiver using the Search field.

Click Recents to display the recently assigned caregiver and time of last assignment for this care role.
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5. Select the caregiver for whom you want to assign a patient.

6. Select the check box(es) next to the patient(s) and click Assign.
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The assigned patients display on the bottom under Current Assignments, and the number of Patients has
increased.

7. To unassign, select the check box next to the patient(s) and click Unassign.

8. Click Yes on the confirmation dialog box.

All of the assignments made via Enterprise Manager are visible in the PatientTouch Clinical Manager.

Restrict Assignments
Care Roles have the ability to be "restricted" so that the assignments for the care role cannot be modified when
they are using an on-call scheduling system.
The functionality of Assignments will differ, if one or more care roles have the "Restrict Assignment
Management" selected in the Enterprise Manager.
If you select the Care Role with the Restrict Assignment, you will not be able to modify assignments for that Care
Role.
On the Assign Other Caregivers screen, the care role will be in italics as shown below.
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If you try to assign a patient, the Assign button will be grayed out (not active).
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Patient List
1. To view your patients, click Patient List from the Dashboard. Or, you may click the Assignment

menu>Patient List.

The Patient List defaults to display a list of your assigned patients.
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2. To see patients within a specific facility select the facility from the drop down list. Or, select All to see
patients in all facilities.

3. To see a list of all patients, including active, inactive (no activity for 40 days or more), or discharged, click
the Show Inactive check box. Inactive and discharged patients display in gray italic font.
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4. If there is more than one screen of the Patient List, arrows will display at the bottom of the screen. Click
the single right arrow to navigate to the next screen. Click the double right arrows to navigate to the end
screen.

5. Click the gray arrow to the right of each field to display the list in ascending or descending order. For
example, click Last Name to display the list in ascending or descending order by the patient's last name.

6. Enter your keywords in the Search field to search for a specific patient. Search will search First Name,
Last Name, MRN, Visit ID, Hospital Nursing Unit, Room, Bed.

7. The Enterprise Manager allows those with the appropriate permissions to manually edit the patient
admit and discharge dates. Double-click the patient name and click the Calendar icon to make your edits.
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8. Click Save to save your changes.
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Organization Unit Types
Organization Unit Types can be a physical location such as a campus, facility, room/bed or piece of equipment.
However, it can also be a non-physical location such as a team or nursing unit.

Viewing Existing Organization Unit Types
1. From the Dashboard, click Configuration>Organization Types.

2. A full list of existing Organization Unit Types displays with the Name, Description, and Parents, as well as
the option to Edit or Delete an individual Organization Unit Type.

3. Expand or Collapse individual items by clicking the small down arrow next to the name of the
Organization Unit Type.

4. Sort Name and Description in either Ascending or Descending order by clicking the small up/down
arrow to the right of each field.
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Creating A New Organization Unit Type
1. To create a new Organization Unit Type click Create New.



PatientTouch® EnterpriseManager User Guide

©2019 PatientSafe Solutions, Inc. / CompanyConfidential / November 2019/ 4.7 UG-EMRevA 23

Details

Complete the following fields:

2. Name (required)

3. Description (optional)

4. Physical Location. Check this box if it is a physical location.

5. Parents (if applicable).

6. Allowed Children. The Allowed Children are selected from the existing list located on the right hand side
of the screen. Click the green plus sign next to one or more of the existing organization types to add
allowed children.

Saving Newly Created Organizational Types
1. If you have more than one Organization Unit Type to create, click Save & Create New to save your

current Organization Unit Type and prepare to enter the next one.

2. If you have finished creating your new Organization Unit Type, click Save.

3. Click the Back button at any time to return to the previous screen. If you have entered any information,
you will receive a message asking if you want to save.
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Editing An Existing Organization Unit Type
1. To edit an Organization Unit Type, simply click on the Edit icon to the right of the desired Organization

Unit Type.
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2. Edit the Name, Description, and Allowed Children.

3. Click Save when you are done.
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Deleting An Existing Organization Unit Type
Organization Unit Types cannot be deleted if there are any assignments associated with the
organization type.

Users with the appropriate privileges can delete an Organization Unit Type by one of two methods:

1. Click the Delete icon to the right of the selected organization type.

2. Or, on the Edit screen, drill down to the organization type for which you can delete.

3. Click Delete from the bottom left hand corner.
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4. Click Yes or No on the confirmation message.
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Searching for Organization Unit Types
Search for existing Organization Unit Types by entering your key words in the Search field.
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Organization Units
An Organization Unit is a physical representation of a type. So a type might be a facility and the unit would be a
specific campus of the facility. Or, a type might be nursing unit and the Organization Unit would be the specific
name of the unit, i.e. 3 West.

Enterprise Manager to Clinical Manager Behavior:
n All Organization Units created in the Enterprise Manager will display in the Clinical Manager.

n All Organization Units made inactive in the Enterprise Manager will display as inactive in the Clinical
Manager.

n All room and bed "child" Organization Units configured in the Enterprise Manager will display in the
Clinical Manager.

Viewing Existing Organization Units
1. From the Dashboard, click Configuration>Organization Units.

2. A full list of existing Organization Units displays with the Name, Description, Type, Facility, Parents, and
Children, as well as the option to Edit or Delete the Organization Unit.
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3. Sort Name and Description in either Ascending or Descending order by clicking the small up/down
arrow to the right of each field.

4. Arrows display at the bottom of the screen if there are multiple pages. Click the single right arrow to
navigate to the next screen. Click the double right arrows to navigate to the end screen.

Organization Units can come over from the HL7 interface.

5. Drill down into each facility to see the allowed children. For example, for the PatientSafe Mira Mesa
facility, the allowed children include floors and nursing units.

Inactive nursing units display in gray italic font.
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Creating New Organization Units
Users with the appropriate permission will be able to create new Organization Units.

1. To create a new Organization Unit click Create New.
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Structure

Complete the following fields:

The required fields vary depending on the Type selected.

2. Name (required)

3. Description (optional)

4. Type (required): Select a type from the list that displays (bed, room, nursing unit, etc)

If the type is "Facility" then you need to select the associated TimeZone.

If the type is "Facility" then the Organization Unit name will display in the Clinical Manager under
Configuration>Settings>Hospital Address tab.

5. Code: The Code field is used to integrate Organization Units between the Clinical Manager and
Enterprise Manager. You cannot enter duplicate codes.

6. Facility: Select the associated facility from the drop down menu.

7. Display in Contact Browse Group: Click to have the organization unit display on the handheld under the
Contacts tab>Browse Groups.

8. Parents (if applicable): Click Add to add applicable parents.

9. Allowed Children - Click Add to add applicable children.
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Contact

Add a contact for the new organization unit.

1. Click the Add button beneath the type of contact you want to add.
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2. If adding a phone number, select the type of phone number from the drop down menu, i.e. Primary
Phone.

3. Enter the phone number.

4. Click Save.
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5. The new phone number has been added.
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6. Repeat these steps for each phone number, email address, postal address or messaging JID.

Forwarding Care Roles

If your facility has the Clinical Communications module configured, you can have your phone calls forwarded to
another phone/extension number.
For example, review the scenarios below for how this feature may be used.
Scenario #1
Floor 3 patients may be transferred to Floor 2 due to flooding. Floor 3 may want all calls forwarded to Floor 2.
Use the call forwarding feature to have all Floor 3 calls forwarded to Floor 2.

Scenario #2
The Head Nurse of the 9 West nursing unit may want all calls forwarded to the Charge Nurse. Use the
Forwarding Care Roles feature to have calls forwarded.

The Care Role Forwarding feature will only forward calls to one extension.
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1. Click the Add button.

2. Select a care role from the list that displays (i.e. Charge Nurse) and click Next.

The list that displays here will vary depending on the Organization Unit Type selected under the
Structure tab.
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3. Select one of the Available PatientTouch Extensions:

- Click Find Next Available to find the next available extension for this care role. This extension number
displays in the PatientTouch Extension field.

- Enter the Fallback Forwarding Number (required field). This number will ring if the Forwarding Care
Role does not answer or if there is no Forwarding Care Role assigned . The Fallback Forwarding Number
can be any number provided. It can be a Direct Inward Dialing (DID), a fully qualified number, or a non
PSS extension.



PatientTouch® EnterpriseManager User Guide

©2019 PatientSafe Solutions, Inc. / CompanyConfidential / November 2019/ 4.7 UG-EMRevA 39

4. Click Done.

5. The Forwarding Care Role displays.

6. Click Save.
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Saving Newly Created Organizational Units
1. If you have more than one Organization Unit to create, click Save & Create New to save your current

Organization Unit and prepare to enter the next one.

2. If you have finished creating your new Organizational Unit, click Save.

3. Click the Back button at any time to return to the previous screen. If you have entered any information,
you will receive a message asking if you want to save.

Editing Organization Units
To edit an Organizational Unit click the Edit icon to the far right of the Organizational Unit listed on the main
screen. Or, double-click the individual Organization Unit. This will allow you to edit the Name, Description, Type,
Parents, and Allowable Children for that Organizational Unit.
Let's look at an example.

Inactivate an Active Nursing Unit

1. Double-click the Mira Mesa unit.

You will not be able to inactivate a nursing unit that has active patients/assignments.
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2. Edit the name, description, etc. if desired.

3. Double-click on the active nursing unit.
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4. Click Inactivate.
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5. You will receive a confirmation message asking you to confirm you want to inactivate the nursing unit.
Click Yes.

6. The date and time you inactivated the unit displays at the bottom of the screen.

7. To reactivate the unit, click Activate.

Deleting Organization Units
Users with the appropriate privileges can delete an Organizational Unit by one of two methods:

Organization Units deleted in the Enterprise Manager will also be deleted in the Clinical Manager.

Organization Units cannot be deleted if there are any assignments associated with the unit.

1. Click the Delete icon to the right of the selected organization unit.
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2. Or, on the Edit screen, drill down to the organization unit for which you can delete.

3. Click Delete from the bottom left hand corner.
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4. Click Yes or No on the confirmation screen..
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Searching for Existing Organizational Units
Search existing Organization Units using one or a combination of the following methods:

Facility

1. Click the Facility drop down menu and select from the list that displays.
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Type

2. Click the Type(s) drop down menu and select one or more from the list that displays. To deselect, click an
item a second time.
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Name

3. Click the Search field and search by name or description.
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Care Roles
A Care Role defines the relationship of the caregiver to a patient or Organization Unit within a facility. Caregivers
who want to be assigned to a patient or Organization Unit must be assigned a Care Role.
A Care Role can be a cardiologist, CNA, primary nurse, charge nurse, on-call cardiologist, phlebotomist,
housekeeper, etc. The Care Role will be selected when creating your Clinical Profile.
The table below provides a list of sample care roles and corresponding assignments:

Care Role Description Assigned To

Charge Nurse Charge Nurse for Unit Organization Unit

Consulting Cardiologist Cardiologist consulting for a specific patient visit Patient

Pharmacist Pharmacist for a location or set of locations Organization Unit

Primary Nurse Primary Nurse for a patient Patient

Viewing Existing Care Roles
1. From the Dashboard, click Configuration>Care Roles.

2. A full list of existing Care Roles displays with the Name, Description, and Assign To, as well as the option
to Edit or Delete.

3. Sort Name, Description, and Assign To in either Ascending or Descending order by clicking the small
arrow to the right of each field.
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4. Download a CSV file of all Care Roles. The file includes care role name, code, description, and

assignment information.

Creating New Care Roles
Only one caregiver can be assigned to a particular patient or organization unit in a Care Role at a time. Care Roles
must be completed prior to adding Clinical Profiles.

1. To add a new Care Role, click Create New.



PatientTouch® EnterpriseManager User Guide

©2019 PatientSafe Solutions, Inc. / CompanyConfidential / November 2019/ 4.7 UG-EMRevA 51

Details

Complete the following fields:

2. Name (required)

3. Code: The Code field integrates with the Clinical Server to recognize the Care Role.

4. Description (optional)

5. Assign To (Organizational Unit or Patient): Select Organization Unit or Patient. When you select
Organization Unit, the Unit Type field displays.

6. Unit Type: Select the Unit Type from the drop down menu.

7. Options:

n Exclusive per Organizational Unit or Patient - When selected, this means that a patient/org unit can only
have one caregiver assigned.

n Exclusive per Caregiver - When selected, the caregiver cannot be assigned to any other care role.

n Restrict AssignmentManagement - When selected and the Care Role is saved, this option prevents the
assignments for the care role from being modified when they are using an on-call scheduling system.

n Show Empty Locations - Only for Care Roles assigned to an organization unit. When selected, this setting
will prompt the display of empty locations (beds) when browsing your assignments.
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n Show on Care Team - When enabled, this care role will display in patient's Care Teams. When disabled,
this care role will not display in patients' Care Teams. Default setting is enabled.

8. Click Save.

Associations

You can only assign Associated Organization Units after saving the information for the new Care Role.

1. Click Associations from the top of the screen.

2. Click Edit.
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3. Ensure you have the correct Org Unit Type and Facility selected.



PatientTouch® EnterpriseManager User Guide

©2019 PatientSafe Solutions, Inc. / CompanyConfidential / November 2019/ 4.7 UG-EMRevA 54

4. Select one or more associated nursing units.

5. Click Done.

You have completed the steps necessary to create a new care role.

Managing Care Role Order for Care Team
1. To manage the order of your Care Team click on Care Role Order in the bottom right hand corner of the

window.

2. Select the desired facility from the drop down menu.

3. Drag and drop Care Roles into the preferred order you want listed in the application.

The order of the Care Roles listed in Care Role Order will also display on the handheld.

4. Click Save.
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Editing Care Roles
1. To edit a Care Role, simply click the Edit icon to the right of the desired Care Role.

2. Or, double-click the individual Care Role.
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3. Edit the Name, Code, Description, and Associations for that Care Role.

4. Click Save when you are done.
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Deleting Care Roles
Users with the appropriate privileges can delete a Care Role by one of two methods:

1. Click the Delete icon to the right of the selected Care Role.

2. Or, from the Edit screen, click Delete from the bottom left hand corner.
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3. Click Yes or No on the confirmation screen.
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Searching for Existing Care Roles
To search the existing list of Care Roles, enter your key words for Name or Description into the Search field.
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Clinical Profiles
Clinical Profiles are linked to your Care Role and sometimes have the same name as the Care Role. They are
used to indicate the type of clinician or non-clinician the user is. This is typically based on the credential or
education/training received by the caregiver. Clinical Profiles can be configured for each separate facility.
The table below provides an example of some Clinical Profiles, Assigned Care Roles and Permissions.

Clinical Profile Assigned Care Role Permissions

Physician Attending Physician Res-
ident

Assign Self Only Access to:
• PatientTouch Mobile
• Enterprise Manager
• Patient List

Registered
Nurse

Charge Nurse
Primary Nurse

Same as above

Clinical Admin Clinical Admin Same as above with the addition of clinical configuration
options

System Admin System Admin Same as above with the addition of clinical configuration
options

Viewing Existing Clinical Profiles
1. From the Dashboard, click Configuration>Clinical Profiles.
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2. A full list of existing Clinical Profiles displays with the Name, Clinical Role Type, and Description, as well as
the option to Edit or Delete.

3. Sort Name, Clinical Role Type, and Description in either Ascending or Descending order by clicking the
small arrow to the right of each field.

4. Download a CSV file of all Clinical Profiles. The file includes the clinical profile name, code,

description, and clinical role type ID.

Creating New Clinical Profiles
Typically, you need a Care Role associated with a Clinical Profile. However, in some instances, you may have a
Clinical Profile without a Care Role. For example, an IT administrator does not need a Care Role but you may
want to assign them a Clinical Profile with a specific set of permissions.
Clinical Profiles can have the same name as the Care Role.

1. To add a new Clinical Profile, click Create New.
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Details

Complete the following fields:

1. Name (required)

2. Clinical Role Type - Required field. This list is fixed across all facilities and is used for Analytics reporting.

3. Code (required): The code is a unique identifier that is used to integrate with the Clinical Server.

4. Description (optional)

5. Click Edit under Affiliated Facilities.
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6. Select one or more associated facilities.

7. Click Done.

Auto Provisioning Extension Ranges
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If the clinical profile has been configured to automatically provide an extension to users upon initial log in, the
set of extension numbers will display here.

1. Click on the range of extensions to view Settings>Voice Systems.

Care Roles

1. Select the specific facility for which you want to add Care Role(s).

2. Click Edit to add Care Role(s) for the Clinical Profile.
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3. Select the desired Care Role(s) from the list.

4. Click Done.
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Permissions

1. Select the facility for which you want to add/modify permissions. The permissions apply to only the
Clinical Profile.

2. Click Edit to add the permissions for the Clinical Profile.

3. The list of permissions displays with the Permission Name, Description, Scope, and Access.

n General permissions apply to all facilities.

n Facility permissions only pertain to the selected facility.

4. Select the Access drop down menu and choose Allowed, View Only, or View & Edit.

5. Click Done when you are finished.
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App Link Launch Points

Customers are actively using Epic Haiku and Rover and want to seamlessly link from these third party apps to
PatientTouch. If your hospital is configured for this feature, clinical profiles will be assigned App Link Launch
Points. In other words, Epic Haiku or Rover buttons will appear in the designated locations on the PatientTouch
application.

1. Click App Link Launch Points.
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All of the App Link Launch Points display for this clinical profile. The Name field indicates the name of the button
that will display on the PatientTouch screens. The Type field indicates the screen where the button will be
located:

n Patient : patient-info screen and patient-context screen (individual patient)

n Patient List : assignments/unit-browse screens

n Use : contact-detail screen (individual contact)

n Schedule : currently not used

2. Double-click on a Launch Point to view more detailed information.
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3. The App Link Launch Point configuration screen displays. View or modify data as necessary.
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Saving Newly Created Clinical Profiles
1. If you have more Clinical Profiles to create, click Save & Create New to save your current Clinical Profile

and prepare to enter the next one.

2. If you have finished creating your new Clinical Profile, click Save.

3. Click the Back button at any time to return to the previous screen. If you have entered any information,
you will receive a message asking if you want to save.

Editing Clinical Profiles
1. To edit a Clinical Profile, simply click the Edit icon to the right of the desired Clinical Profile.
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2. Or, double-click an individual Clinical Profile.

3. Edit any of the Details, Care Roles, Permissions, and App Link Launch Points tabs.
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4. Click Save when you are done.

Deleting Clinical Profiles
Users with the appropriate privileges can delete a Clinical Profile by one of two methods:

1. Click the Delete icon to the right of the selected Clinical Profile.

2. Or, from the Edit screen click Delete from the bottom left hand corner.
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Searching for Existing Clinical Profiles
To search the existing list of Clinical Profiles, enter your key words for Name or Description into the Search field.
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Caregivers

Viewing Existing Caregivers
1. From the Dashboard, click Configuration>Caregivers.

1. A full list of existing Caregivers displays with the Last Name, First Name, Job Title, Credentials, Username,
Badge ID, and PatientTouch ID as well as the option to Edit or Delete Caregivers.

2. The default is to display All in the Facilities drop down menu. To see Caregivers for a specific site, select it
from the Facility drop down menu.

3. Sort any category in either Ascending or Descending order by clicking the small up/down arrow to the
right of each field. You can also access the Show Options tab to list Caregivers only, or include
Deactivated users.

4. If there is more than one screen of Caregivers, arrows will display at the bottom of the screen. Click the
single right arrow to navigate to the next screen. Click the double right arrows to navigate to the end
screen.
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Create New Caregiver
1. To add a new Caregiver, click Create New.
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Details

2. Complete the following fields:

n First Name (optional)

n Middle Initial (optional)

n Last Name (required)

n Signature Initials (required)

n Job Title (optional)

n Credentials (optional)

n Company Name (optional)

n Department (optional)

3. If you want to add a photo of the caregiver, you must save the information first.

4. Click Save.
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5. Click Choose Photo...to add a picture of the caregiver. This image will display on the PatientTouch
Communications client application.

6. Click Add to enter an Caregiver Additional Id. This Id links the user to an external system such as Active
Directory (AD).

7. Scroll down to see the Additional Info section (see image below). If a caregiver belongs to an access
group, their access group name will display. In the example below, the caregiver's access group is Staff
Nurse. This is a non-editable field.

8. Click Edit to select Affiliated Facilities.
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9. Select one or more facilities for the caregiver.

10. Click Done when you are finished.
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After you select the affiliated facilities, the Associations tab becomes active.
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The Caregiver External ID is from an integrated system like Active Directory or an EMR/ADT system.
When you select the affiliated facility, the external ID field is automatically populated (if applicable).

Contact

The Contact tab allows you to enter your contact information: phone numbers, email addresses, postal
addresses, and messaging JID.

1. Click Add under each of the contact types.

2. Select the "type" from the drop down menu.

3. Enter the phone number, email address, postal address, or JID (you can get this from the User Account
tab).

4. Place a check mark the "Hidden" check box to hide that particular communication method, if you have
the appropriate permission.

5. Click Save.

Associations

Use the Associations tab to select the Associated Clinical Profile(s) for the caregiver.

1. Select the appropriate facility from the drop down menu.
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2. Click Edit underneath the Associated Clinical Profiles.

3. Select the desired clinical profile(s).

4. Click Done when you are finished.
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5. Click Edit underneath the Associated Org Units.
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6. Select the desired Nursing Units.

Ensure the proper Org Unit Type and Facility are selected at the top of the screen.

7. Click Done when you are finished.
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If an associated Nursing Unit is associated by a Care Role, then the Care Role name displays under the
Source(s) column. If it is not associated by any Care Role but by the caregiver, then “Caregiver”
displays.
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User Account

Use the User Account tab to set up a user name, password, pin, and messaging ID.

1. Click Create User Account.
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2. Use the information below to enter the Username and Badge ID:

n Username - This is the name users will enter to log into the Enterprise Manager, Web Messenger, and
the PatientTouch Communications application.

n Badge ID: This is the set of numbers and or letters associated with the users badge. They will scan their
badge to log into the Clinical Manager and the PatientTouch handheld.
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3. Use the information below to set the Password and Pin.

Set Password Set Security Pin

The password requirements are listed under
Settings>Security and are configurable for each server.
The same password is used for the Enterprise Manager,
Clinical Manager, Web Messenger and PatientTouch.

The Security PIN is an optional field and only used for
PatientTouch Communications - Android and iOS client
and Web Messenger. Use the PIN to unlock the screen
after it locks out after a configurable amount of time.

Enter and Re-enter a new password. Enter and Re-enter a new pin.

Or, click Set Default Password to have Enterprise
Manager automatically enter the system's default
password.

Use the following tips when creating a PIN:

- 1234 or 4321 or 8765 will not be accepted

- No repeated digits
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- You will not be able to save your pin if it has been used
by another caregiver.

Click Done when you are finished. Click Done when you are finished.

4. Use the information below to set the PatientTouch ID.

n Click Generate. The application creates a PatientTouch messaging identifier (used for text messaging).

n You can also manually enter a PatientTouch ID and click Check to see if there are any duplicates.

5. Click the Preferred Contact Method drop down menu to select the preferred method of
communication for this caregiver. The preferred contact method must be entered in the Contact tab
(primary phone, email, etc.)

6. Use the table below to assign PatientTouch Extensions.

This setting only pertains to those users of PatientTouch Communications-Android/iOS client or for
those who have installed the Clinical Communications Module.

Users can only have one extension per facility and one extension per Voice Setting.

1 From the User Account tab, click the Edit icon next to the facility for which you want to assign an exten-
sion

From the Assign PatientTouch Extensions screen:

2 Click Off to turn off call forwarding.
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3 Click Forwarding # if you want your calls to be forwarded to another extension. Enter the Call Forwarding
#.

4 Select the Extension Name (Internal Range, External Range, Blue Range, etc.) that was set up in Set-
tings>Voice Systems.

5 Click Find Next Available or Find Next Available DID. The extension automatically displays in the
PatientTouch Extension field.

6 Click Allow Voicemail (Indicator) to enable the device to connect to a voice mail system, i.e. Cisco Unity.

7 Voicemail: Click to have your calls forwarded to your voicemail.

8 Click Done when you are finished.

The information displays in the User Account tab.
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Permissions

If you have the necessary privileges, you may edit Caregiver permissions. Otherwise, you will only be able to
view them.
The permissions can be modified here to give additional permissions outside of what is set in the Clinical Profile.

1. Ensure you have the correct facility selected. Or, you may select "Facility Independent."
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2. Click Edit Caregiver Permissions.
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3. You may copy permissions from another facility.

4. Or, search for specific permissions using the Search field.
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5. If you want to manually select permissions, click the Access drop down menu for each permission and
set to (View/View & Edit or Allowed)

6. Note the General and Facility Specific permissions. General permissions apply to all facilities. Facility
Specific permissions only apply to the selected facility.
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7. Click Done when you are finished.

Saving Newly Created Caregivers
1. If you have more Caregivers to create, click Save & Create New to save your current Caregivers and

remain in the Create New window. This allows you to create multiple Caregivers without having to
return to the main menu first.

2. If you have finished creating new Care Roles, click Save.

3. Click the Back button at any time to return to the previous screen. If you have entered any information,
you will receive a message asking if you want to save.
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Inactivating a Caregiver
After a caregiver has been created and saved, the profile may be deactivated. For example, if a nurse goes on
maternity leave, the facility may inactivate her profile until she returns. When she returns, the profile may be
activated again.
When a caregiver is in an inactive state, their phone extension also becomes deactivated and may be assigned to
another user.
When the caregiver returns to an active state, they may need to be assigned a new extension.
To inactivate a user: 

1. Click Inactivate.
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2. Click Yes on the confirmation screen.

3. The caregiver profile displays the date and time of inactivation.
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4. Inactivated caregivers display in gray italics when "Show inactivate Caregivers" is selected from the Show
Options drop down menu.

5. Nurse BrendaMiddleton displays as inactive, in gray, italic font.
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6. Double-click the caregiver profile to re-activate her account.

7. Click Activate.

8. The profile is active again.
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Editing Caregiver
1. To edit a Caregiver, simply click the Edit icon to the right of the desired Caregiver.
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2. Or, double-click the individual Caregiver.

3. Edit information in any of the desired tabs.

4. Click Save when you are done.

Deleting Caregiver
Users with the appropriate privileges can delete a Caregiver by one of two methods:

1. Click the Delete icon to the right of the selected Caregiver.
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2. Or, from the Edit screen, click Delete from the bottom left hand corner.
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Searching for Existing Caregivers
Search Caregivers using any of the following methods.

1. Search within a specific facility.

2. Search by entering your key words into the Search field. Search using last name, first name, job title,
username, badge ID, or any of the fields on this screen.
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3. Search by selecting the drop down menu under Show Options and click one or more of the items
available.
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Contacts
All users have the ability to select and view existing contacts. And if you have the necessary privileges
configured in your User Account, you may create new contacts and edit them.

View Existing Contacts
1. From the Dashboard, click Configuration>Contacts.

The list of contacts displays.

2. Filter contacts by clicking the drop down menu on the top of the screen and select All, Org Unit,
Caregiver, Care Role or Address Book.

3. Search contacts by entering your keywords in the Search field: First Name, Last Name, PatientTouch
Extension, Primary Phone, PatientTouch ID, or Email.

4. Create a new contact by clicking Create New.
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5. Enter contact information including:

n First/Last Name

n Signature Initials

n Job Title

n Credentials

n Company Name (optional)

n Department (optional)

6. Enter desired phone numbers, email addresses, postal addresses, or messaging JIDs.
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7. Click Save when you are finished.
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On-Call Integrations-AMiON
On call integrations are created to help organize provider schedules so that individual caregivers can see who is
on call. They can see their own personal on call schedules, and they can see who is coming on-call the next shift.
Schedules are created for individual departments within a hospital. A master schedule is created in AMiON
where staff can view personal schedules months ahead of time. If you DO NOT already have an AMiON master
schedule created, you must do so prior to integrating on call scheduling with your Enterprise Manager.
When creating the master schedule, PatientSafe Solutions requires you to include the active directory account
in the AMiON contact entry.
Once the master schedule is created, hospitals are given an AMiON account, which they can use to configure
schedules in Enterprise Manager.
Please refer to AMiON’s documentation for the AMiON setup on amion.com.
Click here to review a document on configuring AMiON to PatientTouch.

Configure On Call Schedules
To configure on call schedules, follow the instructions below.

1. Click Configuration>On-Call Integrations.
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2. Click Create New.

3. Use the information below to complete the fields:

Name The name is typically the hospital name or a large section of the hospital name. For
example, PSS Hospital.

Description Enter a description of the schedule.
AMiON Account
Login

This is the same login as it is for the Amion.com login.

Default Facility Select the default facility for the schedule.
Timezone: Select the timezone.
Auto Update Click the check box to have the schedule automatically updated every "X" minutes.
Check Every
(Minutes)

Enter the number of minutes you want the system to be automatically updated.
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4. Click Schedules.

All of the schedules for the facility display that are configured in the master AMiON Schedule.

5. Click the Active button to activate each schedule for the facility.

6. Click a schedule to view associated shifts, which display beneath, under Services.
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7. Click Active on each associated shift to activate the shift.

8. Select a shift and click Edit or double-click the shift.
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9. Use the information below to complete the fields:

Display
Name:

Defaults to display the AMiON Service shift name.

AMiON
ID: 
Active: Click to activate/deactivate a shift.
House
Pager:

Enter the house page number for the shift.

House
Phone:

Enter the house phone number for the shift.

Link
Caregivers
By:

Click the drop down menu and select: Login Name or Additional ID. This is used to link AMiON users
to PatientTouch Caregivers to prevent duplicates and provide more accurate, complete contact
information.

Notes: Enter any additional information.

10. Click Done.
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11. Click Save, which saves your changes.
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Update Assignments

Clicking the Update Assignments button is mostly used to quickly update new information to the database
without waiting for the update period. It can be used to test that the schedule is uploading properly.
The Logwindow on the Settings tab displays warnings and other information when you click Update
Assignments.

Caregiver Additional Ids
Caregiver Additional Ids link a user to an external system, such as Active Directory (AD).
To add an additional caregiver ID: 

1. Click Caregiver Additional Ids.
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2. Click Create New.

Use the information below to complete the fields.

Name: Enter the Name of the caregiver ID.
Description: Enter a description of the caregiver ID.



PatientTouch® EnterpriseManager User Guide

©2019 PatientSafe Solutions, Inc. / CompanyConfidential / November 2019/ 4.7 UG-EMRevA 115

Code:  Enter the designated code. The code is used to link caregivers to an external system when
their ID is NOT the AD login name of the facility.

3. Click Save, which saves your changes.
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Bulk Upload
1. Bulk Upload is a tool used to import an Excel spreadsheet of users, caregivers, and contacts into the

PatientTouch System. The Excel spreadsheet must be in .csv format.

2. It is typically used by the PatientSafe Solutions Technical Support Team for hospitals that don't use
LDAP/AD integration.

3. To view Bulk Upload, you must have the necessary permissions. From the Dashboard, click
Configuration>Bulk Upload.

4. The Bulk Upload screen displays.
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User Synchronization
User Synchronization is used to import and map LDAP/AD users into the PatientTouch application. Hospitals
need to work with the PatientSafe Solutions Tech Ops team to define the search filters prior to synchronizing
them with Enterprise Manager. Once the search filters have been created, users can configure automatic,
scheduled, or manual uploads. Depending on the LDAP/AD mapping, users may be added, inactivated, or
deleted. If user is inactivated, they will be hidden in Contacts and their extension number removed and possibly
reassigned. Users must have the "Manage System" permission to use this feature.

Ldap snyc filters can be configured as desired. However, the following is as an example of a filter that the
PatientSafe Solutions Tech Ops team configures in the definition of an authorization provider:
filter: '(&(sAMAccountName=*)(memberof=CN=Pss Users,OU=Security Groups,DC=test,DC=com))'

Follow the instructions below to sync users:

1. From the Dashboard, click Configuration>User Synchronization.

2. A list of Available External Directory Synchronization Providers should be displayed.

3. Click the check box under Provider Name.

4. Click Preview.
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5. The User Synchronization Results displays.

6. If the results display as desired, click Synchronize.

Individual User Sync
After users have been synced to the Enterprise Manager, AD information may change, and one user may now
have a different extension number. To quickly update this user's information, click on the Synchronize button on
the bottom of their Caregiver screen.
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System Settings

Security
1. To view System Settings from the Dashboard, click Settings>Security.

2. Use the descriptions in the tables and screen shots below to complete the fields.

System Display Name The system name that displays in the top left hand corner of your screen in Enter-
prise Manager.

Advanced Settings Cellular Calling Enabled: Enter "true" to enable cellular calling. Enter "false" to
disable cellular calling.
Cellular Calling Extension Length: Extension Dialing Only: A number, typically from 4-
6, that includes the number of digits of internal extensions.
Cellular Calling Prefix: Extension Dialing Only: A centralized number, provided by the
IT department, that includes pauses or wait characters.
Cellular Calling Prefix Extensions: Extension Dialing Only: Special internal hospital
codes, such as 02 for code blue or 03 for code gray.
Client Crash Logging (Crashlytics) : 
Enable External Authentication: Enables multi-factor authentication. When enabled,
users who are outside a hospital's network will be able to log into PatientTouch using
SAML Integration.
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Disable Optimized Ping:
APNS (Apple Push Notification Service) (iOS) & FCM (Google Firebase Cloud
Messaging) (Android) Push Notifications
Default Preferred Contact Method: For use on iOS, Android, and Web Messenger
clients. Select the contact method from the drop down menu that is the ‘default
preferred’ contact method if there are multiple ways to contact a caregiver.
Examples might include business phone, pager, email, etc. PatientTouch client
application settings will override the Default Preferred Contact Method.

Login Message For the Enterprise Manager: Enter the message you want users to see upon logging
in.

Login Failed
Lockout Message

For the Enterprise Manager: Enter the text to display to users on their next Enter-
prise Manager login attempt if they did not change their password before the expir-
ation period ends, or if the user’s login fails after three attempts. For example,
“Please contact your system administrator or IT help desk for further assistance.”

Auto Logout (minutes) For the Enterprise Manager: Enter the number of minutes users will be automatically
logged out of the Enterprise Manager if there is no activity.

Auto Logout (hours) For the Web Messenger: Enter the number of hours users will be automatically
logged out of the Web Messenger if there is no activity.

Auto Security Mode
(minutes)

For the Web Messenger: Enter the number of minutes before Web Messenger auto-
matically enters Security Mode. Users will need to re-enter their password or PIN to
log in again.

Auto Logout
Enabled

For users of PatientTouch Communications: Check this box to have PatientTouch Com-
munications devices automatically logged out after the designated time frame. When
checked, the Logout On Inactivity and Auto Logout (hours) fields become active.
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Logout On Inactivity For users of PatientTouch Communications: Check this box to have users automatically
logged out the PatientTouch Communications application when there is no activity for
the designated time in Auto Logout (hours).

Auto Logout (hours) For users of PatientTouch Communications: If the Auto Logout Enabled check box is
enabled, enter the number of hours users will be automatically logged out.

Auto Security Mode
(minutes)

For users of PatientTouch Communications: Enter the number of minutes before the
PatientTouch Communications application automatically enters Security Mode. Users
will need to re-enter their password or PIN to log in again.

Biometrics Auth
Enabled

For users of PatientTouch Communications: When selected, this feature enables
Touch ID, Face ID, and Fingerprint Sign In. Refer to the next topic titled Configuring
Biometric Authentication.

Minimum Password
Length (chars)

Enter the minimum character password length for passwords.

Minimum Number
of Digits

Enter the minimum number of digits for passwords.

Minimum Number
of Capital Letters

Enter the minimum number of capital letters for passwords.

Minimum Number
of Symbols

Enter the minimum number of symbols for passwords.

Default Password The initial default password for new users is “1234”. You can specify a different default
password for new users.

Passwords Expire Select the Never option or specify the number of days before all users are required to
change their passwords.
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Enable
PIN  Authentication

For PatientTouch Communications for iOS and Android users only. Select to enable
PIN authentication, which allows users to set a PIN using the Enterprise Manager.
PINs are used to log back into the PatientTouch Communications application after it
has been in Security mode.

PIN Length The default PIN length is 4 characters. However, this can be modified if your hos-
pital has specific requirements for PIN format.

Clinical Application:
Require Device Author-
ization

When selected, only users with the appropriate security access are able to author-
ize devices upon first use. When the check box is disabled, all users are able to
authorize their own devices. The "Authorization" dialog that appears upon first use
of the handheld will no longer appear. The user that first logs in to the handheld
becomes the "Authorizing User." All device information is tracked as usual in the
Devices tab.

PatientTouch Com-
munications Applic-
ation: Require Device
Authorization

When selected, only users with the appropriate security access are able to author-
ize devices upon first use. When the check box is disabled, all users are able to
authorize their own devices. The "Authorization" dialog that appears upon first use
of the handheld will no longer appear. The user that first logs in to the handheld
becomes the "Authorizing User." All device information is tracked as usual in the
Devices tab.

3. Click Save to save your changes.

Configuring Biometric Authentication
Please click a link below to access more information.
Feature Overview
Enabling and Disabling Biometric Authentication
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End User Experience

Feature Overview

Biometric Authentication is for PatientTouch Communications BYOD users who have biometric authentication
(fingerprint or facial recognition) configured on their devices. Organizations can control enablement of
biometric authentication in Enterprise Manager.
Biometric Authentication reduces the amount of time it takes for BYOD users to login and re-authenticate to
PatientTouch by using biometric authentication.

Enabling and Disabling Biometric Authentication

To enable this feature, access Settings>System and click the Biometrics Auth Enabled checkbox.

To disable this feature, deselect the Biometrics Auth Enabled checkbox.

End User Experience

Once the settings have been configured in the Enterprise Manager, the user will be able to configure their iOS
or Android device.
Click here to view the end user experience for logging in with:
Touch ID (iOS)
Face ID (iOS)
Fingerprint Sign In (Android)



PatientTouch® EnterpriseManager User Guide

©2019 PatientSafe Solutions, Inc. / CompanyConfidential / November 2019/ 4.7 UG-EMRevA 125

Log in by Touch ID (iOS)
PatientTouch Communications provides Biometric Authentication as an option to log into the application.

n iPhone 6, 7, 8 supports Touch ID 

n iPhone X supports Face ID

Users must have Touch ID configured on their device to use this feature. Use the instructions below to add a
fingerprint.

You will need your Apple ID to complete the fingerprint sign in process.

1. On your iPhone, select: 
Settings>Touch ID &
Passcode.

2. Select Add a Fingerprint. 3. Place your finger/thumb on
the Home button, repeating as
the instructions allow, and
follow the prompts (including
the ones to enter a passcode).

After setting up your fingerprint profile, navigate to the PatientTouch Communications log in screen. You should
see a blue thumbprint in the password line.

If you do not see a thumbprint on the password line, your facility may not have this feature enabled.
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4. Log into PatientTouch
Communications.

5. Navigate to your profile and
touch Preferences.

6. Select Touch ID and enter
your PatientTouch password
to enable the process.

Log out and log back in. Use the instructions below to log in using Touch ID.

Login with Touch ID

1. When the application is
launched, an alert displays,
asking you to use Touch ID.
2. Press your finger/thumb on
the Home button of your
device.

3. You automatically advance
to the PatientTouch
Communcations Inbox.

How to Login with User Name and Password
For users who do not want to login using Touch ID, please use the instructions below.



PatientTouch® EnterpriseManager User Guide

©2019 PatientSafe Solutions, Inc. / CompanyConfidential / November 2019/ 4.7 UG-EMRevA 127

1. Touch Cancel on the Touch
ID Sign In alert to log in with
your user name and
password.

2. Enter your user name and
password.
3. Touch Login.

4. Or, if you change your mind
and want to use Touch ID,
touch the fingerprint icon to
bring up the alert and log in
with Touch ID.

Log in by Face ID (iOS)

PatientTouch Communications provides Biometric Authentication as an option to log into the application.

n iPhone 6, 7, 8 supports Touch ID 

n iPhone X supports Face ID

Users must have Face ID configured on their device to use this feature. Use the instructions below to add Face
ID.

You will need your Apple ID to complete the fingerprint sign in process.
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1. On your iPhone, select: 
Face ID & Passcode.

2. Select Set Up Face ID. 3. Place your face in the
camera frame, repeating as
the instructions allow, and
follow the prompts.

After setting up your Face ID, navigate to the PatientTouch Communications log in screen. You should see a blue
thumbprint in the password line.

If you do not see a thumbprint on the password line, your facility may not have this feature enabled.

4. Log into PatientTouch
Communications.

5. Navigate to your profile and
touch Preferences.

6. Select Face ID and enter
your password to enable the
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process.

Log out and log back in. Use the instructions below to log in using Face ID.

Login with Face ID Sign In

1. Upon first launching the
application with Face ID
enabled, a message displays
asking if you want to allow
PatientTouch to use Face ID.
2. Touch OK.

3. Place your face in front of
the camera and wait for
PatientTouch Communications
to log you in.

4. You automatically advance
to the PatientTouch
Communcations Inbox.

Log in with Fingerprint Sign In (Android)
PatientTouch Communications provides Fingerprint Sign In on any non-shared device, or, devices with "In-
hospital Shared Device" turned off. Fingerprint Sign In works on any Android device that has an operating system
post-Marshmallow.
Users must have Fingerprint Sign In configured on their device to use this feature. Use the instructions below to
add a fingerprint.
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1. Access Settings on your
Android device.
2. Select Lock screen and
security.

3. Touch Fingerprint Scanner. 4. Touch Continue and add a
password or pin.
5. Follow all prompts.

6. Place your finger on the
BACK of your device on the
fingerprint sensor, repeating as
the instructions allow.
7. Follow all prompts.

8. After setting up your
fingerprint, you should see a
blue thumbprint in the
password line of the
PatientTouch Communications
application.

10. Access the
Profile>Preferences screen.
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9. Log in with your
PatientTouch user name and
password.

If you do not see a thumbprint on the password line, your facility may not have this feature enabled.

11. Select Fingerprint Sign In
and enter your PatientTouch
password to enable the
process.

Log out and log back in. Use the instructions below to log in using Fingerprint Sign In.

Login with Fingerprint Sign In
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1. Launch the PatientTouch
Communications application.
2. The login screen displays an
alert asking you to use
Fingerprint Sign In to login.
3. Press your finger on the
fingerprint sensor located on
the back of the device.

4. You automatically advance
to the PatientTouch
Communcations Inbox.

Login with User Name and Password

1. Touch Cancel on the
Fingerprint Sign In alert to log
in with your user name and
password.

2. Enter your user name and
password.
3. Touch Login.

4. Or, touch the fingerprint
icon, to bring up the alert and
log in with Fingerprint Sign In.

Device List
System administrators use the device list to view and manage handhelds. For example, they can see all devices
within a facility in order to validate and verify those that are logged in.

1. To view the Device List from the Dashboard, click Settings>Device List.
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The following information displays in the Device List:

Login Facility Select the specific facility for which you want to view and manage the handhelds.
Or select All to view information on all devices in all facilities.

Client Identifier Unique identification number (UUID) of the handheld found in the Diagnostics
screen.

Authorization Allowed indicates the device was authorized. Denied indicates the device was not
authorized.

Status Indicates the status of the handheld whether offline or online.

Last Login The date/time the user last logged into the handheld.

Last Used By Indicates the individual who last signed on to the handheld. Note that this is espe-
cially useful in locating a missing device.

Application Lists the PatientTouch application the user logged into.

PSS Version Version of the PatientTouch application that displays on the handheld.

OS Operating System

OS Version iOS Version installed on the iPhone.
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2. Configure the columns that display on the Device List by clicking the small gray arrow on the top of each
column.

3. Click Columns and click the check box next to the name of each column you want displayed.

4. Double-click a device to see device details.
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Configuration Buttons

Three configuration buttons located on the bottom right of the screen will assist you in managing handheld
devices. Use the instructions below to manage the handhelds.
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Broadcast
Users with the appropriate privileges can use the Broadcast button. The Broadcast button allows you to send a
text message to all handhelds, or, just the ones that are logged in. For example, a broadcast message might be
sent to alert all caregivers that the system will be shut down for maintenance.

1. Click Broadcast and select one of the following settings.

Send amessage to all handhelds.

Send amessage to only the handhelds
that are online.

View scheduled broadcast messages.

2. Select the facility to receive the message. Or select All.

Select the handhelds to receive the message: All or Online Only.

Select the Priority: Low, Medium, or High.

3. Enter the desired message in the Message field.
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4. Click Send to send the message right away.

5. Or, click the Schedule check box and select the date/time for the message to display on the handhelds.

6. Click Schedule.

Authorization
Click Authorization and select one of the following settings.
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ClickAllow Selected to authorize a selected device that hasbeen denied access.

ClickDeny Selected to denyaccess to a selected device. Allowing or denying access
can be usefulwhen handheldsaremissing.

Clean Up List
Click Clean Up List and select one of the following setttings.

ClickRemove Selected to remove a selected device from the Device List. Click
Yes/No on the confirmation screen.

ClickBy Last Login to remove devices from a specific facility before a specific date.
Select the specific facility and enter the Last Login Date. Thiswill delete all devices
where the last login wasbefore the selected date.

Example: 
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Communications
Communications is only available if you have purchased the Clinical Communications Module.

App Link Launch Points
Customers are actively using Epic Haiku and Rover and want to seamlessly link from these third party apps to
PatientTouch. In order to use this feature, system administrators need to be able to manage the launch point
configuration for PatientTouch Apps.

1. To access launch points for the Communications module, navigate to the tool bar on the left hand side
and click Settings. Then, under Communications select App Link Launch Points.

2. Click Create New.

3. Use the table below to complete the fields.

Name The title of the button to be displayed in the iOS/Android clients (ex.: “Epic Rover”)

Link The URI/URL that the button should open when you touch it (ex: epicrover://patientlist)

Description Not used. Under development.

Type Determines where the button is displayed in the clients:
Patient : patient-info screen and patient-context screen (individual patient)
Patient List : assignments/unit-browse screens
Use : contact-detail screen (individual contact)
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Schedule : currently not used

4. Click Edit to add the associated clinical profiles that will be using the app linking feature.

Secure Messaging
To access the settings for the Communications module, navigate to the tool bar on the left hand side and click
Settings. Then, under Communications select Secure Messaging.
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The Secure Messaging screen displays.

Use the table below to learn about the contents of this window.

Enable Secure
Messaging

When checked, the Unified Inbox on the handheld displays Inbox and Contacts tabs and
caregivers can send text messages to one or more contacts.

Chat Message
Time to Live
(hours)

This number defines the duration for text messages to persist on the handheld or Web
Messenger. The system will delete individual messages after this amount of time.

Notification
Message Time
To Live (hours)

This number defines the duration for notification messages to persist on the handheld or Web
Messenger. The system will delete individual messages after this amount of time.

Patient
Tagging Enables or disables Patient Tagging, or, the ability to tag a patient to a text message.

Audio
Attachments

When enabled, users may attach audio recordings to text messages. When disabled, users will
still see the microphone icon, however, when selected, they will not be able to attach audio
recordings and a message displays "Audio Attachments Disabled by Organizational Policy".

Image
Attachments

When enabled, users may attach images to text messages. When disabled, users will still see
the camera icon, however, when selected they will not be able to attach an image and a
message displays "Image Attachments Disabled by Organizational Policy".

Offline recip-
ient prompt

When enabled, users will receive a notification message when sending a text to a recipient
who is offline.

Emoji Support Enable or disable emoji support for text messages on iOS (Comms and Clinical), Android, and
Web Messenger.

Persistent This setting allows system Administrators to choose whether Persistent Login is available to
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Login BYOD users.
Persistent
Login Default

This setting allows system Administrators to choose whether Persistent Login is the default for
BYOD users. However, user settings will override any global settings.

XMPP These fields automatically display based on input from the servers.

Click Save to save your changes.

Quick Text Messages
Use role-specific shortcut messages when creating or responding to text messages.

1. To access shortcut messages for the Communications module, navigate to the tool bar on the left hand
side and click Settings. Then, under Communications selectQuick Texts.

A list of quick text or shortcut messages displays for both the handheld and for SMS paging.
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2. Click Create New to add a new message.

3. Enter the brief message in the Quick Text Script field.
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4. Click Edit to add the message to the necessary clinical profiles.

5. Select (Deselect) the Clinical Profiles for which you want to add the quick text.

6. Click Done when you are finished.

7. Click Save to save your message.

8. Click Save & Create New to save this message and enter another one.

Voice Systems
1. To set up the voice settings for the Communications module, navigate to the tool bar on the left hand

side and click Settings. Then, under Communications select Voice Systems.
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2. Select a voice system, i.e. PSS CUCM.
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3. The Basic Information table displays. Use the table below to complete these fields.

Name Enter a name for the voice system.

Description Enter a description for the voice system.

Type Select either Cisco CUCM or PSS Voice Server.

SIP Domain Enter the IP address of the SIP Domain.

Call Forwarding Enable or disable Call Forwarding.

Call Transfer Enable or disable Call Transfer.

Enable Voicemail Enable voicemail to be used on this server. When enabled, the two fields below will dis-
play.

Voicemail Dial # Enter the extension that will be dialed to retrieve voicemails when a user clicks the voice
mail icon.

Voicemail For-
ward #

Enter the voicemail extension for which to forward calls.

System Administrators may want to add extension ranges.

4. Click Enable Extension Configuration. When enabled, this allows extensions to be managed in PSS. When
disabled, this allows extensions to be managed in Cisco CUCM.

5. Click Add.
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The Extension Range dialog box displays.

6. Use the table below to complete these fields.

Range Name Enter a name for the extension range.

SIP Extension
Range Start

Enter the first number included in the extension range.

SIP Extension
Range End

Enter the last number included in the extension range

DID Assigned Direct Inward Dial - Click this check box if you want the extensions in this range to also be
accessible outside of the facility via the full 10 digit number.
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External
Access #

If you selected DID Assigned, the External Access # includes the 6 digit template number for
external numbers followed by 4 zeros or 4 X's.
If you did not select DID Assigned, the External Access # includes the full 10 digit template
number for external numbers.

Auto Assign
to Profiles

The PatientTouch System will automatically assign an extension number to users who don't
have one. Once the user logs into PatientTouch, he/she will automatically be assigned an exten-
sion from the selected range, based on availability. The Auto Assign to Profiles drop down
menu allows IT personnel to select the clinical profiles to be automatically assigned from the
extension range.

7. Click OK.

8. Add any Affiliated Facilities.

9. To complete the Properties section, use the table below to complete these fields.

Properties:

n CUCM

n PSS Voice
Server

n Refer to the CUCM Setup instructions on the Contents tab to the left.

n Enter the server URL, SIP password, and SIP port.

10. Click Save.

11. Click Extensions to view assigned extensions. Click the Extensions topic on the left to learn more.
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12. Click Restart to restart voice system integration. This might be useful when configurations have changed.

13. Click Logs to view voice system logs.

Extensions

Use the Extensions button to update the extensions on the voice server.

The Extension functionality works similarly on CUCM and the PSS Voice Server.

1. Click Extensions.
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2. Click Select All to select all extensions in the list.

3. Select the appropriate button:

n Update PatientTouch: Updates the patient touch extensions assigned to caregivers in the Enterprise
Manager, with the extensions PSS has detected are assigned to the caregiver in the PBX. For example, in
CUCM you can setup the extensions manually which allows PSS to import those extensions.

n Update PBX: Click this button to send the selected extensions to the PBX so that the PBX matches the
extension assigned in the Enterprise Manager. This may be useful if the caregiver assigned extension was
recently changed / deleted on the PBX and you want to recreate it.

n Update All PBX: Click this button to send all extensions to the PBX so that the PBX matches the extension
assigned in the Enterprise Manager.

Notification Behavior
Use this section to set the behavior for text messages, notification messages, reminders, and voice calls on the
handheld. You can also enable or disable Inbox Reminders.

1. From the Dashboard, click Settings>Notification Behavior.
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Text Messages

2. Set High, Medium, and Low priority text message behavior by selecting vibrate, play an auditory sound,
or display a popup.
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Notification Messages

3. Set High, Medium, and Low priority notification message behavior by selecting vibrate, play an auditory
sound, or display a popup.
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Enable Inbox Reminders

Enable Inbox Reminders: Check this box to enable PatientTouch Communications for iOS, Android, and Web
Messenger to receive Inbox Reminders. When enabled here, users will have the ability to disable Inbox
Reminders on their handheld device.
Reminder Interval Minutes: Enter the number of minutes after which users will receive an Inbox Reminder
notification.
Message Priority: For High, Medium, and Low Priority Inbox Reminders, you can customize behavior to vibrate
or play an auditory sound
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Clinical Due and Late Reminders

For due and late reminders on the clinical application, set notification behavior by selecting vibrate, play an
auditory sound, or display a popup.

Assignment Transfer

The Assignment Transfer drop down menu allows administrators to select Low, Medium, or High for assignment
transfer email messages.

Voice Calls

For voice calls, set voice call behavior by selecting vibrate or play an auditory sound.
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Clinical

Display Preferences
Hospitals can choose whether to display Body Surface Area (BSA) or Body Mass Index (BMI) on the patient info
screen of the handheld, Web Messenger, MAR, Clinical Manager, and Enterprise Manager. In addition, facilities
can choose to display a patient's height and weight in metric, imperial, or both units in these same locations.

1. To configure these settings, click Settings>Clinical> Display Preferences.

2. For the Unit System: select Metric & Imperial, Metric Only, or Imperial Only.

3. For the BSA/BMI: select BMI Only or BSA Only.

4. Click Save.
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PatientTouch® Communications Set-up Guide
for Cisco Unified Call Manager (CUCM)
The purpose of this document is to provide the step-by-step instructions on how to configure Cisco Unified Call
Manager (CUCM) for integration with PatientTouch Communications. The target audience for this document is
CUCM administrators/technicians.
To setup the CUCM, you will need to follow all of the instructions listed below. Click a link to access a topic or
use your mouse to scroll through the pages.
Login to CUCM and Enable AXL
CUCM Settings
Device Pool
SIP Security Profile
SIP Profile
Call History
Create New Voice Settings in Enterprise Manager
Appendix
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Overview
The PatientTouch App for iOS can register with Cisco Unified Call Manager (CUCM) for making voice calls. The
PatientTouch app connects to CUCM using the SIP protocol. Users can be assigned extensions in the Enterprise
Manager web app, or via LDAP using Org Services integration.
Org Services uses AXL (Cisco's Administrative XML Rest Interface for CUCM) to provision devices and extensions
for each user in CUCM.
PatientTouch communicates with Org Services, an internal PatientTouch service. Org Services then
communicates with Active Directory (AD) and CUCM to manage user extensions.
There are two ways that extensions can sync between PatientTouch and CUCM. This is dependent on whether
or not the organization has enabled AD Sync.
If the organization has AD Sync enabled, extensions will sync periodically, as configured, and update the user
profile in PatientTouch.
If the organization does not have AD sync enabled, when the user logs into a Patient Touch handheld with AD
credentials, Org Services will query AD for user profile and extension information. Org Services will then send
an AXL request to CUCM to provision a device and extension directory number (DN).
Similarly, when an extension is assigned via Enterprise Manager, Org Services will provision device and
extension information in CUCM on login.
This allows Patient Touch devices to connect automatically to CUCM as SIP devices.

Requirements
n Cisco Unified Call Manager 9.1 or greater.

n A Cisco license for each PatientTouch device that will connect to the network is required. PSS devices
connect to CUCM as a "3rd Party Basic SIP" device. If your licenses are of the type "User Connect
Licensing", each device will require one "Enhanced" license. If your licenses are of the type "Unified
Workspace Licensing", you may utilize either a "Standard" or "Professional" license.
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DNS Setup
The PatientTouch handheld app uses SRV records to locate CUCM subscribers to connect to. A domain is
configured in the app and the app will query VOIP SRV records for this domain. Here is an example SRV setup
for the 'test.pss.net domain:
_pssvoip._udp.test.pss.net 0 0 5060 cucm.node1.pss.net
_pssvoip._udp.test.pss.net 0 0 5060 cucm.node2.pss.net
_pssvoip._udp.test.pss.net 0 0 5060 cucm.node3.pss.net

The PatientTouch app will round robin between the SRV records until a connection can be made. The CUCM
subscribers can also be given a priority in the SRV. The PatientTouch app will try subscribers with a priority of '0'
first, then '1', '2', etc. Load balancing can be achieved by adding multiple servers at the same priority.

CUCM Setup
The following CUCM configuration will be required (detailed in later sections):

n AXL Service Enabled (Cisco's Administrative XML REST interface for CUCM)

• A valid AXL user account is required, to allow Org Services to provision PatientTouch devices.

n A new 'SIP Profile' for making changes specific to PatientTouch devices.

n A new 'Device Pool' for easy management and tracking of PatientTouch devices.

n (Optional) A new Calling Search space for managing how calls are routed from patient touch devices.

n A 'Route Partition' for sectioning off PatientTouch extensions. Only numbers and devices assigned to
numbers in this partition will be modified by PatientTouch.

n A new SIP Security Profile for making SIP security changes specific to PatientTouch devices.

n Enable CDR reporting so PatientTouch devices can get call history, even for calls made while the device is
offline.

• Add PatientTouch servers ip (VIP) as a CDR Billing Application Server
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Login to CUCM
1. Click Cisco Unified Communications Manager.

2. Enter your Username and Password.

3. Click Login.
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Enable AXL on CUCM
Org Services uses AXL to connect to CUCM and manage the per device SIP settings.
Enable AXL service in Service Availability:

1. In the Navigation drop down menu on the top right of the screen, select Cisco Unified Serviceability.

2. Click Go.

3. Select Tools>Service Activation to view the list of enabled services.

4. Select the Cisco AXL Web Service check box.

5. Click Apply.
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Next you will need to add an Application User to allow PatientTouch Cucm-Sync to communicate (over AXL) to
CUCM. This username and password will be entered in Enterprise Mgr later.

6. Go back to the Cisco Unified CM Administration using the drop down menu located on the top right of
the screen.

Make sure to click Go.

7. Select User Management>Application User.

8. Add the 'Standard AXL API Access' Role to the user. Roles are granted to CUCMUsers by adding 'Access
Control Groups'. See below for how to create a more restrictive Access Control Group.

9. A more restrictive Access Control Group for PatientTouch can be created and added to the Application
User. Create a new 'Access Control Group':

- Click User Management>User Settings>Access Control Group
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- Click Add New

- Enter the Access Control Group Name
- Click Save
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- Select Assign Role to Access Control Group from the drop down menu on the top right of the screen.
- Click Go
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- Click Assign Role to Group
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- When you click Assign Role to Group, the window below should display. However, you may need to click Find
in order to see the list of roles.
- Click the following roles and then click Add Selected

Standard AXL API Access
Standard Admin Rep Tool Admin
Standard Audit Log Administration
Standard CCM Admin Users
Standard CCM Admin Administration
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Enter AXL Data in Enterprise Manager
Under Voice Systems, go to Properties and update the following properties:

1. Enter AXL Username and AXL Password for the user on the server you are setting up.

2. Enter AXL URL as the URL to the AXL API of the cluster: 'https://<cluster_hostname>:8443/axl/'. The
host is normally just the 'SIP Server' one you entered above but can be any hostname that resolves to a
server or multiple servers on the cluster.
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CUCM Settings
The following have to be configured on the CUCM server and the corresponding properties updated in
Enterprise Manager> Voice Systems.

Route Partition & Calling Search Space
To enable custom call routing for PatientTouch devices, a new Route Partition and a new Calling Search Space
specific to PSS devices are required. In addition to call routing, the Route Partition is also used to determine calls
made by PatientTouch devices as part of the Call History feature.
Jot down the 'Route Partition' and 'Calling Search Space' names, these will need to be entered in Enterprise Mgr
under the Voice System Properties.

1. Select Call Routing>Class of Control>Partition.

2. Click Add New.
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3. Enter the Partition name.

4. Click Save.

5. Select Call Routing>Class of Control>Calling Search Space.
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6. Click Add New.

7. Enter a Name.

8. Click Save.
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9. Write down the 'Route Partition' and 'Calling Search Space' names as these will need to be entered in
Enterprise Manager under the Voice System Properties.

Enterprise Manager Properties
Enter the Partition and Calling Search Space in Enterprise Manager under Voice Systems>Properties.
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Device Pool
A separate Device Pool should be used for each CUCM Voice Setting in Enterprise Manager. The Device Pool is
how Org Services knows where to find PatientTouch devices in CUCM. Take note of the name used for the
Device Pool, this will be entered into Enterprise Mgr later.
Only needed if you want to enable digest authentication. Add a new 'SIP Security Profile' and check 'Enable
Digest Authentication'. Take note of the name you used for this SIP Security Profile, this will be configured in
Enterprise Mgr later.
The device type must match 'Third-Party SIP Device (Basic)'.

1. From the System menu, select Device Pool.

2. Click Find.
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3. Click Add New.

4. Enter the following Device Pool Information:

n Device Pool Name -

n Cisco Unified Communications Manager Group - Default

n Calling Search Space for Auto-registration - pss css

n Date/Time Group - CMLocal

n Region - Default
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SIP Security Profile
This is only needed if you want to enable digest authentication. Add a new SIP Security Profile and select 'Digest
Authentication'. Take note of the name you used for this SIP Security Profile, this will be configured in Enterprise
Manager later.
The device type must match the device type entered into Enterprise Manager. E.g. 'Third-Party SIP Device
(Basic)'.

1. Click System>Security>Phone Security Profile.
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2. Click Add New.

3. Enter the Phone Security Profile Type.

4. Click Next.

5. Enter the following information:
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Enterprise Manager Settings
Enter the name of the new device security profile in Enterprise Manager under Settings>Voice
Systems>Properties.
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SIP Profile
Create a new SIP Profile for PatientTouch devices, take note of the name used, this will be configured in
Enterprise Manager later.
Call History has to be enabled on the CUCM server. Call history logs are uploaded by CUCM to the Org Services
cluster over SFTP. Only logs for the route partition configured in 'Voice Systems' are considered.
Set the 'CDR File Time Interval' to '1' under 'System' -> 'Enterprise Parameters' (the call history records will
uploaded to Org Services every 1 minute).

n Directory should '/callhistory/'

n User should be 'cucmsftp'

n Password is per install and provided by your PSS Support representative

Make sure 'Use Fully Qualified Domain Name in SIP requests' is enabled as well if you want to connect with a
domain name instead of an IP (recommended):

1. Click Device>Device Settings>SIP Profile.
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2. Click Add New.

3. Enter the following information:

n Name

n Description

n Select the Redirect by Application check box

n Select the Use Fully Qualified Domain Name in SIP Requests check box
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SIP Domain
The PatientTouch clients use the 'SIP Domain' when registering the SIP connection with CUCM,
<extension>@<sipdomain>, e.g. 1000@cucm.mycompany.com.
This can be an IP or a fully qualified domain name (FQDN). The FQDN on the CUCM Publisher if set can be found
below. Note this for later.
When connecting via a FQDN, make sure the SIP Security Profile (see previous section) has the setting 'Use Fully
Qualified Domain Name in SIP requests' enabled.

1. Click System>Enterprise Parameters
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2. Enter your CUCM server in the designated fields

3. Click Save
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Call History
Call History has to be enabled on the CUCM server. Call history logs are uploaded by CUCM to the Org Services
cluster over SFTP. Only logs for the route partition configured in Voice System are considered.

Set the 'CDR File Time Interval' to '1' under 'System' -> 'Enterprise Parameters' (the call history records will
uploaded to Org Services every 1 minute).

Go 'System' -> 'Service Parameters', then select the server and 'Cisco CallManager' this will bring up properties
editor for call manager. Set the following:

n 'CDR Enabled Flag' to 'true'

n 'CDR Log Calls with Zero Duration Flag' to 'true'

Then setup 'CDR Management':
Select 'Cisco Unified Serviceability' and click 'Go'.

3. Click Tools>CDRManagement.
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4. Click Add New to add a new 'Billing Application Server'. This is just a server that accepts CDR CSV files, it's
nothing to do with billing.

Fill out the Org Services server hostname (this can be any server in the org services cluster where cucm-sync is
running. It can be a load balanced hostname/ip).

5. Enter the following information:

n Host Name: enter your host name

n User Name: should be 'cucmsftp'

n Password: Password is per install and provided by your PSS Support representative

n Directory Path: Should be '/callhistory/'



PatientTouch® EnterpriseManager User Guide

©2019 PatientSafe Solutions, Inc. / CompanyConfidential / November 2019/ 4.7 UG-EMRevA 190



PatientTouch® EnterpriseManager User Guide

©2019 PatientSafe Solutions, Inc. / CompanyConfidential / November 2019/ 4.7 UG-EMRevA 191

Create New Voice System in Enterprise
Manager
A 'Voice System' in Enterprise Manager allows directory numbers (extensions) to be provisioned on a Call
Manager/PBX.

There may be an existing 'PatientTouch Voice Appliance' example Voice System added, remove this
if connecting only to CUCM.

1. Select Settings>Voice Systems.

2. Click Create New.

Enter a Name.

3. Select 'Cisco CUCM' as the type

4. Make sure 'Enable Extension Configuration' is selected (it is be selected by default).

When Enable Extension Configuration is enabled, users, devices and lines in CUCMwill be managed
by Enterprise Manager. When disabled Enterprise Mgr will only read these from CUCM. However, in
both cases the forwarding number on the line will be updated every time a user logs in or changes it
from the client.
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5. Add the CUCM SIP domain under SIP Domain. This can be an IP but a fully qualified domain name (FQDN)
is preferred. PatientTouch devices register over SIP to CUCM using this 'SIP Domain'

The PatientTouch clients use the 'SIP Domain' when registering the SIP connection with CUCM,
<extension>@<sipdomain>, e.g. 1000@cucm.mycompany.com.

Affiliate with facilities you want the voice server to be available for. For each facility enter in the host name of
the CUCM server to connect to. This can be different per facility. Multiple CUCM servers can be specified by
comma separating them in this field.

The 'Digest Password' property in Enterprise Mgr allows you to set the digest password configured on CUCM.
This password will be set by Org Services as the digest password for any users that have a PatientTouch
extension. The PatientTouch client will authenticate with this password. The password is not sent directly to
clients instead a hash of the username and Digest Realm is used. The default digest realm used in CUCM is
'ccmsipline'. If this is changed to something else in CUCM you will need to change the 'Digest Realm' property in
Enterprise Mgr.
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Enter the following properties:

n Set 'AXL Password' to the password for the AXL user you created.

n Set 'AXL URL' as the URL to the AXL API of CUCM host(s), example 'https://<cucm_host>:8443/axl/'.

n Set 'AXL Username' to the username for the AXL user you created.

n Set 'Calling Search Space' to the name of the PSS specific 'Calling Search Space' you added.

n Set 'Device Pool' to the name of the PSS specific 'Device Pool' you added.

n Set 'Device Type' to blank, by default 'Third-party SIP Device (Basic)' is used as the device type.

n Set 'Route Partition' to the name of the PSS specific 'Route Partition' you added.

n Set 'SIP Profile' to the name of the PSS specific 'SIP Profile' you added.

n Set 'SIP Security Profile' to the name of the PSS specific 'SIP Security Profile' you added.

n Set 'User Prefix' to blank - this is only used in test environments.

Other properties:

n Make sure 'Allow Create Users' is set to 'false' (it is by default) if users will are already created in CUCM
via Active Directory (AD). If your CUCM install is NOT Active Directory integrated with 'CUCM Dir Sync',
set this to 'true' so that Org Services will create the users as needed in CUCM.

n Set 'Digest Password' to a custom password - This will be used by the PatientTouch client devices to
connect to CUCM.
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n Make sure the 'Digest Realm' matches the setting 'SIP Station Realm' in CUCM - See the 'Authentication'
section below.

n Make sure the 'CUPI' settings are blank (they are by default) - these are only used in test environments.
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Appendix

Authentication
The 'Digest Password' property in Enterprise Manager allows you to set the digest password configured on
CUCM. This password will be set by Org Services as the digest password for any users that have a PatientTouch
extension. The PatientTouch client will authenticate with this password. The password is not sent directly to
clients instead a hash of the username and Digest Realm is used. The default digest realm used in CUCM is
'ccmsipline'. If this is changed to something else in CUCM you will need to change the 'Digest Realm' property in
Enterprise Manager.

Fully Qualified Domain Name
To connect with the fully qualified domain name for 'SIP Domain' you will need to make sure CUCM is
configured correctly.

1. Under Cisco Unified CM Administration, select System>Enterprise Parameters.
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2. Under the SIP Security Profile (see section above), make sure 'Use Fully Qualified Domain Name in SIP
requests' is enabled:

Licensing
The number of Cisco licenses required by your organization will depend on the number of devices your
organization will connect to the network. For example, if your organization has 1500 nurses and 600 shared
devices, then 600 licenses are required.
Care Role Forwarding extension numbers do not require any additional licenses.
If your licenses are of the type "User Connect Licensing", each device will utilize one "Enhanced" license. If your
licenses are of the type "Unified Workspace Licensing", you may utilize either a "Standard" or "Professional"
license. For more information on Cisco licensing, you may visit Cisco's licensing site.
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