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Introduction

This section provides the product overview, supported browsers, products, hardware, and port
requirements.

Vocera Analytics Overview

Vocera Analytics provides real-time data analysis, trends, dashboards, and reports to customers
along with the capability to customize reports, trigger outbound communications based on a rule
set, and schedule timed distribution of offline reports. Vocera Analytics collects data from various
components of our system and communication events between them.

The Vocera Analytics architecture comprises the following layers:

Data Generation
Ingestion

Processing Framework
Facts Persistence
Visualization

The following figure shows the architecture of Vocera Analytics.
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The Vocera Analytics User Interface is broadly classified into two categories as:

Dashboards
Reports
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Introduction

Supported Browsers

To access Vocera Analytics application, your computer must have one of the Vocera-supported
browsers.

The following table lists the supported browsers:

Chrome Version 63 and later
Firefox Version 57 and later
Internet Explorer Version 11.0.50 and later
Safari Version 10.1 and later

== | Note:
—; e The minimum screen resolution required is 768 X 1366 pixels.
e The recommended screen resolution is 1920 x 1080 pixels.

Analytics uses the most secure version available in the JVM, that is TLSv1.2.

j Note: Vocera Analytics supports TLS versions 1.0, 1.1, and 1.2. By default, Vocera

Supported Vocera Products
Vocera Analytics supports the following products:

e Vocera Voice Server version 4.4.4 until 5.2.3.
e Engage Platform version 5.5 and later, with EMDAN version 1.9x and 1.10.
e Vocera Messaging Platform version 5.2.2 and 5.2.3.

Supported Versions for Third Party Software
This topic lists the supported versions for the third party software used in Vocera Analytics 1.0.0.

The following table describes the versions for the third party software used in Vocera Analytics.

MariaDB 10.2.9

MariaDB Connector 2.0.12 Both 32-bit and x64-bit versions
are supported.

Flume 1.7.0

Spark 211

JAVA Oracle Java 1.8.172

7 Zip Not applicable

Tomcat 8.5.15

NSSM 2.24.101 Compilation is done from source
to avoid false negatives from
malware checkers.

SAP Crystal Report 2016 Support Pack 2

TLS 1.2

Hardware Requirements

This section describes the hardware requirements and the performance expectations for Vocera
Analytics.

7 VOCERA ANALYTICS ADMINISTRATION GUIDE



Introduction
Hardware Details

The size of your server normally depends on the number of users and the number of beds at your
site. The requirements vary for small, medium, and large servers.

The following table captures the hardware requirement for small, medium and large servers. For
more information, refer to Customer Deployment Sizing on page 8.

Memory 32 GB 64 GB 128 GB

CPU QOcta Core Octa Core 12 Core

Disk Space 500 GB HDD (per year) 1 TB HDD (per year) 2 TB HDD (per year) with
with SSD Cache with SSD Cache SSD Cache

Operating System Windows Server 2016 Windows Server 2016~ Windows Server 2016

Browser Support Internet Explorer 11, Firefox v57 or later, Safari 10+ or later, Google Chrome v62
or later (JavaScript must be enabled)

Database Provided MariaDB (MySQL) MariaDB (MySQL) MariaDB (MySQL)

(VS) will require 2 GB of RAM when interacting with a small or medium Vocera Analytics
Server database and 4 GB of RAM when interacting with a large Vocera Analytics Server
database. If the VS does not have sufficient memory to meet the mandated minimum
memory for the VS plus the needs of the Vocera Analytics Agent, memory will need to

be added to the VS. For example, a VS running version 5.2.3 requires a minimum of 8
GB of RAM. If the Vocera Analytics Agent will be interacting with a large Vocera Analytics
Server database requiring 4 GB of RAM, the server running the VS and the Vocera
Analytics Agent must have a minimum of 8 + 4 or 12 GB of RAM installed. If it does not,
sufficient RAM to meet or exceed the 12 GB requirement should be added. If the VS is
running in a virtual environment, Memory Over Subscription is not supported and the Host
Server should have sufficient physical RAM to support the memory allocated to the Guest
Servers plus the Hypervisor.

j— Note: To run properly, the Vocera Analytics Agent running on a Vocera Voice Server

Customer Deployment Sizing

The customer deployment sizing table helps you calculate the recommended deployment size
and categorize the data parameters as a small, medium, and large deployment.

The following table displays the data parameters and the recommended deployment sizing:

Note:
e One month of data is displayed in 10-15 seconds for Reports and Dashboards.

I

e Data can be exported in 30-45 seconds.

Vocera Voice Server 450 2000 5000-20000

Users

VMP Users 200 3000 10000

Beds 293 500 1000

Engage Users 450 (225 per shift) 1000 (500 per shift) 2000 (1000 per shift)
Clinical Alarms 2200 5000 9500

Nurse Call Alerts 3200 11000 22000

Orders 400 1200 2400

Lab Alerts 24 75 150

VMI Messages 2000 messages/day 10000 messages/day 60000 messages/day
Calls Per Day 2000 calls/day 10000 calls/day 60000 calls/day

VCS Messages 9000 messages/day 40000 messages/day 400,000 messages/day
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Port Requirements

To allow communication within Vocera Analytics Server components, configure communication
protocols and port numbers within the organization network environment.

The following table captures the connection, protocols, and port number required for the

communication.

Web browser on the computer VA Service Monitor

of the user

Web browser on the computer VA Visualization Server
of the user

VA Service Monitor VS Server

VA Spark VS Server

VA Server SMTP

VA Server Active Directory

VA Server Engage Database

VA Server VMP Database
Tomcat (Listening)

TCP

TCP
TCP
SMTP
TCP
TCP
TCP
TCP

9445

9443

9445

7rrT

25, 465 secure
389, 636 secure
3306

1433

8005

The following table lists the ports that are in use within the Vocera Analytics environment:

Spark on VA Server

VMP Flume agent on VA Server
Engage Flume agent on VA Server
Reporting service on VA Server
MariaDB

Tomcat

TCP
TCP
TCP
TCP
TCP
TCP

4040
7778
7779
8443
3306
8005

access to low-level system information. To disable access, add the following line at the

j Note: Access to Spark through the user interface is not authenticated thereby providing
end of the spark-defaults.conf file:spark.ui.enabled false
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Setting Up Vocera Analytics

This section helps you to install, deduplicate, backup, and migrate data from VRS and Engage to
Vocera Analytics. It also helps you uninstall Vocera Analytics if required.

Installing Vocera Analytics

The following sections describe how to install Vocera Analytics 1.0.0.

Installing Vocera Analytics Suite on the Analytics Server

Install the Vocera Analytics Suite to use the dashboards and reports functionality in the Analytics
Server.

Prerequisites

e Antivirus must be turned off.
=== Note:
—_— If antivirus is enabled, the service monitor service will be unstable or missing
altogether. This behavior is due to NSSM. exe quarantined by antivirus.
e Vocera Analytics setup executable programs must be whitelisted.
e Internet Explorer 11 Web Browser (latest update) on Windows Server 2016 using Document
Mode 10 or higher must be installed.
=== Note: It may be necessary to add specific URLs for Vocera Analytics to the
—_— Compatibility View, depending on the specific security policies implemented at your
site.

e Java-enabled Web browser with Active Scripting for Public must be turned on.
e Ports 9443 and 9445 should be open and should not be blocked.
e Toinstall Vocera Analytics agent, you would need administrator privileges.

e To configure Vocera Analytics with Voice Server as source, you would need Voice Admin
Console administrator credentials.

e SSH access to Engage Appliance must be granted.
From Vocera Analytics Server you would need an SSH connection to Engage appliance.
¢ Run Dimension Loader from the active Visualization Server.

Important: Do not install Crystal Reports Server on the same machine as Vocera
' Analytics Server. Vocera Analytics Server is not certified to work on computers that has
e Crystal Reports Server installed.
=== Note: It is not necessary to install the agent on the Vocera Messaging Platform Server as
I

the agent installed on Vocera Analytics Server establishes a remote SQL connection to the
VMP database.

To install the Vocera Analytics Suite on the Vocera Analytics Server, perform the following tasks:

1. Right-click VASuite.exe> Run as administrator.

VOCERA ANALYTICS ADMINISTRATION GUIDE



Setting Up Vocera Analytics

The installer is launched, and the installer \Welcome to the InstallShield Wizard for Vocera
Analytics Suite 1.0.0 screen appears.

W Vocera Analytics Suite 1.0.0 - InstallShield Wizard

vocera\W

Welcome to the InstallShield Wizard for Vocera

‘ " Analytics Suite 1.0.0

The Installshield(R) Wizard will install Vocera Analytics Suite 1.0.0 on your
computer. To continue, click Next.

WARNING: This is by ight law and i ional treaties.

il Shiel g cancel

2. Click Next.
The License Agreement screen appears.
3. Select | accept the terms in the license agreement after you have read the license agreement.

w Vocera Analytics Suite 1.0.0 - InstallShield Wizard

vocera\W

Please read the following license agreement carefully.

This software is licensed, not sold, by Vocera Communications, Inc. ("ocera™).

The license governing this software (which indudes limitations of warranty, limitations of remedy and
liability, and other provisions) is as set forth either

0] at www. vocera.com/legal
or

(i) in & written agreement signed by Vocera (or an authorized reseller) and the end user.

(®)i 2ccept the terms in the license agreement Print

(_) 1 do not accept the terms in the license agreement

[nstallShield <Back cancel

=== Note: Click Print if you want to print the license agreement.
I

4. Click Next.
The Select Install Drive and IP address screen appears.
The default IP address of the system is displayed.

5. Browse to the IP address that you want to use, to change the IP address.
The default installation drive is C.

6. Browse to the drive that you want to use, to change the installation drive.

11 VOCERA ANALYTICS ADMINISTRATION GUIDE



Setting Up Vocera Analytics

W Vocera Analytics Suite 1.0.0 - InstallShield Wizard

vocera\

Which local IP Address would you like to use?

127.00.1 ~

Which drive do you wart to install Vocera Analytics on?

The selected drive does not have the recommended
500GB of disk space available. Please free up enough
space or choose a different drive if possible.

InstallShields

=== Note: The installer logs are stored in the following location: <Vocera Analytics
mmmmm=| Install Drive>:\Installlogs-Vocera\VoceraAnalytics\<version>.

C:\InstalllLogs-Vocera\VoceraAnalytics\1.0.

Note: If you select a drive less than 500 GB of disk space a warning message is
= displayed. However, you can continue the installation if the required disk space is

available.

7. Click Next.

12

The Enter Database User Credentials screen appears.

W Vocera Analytics Suite 1.0.0 - InstallShield Wizard

vocera\

The Vocera Analytics Suite 1.0.0installer will create a new user account for
reading and writing data. Please provide a password for this new account

Database User: analyticsuser

InstallShielsls
8. Enter the database password and confirm the password in the respective fields.
9. Click Next.

The Ready to Install screen appears.

VOCERA ANALYTICS ADMINISTRATION GUIDE
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Setting Up Vocera Analytics

W Vocera Analytics Suite 1.0.0 - InstallShield Wizard

vocera\

Click Install to begin installation of Vocera Analytics Suite 1.0.0.

InstallShiclcl <Back Cancel

10. Click Install.
The Installing Vocera Analytics Suite 1.0.0 window appears. Do not close any installer

windows that appear during installation.

W Vocera Analytics Suite 1.0.0 - InstallShield Wizard s
The program features you selected are being installed.
F | Setting install parameters for selected features_
L Viocera Analytics Server
InstallShiclcl Capes]
11. Click Finish.

The InstallShield Wizard Completed screen appears.

VOCERA ANALYTICS ADMINISTRATION GUIDE
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Setting Up Vocera Analytics

W Vocera Analytics Suite 1.0.0 - InstallShield Wizard

vocera\

‘ / InstallShield Wizard Completed

The Installshield Wizard has successfully installed Vocera Analytics Suite
1.0.0. Click Finish to exit the wizard.

InstallShields

Monitoring Services.

After the installation, the Monitoring Services opens on your default web browser.

=== Note: After Vocera Analytics Suite installation is complete, a Vocera Analytics desktop
I
= con is automatically created on your desktop. Use the desktop icon to access

Using services.msc, validate that Vocera Analytics is installed successfully and check if the

service monitor and MySQL services are installed and running.

=== Note: The service monitor installed on this Vocera Analytics server is the master

= seorvice monitor.

The following screenshots display the service monitor and MySQL services running on the

Visualization Server.

-

Name Description Status Startup Type Log On As
L2 servicemonitor Vocera Analytics Service Monitor Running Automatic Local System
‘4 Vocera Agent Vocera Agent Running Automatic Local System
L4 VMware Snapshot Provider ~ VMware Snapshot Provider Running Manual Local System
L« Spot Verifier Verifies potential file system corruptions. Manual (Trigger Start) Local System
L« Background Intelligent Tran... Transfers files in the background using idle netw... Running Manual Local System
4 Print Spooler This service spools print jobs and handles interac... Running Automatic Local System
4 Problem Reports and Scluti... This service provides support for viewing, sendin... Manual Local System
4 Printer Extensions and Notif... This service opens custom printer dialog boxes a... Manual Local System
‘. Windows Event Collector This service manages persistent subscriptions to ... Manual Network Service
Name - Description Status Startup Type Log On As
@Micro;oft (R) Diagnostics H... Diagnostics Hub Standard Coellector Service. When running, this service c... Manual Local Syste..
'{':J; Microsoft Account Sign-in ... Enables user sign-in through Microsoft account identity services, If this se.. Manual (Trig... Local Syste...
11':{, Microsoft App-V Client Manages App-V users and virtual applications Disabled Local Syste..
f‘!; Microsoft i5C5! Initiator Ser..  Manages Internet SCSI (i5CSI) sessions from this computer to remote i5C5... Manual Local Syste...
11:-;!,, Microsoft Passport Provides process isolation for cryptographic keys used to authenticate to .. Manual (Trig...  Local Syste...
'\‘:!; Microsoft Passport Container  Manages local user identity keys used to authenticate user te identity pro... Manual (Trig... Local Service
'-.':;J,, Microsoft Software Shadow... Manages software-based velume shadow copies taken by the Volume Sh... Manual Local Syste...
'»::)} Microsoft Storage Spaces 5., Host service for the Microsoft Storage Spaces management provider. If th.., Manual Metwaork 5.
'-.',"-:J;Mozwlla Maintenance Service  The Mozilla Maintenance Service ensures that you have the latest and mo... Manual Local Syste...
@, MySQL MariaDB database server Running  Automatic Metwork S...
'-.‘,:-:J; Met.Tep Port Sharing Service  Provides ability to share TCP ports over the net.tcp protocol. Disabled Local Service
'».':'...J} Netlogon Maintains a secure channel between this computer and the demain centr..  Running  Automatic Local Syste...

m— Drowser.

=== Note: Without the license, you would not be able to login to the service monitor
I

12. Copy the Vocera Analytics license to the <InstallDrive>/VoceraAnalytics/License

folder.
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Setting Up Vocera Analytics

13. To access Monitoring services, launch the ServiceMonitor Dashboard shortcut icon from
Vocera Analytics Server desktop.

14. Browse to the spark-defaults. conf file located at: <Vocera Analytics Install
Drive>:\VoceraAnalytics\AnalyticsServer\conf

In the spark-defaults. conf file, ensure that the Spark.local.dir path is updated to the
drive where Vocera Analytics is configured. For example, if Vocera Analytics is configured on
D:/temp/spark drive, update the Spark.local.dir path to D:/temp/spark.

The following screenshot displays the spark-defaults.conf file.

spark-defautts conf £ |

1o b L R

[
B R I T I T R LR L LR TR Lo T Vo

T
I
=

Licensed to the Apache Software Foundation (ASF) under one or more
contributor license agreements. See the NOTICE file distributed with
this work for additional information regarding copyright ownership.

The ASF licenses this file to You under the Apache License, Version 2.0
(the "License"):; vou may not use this file except in compliance with
the License. You may obtain a copy of the License at

http: www.apache.org/license LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS5 IS"™ BASIS,
WITHCUT WARRANTIES OR CONDITICNS CF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

Default system properties included when running spark-submit.

15 # This is useful for setting default environmental settings.

12

E1 # Example:

22 % spark.master spark://master:7077

23 # spark.eventLog.enabled true

24 % spark.eventLog.dir hdfs: namenode: 8021 /director

25 # spark.serializer org.apache.spark.serializer.KryoSerializer
26 % spark.driver.memory 5g

7 # spark.executor.extraJavaCptions -¥X:+PrintGCDetails -Dkey=value -Dnumbers="one two three”
28 spark.driver.memory 8g

P2  anark.pi killEnabled fo] =

= spark.local.dir D:/temp/=spark

31 FoOpdIK,. SCrcalli Ny DdCEpreSSUre . Cllapiod i

32 #spark.streaming.receiver.maxRate 10000

The Vocera Analytics Suite installs the Vocera Auto Send Logs (ASL) tool on the Vocera Analytics
server, but it does not configure ASL to run as a scheduled task. Vocera recommends scheduling
a task for ASL on all Vocera Analytics deployments. For information on scheduling a task to run
ASL, refer to Vocera Auto Send Logs .

Installing the Remote Agent on the Voice Server

Install the remote agent to use the monitoring services on the Vocera Voice Server.

Ensure that you have installed the Vocera Voice Server before you begin to install the remote

agent.

To install the remote agent on the Vocera Voice Server, perform the following tasks:

=== Note: The Vocera Analytics Suite installs both the remote agent for Voice Server and
I
= \/OCera Analytics.

1. Right-

click VoceraAnalyticsInstaller.exe> Run as administrator to launch the installer.

The installer Welcome to the InstallShield Wizard for Vocera Analytics Suite 1.0.0 screen
appears.
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W Vocera Analytics Suite 1.0.0 - InstallShield Wizard

vocera I

Welcome to the InstallShield Wizard for Vocera
‘ Analytics Suite 1.0.0

The Installshield(R) Wizard will install Vocera Analytics Suite 1.0.0 on your
computer. To continue, click Next.

WARNING: This is by ight law and inte tional treaties.
Inehellfifcl Cancel

2. Click Next.
The License Agreement screen appears.
3. Select | accept the terms in the license agreement after you have read the license agreement.

W Vocera Analytics Suite 1.0.0 - InstallShield Wizard

vocera s

Please read the following license agreement carefully.

This software is licensed, not sold, by Vocera Communications, Inc. ("ocera™).
The license governing this software (which indudes limitations of warranty, limitations of remedy and
liability, and other provisions) is as set forth either
0] at www, vocera,com/legal
or
(i) in & written agreement signed by Vocera (or an authorized reseller) and the end user.
@1 accept the terms in fhe license agreement Erint
()1 do not accept the terms in the license agreement
stliSeleP <gack cencel
== Note: Click Print if you want to print the license agreement.
—
—
4. Click Next.

The Ready to Install screen appears.

=== Note: The remote agent is installed on the same drive where the Voice Server is
mmm=== installed. The installer logs are stored in the following location: <Voice Server
Install Drive>:\InstalllLogs-Vocera\VoceraAnalytics\<version>.

For example, if Vocera Analytics is installed on C drive, the installer logs are located at: C:
\InstalllLogs-Vocera\VoceraAnalytics\1.0.
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W Vocera Analytics Suite 1.0.0 - InstallShield Wizard

vocera\

Click Install to begin installation of Vocera Analytics Suite 1.0.0.

InstallShiclcl <Back Cancel

5. Click Install.

17

The Installing Vocera Analytics Suite 1.0.0 window appears. Do not close any installer
windows that appear during installation.

W Vocera Analytics Suite 1.0.0 - InstallShield Wizard s
The program features you selected are being installed.
F | Setting install parameters for selected features_
¥ jre1.8.0_13164
InstallShiclcl Capes]
6. Click Finish.

The InstallShield Wizard Completed screen appears.
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W Vocera Analytics Suite 1.0.0 - InstallShield Wizard X
‘ InstallShield Wizard Completed
The Installshield Wizard has successfully installed Vocera Analytics Suite
1.0.0. Click Finish to exit the wizard.
Iellfele?

To validate that the remote agent is installed successfully and to check if the service monitor is
installed and running, use the services.msc. The slave service monitor installed here is used
to interact with the master service monitor.

The following screenshot displays the slave service monitor running on the Voice Server.

Name Description v Status Startup Type Log On As

B, icemonitor ———Vocera Anatics Service onior ————Runing Automaic —LocalSystem |
G4 Vocera Agent Vocera Agent Running Automatic Local System

‘. VMware Snapshot Provider ~ VMware Snapshot Provider Running Manual Local System

4 Spot Verifier Verifies potential file system corruptions. Manual (Trigger Start) Local System

% Background Intelligent Tran... Transfers files in the background using idle netw... Running Manual Local System

% Print Spooler This service spools print jobs and handles interac... Running Automatic Local System

4 Problem Reports and Seluti... This service provides support for viewing, sendin... Manual Local System

“: Printer Extensions and Notif.. This service opens custom printer dialog boxes a... Manual Local System

& Windows Event Collector This service manages persistent subscriptions to ... Manual Network Service

=== Note: If data migration is not part of the implementation, then perform loading
I
== dimension from the active Voice Server.

Configuring VMI Data

The following sections describe configuring VMI responses and deduplicating VMI data.

Deduplicating VMI Data

Deduplicating is a process of removing the VMI data when the data is processed twice in Voice
Server and Engage. The data deduplication is done on the basis of client ID.

If any alert is sent from an Engage appliance through VMI to Voice Server, the data is processed
twice. For example:

Engage LDG tables—Engage adapter inserts data.
VM tables—Voice Server pipeline inserts data.

Data deduplication is managed at the database level on the basis of client ID, that is provided
during VMI configuration. In Vocera Analytics, dimvmiclients table contains the client ID for
which data has to be deduplication. By default, the dimvmiclients table contains two client IDs
VMP and ENGAGE. There is no restriction on the number of client ID configurations.

1.

Adding a Client ID
To add a client ID, perform the following tasks:

Connect to Vocera Analytics database as an authorized database user such as
analyticsuser using tools such as HeidiSQL, workbench.
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2. Check the data present in the dimvmiclients table using the following query:

SELECT * FROM vocera_analytics.dimvmiclients;

. Add a new client ID using the following query:

INSERT INTO vocera_analytics.dimvmiclients(Id, ClientId) values
(<Id>, '<ClientId>");

where <Id> is the next incremental value and <ClientId> is the name of the client ID that
requires data deduplication.

=== Note: Ensure that you provide the exact name of the client ID to filter data.
I
I

Deduplicating Data

If data is already loaded into Engage LDG database and VMI tables, then you must manually
clear the data from the vmiAlerts table to perform data deduplication.

Clear data from the vmiAlerts table using the following query:
TRUNCATE TABLE vocera_analytics.vmialerts;

Database events ensures that data deduplication is complete by using dimvmiclients table.

=== Note: It is recommended to add the client ID before starting VRS or Engage data
s Mmigration.

Configuring VMI Responses

This section describes configuring VMI responses to be categorized as Accepted.

To configure VMI responses to be categorized as Accepted, perform the following:

1.
2.

Connect to the Vocera Analytics (vocera_analytics) database.

Add the response to dimvmiresponse table.

For example, if you want to add accepted-yes as the accepted response, use the
command:

INSERT INTO

“dimvmiresponse” (T AcceptResponses’, RejectResponse” )VALUES('accepted-
yes',NULL);

Similarly, you can update or delete entries from this table.

After you execute this command, the new data arriving into the Vocera Analytics system will
show as accepted for the response accepted-yes.

To modify old data in Vocera Analytics database, perform the following:

1. Connect to the Vocera Analytics (vocera_analytics) database.

Run the query: truncate vmialerts;

This query removes the old data from the database.

Run the query: call CreateVMIAlertsNormalization()
This query aggregates the VMI data.

Loading Dimension

An enterprise represents a collection of facilities, units, and other groups. Vocera analytics gets
information about these dimensions from multiple sources. To have a meaningful analysis of data,
we need to load dimension data from different sources.

Before migrating data, you must fetch the dimension from the Vocera Voice Server. In case of
Voice Server cluster, run the dimension loading utility from the active Voice Server.
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=== Note: Loading Dimension data is a mandatory procedure. Ensure that the Vocera Voice
I
= Scrver is configured and running before your run Dimension Loading utility.

To perform dimension loading, perform the following tasks:

1. Navigate to the Vocera Analytics Installation Drive folder \VoceraAnalytics
\DimensionLoading on the system where Vocera Voice Server is installed.

The AppConifg.config file is displayed.
2. Open AppConifg.config file in a notepad editor.
The following fields are displayed:
e Voice_Server_IP—Specifies the IP address of the Vocera Voice Server.
e Voice_Server_Admin_User_Name —Specifies the username of the administrator.

====| Note: Ensure that you only use the username as administrator in the
I
s configuration file.

e Voice_Server_Admin_User_Password— Specifies the password for the administrator.
e VA _DB_Host—Specifies the host IP address of the Vocera Analytics database.

e VA _DB_Port—Specifies the port number for the host IP address.

e VA_DB_Name—Specifies the name of the Vocera Analytics database.

e VA_DB_UserName— Specifies the username to access the Vocera Analytics database.
e VA _DB_Password—Specifies the password for the username.

¢ Dimension_To_Load—Specifies the dimension loaded by the dimension loading utility.
The dimensions loaded are site, group, user, address book, device, location, and access
point.

The following screenshot displays an example of the required entries.

[=] AppCarfig config E3 |
1 Voice_Server IP=172.30.22.%0
2  Voice_ Server Admin User Name=Rdministrator
Volce Server Admin User Password=admin
VR _DE Host=172.30.21.66
VA_Db_Port=3306
VA_DE Name=vocera analytics

1 e otn

VA _DE UserName=analyticsuser
VA_DE Password=analyticsl23
Dimension To Load=5ITE, GROUP,USER,ADDRESS BOOK, DEVICE, LOCATION,ACCESS POINT

3. Run runDimensionLoading.bat using the command prompt as shown in the screenshot.

[} Administrator: C\Windows\System32\cmd.exe \Lli-

icrosoft Windows [Uersion 6.3.96801
<c> 2013 Microsoft Corporation. All rights reserved.

>:\VocerafAnalytics\DimensionLoading>runDimensionLoading.bat_

The following screenshot displays the completion status and the dimensions that are loaded.
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= Administrator: C\Windows\System32\cmd.exe ILIE-

icrosoft Windows [Uersion 6.3.96881
{c> 2013 Microsoft Corporation. All rights reserved.

C:\VocerafAnalytics\DimensionLoading>runDimensionLoading.bat

:\Uocerafnalytics\DimensionLoading>java —cp \Uﬂwetulbe Jar;.\* con.vocera.UAI
pplication St ed at 2018-P2-P2 15:32:22 .37
[Error while creating log file.
Config File path := C:\Uocerafnalytics\DimensionLoading\AppConfig.config
Log File path “VocerafAnalytics\DimensionLoading\Log.txt
itttk Vocera SLF4J Controller Adaptor log file has not heen set.
onnection Opened at P
set Users arted at : 2 2.818
otal Use are : 463 i 1 15:32:22.822
et Users completed at : 2018-02-02 15:32:23.439
IDB Connection Opened At: 2818-82-82 15:32:23.475
Query execution done At: 2018-82-82 15:32:23.491
Iser gquery execution status : true
started at : 2018-82-02 15:32:23.493
Time: 2818 E|2 82 15 2 4
2 2

mpleted at
n Opened At:
ion done At:

e:
Time = 2!318 BZ
: 2018-02-82 15:32:25 4
: 2018-02-82 15:'32:25.895‘
: true

: 2018-82-82 15:32:25.89
T : 2018-02-B2 15:32:25
: 894

" BZ 1
completed at 231'3 Ba2-82 1
on Opaned At: 2818-82-82 15:32:25. ‘705
uery execution done At: 2018-82-02 15:32:25.907
G P status I true
-82 15:32:25.907
= 1

25.
32:26.40
DB Cunneut).un Opened At: 2818-82 Ba 15:32:26.43
Query execution done At: 2018-02-B2 15:32:26.45
roups guery execution status : true
DB Connection Opened At: 2018-02-82 15:32:26.48
Query execution done At: 2818- 92 -@2 15:32:26.76
sroups guery execution status
IDB Connection Opened At: 2818 :32:26.80
Query execution done At: 2018 :32:26 .82
roups gquery execution status X
IDB Connection Opened At: 26018 :32:26 .85
uery execution done At: 2018 :32:26.87
roups query execution status : t
onnection closed At: 2018-B2-82 15:32:26.87
rosswalk table updation started at :=2818-82-82 15:32:26.87
IDB Connection Opened At: 2818-02-02 15 32 26 ‘JB
ion done At:

walk tabhle updation end at 2819 EIZ EIZ 15-"2 26.332

:\Uocerafnalytics\DimensionLoading>_

If you encounter errors while loading dimensions, those errors are displayed on the
console. The output is captured in the log file 1og.txt located at VoceraAnalytics
\DimensionLoading.
=== Note: You can verify the loading dimension data by connecting to the Vocera
— Analytics database.

4. Runthe PostMigrationCleanup.bat located at <InstallDir>/VoceraAnalytics/
DimensionLoading/ to clear plain-text passwords from the configuration file.

Data Migration

You can migrate your existing reporting and messaging data from Vocera products to Vocera
Analytics. The following sections describe the procedure to migrate data from Vocera Report
Server to Vocera Analytics, Vocera Messaging Platform to Vocera Analytics, and Vocera Engage
to Vocera Analytics.

Migrating Data from Vocera Report Server to Vocera Analytics

The following sections describe the procedure to migrate data from Vocera Report Server to
Vocera Analytics.
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Loading Dimension

An enterprise represents a collection of facilities, units, and other groups. Vocera analytics gets
information about these dimensions from multiple sources. To have a meaningful analysis of data,
we need to load dimension data from different sources.

Before migrating data, you must fetch the dimension from the Vocera Voice Server. In case of
Voice Server cluster, run the dimension loading utility from the active Voice Server.

=== Note: Loading Dimension data is a mandatory procedure. Ensure that the Vocera Voice
I
= Scrver is configured and running before your run Dimension Loading utility.

To perform dimension loading, perform the following tasks:

1.

Navigate to the Vocera Analytics Installation Drive folder \VoceraAnalytics
\DimensionLoading on the system where Vocera Voice Server is installed.

The AppConifg.config file is displayed.

Open AppConifg.config file in a notepad editor.

The following fields are displayed:

e Voice_Server_IP—Specifies the IP address of the Vocera Voice Server.

e Voice_Server_Admin_User_Name —Specifies the username of the administrator.

===| Note: Ensure that you only use the username as administrator in the
I
s configuration file.

e Voice_Server_Admin_User_Password— Specifies the password for the administrator.
e VA _DB_Host—Specifies the host IP address of the Vocera Analytics database.

e VA _DB_Port—Specifies the port number for the host IP address.

e VA_DB_Name—Specifies the name of the Vocera Analytics database.

e VA_DB_UserName— Specifies the username to access the Vocera Analytics database.
e VA _DB_Password—Specifies the password for the username.

¢ Dimension_To_Load—Specifies the dimension loaded by the dimension loading utility.
The dimensions loaded are site, group, user, address book, device, location, and access
point.

The following screenshot displays an example of the required entries.

[=] AppCarfig config E3 |

1 Voice_Server IP=172.30.22.%0

2  Voice_ Server Admin User Name=Rdministrator
Volce Server Admin User Password=admin

VR _DE Host=172.30.21.66

VA_Db_Port=3306

VA_DE Name=vocera analytics

VA _DE UserName=analyticsuser

8 VA_DE Password=analyticsl23

z Dimension To Load=5ITE, GROUP,USER,ADDRESS BOOK, DEVICE, LOCATION,ACCESS POINT

1 otn b L

Run runDimensionLoading.bat using the command prompt as shown in the screenshot.

[} Administrator: C\Windows\System32\cmd.exe =

icrosoft Windows [Uersion 6.3.96801
<c> 2013 Microsoft Corporation. All rights reserved.

>:\VocerafAnalytics\DimensionLoading>»unDimensionLoading.bat_

The following screenshot displays the completion status and the dimensions that are loaded.
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= Administrator: C\Windows\System32\cmd.exe

icrosoft Windows [Uersion 6.3.96881
{c> 2013 Microsoft Corporation. All rights reserved.

NUocerafAnalytics\DimensionLoading>runDimensionLoading.bat
Uocerafinalytics\Dimensi
pplication Started at
or while u'ed;'mr{ log flle.

Log File path C:\VoceraAnalytics\DimensionLoading\Log.txt

onnection Opened at 'JIIB 52 82 15:32: 22 BIB
et Users started at
otal Users are : 463
et Users completed at : 2018-02-82
IDB Connection Opened At: 2818-82-82 H
Query execution done At: 2018-82-82 15: 32 23. 491
Jser guery execution status : true
et Address Book Users started at : 2818- -2 15:32:23.493
otal Address are = 5 Time: 2018-82-82 15:32:23.4%4
et Address Book completed at : 2018-082-02 15:32:23.498
IDB Connection Opened At: 2818-82-82 15:32:23.582
Query execution done At: 2018-B2- £32:23.585
(lch‘ess Book guery execution statu

ted at : 2018-B82-82 1

: 4 Time: 2018-82-82
completed at 281

Total Devices are

et Devices completed at Time = 2!313 BZ

IDB Connection Opened At: 2018-02-B2 15:32:25.87

Query execution done At: 2018-82-82 15:32:25.889
[Device query execution status : true

et Locations started at : 2018-82-82 15:32:25.890
otal Locations are : 3 Time: 2018-B2-02 15:32:25.891
Get Locations completed at : 2018-02-82 15:32: 2'-' 894
IDB Connection Opened At: 2818-82-082 15:32 -89

uery execution done At: 2018-B2-02 15:32:25. 893
[Location guery execution status

et getficc PointsQuery at a 15:32:25.899
otal Locations are : 3 i 5.899

et Groups arted at

Total Groups are = 12

et Groups completed at 2

IDB Connection Opened At: 2818-82 E1" 15:32:26.43
Query execution done At: 2018-A2-B2 15:32:26.45
roups guery execution status : true

DB Connection Opened At: 2018-02-82 15:32:26.48
Query execution done At: 2018-82-82 15:32:26.76
roups gquery execution status I true

IDB Connection Opened At: 2818-82-82 15:32:26.80
Query execution done At: 2018-82-82 15:32:26.82
roups guery execution status : true

IDB Connection Opened At: 2018-82-02 15:32:26.85
Query execution done At: 2018-82-82 15:32:26.87
roups query execution status : true

onnection closed At: 2018-B2-82 15:32:26.87
rosswalk table updation started at @18 B2 15:32:26.87
DB Connection Opened At: 2 B
Query execution done At

rosswalk table updation end at :2018- 82* 2 15-?2-26 332

UocerafAnalytics\DimensionLoading>_

unLuading).jaua NUAIService.jar; .\* com.vocera.UAI
18-02-82 15 2.378

Config File t = C:\Uocerafinalytics\DimensionLoading“\AppConfig.config

ittt Vocera SLF4J Controller Adaptor log file has not heen set.

_ﬂ-

If you encounter errors while loading dimensions, those errors are displayed on the
console. The output is captured in the log file 1og.txt located at VoceraAnalytics

\DimensionLoading.

=== Note: You can verify the loading dimension data by connecting to the Vocera

s Analytics database.

4. Runthe PostMigrationCleanup.bat located at <InstallDir>/VoceraAnalytics/
DimensionLoading/ to clear plain-text passwords from the configuration file.

Migrating Vocera Report Server

Follow the instructions given in this section to migrate Vocera Report Server (VRS) data to Vocera

Analytics.

1. Pre Data Migration

Before migrating Vocera Report Server, perform the following pre migration tasks:

1. Login to VRS admin console using administrator credentials.

2. Click Task Scheduler.
The Task Scheduler screen appears.

23
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Task Scheduler
Report Scheduler
Task Scheduler
Scheduler Diagnostics Edit Tasks

Summary Reports

Type Task Name Schedule Time Background Executables
Call Reports

5 Archive Monthly 12:00 AM No 1
g o s Archive and Purge Monthly 12:00 AM No 1
Integration Reports s Backup Daily 02:00 AM Yas 1
Device Reports s Dataload Hourly 12:15 AM No a

= s Package Destination S Dail 12:00 AM N 1

Asset Tracking Reports ackege ination Swiesp =ity o

s Purge Monthly 12:00 AM No 1
Export Data Reports
Custom Reports
Administration

Maintenance

Documentation

3. Select Dataload and click Edit Task.

oo

© © N o

The Edit Task screen appears.

T schedule Executables Notifications

Task Information

Enabled

Task Name *
Dataload

Task Description
Dataload Task
Mote

Run in background
This is a system task. You can enable it, and specify the schedule. You cannot edit any
other values.

save ) Cancel )

Uncheck the Enabled field in Task Information screen.
Click Save.

Migrating VRS Configuration

To migrate VRS configuration, perform the following steps:

Navigate to the VoceraAnalytics>AnalyticsServer>conf folde
Open the vrs-migration-config.json file.

Provide the VRS SQL database details in the source fields.
Provide the Vocera Analytics database details in the target fields.

The following screenshot displays the information to be added to the JSON file.
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@ vrs-migration-config.json X
1+|]
2% TMzource™: [
"url™: "jdbc:mysqgl://<VR5_Ip Address>:3306/vocera_reports™,
"driver”: "com.mysgl.jdbe.Driver”,
"uger": "<VR3_Db UserName>",
"pasaword”: "<VR3 Db Pasaword>"
b
=  "target":{
"arl™: "jdbcimysgl://<VA Ip Address>:3306/vocera_analytics”™,
"driver”: "org.mariadb.jdbc.Driver™,
"user": "<VA Db UserName>",
"pasaword”: "<VA [b_ Password>"
b
"shuffle.partiticns™: 5,
"enable.repartition™: true

25w o o@ o ok oW

a4 s oA o o
m oW M

18 ]

10. Save the file.
3. Updating the Spark Configuration File

To update the Spark configuration file, perform the following tasks:
11. Navigate to the VoceraAnalytics>AnalyticsServer>conf folder.
12. Open the spark-defaults. conf file, and update the value for spark.driver.memory field
from 8g to 32g for medium and large size servers or 16g for small size servers.
For more information on hardware requirements, refer to Hardware Details on page 8.
4. Executing the VRS Migration bat file
To excute the VRS migration file, perform the following tasks:
13. Navigate to VoceraAnalytics>AnalyticsServer.
The runVRSmigration.bat is displayed.

14. Select runVRSMigration.bat file and run it.

The following command prompt window displays the status of the database table that are
currently being migrated.

=== Note: Depending on the amount of data on VRS, it may take a longer time to
I
=== complete the execution of the runVRSMigration.bat command.

5. Locating the Log files
To locate the log files, perform the following tasks:
15. Navigate to VoceraAnalytics>AnalyticsServer>vrs-migration-output folder.
The following files are displayed:
®* report-log-source.status
* vs-log-source.status
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%v ‘ .~ Local Disk (C:) ~ VoceraAnalytics - AnalyticsServer ~ vrs-migration-output

~ 23 | search vrs-migration-output o)

Organize v  Includeinlibrary v Share with v New Folder

Narme « I Date modified

I Favorites

= 0 @

[ 7vee Sz |

B Desktop
# Downloads

T Recent Places

| report-log-source. status

| vs-log-source status

- Libraries
|5 Documents
& Music
=) Pictures

B videos

8 Computer
£, Local Disk {C:)

€ flstwork

2{2/2018 4:08 PM
212/2018 409 PM

STATUS File 1KB
STATUS File 1KB

6. Creating a Flume Status File

To create a flume status file, perform the following tasks:

16. Navigate to VoceraAnalytics>Agent>Flume folder on the Voice Server.

17. Create a flume-status folder and copy report-log-source.status and vs-log-
source.status files to this folder. Ensure that the folder name flume-status is used.
The VRS migration is complete. There might be instances of data loss that you must rectify.
For more information on rectifying data loss, refer to Rectifying Data Loss Issues in VRS

Data Migration.

Vocera Voice Server machines.

N [[[8 [

7. Reverting the Spark Configuration File

Note: If there are multiple Voice Servers, ensure that you copy both the files to all

Note: The report-log-source.status and vs-log-source.status files contain
the checkpoints to indicate the completion of data migration from VRS to Vocera
Analytics. When pipeline is initiated, it processes data after this checkpoint.

To rever the spark configuration file, perform the following tasks:
18. Navigate to the VoceraAnalytics>AnalyticsServer>conf folder.
19. Open the spark-defaults. conf file and update the value for spark.driver.memory field to

12g.
8. Post Data Migration

After migrating Vocera Report Server, perform the following post migration tasks:

20.Run the PostMigrationCleanup.bat located at <InstallDir>/VoceraAnalytics/
AnalyticsServer/ to clear plain-text passwords from the configuration file.
This step ensures that the credentials of VRS database and Vocera Analytics database are

protected.

21. Login to VRS admin console using administrator credentials.

22. Click Task Scheduler.

The Task Scheduler screen appears.

Report Scheduler
Task Scheduler
Scheduler Diagnastics Edit Tasks

Summary Reports

Type Task Name Schedule

Task Scheduler

Time Background Executables

Call Reports

Archive Monthly

Speech Reports Monthly
Daily
Hourly
Daily

Monthly

Archive and Purge

Integration Reports Backup

Device Reports Datalo=d
T Packags Destination Swsep

Wow oMo ow

Purge
Export Data Reports

Custom Reports

Administration

12:00 AM No
12:00 AM No
02:00 AM Yes
12:15 AM Mo
12:00 AM N

[P

12:00 AM No

Maintenance
Edit Task Run Task )

Documentation

23. Select Dataload and click Edit Task.
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The Edit Task screen appears.

Edit Task

m Schedule Executables Notifications
|
Task Information

‘:.:
A

[+/] Enabled

Task Mame *
Dataload

Task Description
Dataload Task
Mote

Run in background

This is a system task. You can enable it, and specify the schedule. You cannot edit any
other values.

Save |  Cancel )

24. Check the Enabled field in Task Information screen.
25. Click Save.

Migrating Vocera Messaging Platform

Follow the instructions given in this section to migrate Vocera Messaging Platform (VMP) data to
Vocera Analytics.

1. Migrating VMP Configuration

To migrate VMP, perform the following tasks:

Navigate to VVoceraAnalytics>AnalyticsServer>conf folder.

Open the vmp-migration-config.json file.

Provide the VMP SQL database details in the source fields.

Provide the Vocera Analytics database details in the target fields.

The following screenshot displays the information to be added to the JSON file.

P onN =

[=] vmp-migration-config json E3 |
1 {
2 E "zource™: {
3 Tarl"™: "jdbc:sglserver://172.30.29.20:1433 ;databasename = WICHALSTER",
4 "driver™: "com.microsoft.=sglserver.jdbc.S5QL3erverDriver”,
= "user": "VMP_DE_admin"”,
6 "pagsword": "VMFPF DE admin password"
’_'l‘ }f
g = "target":{
9 "url™: "jdbec:mysql://127.0.0.1:3306/vocera_analytics",
10 "driver™: "org.mariadb.jdbc.Driver™,
11 "user": "VA DE_admin"”,
1z "password": "VA DE admin password"”
13 F o}
14 ~-}

2. Updating the Spark Configuration File
To update the Spark configuration file, perform the following tasks:
5. Navigate to the VVoceraAnalytics>AnalyticsServer>conf folder.
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6. Open the spark-defaults. conf file, and update the value for spark.driver.memory field
from 8g to 32g for medium and large size servers or 16g for small size servers.
For more information on hardware requirements, refer to Hardware Details on page 8.
3. Executing the VMP Migration bat file
To excute the VMP migration file, perform the following tasks:
7. Navigate to VoceraAnalytics>AnalyticsServer.
The runVMPmigration.bat is displayed.
8. Select runVMPMigration.bat file and run it.
The following screenshot displays the file execution status.

Administrator: C:\Windows\System32 cmd.exe - run¥MPMigration.bat

9. Save the file.

4. Updating the Flume Configuration File

10. Navigate to VVoceraAnalytics>AnalyticsServer>vmp-migration-output folder.
11. Open the Flume-Vmp-Ext. conf file and copy the content of file.

The following screenshot displays the checkpoint details where the data is migrated to Vocera
Analytics.

H‘ C:\YoceraAnalytics' AnalyticsServer' vmp-migration-output’Flume-¥mp-Ext.conf - Notepad++ [Administrator]
File Edit Search View Epncoding Languasge Sekhings Macro Run Plugins Window 7
cHHE S LAl 4shD|aeing| s =|E8 1 ERERE =6 mD B E

=] FlumeVmp-Ext conf £9 |

1 |a 3. 3tart. f 0000000001626
agentl.sources. sites. start. from=00000000001%e20¢
3 Jagentl.sources.distlists.start. from=00000000001=5d77
4 |agentl.sources.distlistsinuser.start. from=00000000001<5d7b
agentl. sources. tc.start. from=00000000001c6265
& Jagentl.sources. tm. start. from=00000000001=2627 9
7 |agentl.sources. tmuc.start. from=00000000001c627a

2 |agentl. sources. tecru. start. from=00000000001c625e

% Jagentl.sources.terd.start. from=00000000001c5d7e
10 Jagentl.sources.tcps,.start., from=00000000001chZ61

12. Open the Flume-VMP. conf file located at VoceraAnalytics>Agent>Flume>conf folder.
13. Paste the content of the Flume-vmp-ext. conf file at the end of the Flume-VMP. conf file.
The following screenshot displays the pasted content.
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Cl Netepad:
Bla [ Sk ou' Egoodog Lmguage Sthegs| Tk o i Pagi ok 1
) 24 RD|(Dc | neex FD@Oue| 0@l RB x - v E[x

ources. LEEN. hibernate. connection. url=jdke: sqlaerver: //172,30.22.30:1433; d. = WIGMASTER
ources.tcps.hibernate.dialect=com.vocera. flume. source. SQLSsrvercustomDialect
ibernate.connection. password=neXdmSLEVAXFx6/CI0LSow==

-users.status
eru terd teps disclistsinuser
LLLLLL

Analyric
snax?.sxnk hostname=127.0.0.1
ibernate.connection.driver_class=: £5.aglaacver . jdbs LServerDriver

on.driver_classecom.microsefs.sglsscver. jdbc. SQlServerbriver

toruserid, EXCernaliD, Participationcondition, Massconversation, Escalated, EscalationFinishad, T tad, Las vad

ersations where CONVERT(BIGINT,RowUpdated) > convert (BIGINT, 0xS@5) ORDER BY RowUpdated ASC
ources.users.agentip=127.0.0.1
ources.distlistainuser. stat

file.name=sglserver-distlistainuser.status
t

000000000013820
£om=00000000001£5d77

The VMP migration is complete.

=== Note: The pasted content is the checkpoint. When pipeline is initiated, it starts
= regding the data after the checkpoint.

5. Reverting the Spark Configuration File
To rever the spark configuration file, perform the following tasks:
14. Navigate to the VoceraAnalytics>AnalyticsServer>conf folder.

15. Open the spark-defaults. conf file and update the value for spark.driver.memory field to

12g.

6. Post Data Migration
After migrating Vocera Report Server, perform the following pre migration tasks:

16. Run the PostMigrationCleanup.bat located at <InstallDir>/VoceraAnalytics/
AnalyticsServer/ to clear plain-text passwords from the configuration file.

This step ensures that the credentials of VMP database and Vocera Analytics database are

protected.

Migrating Data from Engage Analytics

The following section describes the process of migrating data from a legacy deployment of
Engage Reporting 1.0.25.

Migrating Existing Engage Reporting SQL Server Instance Overview

The following section describes the details of migrating existing Engage Reporting SQL Server

Instance.

Prerequisites:
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The prerequisites to migrate data are as follows:

An existing SQL Server Engage Reporting 1.0 installation.
A clean Vocera Analytics installation.
A fully configured Vocera Analytics installation that is not running.
Data export adapter on the Engage appliance that exports to Engage Reporting 1.0.25 turned
off during migration.
Flume, Spark, and the Data Export Adapter that exports to Vocera Analytics turned off during
migration.
== Note: Migration is considered a planned outage operation. The order of operation—
— install, configure, migrate, and start services must be strictly followed.

DATA MIGRATION FROM LEGACY ENGAGE REPORTING INSTANCE

.

] owmecont o | | Vo s
Yz [ Y

Engage Appliance Vocera Analytics Server

DATA MIGRATION

.
.
. Engage Reporting Engage Reporting
Landing Analytics
s

Engage Reporting Server
SQL SERVER

,

Migrating Data for Legacy Deployments

The Vocera Analytics installation application provides you the capability to run the Data Migration
for Engage Analytics process.

1.

Configuring db_migrate.conf

To configure the Engage Analytics migration source and target for db_migrate, perform the
following tasks:

Navigate to the installation directory of VoceraAnalytics>DataMigration directory.

Create a copy of the file db_migrate-sample.conf and rename the copy as
db_migrate.conf.

Open the configuration file db_migrate. conf using an editor.

Provide the URL, username, and password for the source and destination, replacing the
placeholders in the file that are enclosed in angle brackets.

=== Note: Do not include angle brackets around the values, but ensure the values are
== cnclosed in double quotes.

The following screenshot displays the sample db_migrate. conf file.
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L N db_migrate-sample.conf

4 db_migrate-sample.conf x v

source. jdbc.url = "sqglserver://<ESR_SQLServerHost>:1433;DatabaseName=ESR"
source. jdbc.user = “<SQLServer_User>"

source. jdbc.password = "<S5QLServer_Password>"

target. jdbc.url = "mariadb://<VA_MariaDBHost>:3306/vocera_analytics"
target.jdbc.user = "<MariaDB_User>"

target. jdbc.password = "<MariaDB_Password>"

[ In bi-analytics on VA-4973, File is committed, Line 1, Column 1 Tab Size: 4 Plain Tex

are used in a string, it must be properly addressed. Failure to follow these instructions
will lead to an error and failed migration if the string contains a special character (as
often required by password policy), a backslash, or a double quote.

]— Note: All strings must be enclosed in double quotes. If backslash or double quotes

5. Save the modified db_migrate. conf file.

j_ Note: All string values (on the right side of equals sign) must be enclosed in double

— quotes. If a backslash or double quotes occurs in a string value, it must be escaped
with a backslash.

For example, the string "\\\"" in a configuration file would produce a single

backslash and a double quote. Failure to follow these instructions will result in an error

and failed migration if the string contains a special character (as often required by

password policy), a backslash, or a double quote.

2. Configuring db_run.conf

To configure the Engage Analytics migration source and target for db_run. conf, perform the
following tasks:

Navigate to the installation directory of VoceraAnalytics>DataMigration directory.
Create a copy of the file db_run-sample. conf and rename the copy as db_run. conf.
Open the configuration file db_run. conf using an editor.

© o N o

Provide the URL, username, and password for the source and destination, replacing the
placeholders in the file that are enclosed in angle brackets.

=== Note: Do not include angle brackets around the values, but ensure the values are

== cnclosed in double quotes.

The following screenshot displays the sample db_run file.

e db_run-sample.conf

40 db_run-sample.conf x v

source. jdbc.url = "mariadb://<VA_MariaDBHost>:3306/1dg"

source. jdbc.user = “<MariaDB_User>"

source. jdbc.password = "<MariaDB_Password>"

target. jdbc.url = "mariadb://<VA_MariaDBHost>:3306/vocera_analytics"
target.jdbc.user = "<MariaDB_User>"

target.jdbc.password = “<MariaDB_Password>"

[ In bi-analytics on VA-4973, File is committed, Line 1, Column 1 Tab Size: 4 Plain Tex

double quotes. If a backslash or double quotes occurs in a string value, it must be
escaped with a backslash.

For example, the string "\\\"" in a configuration file would produce a single
backslash and a double quote. Failure to follow these instructions will result in an error
and failed migration if the string contains a special character (as often required by
password policy), a backslash, or a double quote.

10. Save the modified db_run. conf file.

3. Executing the migrate.cmd Windows Batch File

j Note: All string values (on the right side of the equals sign) must be enclosed in
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To execute the Data Migration process, perform the following tasks:

11. Insert a row with VMI client name in dimvmiclients table, to avoid duplication of data.

For example, if Engage-VS is the client, insert Engage-VS to the dimvmiclients table.

=== Note: Duplication of data will occur in a set up where Engage alarms or alerts are
= sent through VMI to Voice server.

12. Open a command prompt window (cmd.exe) and change the current directory to the

DataMigration directory in the Vocera Analytics installation directory.
The following screenshot shows the DataMigration directory in command prompt:

B8 Administrater: Command Prompt — (]

13. Type migrate and press Enter.

The data migrates from the source database to the target database.

14.Run PostMigrationCleanup.bat located at <InstallDir>/VoceraAnalytics/

AnalyticsServer/ to clear plain-text passwords from the configuration file.

This step ensures that the credentials of VMP database and Vocera Analytics database are
protected.

Updating the Flume Index Files

The data migration process is distinct from the operational data ingestion process for Vocera
Analytics. When the migration process is complete, the index files that Flume uses to keep track
of what data has already been processed must be updated to prevent reprocessing of the newly
migrated data. This must be performed before the Flume service is started. The index files are
generated from information provided in the flume-Engage . conf configuration file, and from
information in the landing database.

Executing the ESRPipeline updateindexfiles Command

Update the Flume index files after the migration process is complete. Ensure that you use the
correct path to the flume-Engage. conf file for your installation.

1.
1.

To execute the command, perform the following tasks:
Open a command prompt window (cmd. exe) and change the current directory to the
flume-Engage. conf directory in the Vocera Analytics installation directory.

. Type the command java -Xmx12288m -Dspark.driver.memory=8g -jar

ESRPipeline-all.jar --database-config db_run.conf updateindexfiles C:
\VoceraAnalytics\Agent\Flume\conf\flume-Engage.conf and press Enter.

In this example, C:\VoceraAnalytics\Agent\Flume\conf\flume-Engage.conf is the
correct path to the Engage Flume configuration file. Verify the correct directory path for your
installation.

Understanding Engage Analytics Migration Phases

This section provides information on migration phases for Engage Analytics.

You can understand how to:

Read the output of the migration process.

Use the Spark Ul.

Explore the target database of the migration process.

Explore the target database of the Engage Analytics processor run.

VOCERA ANALYTICS ADMINISTRATION GUIDE



33

Setting Up Vocera Analytics

The ESRPipeline. jar file performs the following functions as orchestrated by the migrate.cmd
script:

Migrates data from the source landing (1dg) database to the target 1dg database. This
operation also includes populating the anl_dim_users table and the anl_dim_sources
table, which are not part of the landing data in Engage Reporting 1.0.25.

Runs the Engage Analytics processors to load the migrated data from the 1dg tables into the
vocera_analytics tables.

The command prompt window displays the following counts while the migration process runs:

Input records found in the source database for a given table.

Records from the source database that are already available in the migration target.
Input records within the specified date range, or within the default date range if none is
specified.

New records to be inserted into the migration target database

The following screenshot displays an example migration run:

B Administrator: Command Prompt - migrate — [m]

.anl_dim_so

.anl_dim |

The command prompt window displays the following information when the Engage Analytics
processors run:

The name of the landing table being processed.

The count of records in the source database.

The count of records within the specified date range, or within the default date range if none is
specified.

The code fingerprint (MD5 hash) for the running Engage Analytics processor.

The database configuration for the running Engage Analytics processor.

The following screenshot shows an example run of the Engage Analytics processors:
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E¥ Administrator: Command Prompt

The loaded data is available in vocera_analytics database.

The Spark user interface (Ul) can be used to track the progress of the migration and processors.
If the migrate.cmd script is running, you can browse to http://localhost:4040 to view the status
information related to the Spark engine that performs the migration.

The following screenshot corresponds to the progress crawler that displays at the bottom of the
output for each migration activity.

The following screenshot displays the Spark Ul.
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e - m]
[ Engage Analytics - Stage % New Tab b
&« C | @ localhost:4040/stages/ Y
S“j‘a‘- 2 e Jobs Stages Storage Environment Executors SAL  Engage Analytics application Ul
Stages for All Jobs
Active Stages: 1
Pending Stages: 3
Completed Stages: 1364, only showing 1000
Active Stages (1)
Stage Id Tasks: Shuffle  Shuffle
M Description Submitted Duration Succeeded/Total  Input Output Read Write
1398 jdbc at (kill) | 2017/11/09 1amin  [N8kS 156.8 KB
TableManager.scala: 389 +details | 15:15:33
Pending Stages (3)
Stage Id Tasks: Shuffle Shuffle
M Description Submitted Duration Succeeded/Total Input Output Read Write
1392 jdbc at TableManager.scala: 389 Unknown  Unknown 016
+details
1391 run at <unknownz:0 +defails Unknown  Unknown 01
1390 run at <unknown:z:0 +details Unknown = Unknown 01
Completed Stages (1364, only showing 1000)
Page: 1 2 3 4 5 6 7 8 9 10 = 10 Pages. Jump to | 1 - Show 100 itemsinapage.| Go
Stage Id Tasks: Shuffle  Shuffle
M Description Submitted Duration Succeeded/Total Input Output Read Write
1397 jdbc at TableManager.scala:389 +details 2017/11/09 09s 18116 134 MB  209.4 KB
15:15:32
1396 jdbc at TableManager.scala:389 +details 2017/11/09 0.8s 18116 177 MB 10707
15:15:30 KB
1395 jdbc at TableManager.scala:389 +details 2017/11/09 0Ts 18116 149MB  12.3MB
15:15:32

The migration target is the MariaDB database on the server where Vocera Analytics is installed.
The landing 1dg database is where the records are copied when the migration is complete. To
explore the migrated data, use the HeidiSQL tool that is installed with the MariaDB database. You
can create a connection with the authentication credentials you specified during the installation
procedure to perform this task, as shown in the following screenshot.

B analyticsusenldgl - HeidisQL 9405125 - o x
File Edit Sesrch Tools Goto Help P Donate
M-S hRB 2-FSBeHNoOvXP-E-Hddm bur ;i 0

J Detabase filter = Table filer | ¢ @l Host 127001 () Datsbase:ldg P Quent

v s analyticsuser Name ~ Rows Size Created Updated Engine Comment Type

_information_schema 1760KB | 5] ldg_conversations 563485  GB2MiB  2017-11-06 1014718 2017-11-0615:15:14  InnoDB Table
>« dg 2168 ) |dg_deliveries 878,125 | 240MB  2017-11-0610:47:18  2017-11-0615:2410  InnoDB Table
mysql -] 1dg_delivery_history 278781 | 3867MB  2017-11-051047:18  2017-11-0815:15:00  InnoDB Table
performance_schema || 1dg_department_unit xref o 16.0 KiB 2017-11-06 10:47:18 InnoDB Table

test ] 1dg_events 1348467 | 389TMB  2017-11-0610:47:18  2017-11-08 151130  InnoDB Table

J vocera_analytics 36GB || 1dg event details 3205083  6O6OME  2017-11-0670:47:12  2017-11-0615:13:26  InnaDB Table

) vocera meta M20KE | ) 1dg_messages 1714024 | 2654MB  2017-11-0610:47:18  2017-11-0615:16:07  InnoDB Table

-] 1dg_registration_transactions o 160KB  2017-11-06 10:47:12 InnoDB Table

‘_] Idg_responses 43,198 16.6 MiB 2017-11-06 10:47:18  2017-11-06 15:29:05  InnoDB Table

-] 1dg_site_facility_xref 0 160KB  2017-11-08 10:47:18 InneDB Table
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The target of the processor is the MariaDB database on the server where Vocera Analytics

is installed. The vocera_analytics database and the tables named with an anl_ prefix

are populated when the Vocera Analytics processors complete the task To explore the data
populated by the processors, use the HeidiSQL tool that is installed with MariaDB database, as
shown in the following screenshot.

) analyticsuserivocera_analytics\ - HeidiSOL 94.0,5125 - O X
File Edit Search Tools Goto Help P Donat=
M-F ORB 2 -FHEOKNOOvXP-GA-HiEtaJ ss=; 0
J Database filter | = Table filter | @l Host 127001 () Database: vocera_analytics B Quen” =5

~ o analyticsuser Name ~ Rows Size Created Updated Engine  Comment Type

) information_schema 176.0KIB | | 2n)_dim_event_paths 1" 160KE  2017-11-06 1047:15  2017-11-0615:16:40  InnoDB Tal ~
| ldg Z1GB || anl_dim_event types 156 160KB  2017-11-0610:47:15  2017-11-06 15:18:37  InnoDB Tal
mysq! 7] anl_dim_facilities 6 160KE  2017-11-0610:47:16  2017-11-0615:1&:11  InnoDB Tal
performance_schema [-] anl_dim_hardware_versions ] 16.0 KiB 2017-11-06 10:47:16 InnoDB Tal
test | anl_dim_os_versions 0 160KB  2017-11-06 10:47:16 InnaD8 Tal
- F) EmsmEsiE 386G || ani_dim_priorities 6 160KB  2017-11-0610:47:16  2017-11-0615:20:09  InnoDB Tal
| vocera_meta M20KB | | (= anl_dim recipients 0 160KB  2017-11-06 10:47:16 InnoDB Tal
(=] anl_dim_roems 2362 2560KB  2017-11-0810:47:16  2017-11-06 151831 InnoDEB Tat
(=] anl_dim_sites 0 160KB  2017-11-06 10:47:16 InnaD8 Tat
] anl_dim_site_cross_reference 0 16OKB  2017-11-06 10:47:16 InnoDB Tal
|| anl_dim_sources 2 16.0 KiB 2017-11-06 10:47:16  2017-11-06 15:10:54  InnoDB Tat
=] anl_dim_states n 160KB  2017-11-0810:47:16  2017-11-06151%:48  InnoDEB Tat
(=] anl_dim_tiers 2104332 2060ME  2017-11-0610:4716  2017-11-0615:21:37  InnoDE Tal
] anl_dim_units 81 160KB  2017-11-06 10:47:16  2017-11-06 151819 InnoDB Tal
] anl_dim_users 4332 B240KB  2017-11-0610:47:15  2017-11-061510:56  InnoDB Tal
|| anl_dim_user_devices o 43.0KiB 2017-11-06 10:47:15 InnoDB Tat
=] anl_event_child_history 601574 GATMIB  2017-11-06 104716  2017-11-0815:17:16  InnoDB Tat
-] anl_event_delivery_detail_history 2925312 273EME  2017-11-06 104717  2017-11-06152%01  InnoDB Tat
] anl_event_delivery_history 224857 MBIMB  2017-11-0610:47:15  2017-11-06 152721  InnoDB Tal
|| anl_event_detail_history 2,050,512 661.9 MiB  2017-11-06 10:47:15  2017-11-0615:23:40  InnoDB Tat
=] anl_event_history W24 2706ME  2017-11-0810:4715  2017-11-061%17:08  InnoDEB Tat
(=] anl_event_location_history 744007 1624ME  2017-11-06 104715 2017-11-06151%:28  InnoDB Tat
7] anl_event_response_history 38469 216MB  2017-11-06 104715 2017-11-06 152947  InnoDB Tal
=] anl_registration_transaction_history 0 20KB  2017-11-06 10:47:15 InnoDB Tal
=] anl_rpt_bed_summary._detail 651366 3520MB  2017-11-06 104715  2017-11-08 163134  InnoDB Tat
=] anl_rpt_mebile_user_activity 407626 1517ME  2017-11-08 104715 2017-11-0618:20:16  InnoDE Tal
| anl_rpt_nurse_detail 71304 4109ME  2017-11-0610:4715  2017-11-06 153716 InnoDB Tat
] anl_rpt_unit_summary_detal 594045 30MIB  2017-11-0610:47:15  2017-11-0617:2455  InnoDB Tal
L CreateAllNormalization 2017-11-06 10:47:20  2017-11-06 10:47:20 Prey,
< >

Cross Walk Table Maintenance

The Crosswalk tables provide a mechanism to cross walk between Voice Server and Engage
Appliance schemas to apply filtering on Dashboards and Reports.

Reports and Dashboard filters are dependent on the information contained in the cwfacility
and cwunit Cross Walk tables. The Cross Walk tables provide a mechanism to cross walk
between Vocera Voice Server (VS) and Engage Appliance schemas and maintain the relationship
between Site-Facility and Department-Unit for applying filter criteria on Dashboards and Reports.

===| Note: Ensure that cwfacility and cwunit tables do not have duplicate entries.

Automatic Updates: For the following configurations, the records for VS only or Vocera Engage
Appliance only are updated automatically every day at 12:05 am. Configurations that contain both
VS and Engage Appliance require that Site-Facility and Department-Unit be configured utilizing
the site management workflow in the Vocera Engage appliance.

Manual Updates: To manually update the cross walk table, you can use any SQL client tool
such as HeidiSQL or MySQL Workbench using the following Call statement:

CALL vocera_analytics.UpdateCrosswalkTable();
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The configuration setup that contains both VS and Engage Appliance has the following limitations:
e Supports only Site-Facility relationship (One-to-One)
¢ Requires maintenance on every Vocera Engage Appliance
e Requires internal Voice Server ID of the department
e Supports only case sensitive mapping for Site-Facility and Department-Unit names
— Note: Mapping of One-to-Many and Many-to-Many are not supported in this release.

Engage Appliance workflow pages allow you to select from a list of existing sites, or create
new sites that can then be associated with Engage Facilities. This will improve the quality of the
relationships since it contains known facilities and units.

Currently, the Dashboard and Report Ul filters use the common unit name, that is mapped by
default to the Engage facility. Mapping vs_department_name requires the internal name of
the Voice Server Department. No placeholder names can exist without this format. Otherwise,
dashboard data may display multiple records for each unit.

=== Note: If your configuration contains both VS and Engage Appliance integration, the
== |plementation Engineer must explicitly set up the relationship between Site-Facility and
Department-Unit on the Vocera Engage Appliance utilizing the available workflow pages.

Configuring Cross Walk

Prerequisites:

e Configured Engage appliance with Facilities and Units
e Configured Voice Server with Sites and Departments

Note:
e (Cross walk mappings are intended to be 1 to 1:

e one facility = one site
® one unit = one department

To configure cross walk for ManageSites, perform the following steps:

1. Log in to the Engage appliance.

Accounts Login

Attention!

You were successfully logged out of the Admin Console

Please Login

Login: eisupporf

Password:

2. Navigate to Admin Console.
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< C | Q| <ipaddress>/ei/admin

I Apps Yk Bookmarks [ Facebook P Google Maps [EE Dictionarycom pg SQL Server: MSDN F Personal Vocera Extension Healthcare [ S

Attention!

You were logged in successfully!

Engage Overview

The Following Requires Your Attention...
The following sections contain entries that require more information. Please review each of the following and supply the appropriate information
Backups

* We found Automatic Backups have not been configured

Configure Automatic Backups

3. Click Workflows>List All.
A list of all Workflows are displayed.

AdminMenu

Engage Overview

The Following Requires Your Attention...

The following sections contain entries that require more information. Please review each of

Backups

= We found Automatic Backups have not been configured

Configure Automatic Backups

To create new site, perform the following steps:
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Select ManageSites.

Workflows  List

Workflows
Name Description
ManagePresenceStates A workflow to manage the various presence states
ManageSites Manage sites
ManageTemplates Manage Templates & Template Categories
ManageUnitAlertGroups Manage Unit Alert Groups
ManageUserGroups Manage Groups of Users

Select New Site.

Manage Sites

Select a Site

Select from the available sites below to view the facilities and departments for the site.

. Enter the site name of the Voice Server. For example, VOCERASITE.
Manage Sites \
Add Site R

Enter the name of the site below.

Site name [VDCERASITE

=== Note: Ensure that the site you entered is exactly the same as given in the Voice
I
m— Server.

The following figure shows the site name, VOCERASITE, configured in the Voice Server.
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Setting Up Vocera Analytics

Sites

Status Monitor -
i | Sites | Transfer
Sites

L Add, Edit, and Delete Sites

Groups The site feature allows an organization with multiple physical sites to share a single, centralized Vocera server. This advanc

Departments feature requires extensive planning. Do not configure site settings if your installstion has only = single physical location.

System :‘“d
Site Name Description

Defaults =

Active Directory

Locations

Email

Telephony S

Reports @

Maintenance

4. Click Create.
The newly created site, VOCERASITE, is displayed.

Assigning a New Facility to a Site

To assign a new facility to a site, perform the following steps:
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1. Click VOCERASITE on Manage Sites page.

SOLUTION CONFIGURATION

Manage Sites \
Select a Site

Select from the available sites below to view the facilities and departments for the site

VOCERASITE

B
2. Click Add Facility.

Manage

Edit Site VOCERASITE

To remove a facility from the site, select a facility from the list. To add a facility 1o the site, select Add Facility below

Add Facility

Links the Voice Server site to the Engage facility.
3. Select the Engage facility. For example, TESTFACILITY.
Maps the Engage facility to the Voice Server site.

SOLUTION CONFIGURATION

Manage Sites \

Manage Sites Menu Edit Site

Select a Facility

Select the facility you would like to add to site VOCERASITE.

FACILITY

TESTFACILITY

4. Verify that the facility and site are correct and then click Add.
The Engage facility and Voice Server site are now mapped.

Manage Sites \

Manage Sites Menu Edit Site

Add Facility

I Assign TESTFACILITY to site VOCERASITE?

Add

Perform these steps to map all Engage facilities to Voice Server sites.

To add a new department, perform the following steps:
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Click VOCERASITE on Manage Sites page.

SOLUTION CONFIGURATION

Manage Sites "\

Manage Sites Menu Remove Site

Edit Site VOCERASITE

To remove a facility from the site, select a facility from the list. To add a facility to the site, select Add Facility below.

TESTFACILITY

Add Facility

Select a department to view the department details and manage the department's units, select Add to add a department

Add Department

Click Add Department and enter the department name. For example, g-nicu.
Currently all department names must be prefixed with g- in order to display the unique
facilities/units correctly.

Ensure that the department name is the same as the Group ID of the Voice Server
department.

SOLUTION CONFIGURATION

Manage Sites \

Manage Sites Menu Edit Site

Add Department

Enter the name of the department below.

Department Name: |g—nicu\ |

Create

[
Click Create.

Verify that the department you entered is the same as provided in GroupId column of the
dimgroups table in the vocera_analytics schema.

L " f L. A <
BEIZ ¥ 8 08B0 0 @ |umosoms -5 Q 1
1 ® SELECT * FROM vocera_analytics.dimgroups;
2
3
< |
| ResultGrid | 1| 43 Fiter Rows: vocera | dit: g8 =5 b | Expertfimpert: B Ha
Tenantld  Groupld GroupMame  GroupType GroupScheduleType  Site
1 a-cardio CARDIO Department  Seauential s-yocerasite
1 a-nicu MNICL Department  Seauential s-vocerasite
FE!! [HuLL |

Select the first Voice Server department to map to an Engage unit. For example, g-nicu.
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Manage Sites "\

Manage Sites Menu Remove Site

Edit Site VOCERASITE

To remove a facility from the site, select a facility from the list. To add a facility to the site, select Add Facility below.

TESTFACILITY

Add Facility

Select a department to view the department details and manage the department's units, select Add to add a department

g-cardio

Add Department

To add a new unit within a department, perform the following steps:

1. Click Add Unit on the Department Details page.

ON CONFIGURATION

Manage Sites "\

Manage Sites Menu Edit Site Remove Department

Department Details

Below are the units assigned to g-nicu. To remove a unit from the department, select the unit from the list. To add a unit to the
department, select Add Unit below. To remove the department, select Remove Department above in the navigation bar.

[ |
2. Click the Engage unit to map to the Voice Server. For example, TESTFACILITY NICU.

SOLUTION CONFIGURATION

Manage Sites "\

Manage Sites Menu Edit Site Edit Department Search Units

Select a Unit for

From the list below, select a unit for the department.

FACILITY UNIT
FACILITY NICU
FACILITY SURGE
FACILITY CARDIO
FACILITY ICU
FACILITY ICU1

TESTFACILITY NICU

TESTFACILITY CARDIO

3. Click Add.
The Engage units and Voice Server departments are now mapped.
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Manage Sites "\
Manage Sites Menu Edit Site Edit Department
Add Unit
| Select the button below to add the unit NICU to the current department
Add
b y |

Perform these steps to map all Engage units to Voice Server departments.

To verifying the mapping details , perform the following steps:
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Verify if site and facility are exported successfully from Landing schema—Query the

Landing database table 1dg_site_facility xref from Landing schema to check if it is
exported successfully.

1 ® USE ldg; SELECT * FROM ldg_site_facility xref ;

2
<
Result Grid | £ J €} Fiter Rows: Export: Wrap Cell Content: IA
vs_site engage_fadliies  xref_created_at source_name  insert_created_at
VOCERASITE  TESTFACILITY 2018-03-05 16:06:29.639000  Vocera 2018-03-05 16:06:29, 746587

Verify if site and facility are exported successfully to Landing database —Query the
Landing database table 1dg_department_unit_xref to verify that the site and facility cross
walk mapping was successfully exported to the Landing database.

5 ® USE ldg; SELECT * FROM ldg_department_unit_xref ;

Result Grid _J £ Filter Ral'.s:|:| Export: Wrap Cell Content: 1A

1

vs_gite vs_department  engage_fadlity engage_units  xref_created_at Source_name  insert_created_at
VOCERASITE  a-nicu TESTFACILITY ~ MICU 2013-03-05 16:03:34,484000  Vocera 2013-03-05 16:03:34,577196
VOCERASITE  a-cardio TESTFACILITY CARDIO 2018-03-05 16:03:47.647000  Vocera 2018-03-05 16:03:47.701073

Verify if data is processed successfully from Landing database —Run the following
query to check if the events flow successfully from Landing database to Vocera Analytics
database.

VOCERA ANALYTICS ADMINISTRATION GUIDE



46

Setting Up Vocera Analytics

SELECT "' || tmame || '" AS description,
CASE
WHEN ((source_count - target_countj/source_count] «= .1
THEN '"PRSS'
WHEN source_count=target_count THEN 'PASS'
ELSE 'FARIL'

END &5 RESULT,
sgurce_count,
| target_count
FRCM
(SELECT 'EVENT' 45 tname,
count (DISTINCT a.event_id) A5 source count,
count (DISTINCT b.event_id) AS target_count
FROM ldg.ldg events a
JOIN wocera_ analytics.anl dim sources c ON a.source_name =
C.Source_name
JOIN wocera_ analytics.anl event history b ON
a.event_ id=b.event_ id
BND b.scurce_id = c.source_id
WHERE a.parent event id = -1
UNICH ALL SELECT 'EVENT CHILDREN' AS tname,
count (DISTINCT a.event id) AS source count,
count (DISTINCT b.event_id) A5 target_count
FROM ldg.ldg events a
JOIN wocera_ analytics.anl dim sources c ON a.source_name =
C.Source_name
JOIN wocera_ analytics.anl event child history b ON
a.event_ id=b.event_ id
BND b.scurce_id = c.source_id
WHERE a.parent event id <> -1
UMICH ALL SELECT 'EVENT DELIVERY' AS tname,
count (DISTINCT a.event delivery id) AS
zource_count,
count (DISTINCT b.event delivery id) AS
target_count
FROM ldg.ldg deliveries a
JOIN wocera_ analytics.anl dim sources c ON a.source_name

C.Source_name
JOIN wocera_ analytics.anl_ event delivery history b ON
a.event_delivery id=b.event delivery id
BND b.scurce_id = c.source_id
UMICH ALL SELECT 'EVENT RESPCHNSES' A4S tname,
count (DISTINCT a.event_response_id) AS
source_count,
count (DISTINCT b.event_response_id) AS
target_count
FROM 1ldg.ldg responses a
JOIN vocera analytics.anl dim scurces c ON a.source name =
C.S0urce name
JOIN vocera analytics.anl event response history b ON
a.event_response_id=b.ewvent_response_id
BND b.source id = c.source id
UNICH ALL SELECT 'COMNVERSATICHS' A5 tname,
count (DISTINCT a.conversation id) AS
zource_count,
count (DISTINCT b.conversation id) AS
target_count
FROM ldg.ldg converszations a
JOIN wocera_ analytics.anl dim sources c ON a.source_name

C.Source_name
JOIN wocera_ analytics.anl conversation_history b ON
a.conversation id=b.conversation id
BND b.scurce_id = c.source_id
UMICH ALL SELECT 'CONVERSATICH MESSAGES' AS tname,
count (DISTINCT a.message_id) &S
source_count,
count (DISTINCT b.message_id) A5 target_count
FROM ldg.ldg me=ssages a
JOIN wocera_ analytics.anl dim sources c ON a.source_name =
C.Source_name
JOIN wocera_ analytics.anl conversation message_history b ON
a.message id=b.message_ id
BND b.scurce_id = c.source_id
AND a.conversation id = b.conversation id) a
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The following is the example of the query that you executed. Note that the Result column
specifies PASS to indicate that data is processed successfully from Landing database to
Vocera Analytics database.

Result 1 (4=0)
DESCRIFTION RESULT SOURCE_COUNT TARGET_COUNT
EVENT PASS 4,300 4,300
EVENT CHILDR.EM PASS 0 0
EVENT DELIVERY PASS 289 089
EVENT RESPOMNSES PASS 0 0
COMVERSATIONS PASS 0 0
COMNVERSATION MESSAGES PASS 0 0

4. Verify if site and facility data are processed successfully through Analytics —Query
the analytics table cwfacility from the analytics schema to verify that the site and facility
cross walk mapping was successfully processed through Analytics.

1@ ® USE vocera_analytics; SELECT * FROM owfacility ;
<

Result Grid J—j 4% Fiter Rows: Edit: By B | Export/Import: & | Wrap Cell Content: IR
5

common_fadlity_id  source_id = common_fadlity_name  vs_site_name engage_fadlity_name created_at

7 1 TESTFACILITY WOCERASITE TESTFACILITY 2018-03-13 09:53:04,353000

5. Verify if department and unit data are processed successfully through Analytics —
Query the analytics table cwunit from the analytics schema to verify that the department/unit
cross walk mappings were successfully processed through analytics.

11 ® USE wocera_analytics; SELECT * FROM cwunit ;
<

Result Grid | T 4% Fiter Rcw.s:l:llEdm w4 Eh B | exportfimport: B H& | wrap cell content: I8

common_unit_jd  source_id common_unit_name vs_department_name engage_unit_name ve_site_name engage_fadlity_name created_at

7 1 NICU G-NICU MNICU VOCERASITE ~ TESTFACILITY 2018-03-13 10:10:11.062000
8 1 CARDIO G-CARDIO CARDIO VOCERASITE ~ TESTFACILITY 2018-03-13 10:10: 11.062000

Troubleshooting Cross Walk

The information provided in this section helps you understand the scenarios that you must
consider to troubleshoot cross walk mapping.

The considerations are as follows:

e Many to many or many to one mappings can lead to Cartesian products which may replicate
the data and render the results unusable.
Note: [t is important to configure cross walk mapping correctly in the first instance.

¢ When ManageSites is configured to a workflow, the cross walk mapping is exported to
the Vocera Analytics landing database through the Data Export Adapter. The ManageSites
workflow facilitates changes to facility/site and unit/department mappings within the Engage
appliance, but these changes are not replicated in the database cross walk tables.
For example:

* Unit NICU is mistakenly mapped to department g-cardio using the ManageSites
workflow.

e This mapping is exported to the landing database tables.
* Unit NICU is then removed from g-cardio using the ManageSites workflow.
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Note: Changes are not made in the database cross walk tables.

e Unit NICU is then remapped to department g-nicu using the ManageSites workflow.

e This new mapping is exported to the landing database tables.

* The system is now erroneously configured with a one-to-many relationship. The unit NICU
is mapped in Vocera Analytics to both g-cardio and g-nicu, even though it may appear
that the correction was made in the Engage appliance.

¢ Corrections to the cross walk tables must be made at the database level and cannot be made
through the Engage appliance.
e Corrections should be performed by Vocera Technical Support only.

Cross walk configurations should be verified to avoid configuration errors.
Run the following query in the Vocera Analytics database to detect incorrect configuration:

SELECT
"' || attr_name AS test_description,
CASE WHEN actual count = expected_count
THEN 'PASS'
ELSE 'FAIL'
END AS result,
actual_count AS actual,
expected_count AS expected
FROM (
SELECT
'CWFACILITY" AS attr_name,
COUNT(*) AS actual_count,
COUNT(DISTINCT common_facility name) as expected_count
FROM vocera_analytics.cwfacility
UNION ALL
SELECT
"CWUNIT' AS attr_name,
COUNT(*) AS actual_count,
COUNT(DISTINCT common_unit name) as expected count
FROM vocera_analytics.cwunit
) crosswalk_summary

The following is the result of the above query:

Result #1 (4=2)

test_description result actual expected
CWFACILITY PASS 4 4
CWUNIT PASS 34 34

Note that the Result column specifies PASS to indicate that the cross walk table configuration is
correct.

Backing Up Vocera Analytics

The following sections describe the items you must backup before uninstalling Vocera Analytics
1.0.0.

Backing Up and Restoring the Database

This section provides the steps to perform backing up the database (MariaDB) data. It also
provides the steps to schedule a regular backup in a Windows scheduler.
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To back up MariaDB data, run the following script on Vocera Analytics server:

rem create backup folder if not exist
if not exist %VA_HOME%\backup mkdir %VA_HOME%\backup

rem format is yyyymmdd_hhmmssss
set datetime=%date:~10,4%%date:~4,2%%date:~7,2% %time:~0,2%%time:~3,2%
%time:~6,2%%time:~9, 2%

%VA_HOME%\MariaDB\bin\mysqldump -uanalyticsuser -pDBPassword -B ldg
vocera_analytics vocera_meta > "%VA_HOME%\backup\db-backup_%datetime:
=0%.sql"

The following section provides more information about the script:

e Backup—1dg, vocera_analytics, and vocera_meta database.
* Vocera Analytics installation directory—VA_HOME.
e Database backup location—VA_HOME\backup.

If this directory does not exist, then the script creates the directory. However, you can change
this directory.

* File format—db-backup_yyyymmdd_hhmmssss.
e User—analyticsuser.
The default user is used to backup MariaDB.

=== Note: The administrator must replace DBPassword with the actual password of
s analyticsuser to successfully run this script.

== Note: The backup script takes only the logical backup of the database. The script takes
= the backup of database table schema, views, and data. However, it does not take backup
of stored procedures.

To schedule a backup, perform the following steps:

1. Copy dbbackup.bat file that contains the script to VoceraAnalytics folder if it does not
exist.

2. Click Start and type Task in Search programs and files.
The Task Scheduler is displayed.

Programs (1)

@ Task Scheduler |
Control Panel (19)

Ll Taskbar and Start Menu

[ Perform recommended maintenance tasks automatically

15 View running processes with Task Manager
WL Auto-hide the taskbar
Ll Customize the taskbar

' See more results

|taslc| % | | Shutdown | » |
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3. Click Task Scheduler.
The Task Scheduler program opens.

Setting Up Vocera Analytics

(%) Task Scheduler

F=Rar ==

Eile  Action ¥i

&= FEEE

Help

[ : Task Scheduler (Local) |

I L Task Scheduler Library

Task Scheduler Summary (Last refreshed: 3/16/2018 7:53:21 Al

| Overview of Task Scheduler

v
]

. You can use Task Scheduler to create
)" and manage common tasks that your
computer will carry out automatically

m_|»

at the times you specify. To begin, click
& command in the Action menu.

m

Tasks are ctared in frlders in the Tack

Task Status o |

Actions
Task Scheduler (Local) -

Connect to Ancther Computer...
] Create Basic Task...
L Create Task...
Import Task...
[l Display All Running Tasks
%] Disable All Tasks History

AT Service Account Cenfiguration

Status of tasks that h... | Last 24 hours - View 4
Summary: 110 total - 2 running, 103 succeeded, 1 .. |G] Refresh
H Hep
Task Name Run Resul =
Adobe Acrobat Update Task (...
Adobe Flash Player Updater (las...
AdobeAAMUpdater-1.0-VOCER...
M AdahefirTambard NUACER A h%2
Last refreshed at 3/16/2018 7:53:21 AM
4. Select Actions>Create Basic Task.
Actions
Task Scheduler (Local) rN

Connect to Another Computer...

g

Create Basic Task...

=
=

View
el

Help

Fefresh

L Create Task...

Import Task...

Display All Running Tasks
Disable All Tasks History

AT Service Account Configuration

The Create Basic Task Wizard appears.

5. Perform the following actions:
e Create a Basic Task—Enter the name, and the description of the task.
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Create Basic Task Wizard .

"@ Create a Basic Task

Create a Basic Task Use this wizard to quickly schedule a common task. For more advanced options or settings
Trigger such as multiple task actions or triggers, use the Create Task command in the Actions pane.

Action MName: WA _Database_Backup
Finish

Description: | This task will take regular backup of vocera Analytics Database (ldg,
vocera_analytics and vucera_metab‘

Trigger>\When do you want the task to start—Select one of the options displayed in the
screenshot.

Create a Basic Task When do you want the task to start?
® Daily
Action )
L Weekd
Finish sl

) Monthly

) Dnetime

) When the computer starts
) WhenIlogon

) When a specific event is logged

Action>What action do you want the task to perform—Select Start a program.

Create a Basic Task
Trigger What action do you want the task to perform?
Daily

i) o e

Finish 7 Send an e-mail

) Display a message

Click Browse and select the batch file you need to run.
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Create Basic Task Wizard .
E Start a Program
Create a Basic Task
Trigger Program/script:
Daily ‘C:\VuceraAnaly‘tlcs\dbbackup‘bat | ‘ Browse... |
Action
Add arguments (optional): l:l
< Back || Mext > H Cancel
e Click Next.
The Finish screen appears.
¢ Click Finish.

A basic task is created.

This section describes the steps to restore Vocera Analytics database.

To restore MariaDB data, perform the following tasks:

1. Open command prompt with administrative privileges and run dbrestore.bat file.
2. Run the following script on Vocera Analytics server:

%VA_HOME%\MariaDB\bin\mysql -u analyticsuser -p DBPassword < C:
\VoceraAnalytics\backup\db-backup_20180301_00544270.sql

The following section provides more information about the script:
* Vocera Analytics installation directory—VA_HOME i.
e User—analyticsuser.

The default user is used to backup MariaDB.

=== Note: The administrator must replace DBPassword with the actual password of
I
s analyticsuser to successfully run this script.

¢ Database backup location—C:\VoceraAnalytics\backup\db-
backup_20180301_00544270.sql.

The administrator must provide the exact path of the database backup file.

Backing Up Status Files and Checkpoint Data

Before uninstalling Vocera Analytics, status files and checkpoint data must be backed up. This
ensures that after reinstalling Vocera Analytics, data starts flowing from the last checkpoint. This
also avoids any duplicate data.

To back up status file, perform the following tasks:

1. Backing up Status Files in Vocera Messaging Platform and Vocera Engage
Log into the Vocera Analytics Server computer with administrator privileges.

2. Navigate to VA_HOME\VoceraAnalytics\Agent\Flume\flume-status to locate the status
files of Vocera Messaging Platform and Vocera Engage.
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The flume-status folder opens and displays all status files.
Take a backup of all status files present in the directory.
Backing up Status Files in Voice Server

Login to the Voice Server with administrator privileges.

Navigate to VA_HOME\VoceraAnalytics\Agent\Flume\flume-status to locate the status
files of Voice Server.

ISU A I

6. Take a backup of all status files present in the directory.
=== Note:

== |n case of Voice Server cluster, ensure that you backup status files in all Voice Servers.

Backing Up Checkpoint Data
To back up checkpoint data, perform the following tasks:

1. Login to Monitoring Service with administrator privileges.
2. Navigate to Configuration > Sources.
3. Click Edit source under Configured Sources.
The Configured Sources pop-up window opens and displays the checkpoint directory path.

Configured Sources

Type: ~ Voice Server -
Name: * Remote Flume VS 2

Host: Remote Agent 2 (vs-domain-1) -
Port: * 1777

Checkpoint Directory: C:/NoceraAnalytics/Agent/Flume

Install Drive: " C

4. Take a backup of the data present in the checkpoint directory.
Note: Ensure that you take backup of all sources that are configured.

Uninstalling Vocera Analytics
The following sections describe how to uninstall Vocera Analytics 1.0.0.

Before you uninstall Vocera Analytics, you must take a backup of the MariaDB database, Status
Files, and Checkpoint data. For information on backing up MariaDB database, see Backing Up
and Restoring the Database on page 48. For information on backing up Status Files and
Checkpoint data, see Backing Up Status Files and Checkpoint Data on page 52.

Uninstalling Vocera Analytics Suite on the Analytics Server

Use the steps in this topic to uninstall the Vocera Analytics Suite on the Analytics Server.

=== Note: For information on back up and restore, refer to Backing Up and Restoring the
== Database on page 48.

To uninstall the Vocera Analytics Suite, perform the following tasks:

1. Log into the Vocera Analytics Server computer with administrator privileges.
2. Navigate to Control Panel > All Control Panel Items > Programs and Features.
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The Uninstall or change a program screen appears.

m Programs and Features

“ v P m » Control Panel > All Control Panel ltems 3 Programs and Features

Contrel Panel Home P
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
% Turn Windows features on or

off Organize * | Uninstall

MName Uninstall this program, Publisher

W Vocera Support Tools Vocera Communications, Inc.
W Vocera Analytics Suite 1.0.0 Vocera Communications, Inc.

3. Select Vocera Analytics Suite 1.0.0.
4. Click Uninstall.
The Remove the Program screen appears.

o Vocera Analytics Suite 1.0.0 - InstallShield Wizard ¥
T ;-_r‘:' Click Remove to remove Vocera Analytics Suite 1.0.0 from your computer. After removal,
R ) this program will no longer be available for use.
L -
Ingellsficle? Cancel
5. Click Remove.
The Uninstalling screen appears.
v Vocera Analytics Suite 1.0.0 - InstallShield Wizard x

vocera s

Stopping all services...

&
¥

i The program features you selected are being uninstalled.

InciallShield

=== Note: Do not close the uninstaller window before the program is completely
m— ninstalled.
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The program starts uninstalling all the services and the components. The InstallShield Wizard
Complete screen appears.

“ Vocera Analytics Suite 1.0.0 - InstallShield Wizard

vocera\

‘ s InstallShield Wizard Completed

The InstallShield Wizard has successfully uninstalled Vocera Analytics Suite
1.0.0. Click Finish to exit the wizard.

=Gl ShiElE]

6. Click Finish.
Vocera Analytics Suite 1.0.0 is uninstalled.

Uninstalling the Remote Agent on the Voice Server
Use the steps in this topic to uninstall the Vocera Analytics Suite on the Voice Server.

=== Note: For information on back up and restore, refer to Backing Up and Restoring the
== Database on page 48.

To uninstall the Vocera Analytics Suite, perform the following tasks:

1. Log into the Voice Server computer with administrator privileges.
2. Navigaye to Control Panel > All Control Panel ltems > Programs and Features.
The All Control Panel ltems screen appears.

ﬂ Programs and Features

&« v m_ » Control Panel » All Control Panel ltems » Programs and Features

Contrel Panel Home P
Uninstall or change a program

View installed updates To uninstall a pregram, select it from the list and then click Uninstall, Change, or Repair.
® Turn Windows features on or
off Organize » | Uninstall
Mame MI Publisher
W Vocera Support Tools Viocera Communications, Inc.
* Vocera Analytics Suite 1.0.0 Viocera Communications, Inc.

3. Select Vocera Analytics Suite 1.0.0.
4. Click Uninstall.
The Remove the Program screen appears.

=== Note: Follow the instructions provided on the following screen before you proceed to
I
s (ninstall the program.
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g\ this program will no longer be available for use.

* Go to Vocera Analytics Server > Monitoring Services.
= Stop the Flume Agent service for this Voice Server.

= Delete the Voice Server Source for this Voice Server.

= Delete the Remote Agent profile for this Vioice Server..

InstallShield

"';-AF' Click Remove to remove Vocera Analytics Suite 1.0.0 from your computer. After removal,

Before uninstalling the Vocera Analytics Flume Agent from the Voice
Server, please do the following steps on the Vocera Analytics server:

Setting Up Vocera Analytics

vocera I

5. Click Remove.

The Uninstalling screen appears.

The program features you selected are being uninstalled.
L Removing package jrel. 8.0 13164

Validating install

vocera Il

InstallShield

— .
= | | ninstalled.

=== Note: Do not close the uninstaller window before the program is completely

The program starts uninstalling all the services and its components. When complete, the

Uninstall Complete screen appears.

VOCERA ANALYTICS ADMINISTRATION GUIDE



Setting Up Vocera Analytics

o Vocera Analytics Suite 1.0.0 - InstallShield Wizard

vocera I

‘;- InstallShield Wizard Completed

The InstallShield Wizard has successfully uninstalled Vocera Analytics Suite
1.0.0. Click Finish to exit the wizard.

reteliShich
6. Click Finish.

Monitoring Services

The Vocera Analytics Monitoring Services provides configuration and monitoring information for
the Vocera administrator to set up and configure the services. It also provides information about
how to start or stop a service, view and monitor the performance of the services, and displays the
CPU and memory utilization of the services.

Logging in to the Service Monitor

The Service Monitor is a browser-based application that you can use to monitor and configure the
Vocera Analytics components. You can log in to the Service Monitor using a Web browser.

To log in to the Service Monitor:

1. Double-click the ServiceMonitor Dashboard on your desktop or enter the following in the
Address field of the browser window: https://host_name:9445 where host_name is either
the numeric IP address or the DNS name of the Service Monitor.

The Service Monitor login page appears.

Service Monitor

Login
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The Vocera Service Monitor supports one account only. The user ID for this account is admin,
and it cannot be changed.
You might want to create a Favorites link (also called a bookmark) in your browser for the
Service Monitor URL.

2. Enter admin in the username field.

3. Enter the password for the built-in administrator account in the password field. The default
password is admin.
The password is case-sensitive. If you see an error message when you attempt to log in,
ensure the Caps Lock key on your keyboard is not turned on.

4. Click Login.
The Service Monitor landing page appears. Simultaneously, a pop-up window appears
prompting you to change the password.

— Note: The pop-up window appears only upon first time login to the Service Monitor.

Change Password

NewPassword — seeeseenes

Confirm New Password  sesesesens

5. Change the password to something more secure.
=1 Note: If you forget the password that you set, contact Vocera technical support.
I

Statistics

Statistics dashboard lists all configured services that run in the Vocera Analytics Server or remote
Voice Servers. It also displays the utilization of the resources such as disk, memory, and CPU.

It consists of two parts:

e Services
e Resource Utilization
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Monitoring Servi
AV 4 Hﬁm oring Service e®

Resource Utilization

Serice Port State

Flume (VMP) 7778 B oo
UpTime: 02h 04m 275
Flume (VS)  voice Server tRemote Agent » 777 W stop
Up Time: 01h 57m 0gs
Flume (VS)  veice Server (Remote Agent 21 7780 [

Up Time: 02h 11m 005

Maria DB 3306

Up Time: 16h 26m 435

Reporting Service 8443 - sop

Up Time: 18 o1m 035

Spark 4040 B oo

Up Time: 01h 56m 525

Visualization Server 0443 » son

Up Time: 18h o1m o1s

The services used in Vocera Analytics are:

¢ Flume (VMP)—Flume agent that ingests data from the VMP database server into the Spark
processing engine.

¢ Flume (VS)—Flume agent that runs on the Voice Server node to ingest data from the Voice
Server logs.

¢ Flume (Engage)—Flume agent that ingests data from the Engage Landing (LDG) database.

¢ MariaDB—Database to store database records and control metadata.

e Reporting Service—Tomcat server to serve Crystal reports on web.

e Spark—Processing Engine to read data from sources (VMP, Voice Server, and Engage)
through Flume agents, transform into database records, and load them into the database.

e Visualization Server—Web server that serves dashboards and provides a REST API for
fetching visualization data.

— Note: Vocera recommends that you start all Flume services before starting Spark.
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Service

Flume (VMP)

Up Time: 0zh 06m 275

Flume (VS) veice server (Remete Agent 2

Up Time: 01h 50m 0gs

Flume (VS) Voice Server (Remote Agent 2)

Up Time: 0zh 13m 005

Maria DB

Up Time: 18h 26m 433

Reporting Service

Up Time: 18h 03m 035

Spark

Up Time: 01h 58m 525

Visualization Server

Up Time: 18h 03m 015

Port State

7778 m B Stop
7777 [ Running | B Stop
7780 m B Stop
3306 m

8443 m B Stop
4040 m B Stop
9443 m B Siop

services.

== Note: If the Vocera Analytics Server is restarted, all services such as Flume, Spark,
I
= Reporting Service, and Visualization Server will be in Stop state. Ensure that you start all

The table below lists the fields that each service displays.

Up Time

Port

State

Start/Stop

Indicates the duration of the service from the time it
was last started. The duration is provided in hours
and uses the days, hours, minutes, seconds format.

Indicates the port number used by the service. Every
service has a default port number. However, the user
can change the default port number manually during
configuration only for Flumes, Reporting services,
and Visualization services.

Indicates the status of the service that is, if a service
is running or stopped.

Indicates a toggle switch to start/stop a service.

=== Note: MariaDB service cannot be started/stopped from Monitoring Service. It can only be
== done from Windows Service.
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Resource Utilization

iz 152 GB / T7g GBI
Yoice Server (Remcts Agent 11000 88 GB / 79 GBI

Voice Server (Remets Agent 23020 27 GE £ 79 GBI

Memory

[ Flume (vMP) Flume (W3] (Woice Server (Remote Agent 1))
Flume {WS) (\Vioice Server (Remote Agent 2)) ] Maria DB
N W Fume (VMP) 182 42

4000 Flume {5} (Voice Server (Remote Agent 1)): 760.38
3000 B Maria DB: 1786
B Reporting Service: 1187.63
~000 B Sparic 340532
- M Visusiization Server: 501.05
1000 3 S S S -
:| -
CPU
[ Flume (vMP) Flume (WS) (Vioice Server (Remote Agent 1))
Flume {\S) (\ioice Server (Remote Agent 2)) ] Maria DB
1 Reporting Service 1 spark \fisualization Sarser

100
20
a0
40
0 o=B—g—fpF e—m &

Resource Utilization section is categorized into three segments:

¢ Disk—Displays the disk name and the amount of space utilized versus the total space
available on the disk. The disk space is color coded and displays green if utilization is less
than 60%, orange if utilization is between 61-80%, and red if utilization is more than 80%.
=== Note: The server name of the disk is displayed only if a service is configured on a
m— ifferent system from the Analytics server.

¢ Memory—Displays the memory usage for the last three minutes. The values are provided in

MB.
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e (CPU-—Displays the CPU usage for the last three minutes. The values are provided as
percentages.

To display the utilization details of each service for the selected time frame, hover the mouse over
Memory utilization graph or CPU utilization graph.

remote agent will not appear. To notify the user, the system displays the following error:

@ Note: [f there is an error connecting to a remote agent, the services associated with this
Could not connect to machine <remote agent name>

Utilization Trend
Displays the utilization trend for memory and CPU for all services within Vocera Analytics.

The Utilization Trend is categorized into two parts:

¢ Memory Utilization—Displays the memory usage for the last six hours. The values are
provided in MB.

e CPU Utilization—Displays the CPU utilization for the last six hours. The values are provided in
percentage.

Note: To display the utilization details of each service for the selected time frame, hover
the mouse over Memory utilization graph or CPU utilization graph.

R e °®

Utilization Trend

[ Reporting Senvice [ Flume (VMF) Maris DB [ Flume (VS) (Voice Server (Remote Agent 2)) [ Spark [ Flume (VS) (Voice Server (Remote Agent 1)) Visuaiization Server
P
asco ———
-3
z
£
F oo R Fepoing S 150
[ 1]
= 1o lame (15) (ice Sever (R Age: J
o < v (o e —— ,J—
= f— it
o
oo o o - E @ - o o o
@ 1% B a® o o a #* 25 2P

[T

[ Reperting Senice [ Flume (VF) Meris DB [ Flume (VS) (Veica Server  — e emote Agent 1) \isusizaton Server
1o
|I | “ g , “ | A IH
i ™ o™ S o o o o
1™ gos® 4% \w‘j‘ (5P 206 505% ey

The Vocera Analytics Monitoring Services provides configuration and monitoring information for
the Vocera administrator to set up and configure the services.

Utlization in %)

¥

Configuring Services

To configure services, perform the following steps:

1. Log in to the Monitoring Services console.
The Monitoring Configuration Services configuration page is displayed.
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Monitoring Service

Configuration

Config

Start Building a Configuration

Click here to step through the server setup process
or move to sou there is Dice Server.
Once complete, you can start all services.

=

Remote Agents

3

I

(@

Sources Pipeline  Analytics Database
Visualization Server Active Directory Email

2. Configure the following services:

¢ Remote Agents

e Sources

e Pipeline
¢ Analytics Database

e Visualization Server

e Active Directory
e Email

All services are displayed.

Configuration

-

Remote Agents

|

Visualization Server  Active Directory

3

Sources

P Start All Services

I

(@

Pipeline Analytics Database

{

Email

W Stop All Services

The Start All Services and Stop All Services options are enabled.

3. Click Start All Services.

VOCERA ANALYTICS ADMINISTRATION GUIDE




64

Setting Up Vocera Analytics

The following is the sequence in which the services are started for Start All Services:

¢ Reporting Service
e Visualization Server
e Flume

e Spark

The following is the sequence in which the services are stopped for Stop All Services:

e Reporting Service
e Visualization Server
e Spark

e Flume

Configuring Remote Agents
Remote Agents are instances of a service monitor that run on the Voice Server system.

The following figure shows the configuration of a Vocera Voice Server remote agent.

Add Remote Agent

Name: Remote Agent 2
Host * vs-domain-2
Port: 9445
Reset Add
Drive Usage Threshold
90% - Save

=== Note: If you do not have a Voice Server, you need not configure a remote agent. If your
= source is either Engage or VMP or both, you can skip this configuration.

After you add a remote agent, you cannot change the host value. You can only update the name
and port. However, you can delete the remote agent you added. You can also add a new remote
agent with updated values.

When a remote agent is added to a master, it cannot be added by any other master. You can
only add a second master after the first remote agent is deleted from its configuration.

=== Note: In case a remote agent is down and you try to remove it from the configuration,
= the remote agent would be cleared from the master. To add the service again, you must
4 manually delete the secret.txt file located at: <INSTALL_LOCATION>\servicemonitor
\conf\ folder. If you do not perform this action, the following error message is displayed:
Remote agent is already in use by another monitoring service.

To configure a remote agent:

1. Provide the required information as outlined in the following table.
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Field Description Action

Name * Specifies the name of the remote agent. The  Enter the name of the remote
name appears on the label of the remote agent.
agent when it is configured.

Host * Specifies the IP address of the remote agent  Provide the IP address of the
that you want to connect. remote agent.

Port * Displays the port number assigned to the Provide the port number of the
remote agent. The value displayed by default remote agent.
is 9445.

=== Note: Do not change the port

| NuMber without contacting

technical support.

Drive Usage Specifies the percentage of drive usage for Select the drive usage threshold.
Threshold the remote agent. The value configured by

default is 90%. The user is sent a notification

email upon reaching the threshold limit.

=== Note: Fields marked with an asterisk (*) are mandatory.

2. Perform one of the following:
a. Add—Adds a remote agent.
b. Reset—Deletes and resets your configured values.

The Vocera Analytics Server polls remote agents for data at regular intervals. By default, the
polling interval is set to 30 seconds. However, you can update the polling interval value.

To update the polling interval, perform the following:

1. On Vocera Analytics Server, open the application. conf file located at
<INSTALL_LOCATION>\servicemonitor\conf\

2. Update the polling interval field to a new value. The value is specified in seconds.
=== Note: It is recommended that you do not set the value less than 10 seconds.

3. Save the application. conf file.
4. Restart the servicemonitor service from Windows Services.

To configure Drive Usage Threshold:
1. Provide the required information as outlined in the following table.

Field Description Action

Drive Usage Threshold Specifies the percentage of Select the drive usage threshold.
drive usage for the remote
agent. The value configured by
default is 90%. The user is sent a
notification email upon reaching
the threshold limit.

2. Click Save to save your entry.
3. Click Sources.
The Sources configuration page appears.

Configuring Sources

The following figure shows the configuration of a Vocera Voice Server source.
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Add Source

Type: *

Name:

Host: -

Port:

Checkpaint Directory.
Install Drive:

Secure Data Transfer:
VS Admin Username: *

VS Admin Password:

Max File Size (bytes). *

Query Interval (milliseconds). ©

Voice Server v

Remote Flume VS 2

Remote Agent 2 (vs-domain-1) -

Checkpaint Interval (milliseconds). ©

77T

C./Mocerafnalytics/Agent/Flume

LT EY

60000
10485760

120000

To configure a source:

1. Provide the required information as outlined in the following table.

Specifies the type of source you want to

Select the source type.

configure. The sources are Voice Server,

Specifies the name for the source you Enter the source name.

configure. This name appears after you

Specifies the host IP address of the Select the host IP address.

== Note: This field appears for

Type *
VMP, and Engage.
Name *
configure the source.
Host *
source you want to connect.
— Voice Server only.
Port *

Specifies the port number for the
source. The default values displayed are:
e \Voice Server—7777

e VMP—7778

e Engage—7779

== | Note: Do not change the port

— numbgr without contacting
technical support.

Enter the port number for the source.
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Field

Checkpoint
Directory *

Install Drive *

Secure Data
Transfer

VS Admin
Username *

VS Admin

Password *

Database Host *

Database Port *

Database
Username *

67

Description

Specifies the checkpoint directory
location. It is the directory where Flume
checkpoint file is stored.

For Voice Server, the checkpoint file
is stored on the remote machine.
Ensure that the checkpoint directory
is available in the Voice Server
machine.

For VMP and Engage, the checkpoint
file is stored on the Vocera Analytics
machine.

Specifies the drive on the remote Voice
Server system where the Voice Server is
installed. For example, C or D drive.

= | Note: This field appears for
— | Voice Server only.

Indicates that the data transferred
between Flume and Spark should be
encrypted.
== Note: This field appears for
— | Voice Server only.

Displays the username created by the

Voice Server. The Voice Server creates

an administrator account by default. To

access the Voice Server, the username

is required. This field is not editable.
=== Note: This field appears for
— | Voice Server only.

Specifies a string of characters used for
user authentication.
== Note: This field appears for
— Voice Server only.

Specifies the VMP or Engage database

(SQL Server) host name or IP address.
= | Note: This field appears for
— 1 VMP and Engage only.

Displays the port number of the VMP or
Engage database. The values displayed
by default are:

e VMP—1433

e Engage—3306

=== Note: This field appears for
| VMP and Engage only.

Specifies the username for the VMP

or Engage database. For Engage, the
username analyticsuser is displayed by
default.

== Note: This field appears for
—  VMP and Engage only.

Setting Up Vocera Analytics

Action

Provide the checkpoint directory
location.

For example:

Voice Server: C:/VoceraAnalytics/
Agent/Flume/CheckPoint

e VMP : D:/NVoceraAnalytics/Agent/
VMP/CheckPoint

e Engage: D:/VoceraAnalytics/Agent/
Engage/CheckPoint

=== Note: Ensure that you create
s | the respective folders for the
Checkpoint directory.

Provide the install drive location. For
example, C.

Check the box to enable secure data
transfer.

None.

Provide the Voice Server administrator
password. For example, admin.

Provide the database host name. For
example, 172.30.22.1.

Provide the database port number.

Provide the database username.
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Field

Database
Password *

Checkpoint
Interval
(milliseconds) *

Max File Size

(bytes) *

Query Interval
(milliseconds) *

Note

Description

Specifies a string of characters used for
user authentication.
== Note: This field appears for
—  VMP and Engage only.

Specifies the checkpoint interval in
milliseconds. The value displayed by
default is 60000. Checkpoint aids

in reducing the recovery time for a
database in case of an unexpected
system shutdown.

Specifies the maximum file size of a
single log file. The value displayed by
default is 10485760.

Specifies the interval time that Flume
should use to read the query. The values
displayed by default are:

* \oice Server—120000

e VMP—240000

e Engage— 1260000

2. Perform one of the following:
a. Add—Adds a source.
b. Reset—Deletes and resets your configured values.

3. Click Pipeline.

The Pipeline configuration page appears.

Configuring Pipeline

Configure the parameters of the Spark pipeline file.

Setting Up Vocera Analytics

Action

Provide the password configured for the
database.

Enter the checkpoint interval time.

Enter the maximum file size value.

Enter a value.

: Fields marked with an asterisk (*) are mandatory.

The following figure shows the configuration of a Vocera Voice Server pipeline.

Pipeline
Voice Server Version 444
Master URL: ° local[*]
Batch Interval (millisecondsy ~ 240000
Shuffle Partitions: © 8
Allow Multiple Contexts?: v

Save

To configure a pipeline:

1. Provide the required information as outlined in the following table.
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Field

Voice Server
Version *

Master URL *

Batch Interval
(milliseconds) *

Shuffle Partitions *

Allow Multiple
Contexts?

Setting Up Vocera Analytics

Description Action

Specifies the Voice Server version that you  Select a value.
have configured.
== Note: Ensure that you select the
| correct version of the Voice Server
you configured to parse the data

accurately.

Indicates the master URL passed to Spark. Enter the master URL.
Local[*] implies to run Spark locally with as

many worker threads as logical cores on

your system. The value displayed is local[*]

by default.

Specifies the Spark micro batch interval. Enter a value.
Spark streaming receives live input data

streams and divides the data into batches.

It is then processed by the Spark engine

to generate the final stream of results in

batches. The value displayed is 240000 by

default.

Specifies the number of partitions Enter a value.
involved in the shuffle. It is the measure of

parallelism during aggregate operations

such as Join. The value displayed by

default is 8.

Indicates that Spark allows the creation of ~ Check the box to allow multiple
multiple streaming contexts. contexts.

=== Note: Fields marked with an asterisk (*) are mandatory.

2. Click Save.
Saves your entries.
3. Click # Analytics Database.
The Analytics Database configuration page appears.

Configuring Analytics Database

Configure the parameters of the Analytics Database.

The following figure shows the configuration of an Analytics server database.

Analytics Database

Driver

Host: * vs-server-host
Port: * 3306

User:” analyticsuser
aseword: © 0 esessesses

Test Connection

Save

To configure Analytics Database:

1. Provide the required information as outlined in the following table.
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Field

Driver

Password *

Description

Displays the Maria DB driver name by
default. You cannot edit the value in this
field.

Specifies the host IP address of the
analytics database.

Specifies the port number of the host IP
address. By default, the value displayed
is 3306.

Displays the analytics username by
default.

Specifies a string of characters used for
user authentication.

2. Click Test Connection.

Setting Up Vocera Analytics

Action

None.

Enter the host IP address.

Enter the port number of the host IP
address.

None.

Provide the password you used to install
Maria DB.

Note: Fields marked with an asterisk (*) are mandatory.

Tests the connection to the database and displays a notification message if the connection is
successful or unsuccessful.

3. Click Save.

Saves your entries.

4. Click Visualization Server.

The Visualization Server configuration page appears.

Configuring Visualization Server

Configure the parameters of the Visualization Server.

The following figure shows the configuration of a Visualization server.

Visualization Server

SSL Enabled: v
Visualization Server Port 9443
Reporting Server Port 8443

Report Scheduling Path

C:/VoceraAnalytics/ScheduledReports/

To configure Visualization Server:

1. Provide the required information as outlined in the following table.

Field
SSL Enabled

Description

Action

Specifies the connection is SSL enabled  Check the box to enable SSL.

and secure. SSL enabled ensures that
the link between the web servers and
the browsers are encrypted and secure.
By default, this field is checked.

Toggling the field changes the value

for Visualization Server Port and
Reporting Server Port fields.
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Saves your entries.
3. Click Active Directory.
The Active Directory configuration page appears.

Configuring Active Directory
Configure the parameters of the Active Directory.
The following figure shows the configuration derails.

To configure Active Directory:

Visualization Specifies the Visualization server port Enter the port number of the
Server Port * number. By default the value displayed  Visualization server.
is 9443 for SSL Enabled and 9000 for
SSL disabled.
Reporting Server  Specifies the Reporting server port Enter the port number of the Reporting
Port * number. By default the value displayed server.
is 8443 for SSL Enabled and 8080 for
SSL disabled.
Report Scheduling Specifies the report scheduling path. Specify the report scheduling path.
Path * The reports you schedule are stored in
this location.
== Note: Fields marked with an asterisk (*) are mandatory.
I
I
2. Click Save.

1.
Active Directory

Domain: * company.com
Host: * ad-server-domain
Port: 389

Base DN:

Bootstrap User

Update Base DN and Bootstrap User

2. Provide the required information as outlined in the following table.

Domain * Specifies the domain name of your Enter the domain name.
organization.
Host * Specifies the IP address of the host Provide the host IP address.

for the domain. By default the value
displayed is 0.0.0.0

Port * Specifies the port number for the host IP Provide the port number of the host IP
address. By default the value displayed is address.

389.

VOCERA
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Field Description
Base DN Specifies the base DN for the active
directory.

Bootstrap User Specifies the primary admin user for the
Visualization server. This user would
have access to User Management and
Report Scheduling functionalities of the
Visualization server.

Update Base DN Indicates to update the Base DN and the

and Bootstrap bootstrap username fields. This field is

User enabled after you have entered relevant
values for Domain, Host, and Port fields.

== Note: Fields marked with an asterisk (*) are m

3. Click Update Base DN and Bootstrap User—Opens
authenticate user access to active directory.

Setting Up Vocera Analytics

Action

Enter the base DN for the active
directory.

Use update base DN and bootstrap link
to update both Base DN and Bootstrap
User.

Click the link to update base DN and
bootstrap username details.

andatory.

the credentials dialog box to

The following figure displays the credentials of the bootstrap user.

Credentials

Username company\username
Password | sssssses
Submit
Field Description Action
Username Specifies the active directory Provide your domain name followed by
username. the username. For example, company
\username.
Password Specifies a string of characters Provide the password configured for the

used for user authentication.

user.

4. Click Submit—Authenticates the user against the active directory. On successful

authentication, the Select Base DNs and User dialog

box open.

The following figure displays the Base DN and Bootstrap user.
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Select Base DNs and User x

Base DNs DC=company,DC=com v

Bootstrap User

First Name - = - tom Search View All
Q Q Q C;
Tom Smith tomsmith tomsmith@company.com
Field Description Action
Base DNs Lists the available base Select a base DN to populate the
distinguished names (DN) that available users.
reside within the active directory
host.
Bootstrap User Displays the users available within Select a user from the table.

the base DN. Use the filters to
search for different parameters.

5. Click Update —Updates the Base DN and Bootstrap User fields.

The following figure displays the active directory values after the Base DN, and the bootstrap
user is configured.

Active Directory

Domain: * company.com
Host ad-server-domain
Port 389

Base DN = =

Bootstrap User.
Update Base DN and Bootstrap User

Save

6. Click Save.
Saves your entries.
7. Click Email.
The Email configuration page appears.

Configuring Email
Configure the parameters of the email.

The following figure shows the details.
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Email
Protocol
Hos smtp.company.com
Port 25
Enable SMTP Authentication:

From Email:
User Password

To Emails

user-one@com pany.com

user-two@company.com X

Send Test Email Save

To configure email:

1. Provide the required information as outlined in the following table.

Field Function

Protocol Displays the protocol used for the email
server. This field is disabled and cannot
be modified.

Host * Displays the host IP address for the email
server.

Port * Specifies the port number of the host. By
default, the value displayed is 25.

Enable SMTP Specifies the email is authenticated using

Authentication SMTP mechanism.

Reporting Service
From Email * Specifies the email address of the Vocera
Analytics Server Administrator. This

email name is displayed for any email
sent regarding the reporting service. Al
notification emails related to the reporting
service are sent from this email address.

Monitoring Service

From Email * Specifies the email address of

the sender.The Vocera Analytics
administrator uses this email address.
Emails regarding monitoring service
will display this name as the sender.
All notification emails related to the
monitoring service are sent from this
email address.

To Email Specifies the email address of the
recipient that should receive the
monitoring service notification emails.

Click Submit to submit your changes.

2. Click Save.

Action

None.

Provide the host IP address.

Specify the port number of the host.

Check this box to enable SMTP
authentication.

Provide the email address of the
sender.

Provide the From email address.

Provide the To email address.

Note: Fields marked with an asterisk (*) are mandatory.
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Saves your entries.
3. Click Send Test Email.

Setting Up Vocera Analytics

Sends an email to test if the configured email address works as expected.

4. Click Done.

The Configuring Services page appears. For more information, refer to Configuring Services

on page 62.

Flume Status File Information

The flume status file maintains the checkpoint to resume reading flume data. It is the point up
to where data is read by flume. In the event of flume restart, the data starts processing from the
checkpoint location in the flume status file.

The following are the contents of a sample report-log-source file.

{"LastIndex":596,"LastFileName": "report-
may-09-18-1111.txt", "CreationTime" :1525844468189, "SourceName": "report-

source"

In this example, up to line number 596 the data is read from the report-may-09-18-1111.txt
flume source file. 1525844468189 is the creation time (in milliseconds) of the flume source file.
The report-log-source filename indicates that it reads only the report log files.

Note: The system reads the flume status files in a chronological order.

VRS to Vocera Analytics Mapping

The following table describes the mapping of Vocera Report Server (VRS) to Vocera Analytics.

Table 1: Summary Reports

Vocera Report Server

Report Name

Summary Report

Simultaneous User Login Report
Device Type Usage Report

Inactive User Report
Inactive Group Report

Inactive Address Book Entries
Report

Group Entry Summary Report

Address Book Entry Summary
Report

Hourly Usage Summary Report
Genie Session Summary Report
Average Call Duration Statistics

Report
Telephony Usage Trend Report

Vocera Analytics

Report Location Folder > New
Report Name

Administration > Simultaneous
User Login

System Usage > Device Version
Usage

Directory > Inactive Users
Directory > Group Activity
Directory > Address Book Activity

Directory > Group Activity
Directory > Address Book Activity

Administration > Hourly Usage

Administration > Genie Summary

No report in Vocera Analytics

Administration > Telephony Usage
Trend

Dashboard Location Folder >
Dashboard > Widget

Administration > License
Dashboard > Login Trend

Asset Tracking > Status Tracking
or Asset Usage

Directory > Login
Directory > Group Usage

Directory > Address Book Usage

N/A
N/A

Administration > License
Dashboard

Administration > License
Dashboard > Genie Trend

System Usage > Location Call
Summary or User Call Details

N/A
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Vocera Report Server

Tiered Administration Audit Report

Command Usage Report

System Call Volume Trend Report

PBX Call Volume Trend Report

Unassigned AP Report

Table 2: Call Reports

Vocera Report Server

Report Name

Call Reports

User Activity Report

Incoming Call Reports (All: Users
and Groups)

Outgoing Calls by User Reports
(Summary and Detail)

Outgoing Call Summary Report

Broadcast Report

Table 3: Speech Reports

Vocera Report Server

Report Name

Speech Reports

Speech Recognition Results by
User Detail Report

Speech Recognition Results by
User Report

Speech Recognition Results by
Access Point Report

Speech Recognition Results by
Department Report

Speech Recognition Results by
Device Report

Speech Recognition Distribution
Report

Vocera Analytics

Administration > Tiered
Administration Audit

No report in Vocera Analytics

System Usage > System Call
Volume Trend

Administration Folder> PBX Call
Volume

Administration Folder >
Unassigned Access Points

Vocera Analytics

Report Location Folder > New
Report Name

System Usage > User Activity

No report in Vocera Analytics

System Usage > Outgoing Call
Details

System Usage > Outgoing Call
Details

System Usage > Broadcasts

Vocera Analytics

Report Location Folder > New
Report Name

Speech Recognition > Speech
Recognition User Details

Speech Recognition > Speech
Recognition User Details

Speech Recognition >Speech
Recognition Location Details
No report in Vocera Analytics

Speech Recognition Group Details

No report in Vocera Analytics

Setting Up Vocera Analytics

N/A

System Usage > Location Call
Summary > Command Usage
System Usage > User Activity
Details > Command Usage

System Usage > Location Call
Summary

Interruption > Interruption
Summary or Unit Interruption
Summary or Call Summary

N/A

N/A

Dashboard Location Folder >
Dashboard > Widget

System Usage > User Activity
Details > Call Utilization

Interruptions > Call Summary

System Usage > User Activity
Details > Call Utilization

System Usage > User Call Details

System Usage > Location Call
Summary

System Usage > User Activity
Details > Call Utilization

System Usage > User Call Details

System Usage > Location Call
Summary

Dashboard Location Folder >
Dashboard > Widget

Speech Recognition > User
Statistics

Speech Recognition > User
Statistics

Speech Recognition > Location
Statistics

No dashboard in Vocera Analytics

Speech Recognition > Owning
Group Statistics

Speech Recognition > Speech
Statistics > Attempt Totals
Speech Recognition > Speech
Statistics > Attempt Trend
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Speech Recognition Trend Report

Table 4: Integration Reports

Vocera Report Server

Report Name

Integration Reports

Integration Messages Group
Activity, Ordered By Transaction
ID

Integration Messages Group
Activity, Ordered By ID

Integration Messages Group
Activity, Ordered By Time

Integration Messages User
Activity, Ordered By ID

Integration Messages User
Activity, Ordered By Time

Average Response Time Detailed
Report

Average Response Time Trend
Report

Table 5: Device Reports

Vocera Report Server

Report Name

Device Reports

Device Last User Access Report

Device Last Network Access
Report

Device Inventory - Summary
Report

Device Inventory - Detail Report

Device Usage Report
Device Status Tracking Report

Table 6: Asset Tracking Reports

Vocera Report Server

Report Name

Asset Tracking Reports
Badge Last Used Report

Badge Usage Report

Vocera Analytics

No report in Vocera Analytics

Vocera Analytics

Report Location Folder > New
Report Name

Administration > Integration
Message Group Activity

Administration > Integration
Message Unit Activity

Administration > Integration
Message Unit Activity

Administration > Integration
Message User Activity

Administration > Integration
Message User Activity

No report in Vocera Analytics

No report in Vocera Analytics

Vocera Analytics

Report Location Folder > New
Report Name

Asset Tracking > Badge/Mobile
Last Used

No report in Vocera Analytics

Asset Tracking > Device Inventory
Summary

Asset Tracking > Device Inventory
Details

Device Inventory Details

No report in Vocera Analytics

Vocera Analytics

Report Location Folder > New
Report Name

Asset Tracking > Badge/Mobile
Last Used

No report in Vocera Analytics
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Speech Recognition > Speech
Statistics > Genie Totals

Speech Recognition > Speech
Statistics > Genie Trend

Dashboard Location Folder >
Dashboard > Widget

Administration > Integration User
Events

Administration > Integration
Details

Administration > Integration
Events

Administration > Integration User
Events

Administration > Integration User
Events

Administration > Integration User
Events > User Reply Time

Administration > Integration User
Events > Priority Event Trend

Dashboard Location Folder >
Dashboard > Widget

Asset Tracking > Asset Usage
Asset Tracking > Inventory Status

Asset Tracking > Asset Usage
Asset Tracking > Inventory Status

Asset Tracking Dashboards

Asset Tracking Dashboards

Asset Tracking Dashboards

Asset Tracking > Status Tracking

Dashboard Location Folder >
Dashboard > Widget

Asset Tracking > Asset Usage
Asset Tracking > Inventory Status

Asset Tracking > Asset
UsageAsset Tracking > Inventory
Status
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Department Inventory - Summary
Reports

Department Inventory - Detailed
Reports

Table 7: Exporting Data Reports

Vocera Report Server

Report Name

Exporting Data Reports

Data - Incoming Phone Calls
Report

Data - Recognition Results Report
Data - Inventory Report

Data - Broadcasts Report

Data - Badge Last User Report
Data - Device Migration Report

Data - Device Last User Access
Report

Data - Device Last Network
Access Report

Vocera Analytics

Asset Tracking > Device Inventory
Summary

Asset Tracking > Device Inventory
Details

Vocera Analytics

Report Location Folder > New
Report Name

Data—Outgoing Calls by Badge
User Reports

These reports are integrated into
the general folders.

All Dashboards may be exported
to CSV files based upon specific
user criteria.

All Reports can be saved as either
PDF or CSV files.

Table 8: Scheduler Diagnostics Reports

Vocera Report Server

Report Name

Scheduler Diagnostics Reports

Task Scheduler Diagnostics -
Standard Report

Task Scheduler Diagnostics - Filter
Report

Table 9: Custom Reports

Vocera Report Server

Report Name

Custom Reports

Sample Customer Report - Badge
Firmware

Vocera Analytics

Report Location Folder > New
Report Name

No report in Vocera Analytics

No report in Vocera Analytics

Vocera Analytics

Report Location Folder > New
Report Name

SAMPLE REPORT

Setting Up Vocera Analytics

Some of this is in the following
except days used and date first
used.

Asset Tracking > Asset Usage
Asset Tracking > Inventory Status

Dashboard Location Folder >
Dashboard > Widget

Dashboard Location Folder >
Dashboard > Widget

Administration > Scheduler
Diagnostics

Administration > Scheduler
Diagnostics

Dashboard Location Folder >
Dashboard > Widget

Custom Folder
== Note: Custom folder
| holds a sample report
to point users to
documentation on how
to create a custom
report.

Differences between Vocera Report Server and Vocera

Analytics

Some features in Vocera Analytics and Vocera Report Server are similar but vary in operation. The
differences between Vocera Report Server and Vocera Analytics is provided in this topic.
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The following table lists the features in Vocera Report Server (VRS) and Vocera Analytics (VA) that

are similar but vary in operation:

Feature

Data Latency

Call Duration

Login Attempts

Broadcast Messages

General

Broadcast Counts

Users that are included in multiple
units (permanent or temporary)

Grouping

User statistics

User/Login Activity

Vocera Report Server

Nightly updates

Includes network connection
time. The time that the user hits
genie button to the time the user
ends the call with genie button is
calculated.

No login attempts counted.

Does not include broadcasts
without a duration and hence
the count shows only successful
broadcast calls.

e Maintains one record in the
database for broadcast or
multicast even though there
are multiple recipients in the
broadcast.

e Maintains data from the caller
perspective only and does
include receiver details.

Unique grouping. For example,
Unit + Unit + Unit, and so on.

e Al User type reports are
tracked as the device owner
or unit

® Individuals assigned
permanently to many units
maintain dates and history.
Reported individually but not
rolled into grand totals.

Login is considered an activity.

Vocera Analytics

Variable:

e Users: Updates every 10
minutes

e (Calls/Texts/Activity: Updates
every 4 minutes

e Engage: Configurable, default
is every 60 minutes.

Vocera Analytics also allows
the refresh rate for Users and
for Calls/Texts/Activity to be
configured.

Only actual talk time. Duration
of actual call. Only display calls
above 0 seconds.

User logins are included as
speech attempts (both successful
and unsuccessful) in Speech
Recognition Activity.

Includes broadcasts with zero
duration. Hence unsuccessful
broadcasts are also included.

=== Note: Broadcast

I . .

== duration is calculated
based on the talk
time of the actual
broadcast.

¢ Maintains separate entries
for all the recipients for
broadcast.

e Maintains both caller and
receiver message counts.

e User Facility is the displayed
facility.

e Some users also belong to
several physical units from
both facilities.

e Attempts are shown for each
unit but total shows only a
single speech attempt.

Individual Unit (department)
groupings.

Login is not considered as an
activity. User must actually
perform an activity.
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Feature

Units

Device (Badge or Smartphone)
Details

User Access

Scheduling Reports

Speech Recognition
Note: No speech

I
| OCcurrences when user
hit the button but did not
say anything.
Device Activity

Integrations Activity

PBX Call Data

Badge Firmware

Device Usage

Vocera Report Server

Group or Department (simply
appended + if in multiple dept)

Does not include the device type
that caller utilized.

Only allows a single admin user
login.

User emails no longer from Voice
Server using name attributes.

Includes No Speech Occurrences.

Limited to VRS logs and limited
activities.

Groupings mostly by time or
message ID.

Only keeps a record of the first
person that accepts PBX calls.

Limited data available and limited
filters.

Considers only Group and User
calls.

Setting Up Vocera Analytics

Vocera Analytics

Group with Department box
checked.

Includes the caller device.

Active directory and role based
system allowing clinical end users
access to reports and dashboards
but not administration functions.

Does not link back to voice
server. Admins must enter full
user email address. Recommend
using distribution lists and active
directory functionality.

Removed references to No
Speech Occurrences and
excluded these from actual
speech attempts count.

Captures the complete and
detailed device activity logs for
much more detailed transactions.

Filters and groupings available by
Facility and Unit.

All responses (unavailable,
accepted, rejected, and so on) are
reported.

Stores and reports actual software
version.

Considers all calls such as
Broadcast, Address Book, User,
and Group.

The following table lists the features and the items that taken into consideration for calculating the

data in Vocera Analytics (VA):

Features
Badge Last Used

Device Version Usage

Genie Summary

Hourly Usage

Inactive Address Book Entries

Inactive Groups

Considerations in Vocera Analytics (VA)

Any genie interaction is considered as an activity in VA.

VA considers all calls (User, Group, Broadcast, Telephone) that are
rejected by receiver and Aborted calls (canceled by caller), whereas
VRS only considers answered user calls and group calls.

VA filters out records if speech duration is null whereas VRS considers

all.

=1 Note: In VRS, total unique users are counted as 1 by default

when login counts cannot be determined.

e While logging, genie sessions are captured with user names in VA
whereas in VRS it is captured as NLI (Not logged in).

e VA captures more granular data. If the user presses the Call button
on badge multiple times, all genie sessions are recorded in VA
whereas VRS does not capture all genie sessions.

* In some cases VA does not capture genie session whereas VRS
does. For example, auto annunciated messages, starting genie

after call hold, and so on.

Both Inactive Address Book Entries and Address Book Entry
Summary are considered as Inactive Address Book Entries.

All group activities such as Voice message, VMI alerts, Calls,
Broadcast, and VMP messages are considered.
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Inactive Users VA considers any activity of user such as Login, VMP message sent,
call, genie initialization by the user as active user and does not list under
inactive whereas VRS does not consider VMP messages.
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Logging in to the Ul

The Visualization Server is a browser-based user interface application that you can use to view
the Vocera Analytics dashboards and reports. You can log in to the Visualization Server using a
Web browser.

To log in to the Visualization Server:

1. Open a Web browser window.
2. Enter the following in the Address field of the browser window:

https://host_name:9443 where host_name is either the numeric IP address or the DNS
name of the Visualization Server.

The Visualization Server login page appears.

You might want to create a Favorites link (also called a bookmark) in your browser for the
Visualization Server URL.

3. Enter the username.

You can either use your active directory username fif it is configured using Service Monitor or
you can use the Service Monitor username, that is admin.

4. Enter the password.

Provide your active directory password if you have chosen active directory username or enter
your service monitor password if you have chosen admin as the username.

The password is case-sensitive. If you see an error message when you attempt to log in,
ensure the Caps Lock key on your keyboard is not turned on.

5. Click Login.
The Visualization Server login page appears.
The following figure shows the login page.

Analytics

& tomsmith

Login

82 VOCERA ANALYTICS ADMINISTRATION GUIDE



Logging in to the Ul

Working with Dashboards

Vocera Analytics dashboard is a tool that analyzes, tracks, and displays a collection of data
based on defined metrics and key performance indicators (KPIs) for the entire Vocera platform.

The information that is displayed is customizable to meet the needs of a specific department or a
unit in a healthcare provider setup.

The main features of the Vocera Analytics dashboards are:

e Provide real-time monitoring of data for a particular group/role in a given location.

¢ Provide real-time statistical data such as operational figures, workflow level flows, and
interrupt types.

e Compare real-time statistical reports between different users/groups/locations across a
healthcare enterprise.

e Allow export of dashboard data as a CSV file.

=] Note: Although Engage data is not part of the dashboard, Engage facility and unit will be
| displayed in the filter.

Working with Reports

Vocera Analytics enables you to generate reports from data logs created by the Vocera Voice
Server. Creating these reports can improve your implementation of Vocera since you can identify
problem areas that can then be addressed.

The key features of the Vocera Analytics reports are:

e Vocera Analytics is installed separately and runs outside the Vocera Voice Server.

e The Vocera Voice Server generates log files to support the Vocera Analytics Server. The
Vocera Analytics Server uses this data to generate reports. Some of the reports can help you
diagnose end-user and network issues related to the Vocera system. Other reports can help
you spot usage trends, keep track of devices, and monitor call volume.

e The report console is a browser-based application that interacts with the Vocera Analytics
Server. Use the report console to generate reports and administer the Vocera Analytics
Server.

e Generate system performance reports such as average time to deliver an alarm, voice
recognition performance, and so on.

¢ Generate diagnostic reports such as users with voice recognition challenges, units/APs with
the most number of connection drops, units/areas with longest alarm delivery time, users with
a most number of failed login attempts, and so on.

e Generate offline reports by allowing the user to pick reports and schedule it to be sent by
email to their official email address on a daily/weekly/monthly basis.

¢ Provide the ability for the user to set up custom reports at customer site.

=== Note: If the unit has the same name in multiple facilities, then the corresponding facility
— name is appended in parenthesis.
For example, if the unit name NICU is available in Downtown facility and Community
facility, then the report displays the unit names as NICU (Downtown) and NICU
(Community).

Interruption Reports calculate metrics only for escalated events. In certain cases, the count shows
zero for average, fastest, and longest elapse escalation time. Also, typical events that are normally
configured to not escalate, include device messages and emails.
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For information on navigating to sub-reports within Interruption reports, refer to Navigating Sub-
Reports in Interruptions Folder on page 84.

Navigating Sub-Reports in Interruptions Folder
This section describes how you can navigate to sub-reports in the Interruptions folder.

You cannot navigate to a sub-report within the reports in the Interruptions folder using the left-
hand navigation. To navigate to the first sub-report, you must click the main report directly.

In this example, let us consider the Bed Details report. The main report page is displayed as
shown in the following screenshot.

Bed Detail
Anayics - Intemuptions - Bed Dets
Date Range : Nov 01 2017 0000 - Nov30 2017 2359 Sources :All Tiers:All Facilities: Al Units Al Beds:Al Descriptions: All Priorites : All
[P Gropies | € < [1 ]i1 b b |[1o0% ]~ ®
s report | I
L CCa09.01
 nic
vocera I
Clicking on main title in left hand navigation only From: 1110172017 00-00  To: 11/30/2017 23:59
highlights this title on the report UNIT BED Deiivered | Accepted | Decined NoRey | Accepeaine orepl e (S0 EvertDaay | TouTime
ALL 122 62 54 6
NICU ALL 169 91 63 25

Total 291 153 17 3

On the main report, the left hand navigation displays Units. Clicking on a unit will only highlight the
unit on the report. It does not open the unit sub-report.

Click the plus (+) sign next to the main title to expand the left hand navigation.

Click on one of the expanded selections to open the relevant sub-report at the summary level as
shown in the following example.

Bed Detail
Anayics — Inemuplions - Bed Deta
Date Range :Nov 01 20170000 - Nov30 2017 2356 Sources iAll Tiers: All Faciliies: Al Units:All Beds:All Descriptions  All  Priorities: Al

< > o e | ®

BED DETAILS
\/Ocefav From: 11/01/2017 00:00  To: 11/30/2017 23:59

[UNIT BED. Delivered [ Accepted | Declined.
CARDIO ALL

Total 7 6 10 1
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To navigate to the detail level sub-report, interact with the main report screen. Click the respective
bed name on the summary level sub-report to open the detail level sub-report as shown in the
below example.

Bed Detail

Analyics - Intermuptons - Bed Detat

Date Range : Nov 01 2017 0000 - Nov 30 2017 2359 Sources:All Tiers: All Facilities: Al  Units: Al Beds:All Descriptions:All  Priorities : All

[23 GowTes| « <[ Jis > W [[oow ] ®

| comoorx |

L cC10001

" A BED DETAILS
\/Ocefa‘ From: 11/01/201700:00 To: 11/30/2017 23:59

Delivered | Accepted | Deciined NoReply | Accepied time Noreply ime (Sec) | Event Delay | Total time.
(Sec) (Sec) (sec)

CARDIO__A| 122 62 54 6
m 87 43 43 1 334 339 30.09 340 774

Clicking on the bed on the report itself will
open the detail sub-report

Thrs Al Facities Al Units:Al Beds: Al Descrptions: All_Prorties:Al 2 | B eport

TMNGETIIR sesdetmisonsot X |

% CARDI0

BED DETAILS
voceraW Fom 20T 00 o 00017 2359

Delivered Decined | NoRer ime  Decined Time | No Reply Time | Event Dela|
Accepted oy [ Accapled Time o [RoRegh Y vent Dela]
3009

) (Sec) (Sec)
1 334 340

ARDIO 100-01
CARDIO  CC100-01 11032017 091338 PATIENT PRIMARY  NA “EXTREME BRADY
MONITOR

1032017 091338 SECONDARY

1032017 091338 TERTIARY

1032017 09:1422 PRIMARY “"EXTREME TACHY
032017 031422 SECONDARY

0 252 024
0 224 33
0 218 635
0 251 021
o 197 314

Working with Filters

Filters in Vocera Analytics dashboards and reports help in generating the required data.
Filters must be used effectively to quickly display the expected data.

Few best practices to use filters are:

e Ensure that the appropriate facility is selected to narrow the unit list if units intended to be
viewed are from the same facility. This helps prevent excessive scrolling.

e Ensure that the corresponding facility is selected in the query if the intent is to view by unit.

e Ensure to select a facility to drill in to view the metrics associated to a given facility.

The following items list the filter behavior:

¢ Filter values get carried forward to other dashboards and reports irrespective of owner facility,
group facility, and user facility.

e |f there are many facilities or units, the search box disappears from view when scrolling.

e Although Engage data is not part of the dashboard, Engage facility and unit will be displayed
in the filter.

Working with Vocera Analytics Ul

Vocera Analytics contains a streamlined User Interface that enables easy navigation across
various dashboards and reports.

The following figure shows the basic components in the Vocera Analytics UL.
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o)V 4 Call Details o s
- Analytics - Interruptions - Call Details.
Y Filters Date Range : Sep 14 2016 00:00 - Sep 14 2017 23:9““\&5 tAll Units: Al Call Types: Al Reasons Unans|
Analytics
3 Details
Q, Search.
nitiated At i Caller Name Recelver Name Type Duration(sec) Status Reason Unanswered
2016-11-16 20:36:44 Ryker, Mike 3M Dictation Address Book 6 GComplete
2016-11-16 20:35:48 Ryker, Mike 3M Dictation Address Book 14 Complete
2016-11-16 17:30:07 Resurreccion, Gary ‘Yoshioka, Alan User 0 InComplete Not online
2016-11-16 16:57:42 Dominguez, Arturo Mahadevappa, Sudha User 0  InComplete Not online
2016-11-16 16:57:42 Dominguez, Arturo 5103962849 Telephone 40 Complete
2016-11-16 16:54:20 Belcadi, Mustapha Khakipour, Hamed User 0  InComplete Not online
2016-11-16 16:46:03 Nevarez, Angel Chanis, Courtney User 0 InComplete Not online
2016-11-16 16:46:03 Nevarez, Angel 5969 Telephone 4 Complete
2016-11-16 16:38:10 Nevarez, Angel Montiel, Josephine User 0 InComplete Not online
2016-11-16 16:09:04 Gribi, Stefan Crouch, Alan User 0  InComplete Not online
2016-11-16 15:57:05 Marzano, Chris Chavez, Senon User 0 InComplete Caller blocked
2016-11-16 15:51:02 Mangrum, Jonathan Hu, Herrick User 155 Complete
2016-11-16 15:40:23 Dominguez, Arturo Mangrum, Jonathan User 0 InComplete Not online
2016-11-16 15:40:23 Dominguez, Arturo 4087121531 Telephone 23 Complete
2016-11-16 15:33:52 Reynolds, Tim Montiel, Josephing User 0  InComplete Not online
2016-11-16 15:32:05 61447040387 Frank, Amy User 255 Complete
2016-11-16 15:30:59 61447040387 Frank, Amy User 35 Complete
2016-11-16 15:26:48 Nevarez, Angel Danielle Torno Telephone 0 InComplete Caller blocked
2016-11-16 15:26:36 Au, Karen Chavez, Senon User 0 InComplete Phone not answered
2016-11-16 15:24:43 Martinez, Carlos Marshall Chambers Telephone 11 Complete
201A-11-16 15:23:21 Montemavnr. Patrick Rosa. | vnetta Llser 0 InComnlete Nat online
n 2 3 4

The following table describes the basic components in the Vocera Analytics UL.

Number Component Description

1 Page Header Displays the name of the current
page, a list of breadcrumbs for
quick navigation, and links to
application-level settings.

2 Action Bar Displays the controls for the
current page appear. In Analytics,
this is also where report filters can
be adjusted. Current filter settings
are shown in any available free
space of the Action Bar.

3 Navigation Panel Provides quick access to the
various areas within Analytics. As
new modules are made available
within the Vocera Web Platform,
the Navigation Panel expands to
include those modules too.

4 Content Area Displays dashboards and reports
within Vocera Analytics. The
bulk of the work done within the
application takes place here.

Working with the Page Header and Action Bar

The Page Header is the topmost part of the Vocera Web Application user interface. It contains the
page title, breadcrumbs, and application-level menus.

The Action Bar is displayed below the Page Header and is a multi-purpose area where various
buttons and actionable items relevant to the current page are displayed. In Vocera Analytics, the
report filters are displayed here.

il 2 3
Call Details _ S Pe.Pa)
[ Analytics - Interruptions -~ Call Details )
: ¥ Filters 5 Date Range : Sep 14 2016 00:00 - Sep 14 2017 23:59 FH Call Types : Al Reasons Unansi m ]

The following table describes the components in the Page Header and Action Bar.
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1 Breadcrumbs List of links shows the current path within Analytics to enable quick
navigation.
2 Analytics Settings  Settings for customizing Analytics experience and scheduling of

custom reports.

3 Account Settings  Settings to changes your personal account and is also where you
would go to sign out of Vocera Analytics.

4 Filter Menu Option to update filters. Clicking on this button causes the filter
menu slide into view to provide full customization of the report.

5 Filter Summary Option to update filter summary. The filter summary expands to
fill any available space on the Action Bar. This allows for quick
adjustments to the report, as clicking on any element within the
fiter summary allows the user to edit that specific element.

6 Help Option to opens a new browser tab with detailed help about the
page currently being viewed.

7 Export Option to enables export of the displayed information to a PDF or
CSV file.

Working with the Navigation Panel

The Navigation Panel provides quick access to the various areas within Analytics. As new
modules are made available within the Vocera Web Platform, the Navigation Panel will expand to
include those modules also.

On the Navigation Panel, a module is denoted by an icon on the left edge, while the module’s
associated areas are listed within the blue area directly beneath it.

Clicking on the Vocera logo at the top of the Navigation Panel causes the panel to collapse,
providing increased screen space for the Content Area. While collapsed, links to module areas
are hidden, and only module icons are shown. Clicking the Vocera logo again returns the
Navigation Panel to the state shown below.

vocern I

Analytics Navigation Panel

Administration

Asset Tracking
Directory
Interruptions
Performance Metrics
Speech Recognition
System Usage

Custom

The following table describes the elements that constitute the Navigation Panel.

VOCERA ANALYTICS ADMINISTRATION GUIDE



Logging in to the Ul

Description

Click to expand/collapse the Navigation Panel.

Click to return to the Analytics area selection screen.

Working with the Content Area

The Content Area is where dashboards and reports are shown in Vocera Analytics. The bulk of
the work done within the application takes place here.

The Content Area is shown in the following figure.

Details
Content Area
Q, Search

Initiated At + Caller Name Recelver Name Type Duration(sec) Status Reasen Unanswered
2016-11-16 20:36:44 Ryker, Mike 3M Dictation Address Book 6 Complete
2016-11-16 20:35:48  Ryker, Mike 3M Dictation Address Book 14 Gomplete
2016-11-16 17:30:07 Resurreccion, Gary ‘Yoshioka, Alan User 0  InComplete Not online
2016-11-1616:57:42  Dominguez, Arturo Mahadevappa, Sudha  User 0 InComplete Nt online
2016-11-1616:57:42  Dominguez, Arturo 5103062849 Telephone 40 Complete
2016-11-1616:5420  Belcadi, Mustapha Khakipour, Hamed User 0 InGomplets Nt online
2016-11-16 16:46:03  Nevarez, Angel Gharis, Courtney User 0 InComplete  Not online
2016-11-1616:46:03  Nevarez, Angel 5969 Telephone 4 Gomplete
2016-11-1616:38:10  Nevarez, Angel Montiel, Josephine User 0 InComplete  Not online
2016-11-1616:09:04  Gribi, Stefan Grouch, Alan User 0 InGomplets Nt online
2016-11-1615:57:05  Marzano, Chris Chavez, Senon User 0 InComplete  Galler blocked
2016-11-16 15:51:02  Mangrum, Jonathan Hu, Herrick User 155  Gomplete
2016-11-1615:40:23  Dominguez, Arturo Mangrum, Jonathan User 0 InComplete  Not online
2016-11-1615:40:23  Dominguez, Arturo 4087121531 Telephone 23 Gomplete
2016-11-1615:3352  Reynolds, Tim Montiel, Josephine User 0 InComplete  Not online
2016-11-1615:32:05 61447040387 Frank, Amy User 255  Complete
2016-11-16 15:30:59 61447040387 Frank, Amy User 35 Gomplete
2016-11-16 15:26:48 Nevarez, Angel Danielle Torne Telephone 0  InComplete Caller blocked
2016-11-1615:26:36  Au, Karen Ghavez, Senon User 0 InComplete  Phone not answered
2016-11-16 15:24:43 Martinez, Carlos Marshall Chambers Telephone 11 Complete
2016-11-16 152871 Montamaver. Patrick Rosa. | vnette User 0 InGomoiete Nt anline

.234
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This section describes the dashboards and reports in Vocera Analytics.

Administration
The Administration folder summarizes information for the Vocera administrator to review

Vocera Integrations with VMI and licensing information and perform user-specific troubleshooting.

Integration Details

[Data Source: VMI] Displays a detailed list of events from Vocera integration Partners through
VMI where event details are available by units. Data includes event reply times as well as the
specific progress of an event during various event states. Use this dashboard for troubleshooting
specific event deliveries.

The Integration Details dashboard shows data for specific users and provides information more
granularly.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 10: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

= Note:
s The displayed units drop-down filter may be constrained due to
the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

Priorities Used to filter interruptions data based on its priority. Displays high, urgent,
normal priority for VMP messages, VMI, and Vocera Voice Server. It also
displays alarms and alert priorities from Engage.

Clients Used to filter VMI alert data based on the client ID. Lists the client Id specified
while sending an alert using VMI AP.
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=== Note: To generate dashboards quickly, it is recommended that you use a short date

range or fewer facilities.

To find a specific facility or unit, use the Search field.

Analytics

Integration Details ¢ 3

n Details

Administration ntegrat

Date Range : Dec 19 2017 00:00 - Dec 26 2017 2359 Fadilities : Al Units : Al Priorities: Al Clients : A n

Integration Details

Facility: Vocera

= Unit: Unknown

*  Client: HQ Analytics

*  User Name: Jain, Manish

3029 2017-12-1 Testing VA Server Accepted a
3029 2017-12-19 0 Testing VA Delivered 6
3029 2017-12-1 Testing Read 1082
3029 2017-12-1 Testing VA Response 1093

The generated dashboard data includes:

e Facility —Specifies the user facility.

e Unit—Specifies the unit of the user within the user facility.

e (Client—Specifies the list of VMI client name.

e User Name— Specifies the name of the user that performed the action or to whom the alert
was sent.

e Message ID—Unique ID of the message.

In this scenario, 3029 is the message ID.
e Event Initiated A—Specifies the timestamp when the event was initiated.
e Event Text—Specifies the text entered by the user for the specific event.

e Action Type—Specifies the action taken by the user for the specific event. There are various
types of action for an event. Every successful event would undergo the following sequence of
action:

Server Accepted: The communication (event) is accepted by the VMI Server.
Delivered: The communication (event) was delivered to the Vocera client device.
Read: The communication (event) was read by user receiving the communication (event).

Response: The user responded to the communication (event) from their Vocera Client
device.

¢ Reply Time—Specifies the time taken (in seconds) by the client to respond.

Integration Events

[Data Source: VMI] Summarizes event data and average reply time from VMI integrations
sources only. Data displayed includes the events and priorities that are being sent and responded
to for specific units. Use this dashboard to understand replies and actions taken by users.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:
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Date Range

Facilities

Units

Priorities

Clients

Using the Ul

The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

== Note:

== | e displayed units drop-down filter may be constrained due to
the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

Used to filter interruptions data based on its priority. Displays high, urgent,
normal priority for VMP messages, VMI, and Vocera Voice Server. It also
displays alarms and alert priorities from Engage.

Used to filter VMI alert data based on the client ID. Lists the client Id specified
while sending an alert using VMI API.

The Integration Events dashboard is classified into the following four widgets:

e Event Reply

e Event Summary

¢ Reply Trend
e Unit Reply Time

Event Reply

Reject

Reply Trend
10

8
6
4
2

0

0 2 4

0; 0, 7 7y 7 7 <. 2 &
Ty My T Py Pt ey Sy Trg Sy Uy

Event Summary

B Accept Total: 14

B Mo Reply
Reject

B Undelivered

u u [ ]
. B o High Normal  Urgent
Unit Reply Time
250 10 250
B Accept M Event
200 Lg W No Reply B 0 > W Avg Reply Time{sec)
7 Reject L)ou
150 ?
z W Undelivered 6 150 &
1 —1 M Avg Reply Time(sec) =
100 3 5
o 4 100 3
2 £
s0 & @
2 50 &
0
0 0
Women's OR Respiratory Biomed

Event Reply

This widget displays the action taken by users for replying to an event. The actions are
categorized as accept, reject, undelivered, and no reply. Mouse over an event reply type to
display the count. Click on a legend to toggle the view.
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Event Reply

Undelivered -

Reject

A - Accept

Accept: 2

3 ,

2 4 &

=]

Reject
W Undeliversd

10

Every event is classified based on its priority. The event priorities are Urgent, High, and Normal.
This widget displays the event priorities and its percentage for the total number of events that

occurred during the selected date range.

Event Summary

Total: 14

204 2N

5 |
| [ ] [ ]
High  Mormal  Urgent

For example, in this scenario,

e Total Events count = 527
e Urgent Priority count = 233
Percentage of Urgent Priority= (233/527) x 100 = 44%
e High Priority count = 251
e Percentage of High count = (251/527) x 100 = 48%
e Normal Priority count = 43
e Percentage of Normal count = (43/527) x 100 = 8%

The Reply Trend widget displays the number of alerts received over time along with the average
reply time (in seconds) for the period specified. Mouse over a trended value to display the data for
each reply type and the average reply time during the selected date range. Click on a legend to

toggle the view.
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Reply Trend
! i
10  22Eeb -~ 250
Accept: 1 n Accept
8 - NoReply: 1 L 200 % M Mo Reply
Reject : 2 & Reject
Undelivered : 1 (;E i
° Avg Reply Time(sec) : 4 150 = W Undelivered
— I Avg Reply Time(sed)
4 e 100 3
o
wl
2 50 8
: I )
e Ogp Orp lop Ty lep oy o . %
’C‘p{’z F‘-“{’J F‘-“{' ] F‘-"{’J F‘-"{’J ’ ’C‘-“‘{’J ’C‘-“{’J F‘-“‘{’ y F‘-“‘{’J ’C@{’:

Unit Reply Time

This widget displays the reply time taken by each unit. This information is used to identify and
categorize the units based on their reply time. Mouse over a trended value to display the event
count and the average reply time (in seconds) for the corresponding unit during the selected date
range. Click on a legend to toggle the view.

Unit Reply Time

10 250
W Event

200 B Avg Reply Time(sec)

150
Respiratory
Event: 4

100
Avg Reply Time(sec) : 4

{rasjawi] A|dey Bay

0 _ 0

Women's OR Respiratory Biomed

Considerations

In Event Reply widget, only the following responses are configured by default in the Analytics
system as Accept:

e ok

* ves

e acknowledge
* accept

e call started

e call ended

e call back

e accepted

== Note: However, you can configure a new response for Accept in the
I
mm====| dimvmiresponse table.
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In Unit Reply Time, only Accept and Reject responses are considered for calculating average
response time.

=== Note: For example, consider 4 events occurred during the selected date range. The

—_— average reply time displayed during the selected date range for these 4 events is 40
seconds. It must not be assumed that the time taken by each event is 40 seconds as
there could be 1 accept, 1 reject, 1 not delivered, and 1 no response. In this case, accept
and reject responses could have taken 40 seconds each. Hence the average reply time is
(40+40) / 2 = 40.

Integration User Events

[Data Source: VMI] Contains a summary of all VMI events from a specific user perspective. Data
displayed includes total events by user, priority along with average reply times from VMI data
sources. Use this dashboard to review total VMI events for specific users.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 12; Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

== Note:
= | The displayed units drop-down filter may be constrained due to

the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

Priorities Used to filter interruptions data based on its priority. Displays high, urgent,
normal priority for VMP messages, VMI, and Vocera Voice Server. It also
displays alarms and alert priorities from Engage.

User Names Used to filter data based on the names of the users. They are displayed based
on the LastName, FirstName format.

=1 Note: Filter displays 25 users sorted based on username.
I
I

Clients Used to filter VMI alert data based on the client ID. Lists the client Id specified
while sending an alert using VMI AP

The Integration User Events dashboard is classified into the following three widgets:

e Events by User
e Priority Event Trend
e Unit Reply Time
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Events by User

8 250

W Total
W Avg Reply Time(sec)

2

Total
N
g B
(3as)au | A|day Bay

)

Reid, Bruce Dee, Lorna Abbey, Angela
Priority Event Trend User Reply Time Search User
10 250
W High
Facili User Name
8 200 Z B Nermal i Normal ~ High  Urgent Avg Reply Time (sec)
< M Urgent
7 ~ Global Abbey, Angela 1 7 0 206
6 150 5 M Avg Reply Time(sec)
“; Dee, Lorna 1 3 0 4
4 100 3
2 Reid, Bruce 0 1 1 12
&
2

2 50
A s 0

0, o 7y 73 7y 74 2 2 &
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Events by User

This widget displays the total events for each user along with the average response time for that

user during the selected date range. Mouse over a username to display the total events and the
average reply time (in seconds). Click on a legend to toggle the view.

Events by User

W Total
W Avg Reply Time(sec)

Dee. Lorna
Total - 4
Avg Reply Time(sec) : 4

(oosyou | Adoy Bay

Reid, Bruee Dee, Loma Abbey, Angela

For example, the user Dee, Lorma was assigned 4 events and the average reply time taken to
address these events was 4 seconds.

Priority Event Trend

This widget displays the total number of events by priority for the selected date range. The event
priorities are classified by Urgent, High, and Normal. Mouse over a date to display the priority
count and the average reply time (in seconds). Click on a legend to toggle the view.

Priority Event Trend
10 250 )
22 Feb W High
8 - High:3 — 200 }:) M Normal
Normal : 1 ] B Urgent
Urgent : 0 ?DU “ ]
& Avg Reply Time(se) : 4 150 e B Avg Reply Time(sec)
—
4 100
Y -
b w
z s0 &
0 I Q
07 Oy 0> o 72 s 7o <2 < =
F:_% F‘-“{ ] F‘-“EJ F‘P{J F‘-“{ ] ’ :C:_% F‘P{J F‘-“'{'J :C:_% ,c'@{ 5

For example, there were 3 High and 1 Normal priority events that occurred during the selected
date (22 February). The average time taken to reply was 4 seconds.
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This widget specifies the individual priority count and the average reply time (in seconds) for each
user within a facility. The data is categorized based on facility and user.

To find a specific user, use the Search field.

User Reply Time

Facility User Name MNormal High Urgent Avg Reply Time (sec)
¥ Global Abbey, Angela 1 7 0 206
Dee, Lorna 1 3 0 4
Reid, Bruce 0 1 1 12

For example, the user Abbey, Angela in Global facility replied to 1 Normal and 7 High priority
events during the selected date range. The average time taken to reply was 206 seconds.

License Dashboard

[Data Source: Voice Server] Summarizes simultaneous login and genie interaction data.
Displays include max usage and hourly trends of license activity including genie usage and login
activity. Use this dashboard to review overall login and the potential need for additional licenses

=== Note: The data for License dashboard will be accurate if facility filter is not applied.
= However, when the facility filter is applied, the data may not be accurate as Voice Server
licensing is not based on facility.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 13: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Source Facilities Used to filter data based on facilities (common facility name) specified while
mapping Vocera Voice Server user's site.

This dashboard has the following widgets:

e Genie License

e Max Genie Usage

e (Genie Usage

e Login License

e Max Logins

¢ Max Login Percentage
e Genie Trend

e Login Trend
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License Dashboard

[
Date Range : Mar 21 2018 00:00 - Mar 312018 23:39  Source Facilities : All n:
Genie License Max Genie Usage Genie Trend

4 Genie license W Ao
"""""""""""""""""""""""""""""" Max
12

Genie Usage
50 %
3 E

T

60 %
\\ &
0%
6
0%
100 %

Login License Max Logins

Login Trend
1 75 igp _loghnfeenmse L
Max
160
Max Logins 1o

60.6 %

=====| Note: As Genie and Login are two different datasets, we cannot export the data for this
m— (ashboard.

It is a combination of widgets that summarizes the total genie license for the facility, maximum
usage of the genie, and percentage of usage. The indication of genie usage is color-coded in
green, yellow, and red. For genie usage within 80%, the value is displayed in green. For usage
of genie anywhere between 81% to 90%, the value is displayed in yellow. If the genie usage

is 91% and beyond, the value is displayed in red to indicate that the user is approaching the
maximum number of licenses assigned to their organization. This information helps the user to
take precautionary measures or procure additional licenses.

For example, in this scenario,

e Genie license configured for the user = 13
e  Maximum genie used = 11

e Percentage of maximum genie usage = 11/13 x100 = 84.6%
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It is a combination of widgets that summarizes the total login license for the facility, maximum
logins, and percentage of maximum logins. The Login License data specifies the total login
licenses assigned to the user and the data is fetched directly from the License Info page of
Vocera Voice Server. The indication of maximum login is color coded in green, yellow, and red.
For logins within 80%, the value is displayed in green. For usage of login anywhere between 81%
to 90%, the value is displayed in yellow. If the maximum logins is 91% and beyond, the value is
displayed in red to indicate that the user is approaching the maximum number of logins assigned
to their organization. This information helps the user to take precautionary measures or procure

additional licenses.
For example, in this scenario,

¢ Login license configured for the user = 175
e Maximum logins used = 106

e Percentage of maximum logins = 106/175 x100 = 60.6%

Login License

Max Logins

Max Logins
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This widget displays the genie license usage trend per hour over a 24-hour period. Mouse over a
trended value to display the time of the day and its corresponding average genie usage count and
the maximum genie usage count during the selected time. Click on a legend to toggle the view.

The formula to calculate average genie usage: (Genie usage on day 1 + Genie usage on day 2) /
Number of days

For example, consider this scenario:

e Date range filter selected: 2 days

e Genie usage at 16:00 hours on day 1 = 10

e Genie usage at 16:00 hours on day 2 = 20

e Maximum genie usage at 16:00 hours for 2 days = 20

e Average genie usage at 16:00 hours for 2 days = (10+20) /2 = 15

Genie Trend

Genie license

0700
Avg: 2.8
Max: &

@

This widget displays the simultaneous user login trend per hour over a 24-hour period. Mouse
over a trended value to display the time of the day and its corresponding average logins and the
maximum logins during the selected time. Click on a legend to toggle the view.

The formula to calculate average login count: (Login usage on day 1 + Login usage on day 2) /
Number of days.

For example, consider this scenario:

e Date range filter selected: 2 days

e Logins at 12:00 hours on day 1 = 100

e Logins at 12:00 hours on day 2 = 150

e Maximum logins at 12:00 hours for 2 days = 150

e Average logins at 12:00 hours for 2 days = (100+150) / 2 = 125
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Login Trend

10:00
Avg: 617
Max : 106

Scheduler Diagnostics

[Data Source: Vocera Analytics] Displays the list of exceptions that occurred when scheduled
reports are executed. Data includes details such and package name, error and facility. Use this
dashboard to troubleshoot specific issues with scheduled report packages.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 14: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter scheduler diagnostic data on packages assigned to the facility.

Exception Types Used to filter the schedule attempt failures based on the schedule exception
step. The options are:

e Report Invocation—Schedule failed as the system could not contact Tomcat
application server.

e Email—Schedule failed while sending an email.
e Zipping—Schedule failed while zipping the output.

e General Error—Schedule failed due to any other reasons apart from the
ones listed above.

The report shows the list of exceptions that occurred during the Task Scheduler execution
process. You can filter the report by date range. Exceptions are listed in reverse chronological
order.

== Note: The Report Scheduler does not send emails even to the correct email address if
I
=== One Of the recipient emails has an invalid email address.

To find a specific facility or exception type, use the Search field.

Scheduler Diagnostics ¢ 3

Analylics - Administration > Scheduler Diagnostics

Date Range : Apr 06 2018 00:00 - Apr 06 2018 23:59  Facilities: Al Exception Types : All

Details

Daily Lab Reports : 2018-04-06 08:00 Lab Reports 2018-04-06 08:00:00 JHC EMAIL Error sending email: javax.mail Authentication. FailedException
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The following table describes the report fields:

Field Description

Job Specifies the job name and the date and timestamp when the job was
scheduled.

Package Name Displays the name of the package that was created in Report Scheduler
page.

Report Name Specifies the name of the report that is added to the package.

=1 Note: This field is blank if there are any errors at the package
— | level. For example, if sending an email fails, then this field

appears blank and does not display any report name.

Date Displays the date and timestamp when the error occurred.

Facility Specifies the facility name to which the package is assigned.

Exception Type Specifies the type of exception encountered.

Exception Details Specifies the details of the exception. It also displays the exception
message.

Utilization

[Data Source: Vocera Analytics] Summarizes the Vocera Analytics utilization by displaying
counts for each report or dashboard. Data identified includes a percentage of reports that were
run unplanned, scheduled, or exported as a CSV file. Use this dashboard to review which reports
are most popular and in which specific format.

This dashboard summarizes the number of times a report or dashboard was initiated during the
selected time frame. Basic listing includes all dashboards or reports by name and indicates the
percentage of reports that were viewed, scheduled, or extracted as a CSV file.

=== Note: Every view of a dashboard or a report by the user is counted as an entry.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 15: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Report Type Used to filter usage data based on Dashboard and Report type.

This dashboard has the following widgets:

e Usage Total: Provides a high-level summary view of the product utilization.
e Details: Provides a breakdown of each action the user takes specific to a report and
dashboard.
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Usage Total Details
Total: 5,037 Q search..

Name Viewed Exported Scheduled Total 4

csv | PDF | sV PDF

657 (13%)

*  Folder: Administration

=  Type: Dashboard
Scheduied

3,000 (60%) Utilization 57 2 a @ 2 59

Integration Details 31 Q [ Q 0 31
1327 (26%)
Scheduler Diagnestics 26 1 0 0 0 27
Integration User Events 24 1 0 0 0 25
License Dashboard 25 [ 0 [ 0 25
Integration Events 20 0 0 0 (4] 20
| | | | | | | | =  Type: Report
Scheduled Dashboards Reports Exported
Badge Firmware 1 Q [ Q 926 937
Integration Message Group Activity 18 1 [ Q 40 59
Simultaneocus User Login 10 3 0 0 40 53
Integration Message User Activity 3 0 0 0 40 48
Genie Summary 5 [ 0 [ 41 48
Hourly Usage 5 [} 0 [} 41 48
Integration Message Unit Activity [ [ 0 [ 42 48

Usage Total

This widget summarizes the usage of the application in both number and percentage. Mouse
over a displayed value on the widget to view the type of usage.

Usage Total
Total: 5,037

53 (1%)
1
657 (13%) \ |

Scheduled
3,000 (60%)

1327 (26%)

Scheduled Dashboards  Reports Exported

The following table describes the legends in the Usage Total widget:

Total Specifies the total number of dashboards and reports viewed for the
selected date range within a facility.

Dashboards Specifies the total number of dashboards viewed.

Reports Specifies the total number of reports viewed.

Exported Specifies the number of dashboards and reports exported.
Scheduled Specifies the number of dashboards and reports scheduled.

=== Note: Dashboards can be exported to CSV format only. Reports, however, can be
= cxported to CSV and PDF formats.

For example, in this scenario:
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Total number of dashboards and reports viewed = 5037

Total number of dashboards viewed = 1327

Total number of reports viewed = 657

Total number of dashboards and reports scheduled = 3000

Percentage of dashboards viewed = (1327/5037) x 100 = 26%

Percentage of reports viewed = (657/5037) x 100 = 13%

Percentage of dashboards and reports viewed = (53/5037) x 100 = 1%
Percentage of dashboards and reports scheduled = (3000/5037) x 100 = 60%

Note: The decimal values are rounded off to the nearest round figure.

This widget lists the details of the usage based on folders and is further classified by Dashboards
and Reports. It captures details of the report or dashboard viewed, exported (PDF or CSV),

and scheduled (PDF or CSV). It also captures the total for each dashboard and report that was
viewed, exported, and scheduled.

To find a specific report or dashboard, use the Search field.

Details

=  Folder: Administration

*  Type: Dashboard

Utilization 57 2 0 0 0 59
ntegration Details 31 0 0 d d 31
Scheduler Diagnostics 26 1 0 0 0 27
ntegration User Events 24 1 0 0 0 25
License Dashboard 25 0 0 a a 25
ntegration Events 20 0 0 a a 20

* Type: Report

Badge Firmware " 0 0 0 926 937
ntegration Message Group Activity 18 1 0 d 43 59
Simultaneous User Login 10 3 0 0 43 53
ntegration Message User Activity 8 0 0 d 43 43
Genie Summary 5 0 0 0 41 46
Hourly Usage 5 0 0 0 41 45
ntegration Message Unit Activity & 0 0 a 43 48

Badge Firmware

[Data Source: Voice Server] Displays the total number of badges for each facility and unit.
Also provides details of the badge such as firmware version, MAC Address, serial number, user,
badge last use date, and days since last use.
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This report generates data related to Vocera firmware and client device.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 16: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Device Versions Used to filter Vocera Voice Server devices based on the device version. It
displays the version of devices available in the Voice Server device management.

=1 Note: Telephone is listed as both Device Type and Version in few
| dashboards.

Note: To generate reports quickly, it is recommended that you use a short date range or
fewer facilities.

Note: A user can be assigned to multiple groups. However, the badge count is
considered as 1. For example, in the following report, the user Scot, Peter is assigned

to units NICU and PICU within facility Global. The badges listed for NICU and PICU units
specifies 1 badge for each unit. But the total badges used within facility Global is counted
as 1.

Badge Firmware
From: 03/01/2018 00:00 To: 03/31/2018 23:59

Facility: Global

Unit: NICU

Firmware Version: 0
Serial Number User Name Date Badge Last Used Days Since Iljns:I Last Location
se

aaa0B60dabias K5EF163208B7 Scot, Peter 03/06/2018 16:28:05| 44] 1005cae7d05f Floor 1

Total Badges Used by Unit NICU : 1
Unit: PICU

Firmware Version: 0
Serial Number User Name Date Badge Last Used Days Since Last Last Location
Used

aaa060dabias K5EF163208B7 Scot, Peter 03/06/2018 16:28:05| 44) 1005cae7d05f Floor 2

Total Badges Used by Unit PICU : 1

Total Badges Used by Facility Global : 1

Total Badges Used : 1

=== Note: A warning message is displayed if the date range filter selected is more than 30
I
== cays. In such case, it is recommended that you filter down further to a shorter date range.

The data displays the total number of badges for each facility. The report is further categorized
based on units within a facility and includes the following:

e Firmware Version—Specifies the firmware version used on the badge.
If the user does not provide the version, O is displayed.
e Badge MAC Address— Specifies the MAC address of the badge.
¢ Serial Number—Specifies the unique serial number assigned for the badge.
e User Name— Specifies the name of the user using the badge.
e Date badge Last Used—Specifies the last use date of the badge.
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e Days Since Last Used—Specifies the number of days since the badge was last used.
e Last Location—Specifies the MAC address of the Access Point and the location where the
badge was last used.

Genie Summary
[Data Source: Voice Server] Lists the daily maximum simultaneous sessions for the selected
facility.

The Genie Session Summary report summarizes Genie interaction data for each day in the
specified date range. Data includes maximum simultaneous sessions, average session duration,
number of unique users, and total sessions.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 17: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

The Genie Session Summary report summarizes Genie interaction data for each day in the
specified date range. The first part of the report plots the data in a graph, and the subsequent
part shows detailed data in a table. Data includes maximum simultaneous sessions, average
session duration, number of unique users, and total sessions.

The following figure shows a graph from a sample Genie Session Summary report.
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Genie Session Summary
From: 02/01/2018 00:00 To: 02/10/2018 23:59
Badges Not Logged In
Daily Maximum Simultaneous Sessions
Badges Not Logged In
32 3 3
28
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Facility Totals
Max Simultaneous Avg. Session  Unique Users Total Sessions
Sessions Duration (sec)
02/01/2018 3 28.00 0 5
02/02/2018 3 20.00 0 10
02/03/2018 1 16.00 0 5
02/05/2018 2 24.00 0 10
02/06/2018 2 28.00 0 7
02/07/2018 2 25.00 0 19
02/08/2018 2 16.00 0 43
02/09/2018 2 18.00 0 19

Hourly Usage

[Data Source: Voice Server] Lists the overall Genie sessions on an hourly basis for the selected
facility.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 18: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while

mapping Vocera Voice Server User Site and Engage Facility.

The Hourly Usage Summary report shows the number of Genie sessions per hour during a 24-
hour period by each facility. The first page of the report charts the information in a graph; the
second page tabulates the number of genie sessions each hour. You can use this information to
schedule system maintenance. As a best practice, perform maintenance operations when system
usage is minimal. The report shows the overall usage of the system on an hourly basis.

Based on the data in the report shown in the following figure, system maintenance can be
performed starting around 8:00 p.m., as long as it is complete by 6:00 a.m.

The following figure shows a graph from a sample Hourly Usage Summary report.
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Hourly Usage Summary

From: 03/01/2018 00:00 To: 03/07/2018 23:59

g

System Usage by Hour
Facility: Global

g

g

g

2

4440

1281

g

1.1

o
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=
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Total Number of Genie Sessions

The Hourly Usage Summary table summarizes the total sessions on an hourly basis for the

selected facility.

Hourly Usage Summary
From: 03/01/2018 00:00 To: 03/07/2018 23:59
Total Sessions

00 143
01 72
02 58
03 90
04 79
05 143
06 1,281
o7 3,337
08 1,904
09 847
10 761
1 825
12 549
13 645
14 1,119
15 1,410
16 575
17 291
18 491
19 650
20 202
21 113
22 395
23 574
Total 16,554
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Integration Message Group Activity

[Data Source: VMI] Provides a list of messages from VMI clients to groups listed by Transaction
ID.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 19: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

= Note:
| The displayed units drop-down filter may be constrained due to
the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

Clients Used to filter VMI alert data based on the client ID. Lists the client Id specified
while sending an alert using VMI API.

Priorities Used to filter interruptions data based on its priority. Displays high, urgent,
normal priority for VMP messages, VMI, and Vocera Voice Server. It also
displays alarms and alert priorities from Engage.

The report lists messages to groups, ordered by the associated Transaction ID. The report
reveals integration message activity per client group, with messages listed by message ID.

=== Note: The report produces data only for integrated systems leveraging the
e \/MI::LogEvent() method.

The report provides insight into the efficiency of the integrated system workflow. The time-lapse
data is provided to track workflow forwarding of urgent and non-urgent messages until the
transaction is completed. This information can help you determine the efficiency of the workflow
response times.

=== Note: To generate reports quickly, it is recommended that you use a short date range or

= fo\ver facilities.

The following figure shows a graph from a sample Integration Message Group Activity report.
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Integration Message Group Activity, Ordered By Transaction ID
From: 04/13/2018 00:27 To: 04/20/2018 00:27

Facility/Unit/Client/Transaction ID: Global/NICU/NMI 1/

Message ID Priority Date / Time Message Destination Message
188 High 04/19/2018 13:02:58 NICU Contact Nursing Station
Date | Time|Message Responder

00:00:00 04/19/2018 13:02:58|NICU Server Accepted

00:00:00 04/19/2012 13:02:58|Bella. Monica Delivered to device

00:00:00 04/18/2018 13:02:58|Rogers, Chris Delivered to device

00:00:02 04/10/2018 13:03:01(Bella, Monica Read/Enunciated

00:00:04 04/18/2018 13:03:02(Bella, Monica Message Response OK
00:00:08 04/18/2018 13:03:04[Rogers, Chris Read/Enunciated

00:00:07 04/18/2018 13:03:05|Rogers, Chris Message Response 0K

=== Note: The left navigation hierarchy is not available for this report.

Integration Message Unit Activity

[Data Source: VMI] Provides details about messages sent from Vocera integration Partners
through VM to groups, listed in chronological order. This information helps you determine the
efficiency of staff response time.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 20: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

== Note:
—

= | The displayed units drop-down filter may be constrained due to
the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

Groups Used to filter group interruptions data based on Vocera Voice Server Group
and VMP distribution list. It displays groups, departments, sub-departments,
and VMP distribution lists. These groups are filtered based on the group facility
selected.

== Note: Filter displays 25 groups sorted based on group name. The filter
| fetches groups based on the search criteria.

Clients Used to filter VMI alert data based on the client ID. Lists the client Id specified
while sending an alert using VMI API.

Priorities Used to filter interruptions data based on its priority. Displays high, urgent,
normal priority for VMP messages, VMI, and Vocera Voice Server. It also
displays alarms and alert priorities from Engage.

VOCERA ANALYTICS ADMINISTRATION GUIDE



110

Using the Ul

=== Note: To generate reports quickly, it is recommended that you use a short date range or
I
| fo\ver facilities.

The figure below shows a graph from a sample Integration Message Unit Activity report.

Integration Message Unit Activity

From: 04/13/2018 00:27 To: 04/20/2018 00:27

Facility/Unit/Destination Name: Global/NICU/NICU

Client ID Message ID Priority Message Message Responder i Elapsed Time
13:02:58 (WMl 1 198 |High Contact Nursing Station NICU Server Accepted 00:00:00
13:02:58 [WMI 1 198 |High Contact Nursing Station Rogers, Chrs Deliverad to davice 00:00:00
13:02:58 |WMI 1 196 |High Contact Nursing Station  [Bella, Monica Delivered to device 00:00:00
13:03:01 [WMI 1 198 |High Contact Nursing Station Bella, Monica Read/Enunciated 00:00:03
13:03:02 |[WMI 1 198 | High Contact Nursing Station Bella, Monica Message Response OK 00:00:04
13:03:04 [WMI 1 196 |High Contact Nursing Station Rogers, Chris Read/Enunciated 00:00:08
13:03:05 |WMI 1 196 | High Contact Nursing Station Rogers, Chris Message Response OK 00:00:07

=== Note: The left navigation hierarchy is not available for this report.

The generated report data includes:

¢ Information about the routing and progression of urgent and non-urgent messages.

e Details about message activity data, including activity per group, with messages ordered by
time.

e The elapsed time between message initiation and message termination.
¢ Information about how the message was initiated and the accepting responder.

Integration Message User Activity

[Data Source: VMI] Provides information about messages sent from Vocera integration Partners
through VM, listed in chronological order by users that received the message.

This report provides information about integration messages received by users. The report
provides insight about user message activity, with messages listed by ID.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 21: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

=== Note:
| The displayed units drop-down filter may be constrained due to
the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.
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Filter Name Filter Description

User Names Used to filter data based on the names of the users. They are displayed based
on the LastName, FirstName format.

= | Note: Filter displays 25 users sorted based on username.
—
I

Clients Used to filter VMI alert data based on the client ID. Lists the client Id specified
while sending an alert using VMI API.

Priorities Used to filter interruptions data based on its priority. Displays high, urgent,
normal priority for VMP messages, VMI, and Vocera Voice Server. It also
displays alarms and alert priorities from Engage.

=== Note: To generate reports quickly, it is recommended that you use a short date range or
m— | fower facilities.

The figure below shows a graph from a sample Integration Message User Activity report.

Integration Messages User Activity
From: 04/18/2018 00:00 To: 04/20/2018 23:59

Facility/Unit/User Name: Global/PICU/Ruben, Sam

04/18/2018 Client ID Message ID Priority Message Message Destination Status Elapsed Time
16:34:56 | CXWQMJVMI 188|Urgent | Contact post-operative care Server Accepted

16:34:56 | CXWQMIVMI 188|Urgent | Contact post-operative care Delivered to device

16:35:03 | CXWQMIVMI 188|Urgent | Contact post-operative care Read/Enunciated

16:35:04 | CXWQMIVMI 188|Urgent | Contact post-operative care Message Response

=== Note: The left navigation hierarchy is not available for this report.

The generated report data includes:

¢ Information about the routing and progression of urgent and non-urgent messages.
¢ Details about user message activity, with messages ordered by ID.
e The elapsed time between message initiation and message termination.

e Information about how the call was initiated and the user activity associated with the
message.

PBX Call Volume

[Data Source: Voice Server, VCS] Shows daily, weekly or monthly trends for incoming and
outgoing PBX call volume over a specified date range. The report provides data for each facility
as well as overall totals.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 22: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

The PBX Call Volume report shows incoming and outgoing PBX call volume trend over a specified
date range. You can plot the trend over daily, weekly, or monthly periods. If you generate the
report for multiple facilities, the report provides data for each facility as well as overall totals.
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PBX Call Volume results are grouped based on facility. For each facility, three different reports are
provided:

e Line Chart—Displays call volume trends over time.

e Pie Chart—Shows slices for each category of call volume results.

e Table—Shows detailed call volume data.

This report displays a line chart showing call volume trends over time.

PBX Call Volume
From: 03/23/2018 17:24 To: 04/22/2018 17:24

Daily Trend

Facility: Global

PBX Call Volume
Facility: Global

k=]

08

04

02

Call Volume {Incoming and Outgoing)

18 Apr 18 Apr

B Address Boak [T} Group - User

This report displays a pie chart showing slices for each category of call volume results.
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PBX Call Volume
From: 03/23/2018 17:24 To: 04/22/2018 17:24

Daily Trend

Facility: Global

@ Address Book 1 25.0%

Group 2 50.0%
» User 1 250%
Total: 4 100.0%

This report displays a table showing detailed call volume data.

PBX Call Volume

From: 03/23/2018 17:24 To: 04/22/2018 17:24

Daily Trend
Facility: Global
Total | Address Group User
Book
16 Apr 1 0 1 0
19 Apr 3 1 1 1
Total 4 1 2 1

Simultaneous User Login

[Data Source: Voice Server] Shows the number of simultaneous Voice Server users trending
hourly, daily, monthly, or yearly depending on the date range selected. Use this report to
determine the need to purchase additional Voice Server licenses.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:
Table 23: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."
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The Simultaneous User Login report shows the number of simultaneous Vocera users trending
hourly, daily, or both. You can use this report to determine whether you need to purchase
additional Vocera licenses. The report also displays the maximum number of licenses used during
the selected date range and the total number of authorized licenses.

The figure below shows a graph from a sample Simultaneous User Login report.

Simultaneous User Login
From: 04/04/2013 17:24 To: 04/22/2018 17:24

Max of Logged in Users

05 Afpr 03 Apr 1D Apr 11 Apr 12 Apr 13 Apr 14 Apr 16Apr 18 Apr 17 Apr 13 Apr 10 Apr 20 Apr 21 Apr 22 fpr

Maximum Number of Licenses Used: B
Total Number of Authorized Licenses: 10,000

Note: The Simultaneous User Login report does not display migrated data from VRS.

Telephony Usage Trend

[Data Source: Voice Server] Provides data about telephony port usage for each principal
facility. You can generate hourly, daily, monthly or yearly depending on the date range selected.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 24 Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

A principal facility may share its telephony server with other facilities. The Telephony Usage Trend
report lists only principal facility, but it shows the cumulative port usage of all facilities that share a
particular telephony server.

This report can help you determine if the number of licensed telephony ports available is sufficient
to meet peak demand. During peak usage periods, calls can be delayed or dropped if the
number of calls exceeds the number of ports available. If the number of ports is insufficient to
meet your needs, you may want to consider licensing more ports.
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The report charts usage based on the maximum number of telephony ports in use on a given
date. It also provides the maximum number of ports in use during a specified date range and the
total number of ports allocated for each principal facility.

Following is a sample Telephony Usage Trend report:

Telephony Usage Trend
From: 03/16/2018 00:00 To: 03/30/2018 23:59

Principal Facility: Global

4 4

EE ]

25

Max of Telephony Ports in Use

'k}

L]
18Mar 17TMar 13Mar 10Mar 20 Nar 21Mar 22War 23Mar 24Mar 25Mar 26 Mar 27 War 28 Mar 20 Mar 30 Mar

Maximum Mumber of Ports in Use: 4
Total Number of Ports Allocated: 48

Tiered Administration Audit

[Data Source: Voice Server] Shows all activities performed through the Voice Server
Administration Console.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 25: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Audit Categories Used to filter audit information of Vocera Voice Server based on the modified
entity type.
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Tiered Administration Audit

From: 03/16/2018 00:00 To: 03/30/2018 23:59

Facility: Global

System
03/19/2018

Modified By Operation Modified Entity Type Modified Entity
130747 Administrator Update User Wall, Chris
13:07:54 Administrator Update User Price, Cathy
13:08:03 Administrator Update User Miller, David
13:08:17 Administrator Update User Crouch, Bernard
13:08:33 Administrator Update User Frank, Alice
13:08:43 Administrator Update User Bowman, Tim
13:10:27 Administrator Update User Maorton, Keith
13:10:34 Administrator Update User Stump, Mike

The following table describes the report columns.

Column
Time

Modified By

Operation

Modified Entity Type

Description
The Time column shows when a change was made.

The Modified By column shows who made the change. This value corresponds
to a User ID specified via the Administration Console or the User Console

on the Vocera server unless the user logged in with the built-in login ID
Administrator. If the operation was performed automatically by the Vocera
system—for example, an automated restore of the database—the value is
System. If the operation is a login by Report Server to the Vocera Voice Server
to perform a dataload, this value is null.

The Operation column specifies the operation that changed the Vocera
database. Here are some possible values:

e Auto Restore—The Vocera system automatically restored data from the
database.

e Backup—The database was backed up.

e Create—An entity was created.

e Delete—An entity was deleted.

e Login Admin Console—Someone logged in using the default administrator
user name and password.

e | ogin Tiered Admin Console—Someone logged in using a username and
password that has administration rights.

¢ Login User Console —Someone logged into the Vocera User Console.

e Login VAI—Someone logged into a Vocera Administration Interface (VAI)
client.

e Send Text Message—Someone sent a text message to another user's
device.

e Update—One or more of an entity's property values changed.

e Update Conference Group—The list of members of a conference group
was changed.

e Update System—One or more system property values changed.
The Modified Entity Type column specifies the type of the entity that was
changed. If no entity are changed, then this value is empty. Possible values:

e AddrBook (address book entry)
e  Group
o User
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Column Description

Modified Entity The Modified Entity column identifies the entity that was changed. For a user,
the value is the user ID. For a group, the value is the group name. For an
address book entry, the value is the address book entry name. If the Vocera
database was not changed, for example, when a Backup operation occurs, the
displayed value is N/A.

Unassigned Access Points

[Data Source: Voice Server] Displays access points that do not have corresponding locations
assigned in Voice Server Administration Console.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 26: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

The Unassigned Access Points (AP) report shows access points that do not have corresponding
Vocera locations. Users must have had a Genie interaction within the specified date range while
connected to an unassigned AP for the AP to appear in this report. MAC address sorts the
unassigned access points.

The following figure shows a page from an Unassigned Access Points report.

Unassigned Access Points

From: 04/16/2018 13:15 To: 0417/2018 13:15

Access Point
TO708ba3&1c2
TO708ba3é1cd
T07db95e2asd
T07db95e2b6d
T07db9962aad
TO7db9%633ct
TO7db996362d
T07db996370d
84b5178c14de

Total Unassigned Access Points : 9

The best practice is to filter this report by a small date range (one or two weeks) to identify
unassigned APs. It is possible that an unassigned AP is a rogue AP that may be active on your
network for a short time and for which you would not want to assign a corresponding Vocera
location. Consequently, a rogue AP may appear on the report for a particular date range and then
drop off when you run the report for a later date range even though you did not assign the AP to
a Vocera location.

Unassigned access points can cause Vocera devices to roam from their current site to the Global
site incorrectly. This can result in speech recognition problems because of the difference in site
grammars. Each site has its dynamic grammar that includes the names of users, groups, sites,
locations, address book entries, and all their possible alternates.

Access points without location names also affect the location-related voice commands: Locate,
Where Is?, and Where Am |?. These commands allow users to find the physical location of a
particular user or member of a group. If an access point is not assigned a location name, the
Genie will respond with the MAC address of the access point instead, which is not useful to most
Vocera users.
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Asset Tracking

Asset Tracking offers a 360° view of an organization's asset inventory, how users or locations use
that inventory to improve inventory management better.

Information such as total inventory, overall assets used, totals by asset type, usage of asset
types, asset versions, and device inventory status are provided. It also summarizes missing or lost
devices.

Asset Details

[Data Source: Voice Server, VCS] Summarizes the total inventory, overall assets used, and
totals by asset type. Data also includes tracking date of each device. Use this dashboard to
review device usage and help manage devices with expiring warranties.

The information displayed on the screen is determined based on the filters that you apply. The

available filters are:

Table 27: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Owner Facilities Used to filter data based on facilities (common facility name) specified while
mapping Vocera Voice Server Owning Group Site and Engage Facility of the
device.

Owner Groups Used to filter data based on Vocera Voice Server Group of the device. It

displays groups, departments, sub-departments, and VMP distribution lists. The
groups are filtered based on the Owner Facilities selected.

=== Note: Filter displays 25 groups sorted based on group name. The filter

—  fetches groups based on the search criteria.

The filter also displays VMP distribution list. Filtering on such
groups will not display any data.

Device Types Used to filter Vocera Voice Server devices based on the device type. It displays
Badge, IOS, Android.

Device Versions Used to filter Vocera Voice Server devices based on the device version. It
displays the version of devices available in the Voice Server device management.

=1 Note: Telephone is listed as both Device Type and Version in few
e dashboards.

I
Complete Asset Inventory Max Assets Used % of Assets Used
11.821 @
Usage Totals Details
B300ON D D
83 V.]\ 0009ef011d89 ADD9838M0500396 Badge £1000
000%ei011e16 ADD983BMO500457 Badge 81000
. 0009ef011e26 ADD3838M0502574 Badge 81000
- ADD963BMO0502513 Badge 81000
0 XD0983GJ0700080 Badge 81000
0009ef01232b ADD9B3BN0S03912 Badge 81000
82000 _ 000%ef012334 ADO983BN0503893 Badge 51000
000%ef012368 XD0S83GN0700077 Badge 81000
0009%ef012369 XD0983GJ0700082 Badge B1000
I 0009%ef012370 XD0983GJ0700079 Badge 81000
Apple VCS
0009ef012300 ADD983BNOS03875 Badge 81000 2018-01-26
n 2 3 4 5 ... 8
20 40 &0 80 100 120 140
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This dashboard has the following sections:

Complete Asset Inventory
Max Assets Used

% of Assets Used

Usage Totals

Details

Complete Asset Inventory —Displays the complete asset inventory for the selected facilities
available in the Vocera Voice Server system.
== Note: If a device is deleted and the deletion occurred during the selected date range,
— then the Complete Asset Inventory count would exclude the deleted device and
display the updated device count. If the deletion occurred outside the selected date
range, then the Complete Asset Inventory count would show the deleted device also.
Max Assets Used—Displays the maximum number of assets that were used during the
selected date range.
% of Assets Used—Displays the percentage of assets used. The formula to calculate is (Max
Assets Used / Complete Asset Inventory) x 100.
For example, in the following screenshot, 11,821 is Complete Asset Inventory and Max Assets
Used is 201. Hence, the percentage of Assets Used is (201/11821) x 100 = 2%.

=== Note: The decimal values are rounded off to the nearest round figure.

Complete Asset Inventory Max Assets Used % of Assets Used

®

This widget summarizes the total device inventory within a facility for the selected date range. The
usage of the asset is further classified based on the type of device. Mouse over a device type to
display the total number of devices for the selected device type. Click a device type on the legend
to hide or show a device.
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Usage Totals
W Apple VCS
B E2000
B3000N
B E2000
M EB3000N
B3000
82000
B2000 : 140
B2000
Apple VC5
0 30 &0 90 120 150
Details

This widget summarizes the details of every asset that is in use for the selected date range.
Details such as MAC address, serial number, device type, device version, and tracking date of the
device are provided. To find a specific MAC address, serial number, device type, device version,

or tracking date, use the Search field.

j Note: The Details widget shows the complete inventory list and excludes the deleted
m— Cevice.
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Details
Q Sea

0009ef011d89  AD09E3BMO500396 2adge 81000

000%ef011e1a A00983BM0O500457 Badge B1000

0009f011e26 | AO09E3BMOS02574 Badge 21000

0009f011ee5  AD09E3BMO502515 2adge 21000

000%9ef012320 KO0983G10700080 Badge B1000

0009ef01232b ANT983BN0503912 Badge B1000

0009¢f012334  AOO9E3BNDS03893 2adge 81000

0005012308 KO0983G10700077 Badge B1000

0009012369 KO0983G10700082 Badge B1000

0009ef012370 | X00933GJOTO00TY 2adge 21000

000%9ef0123b0 A00983BN05038T5 Badge B1000 2018-01-26

== Note: Inthe exported CSV file, the LastUpdateDate column displays the last used date of
= the device.

Asset Summary

[Data Source: Voice Server, VCS] Summarizes the usage of asset type and version. Data
included is average devices per shift, device usage trend over time, as well as counts and
percentages, and counts by version. Use this dashboard to understand when and how many
devices are in use.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 28: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

= Note:
s The displayed units drop-down filter may be constrained due to

the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

Device Types Used to filter Vocera Voice Server devices based on the device type. It displays
Badge, IOS, Android.
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Device Versions Used to filter Vocera Voice Server devices based on the device version. It
displays the version of devices available in the Voice Server device management.

= Note: Telephone is listed as both Device Type and Version in few
| dashboards.

=== Note: To generate dashboards quickly, it is recommended that you use a short date
= range or fewer facilities.

Asset Summary has the following widgets:

e Usage Summary—Summarizes the usage of the devices based on the types of device.

e Device Versions—Lists the devices based on the version.

e Average Devices per Shift—Displays the average count of devices used on a particular shift.
e Device Trend—Displays the device usage trend for the selected time frame.

Usage Summary W@ Device Versions
Total: 285 Total: 285
2 \ W sadge W B2000
24 (8%) mos W 53000N
B Android W Apple VCs
M Android VCS
oo
W 83000
e
Average Devices per Shift Device Trend
24 M Android 120 B Android
21 W oBadge o M Bodge
18 W os W ios
80
15
12 60
9 40
6 20
3
o

0 2, EN 0 o 0 7 p 7 2 X

7001000 000700 i, Th Ty Py, B4y, Bay T4y T4, P4, P4, Ve,

Usage Summary

This widget summarizes the total usage of devices based on the types of the device along with its
percentage of the selected time frame. Mouse over a device type or a distinct part of the donut to
display its corresponding count and percentage. Click a legend to toggle the display.

Usage Summary v
Total: 285
2 B badge
2ICEA M ios
B Android

Badge
241 (85%)

For example, in this scenario:
Total number of devices used = 285
Total number of Badges used = 241

Total number of iOS devices used = 24
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Total number of Android devices used = 20
Percentage of Badges used = (241/285) x 100 = 85%
Percentage of iOS devices used = (24/285) x 100 = 8%
Percentage of Android devices used = (20/285) x 100 = 7%

=== Note: The decimal values are rounded off to the nearest round figure.

This widget categorizes the devices based on the version of the device. The widget summarizes
the count and its percentage for the device versions used during the selected time frame. Mouse
over a device version or a distinct part of the donut to display its corresponding count and
percentage. Click a legend to toggle the display.

Device Versions
Total: 285

' ~ ‘ﬁ ficustflg%'u
= 00 |
4

For example, in this scenario:

Total number of devices used = 285

Total number of B2000 used = 140

Total number of BSOOON used = 88

Total number of Apple VCS used = 24

Total number of Android VCS used = 20

Total number of B3000 used = 13

Percentage of B2000 used = (140/285) x 100 = 49%
Percentage of B30OOON used = (88/285) x 100 = 31%
Percentage of Apple VCS used = (24/285) x 100 = 8%
Percentage of Android VCS used = (20/285) x 100 = 7%
Percentage of B3000 used = (13/285) x 100 = 5%

This widget displays the total assets including the different types of assets that are in use for each
shift. The timeline is adaptive based on the date range. Mouse over a particular shift to display the
average number of devices that were in use for each device type during the shift. Click a legend
to toggle the display.
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Average Devices per Shift

P

M Android
M Badge
W os

07:00-15:00 19:00-07:00

w=== | Note:

This widget calculates the devices by shift.

Two shift timings are considered in a day (24-hour period); the first shift is from 7
am to 7 pm of the first day and the second shift is from first day 7 pm to 7 am of the
second day.

The shift timings cannot be modified.

To get the correct count of device used in a particular shift, ensure that the time frame
you select matches the shift timings. For example, select 7 am of day 1 to 7 pm of day
2 and so on.

A device is counted in both shifts if it was in use during both the shift timings.

If a device is in use from 4 pm to 10 pm, then it will be counted in 1st shift and 2nd
shift because the 1st shift timings are from 7 am to 7 pm and
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The following table describes an example:

Considerations
Date Range

Shifts considered during the
selected date range

Number of Android devices used
in 1st shift

Number of Android devices used
in 2nd shift

Number of Badges used in 1st
shift

Number of Badges used in 2nd
shift

Number of iOS devices used in
1st shift

Number of iOS devices used in
2nd shift

Calculations

Average number of Android
devices used in 1st shift

Average number of Android
devices used in 2nd shift

Average number of Badges used
in 1st shift

Average number of Badges used
in 2nd shift

Average number of iOS devices
used in 1st shift

Average number of iOS devices
used in 2nd shift

This widget displays trends for both the type of devices and the total number of devices that were

Details
7 am May 1st to 7 pm May 2nd

There are 3 shifts that are considered:

e May 1st 7 am to 7 pm: 1st shift

e May 1st 7 pm to 7 am May 2nd: 2nd shift
e 7 amto 7 pm May 2nd: 1st shift

Total number of 1st shifts: 2
Total number of 2nd shifts: 1

e Mayist7amto7 pm: 0
e May2nd7amto7 pm: 2

Total Android devices used in 1st shift is (0+2) = 2

May 1st 7 pm to 7 am May 2nd: 1

e May 1st 7 amto 7 pm: 20
e May2nd7amto 7 pm: 22

Total Badges used in 1st shift is (20+22) = 42
May 1st 7 pm to 7 am May 2nd: 6

e Mayist7amto7 pm: 2
e 7amto 7 pm May 2nd: 0

Total iOS devices used in 1st shift (2+0) = 2

May 1st 7 pm to 7 am May 2nd: 3

Details

Using the Ul

Total Android devices used in 1st shift/Total number of 1st shifts.

2/2 =1

Total Android devices used in 2nd shift/Total number of 2nd shifts.

1/1=1

Total Badges used in 1st shift/Total number of 1st shifts.

42/2 = 21

Total Badges used in 2nd shift/Total number of 2nd shifts.

6/1=6

Total iOS devices used in 1st shift/Total number of in 1st shifts.

2/2 =1

Total iOS devices used in 2nd shift/Total number of in 2nd shifts.

3/1=3

in use during the selected time frame. The timeline is adaptive based on the date range.
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Device Trend

M Badge
i0s
80 05 Apr.

Android : 3
60 Badge: 28

i05:7

40
) m mN\_\
EN 7 o) o 0 7y 7y 7>
1 e 0 O & 7 E g
1 - 4, 4 4 4 4 4,

) 2

e o o o o o o o A

for o,

In this example, the device trends are displayed for a month. Click a legend to toggle the display.
The Total legend is disabled by default. Click the Total legend to view the trend for the total
devices that were used during the selected date range.

Asset Usage

[Data Source: Voice Server, VCS] Displays a detailed accounting of overall usage for a device.
Data available includes device owner group, MAC address, serial number, device version, last
user of a device, date last used, last device use location, device label, and device status. Use this
dashboard to locate missing devices and to determine if devices are being returned after each
shift.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 29: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

= Note:
| The displayed units drop-down filter may be constrained due to
the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

Owner Groups Used to filter data based on Vocera Voice Server Group of the device. It
displays groups, departments, sub-departments, and VMP distribution lists. The
groups are filtered based on the Owner Facilities selected.

=== Note: Filter displays 25 groups sorted based on group name. The filter
— | fetches groups based on the search criteria.

The filter also displays VMP distribution list. Filtering on such
groups will not display any data.

Device Versions Used to filter Vocera Voice Server devices based on the device version. It
displays the version of devices available in the Voice Server device management.

=1 Note: Telephone is listed as both Device Type and Version in few

| dashboards.

VOCERA ANALYTICS ADMINISTRATION GUIDE



Using the Ul

This dashboard is used by personnel from different departments. Use this dashboard to gain
insight of issues with a specific device, track down missing devices, and view the user of the
device and where it is used. Certain departments use this dashboard to track if the devices are
returned at the end of a shift.

Details

~  Facility: Global
*  Unit: Pre-Assessment

Pediatric Cardiac Intensive Care unit = 0007ef3158b N5DC27315881  B3000N Kirsten, Mary 2103cae5d062 Floor 2 2018-04-25 16:2959  Device used in day shift = Inventory

The information in this dashboard helps to identify devices that have moved to a different
department and devices that may not be working properly. The dashboard provides information
such as owner group, MAC address, serial number, device version, user, and device status.
Last used information such as username, location, and date are also displayed. To search for a
particular field value, use the Search field.

Inventory Status

[Data Source: Voice Server, VCS] Provides counts for devices that are active, inactive, and
those in need of attention. Details include device owner facility, device owner group, device use
status, MAC address, serial number, device version, last user of a device, user units, date last
used, last device use location, days since last used, device label, and device status. Use this
information to quickly review the asset status and general inventory for a selected organization or
unit.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 30: Filters

Filter Name Filter Description

Owner Facilities Used to filter data based on facilities (common facility name) specified while
mapping Vocera Voice Server Owning Group Site and Engage Facility of the
device.

Owner Groups Used to filter data based on Vocera Voice Server Group of the device. It

displays groups, departments, sub-departments, and VMP distribution lists. The
groups are filtered based on the Owner Facilities selected.

= | Note: Filter displays 25 groups sorted based on group name. The filter
| fetches groups based on the search criteria.

The filter also displays VMP distribution list. Filtering on such
groups will not display any data.

Device Versions Used to filter Vocera Voice Server devices based on the device version. It
displays the version of devices available in the Voice Server device management.

===1 Note: Telephone is listed as both Device Type and Version in few
| dashboards.

This dashboard has the following widgets:
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e Summary by Owner Facility
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¢ Details
Summary by Owner Facility Y& Details
East s I ~  Owner Facility: Global
Midtown | l ~  Owner Group: Lab
~  Device Use Status: Needs Attention
1104ef36c144 JADM156C144 B3000N
Acti B nacti H N ttenti

Kirsten, Mary Global 38 Post Op

jo

1104cae7d068 Floor

The widget summarizes the devices that are active, inactive, and needs attention within a
facility. The widget summarizes both the count and its corresponding percentage. Mouse over a
displayed value on the widget to view the distribution of devices within a facility.

For example, in the following widget, let us consider the Global Owner Facility:

e Total devices used: 10

e Active devices: 3

e Percentage of active devices: (3/10)x100 = 30%
¢ Inactive devices: 1

e Percentage of active devices: (1/10)x100 = 10%
¢ Needs attention: 6

e Percentage of devices that need attention: (6/10)x100 = 60%

The Summary by Owner Facility widget includes a contextual filter. Click an Owner Facility to
display only the corresponding data in the Details widget. For example, click Global to display
only the details of Global Owner Facility in the Details widget.

=== Note: By default, the Details widget displays the data of all Owner Facilities.
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Summary by Owner Facility &

M West
Active : 3 (30%)
East Inactive : 1 (103%)
Meeds Attention : & (6035)
Midtown 1 .

Active  EInactive M MNeeds Attention

This widget summarizes the details of the devices for all the three states (active, inactive, needs
attention) within a facility. Information is ordered by Owner Facility, Owner Group, and Device Use
Status. Data is sorted by the device MAC address and includes a serial number, device version,
label, device status, and tracking date. Last used information such as username, user facility, user
unit, location, date, and a number of days since last use are displayed.

To search on a particular field value, use the Search field.

Details

: [0

~ Owner Facility: Global
~  Owner Group: Lab
~  Device Use Status: Needs Attention

1104efS6c144  JDMIS6CT44  B300ON Kirsten, Mary | Global 38 Post Op 1104cae7d068 Floor 7 2018-04-17 175200 8 Android Device  Inventory 2018-02-20

Status Tracking

[Data Source: Voice Server, VCS] Presents status details for devices in owning groups. Data
includes device status and version, change dates, MAC address, and serial number. Use this
dashboard to review current device status for a given date range.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:
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Table 31: Filters

Filter Name

Date Range

Owner Facilities

Owner Groups

Device Versions

Device Status

Using the Ul

Filter Description

The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Used to filter data based on facilities (common facility name) specified while
mapping Vocera Voice Server Owning Group Site and Engage Facility of the
device.

Used to filter data based on Vocera Voice Server Group of the device. It
displays groups, departments, sub-departments, and VMP distribution lists. The
groups are filtered based on the Owner Facilities selected.

== Note: Filter displays 25 groups sorted based on group name. The filter

| fetches groups based on the search criteria.

The filter also displays VMP distribution list. Filtering on such
groups will not display any data.

Used to filter Vocera Voice Server devices based on the device version. It
displays the version of devices available in the Voice Server device management.

== | Note: Telephone is listed as both Device Type and Version in few

| dashboards.

Used to filter Vocera Voice Server devices based on the device status. It
displays the list of status from device management of Voice Server.

The Status Tracking report shows the device status changes that occurred for each device. You
can track when each status change happened, and you can filter the report by different status
types. This report helps identify which devices are currently Unregistered, Lost, In Repair, or in
RMA. Information is grouped based on device owner, changed device MAC Address, device
serial number, label, device status, and changed date.

To search on a particular field value, use the Search field.

Details

a2a05232e84e
0006107 1pe

~  Owner Facility: Global

ddd02641d279

0006ec41628a

~  Owner Facility: Midtown

~  Owner Group: Post Op

~  Owner Group: Women's Diagnostic Center

H5AET32153TC Active 2018-04-24 14:36:47

H5AE151071PE

HIAE496753XT Android VCS Active 2018-04-23 14:08:42

H5AE1920475A E2000N Spare 2018-04-23 13:25:32

Badge/Mobile Last Used

[Data Source: Voice Server, VCS] Shows the user that used the device recently and the
access point or location where the device was used. Information is categorized based on the
selected device owner group facility and device owner group unit.

The information displayed on the screen is determined based on the filters that you apply. The

available filters are:

Table 32: Filters

Filter Name

Date Range

Filter Description

The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."
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Filter Name Filter Description

Owner Facilities Used to filter data based on facilities (common facility name) specified while
mapping Vocera Voice Server Owning Group Site and Engage Facility of the
device.

Owner Groups Used to filter data based on Vocera Voice Server Group of the device. It

displays groups, departments, sub-departments, and VMP distribution lists. The
groups are filtered based on the Owner Facilities selected.

=== Note: Filter displays 25 groups sorted based on group name. The filter
I

—  fetches groups based on the search criteria.
The filter also displays VMP distribution list. Filtering on such

groups will not display any data.
Device Versions Used to filter Vocera Voice Server devices based on the device version. It
displays the version of devices available in the Voice Server device management.

= | Note: Telephone is listed as both Device Type and Version in few
| dashboards.

Device Status Used to filter Vocera Voice Server devices based on the device status. It
displays the list of status from device management of Voice Server.

The Badge Last Used report shows who last used the device and what access point or area they
were last associated with.

The Badge/Mobile Last Used report can help you find devices that have been placed into service
with the Vocera server but are now lost or unaccounted for. In certain workplaces where groups
of people work in shifts, devices are not assigned to specific individuals. Instead, the devices are
stored with battery chargers, used by workers on a shift, and then returned when the shift is over.

If a device has not been in use for more than five days, it is highlighted in red in the Days Since
Last Used column.

The following figure shows a page from a Badge/Mobile Last Used report:

Badge/Mobile Last Used

From: 04/19/2018 00:00 To: 04/20/2018 23:59

Facility: Global

Owner Group: Clinical Support

Serial Number

Device Status  Days Since |Date Device Last Used Last Location Tracking Date  Notes

Last Used|

B6EY12562011

White Badge 0007ey562011

Active 04/19/2018 04:07:17 0012163f4fa1 | Holding, Chris Clinical Support  [2018-03-01 Single unit badge
sD215

Blue Badge B5EX1621939E 0007ex21939 | Active 04/19/2018 11:56:20 0012165f4fb6 | Rogers, Carl

J B Basement
103

Clinical Support  [2018-02-04 | Badge used in 2 units

Blue Badge B5EX1621939E 0007ex21939 | Active 04/19/2018 11:56:20 0012165f4fb6 | Rogers, Carl Patient Services  |2018-02-04 Badge used in 2 units.
.;gsﬂasemenl

Red Badge B5ED12146f6E 0004ed146f6e Lost 04/19/2018 14:27:35 0012163f4fa1 | Patrick, Trevor | Clinical Support |2018-02-01 Single unit badge
SD215

Total Devices Used by Owner Group Clinical Support : 3

Total Devices Used by Facility Global : 3

Total Devices : 3

=== Note: A badge is listed twice if the user belongs to two units. However, the count is
= considered as 1.
For example, the generated report lists the user, Rogers, Carl twice as the user belongs
to two units, that is Clinical Support and Patient Services. However, the badge count is
considered as 1.

Device Inventory Details

[Data Source: Voice Server, VCS] Lists all devices used within a facility. The report summarizes
details of the device and the user that uses the device. Information is categorized based on the
selected user facility and user unit.
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The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 33: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

= Note:
| The displayed units drop-down filter may be constrained due to
the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

Device Types Used to filter Vocera Voice Server devices based on the device type. It displays
Badge, IOS, Android.

Device Status Used to filter Vocera Voice Server devices based on the device status. It
displays the list of status from device management of Voice Server.

=== Note: To generate reports quickly, it is recommended that you use a short date range or
= |oss nuMber of facilities.

The Device Inventory Details report displays details of the devices that a user in a facility is using.
Information is grouped by facility, unit within a facility and device MAC address. The data in the
report includes a label, serial number, MAC address, last status of the device, access point
location of the device, and the number of days the device was used.

Device Inventory Details

From: 04/26/2018 00:00 To: 04/26/2018 23:59

Serial Number MAC Address Last Status Days Used
Hurse Admin K5EF16320763 0009ef320763 Retired 1

Date Device Last Used User Last Location

04/26/2018 12:14:24 Russell, Craig Patient Services 1005caerd056 012-Global

Label Serial Number MAC Address Last Status Days Used
Hurse Admin K5EF16320877 0009ef320877 Active 1

Date Device Last Used User Last Location

04/26/2018 12:01:53 Joe, Patrick Lab 1005cae7d059 02-Basement

Total Devices Used by NICU : 2

Total Devices Used by Facility Global : 2

=== Note: The report may take time to generate if there are large numbers of records.
I
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Device Inventory Summary

[Data Source: Voice Server, VCS] Summarizes the asset details such as usage and status of
devices in various units. It also displays the device label, status, and percentage of days used.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 34: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

= Note:
| The displayed units drop-down filter may be constrained due to
the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

Device Types Used to filter Vocera Voice Server devices based on the device type. It displays
Badge, IOS, Android.

Device Status Used to filter Vocera Voice Server devices based on the device status. It
displays the list of status from device management of Voice Server.

The Device Inventory Summary report summarizes the devices that a facility is using. Information
is grouped by facility, and within a facility, by the label and device MAC address. The report
data includes device details such as last status, days used, date first used, date last used, and
percentage of days the device was in use.

The following figure shows a page from a Device Inventory Summary report.

Device Inventory Summary
From: 04/26/2018 00:00 To: 04/26/2018 23:59

Serial Number MAC Address Last Status

K5EF16320763 0009ef320763 HR Group

K5EF16320877 0009ef320877 Lab

MyDevice for testing KBEF163208B1 0009ef3208b1 Pediatric Cardiac Intensive | Active 1 04/26/2018

Care unit

Total Devices Used by OR : 3

Serial Number MAC Address Owner Last Status Days Used| Date First Used|Date Last Used| % of Days in

Use

MyDevice for testing K5EF163208B1 0009ef3208b1 Pediatric Cardiac Intensive | Active 1 04/26/2018 04/26/2018 1000
Care unit

Total Devices Used by PICU : 1

Total Devices Used by Facility Global : 3

=== Note: A device is listed twice if the user belongs to two units. However, the count is
I
m— considered as 1.
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Directory

Shows Active/Inactive entities such as Address Book ( Voice Server), Groups (Voice server),
Distribution List (VCS), and Users (Voice Server and VCS) in the system. In addition, few reports
provide the usage count.

Address Book Usage

[Data Source: Voice Server, VCS] Summarizes inactive address book entries. Data includes
totals by facility, type, and last used date. Administratively, system admins will review this
dashboard to identify specific address book entries that are no longer used.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 35: Filters

Filter Name Filter Description

Date Range The date range to be considered for arriving at the result. By default, the value
is the current date; however, you can select from a list of options. For example,
you can select the option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on Address Book facilities (common facility name)
specified while mapping Vocera Voice Server Address Book Site and Engage
Facility.

Address Book Types Used to filter data based on the address book type such as a person or a place.

The address book type in Vocera Voice Server is a convenient way for badge
users to contact people who do not use the badge.

For the selected date range, if there is no activity for the address book, it is considered as inactive
and is displayed in the results. The dashboard lists the address book details based on the last
used date by default. Click on a facility to display the details of inactive address book entries
within the selected facility.

Use the Search field to search on a specific field value.

Inactive Address Book Entries W Inactive Address Book Details

Global Miller, Emily Person
Global Williamson, Thomas Person
Global Tummer, Fred Person

Global Rogers, Charles Person

Global William, Stuart Person
Globa Global Mendonza, Carla Person
Global Freeman, Tony Person
Global Summers, Rick Person
Global Powell, Jessie Person

Global King, Ashley Person

Global Smalling, Philip Person
Global Jackson, Louis Person

Global Fraser, Stephen Person

Address Book Usage dashboard has the following widgets:
¢ |nactive Address Book Entries
¢ |nactive Address Book Details
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The widget displays the total number of inactive address book entries along with its facility.
Mouse over a displayed value on the widget to view the total inactive address book entries in a

facility.

Inactive Address Book Entries V

Global

Global

Inactive Address Book Entries: 1731

The Inactive Address Book Entries widget includes a contextual filter.

The contextual filters contain a source and a target widget. In this case, Inactive Address Book
Entries is the source widget, and Inactive Address Book Details is the target widget. Click a facility
to display only the corresponding data in the Details widget. For example, click Global to display

only the details of the Global facility in the Details widget.

Inactive Address Book Details

The widget displays all inactive address book entries along with its facility. It also displays the date

when an address book entry was last used.
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Inactive Address Book Details
Q se

Global Miller, Emily Person
Global Williamson, Thomas Person
Global Turner, Fred Person
Global Rogers, Charles Person
Global Williamn, Stuart Person
Global Mendonza, Carla Perzon
Global Freeman, Tony Person
Global Summers, Rick Person
Global Fowell, Jessie Perzon
Global King, Ashley Person
Global Smalling, Philip Person
Global Jackson, Louis Person
Global Fraser, Stephen Person

=== Note: If the Last Used Date field is blank, it indicates that the corresponding address
= Hook was never used.

Group Usage

[Data Source: Voice Server, VCS] Provides inactive group entries for an enterprise or facility.
Data includes totals by facility or unit, group, and the last used date. Administratively, system
admins will review the dashboard to review if specific groups are no longer using the system.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 36: Filters

Filter Name Filter Description

Date Range The date range to be considered for arriving at the result. By default, the value
is the current date; however, you can select from a list of options. For example,
you can select the option "Last 7 days" or “Last 30 days."

Facilities Used to filter data based on group facilities (common facility name) specified
while mapping Vocera Voice Server Group site.

Units Used to filter data based on group units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server Group Department.

=1 Note: The displayed units drop-down filter may be constrained by the
—  Facilities filter.

Unknown Unit or Department display data for all groups that
are not part of any department selected within the Facilities
filter.

=== Note: To generate dashboards quickly, it is recommended that you use a short date
= range or fewer facilities.

For the selected date range, if there is no activity for the group, it is considered as inactive and
is displayed in the results. The dashboard lists the group details based on the last used date by
default. Click on a facility to display the details of inactive groups within the selected facility.
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=== Note: A group is considered to be active if a group call is made, a message is
I
== pHroadcasted to the group, or a message is sent to the group for the specified date range.

Use the Search field to search on a specific field value.

Inactive Groups By Facility W  Inactive Group Details
Q search.
Facilit Unit Group Last Used Date ¢
Global
1 North PICU PICU-Everyone 2018-04-25 11:57:44
1North PICy PICU-Residents 2018-04-25 11:57:44
Parkview ccu Charge-Nurse 2018-04-25 11:48:26
Global Land D OBGYN-Doctors 2018-04-24 15:05:37
Midtown
Global Land D Charge-Nurse 2018-04-24 150537
Global Land D OB-Residents
Global Land D Land D Nurse
— Global Land D Nursing Assistant
Parkview Pediatric Everyone-Pediatric
Global Land D Land D - Everyone
Parkview ortho Ortho-Doctors
. Global Rehab Rehab-residents
Parkiew
Global Rehab Information Services
Global Rehab Rehab-all
0 2 4 6 8 10 Midtown NICU NICU-nurses

Group Usage dashboard has the following widgets:
¢ Inactive Groups By Facility
e Inactive Group Details

Inactive Groups By Facility

This widget displays the total number of unique inactive groups in each facility. Mouse over a
displayed value on the widget to view the total unique inactive groups in a facility.

Inactive Groups By Facility g
Global
Midtown

1 North

Inactive Groups : 2

1 North

Parkview

0 2 4 6 8 10

The Inactive Groups By Facility widget includes a contextual filter.
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The contextual filters contain a source and a target widget. In this case, Inactive Groups By
Facility is the source widget and Inactive Group Detalils is the target widget. Click a facility to
display only the corresponding data in the Details widget. For example, click Global to display
only the details of Global facility in the Details widget.

The left side widget toggles between Inactive Groups By Facility and Inactive Groups By Unit
based on the following filter conditions:

All All Inactive Groups By Facility
More than one All Inactive Groups By Facility
One All Inactive Groups By Unit
All One Inactive Groups By Unit
All More than one Inactive Groups By Unit

The following figure shows Inactive Groups By Unit.

m Date Range : Apr 27 2018 00:00 - Apr 27 2018 2339 Facilities : Midtown

? B Export |

Units : NICU, Pediatric

Inactive Groups By Unit W Inactive Group Details
Q, Ssearch.
Facility Unit Group Last Used Date i

Midtown Pediatric NICU 2018-04-25 11:57:44

NiCU Midtown NICU NICU 2018-04-25 11:57:44
Midtown Pediatric Pediatric 2018-04-25 11:48:26

Midtown NICU Respiratory 2018-04-24 15:05:37

Midtown Pediatric Respiratory 2018-04-24 15:05:37

Pediatric

0 1 2 3

Consider the scenario where Pediatric is a unit, NICU is a unit within Pediatric, and Respiratory
is a group within NICU. In this case, Pediatric shows a count of 3 (Pediatric-Pediatric, Pediatric-
NICU, and Pediatric-Respiratory) and NICU shows a count of 2 (NICU-NICU and NICU-
Respiratory.)

Inactive Group Details

The widget displays all inactive groups along with facility and unit. It also displays the date when a
group was last used.

Note: If the Last Used Date field is blank, it indicates that the corresponding group was
never used.

I
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Inactive Group Details

Q se
1 Morth PICU PICU-Everyane 2018-04-25 115744
1 North PICU PICU-Residents 2018-04-25 11:57:44
Parkview cCu Charge-MNurse 2018-04-2511:48:26
Global Land D OBGYN-Doctors 2018-04-24 15:05:37
Global Land D Charge-Murse 2018-04-24 15:05:37
Global Land D OB-Residents
Global Land D Land D Murse
Global L and D Mursing Assistant
Parkview Pediatric Everyone-Pediatric
Global L and D L and D - Everyone
Parkview Ortho Ortha-Doctors
Global Rehab Rehab-residents
Global Rehab nfarmation Services
Global Rehab Rehab-all
Midtown NICU MICU-nurses
Login

[Data Source: Voice Server, VCS] Displays inactive user entries for an enterprise or facility.
Data includes totals by facility or unit, username, and the last used date. Administratively, system
admins will review the dashboard to review if specific users/logins that are no longer using the
system.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 37: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

= Note:
= | The displayed units drop-down filter may be constrained due to

the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

The Login dashboard lists the unique inactive users and their details based on the last login date
by default.
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=== Note: Login is not considered as an activity. For an activity to be considered, the

I

m— ser must log in and also participate in an activity. Examples of activity are any genie
interaction, participation in a broadcast, call, or message.

To search for a specific filter value, use the Search field.

Inactive Users By Facility W@ Inactive User Details
Q, search..
Facility Unit User Name User ID Last login date &
Global Neurology Scot, Peter pscot 2018-04-19 17:42:02
Global NWest Lab Hill, Jack Jhill 2018-04-18 14:10:33
NWest Information Services Hill, Jack Jhill 2018-04-18 14:10:33
NWest Physiotherapy Hill, Jack Jhill 2018-04-18 14:10:33

NWest Patient Services Hill, Jack Jhill

NWest

0

05 1 13

Y

Login dashboard has the following widgets:
e |nactive Users By Facility
¢ Inactive User Details

Inactive Users By Facility

The widget displays the total number of unique inactive users in each facility. Mouse over a
displayed value on the widget to view the total number of inactive users in a facility.
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Inactive Users By Facility 5

Global

Inactive Users : 1

Global

MWest

0 0.5 1 15 2

The Inactive Users By Facility widget includes a contextual filter.

The contextual filters contain a source and a target widget. In this case, Inactive Users By Facility
is the source widget, and Inactive User Details is the target widget. Click a facility to display only
the corresponding data in the Details widget. For example, click Global to display only the details
of the Global facility in the Details widget.

The left side widget toggles between Inactive Users By Facility and Inactive Users By Unit based
on the following filter conditions:

All All Inactive Users By Facility
More than one All Inactive Users By Facility
One All Inactive Users By Unit
All One Inactive Users By Unit
All More than one Inactive Users By Unit
More than one More than one Inactive Users By Unit

The following figure shows Inactive Users By Unit.

In the following figure, you can see that the facilities selected are more than one and the units
selected are also more than one.
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m Date Range : Apr 20 2018 00:00 - Apr 30 2018 23558 Facilities : Global, NWest | Units : Lab, Neurology ? B Export

Inactive Users By Unit W Inactive User Details
Q sesrch.
Facility Unit User Name User ID Last login date i
Niest Leb Hill Jack jhil 2018-04-19 174202
Global Neurology Scot, Peter pscot 2018-04-19 14:37:35

Neurology

Lzb

o
o
o
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Inactive User Details

The widget displays the details of unique inactive users in each facility. Details such as username,
user ID, and the unit to which the user belongs are displayed. The widget also displays the last
login date of the user.

The following figure shows Inactive User Detalls.

Inactive User Details

Q Search...

Facility Unit User Name User ID Last login date 4
Global Neurology Scot, Peter pscot 2018-04-1817:42:02
NWest Lab Hill, Jack Jhill 2018-04-18 14:10:53
NWest Information Services  Hill, Jack Jhill 2018-04-18 14:10:53
NWest Physiotherapy Hill, Jack Jhill 2018-04-18 14:110:53

NWest Patient Services Hill, Jack Jhill

=== Note: If the Last login date field is blank, it indicates that the corresponding user has

mm— never logged in.

Address Book Activity
[Data Source: Voice Server, VCS] Shows the total calls made to an Address Book entry. Use

the information to find the entries that received the most number of calls. You can also use this
information to determine unused entries and remove it from the system.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 38: Filters

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on Address Book facilities (common facility name)
specified while mapping Vocera Voice Server Address Book Site and Engage
Facility.
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Filter Name Filter Description
Flag Used to filter Address Book of Vocera Voice Server based on active or inactive
state.

Use this report to generate the address book entries that are active or inactive. Using this report,
you can determine the address book entries that are frequently used. You can also determine the
entries that were not used at all.

The following figure shows a page from an Address Book Activity report.

Address Book Activity

From: 03/31/2018 21:10 To: 04/3072018 21:10

Facility: Global

Address Book Entry Type Times Used

Benner, Matthew PERSON "
Fred, Tony PERSON 9
LAB PLACE 8
NICU Main PLACE B
Samuel, Aaron PERSON 3
Thomas, Jeffrey PERSON 3
Turner, Lisa PERSON 1
Victor, Ashley PERSON 1
Warren, Steve PERSON /A
William, Stuart PERSON MN/A
White, Catherine PERSON N/A

=== Note: The value N/A displayed in the Times Used field indicates that the Address Book
mm—— ntry was not used during the specified date range.

Group Activity Report

[Data Source: Voice Server, VCS] Shows the total calls, text messages, voice messages, and
VMI alerts made to a Group entry. It also displays groups that did not receive calls or broadcasts
during the selected date range.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 39: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on group facilities (common facility name) specified
while mapping Vocera Voice Server Group site.
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Units Used to filter data based on group units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server Group Department.

=== Note: The displayed units drop-down filter may be constrained by the
— | Facilities filter.
Unknown Unit or Department display data for all groups that

are not part of any department selected within the Facilities
filter.

Flag Used to filter Groups that are entities of Vocera Voice Server or VMP based on
active or inactive in Directory Reports.

== Note: To generate reports quickly, it is recommended that you use short date range or
I
m— fower facilities.

The Group Activity report shows all groups that were active, inactive or both based on the flag
during the selected date range. The groups can be filtered by site and department. The report
can be used to remove inactive groups and improve name recognition. The following figure
shows a page from a Group Activity report.

The Group Activity report shows groups that were not called or broadcasted to during the
specified date range. The groups sorted by facility and unit. Use the report to remove inactive
groups and improve name recognition.

The following figure shows a page from a Group Activity report.
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Group Activity

From: 03/31/2018 21:10 To: 04/30/2018 21:10

Facility: Global

Unit: NICU

Group Name Times Used

Respiratory
NICU 3

Total Groups for NICU : 2

Unit: Lab

Group Name Times Used

Lab NIA

Total Groups for Lab : 1

Unit: Pediatric

Group Name Times Used

Total Groups for Pediatric : 3

Total Groups for Facility Global : 6

Total Groups : 6

=== Note: The value N/A displayed in the Times Used field indicates that the Group was
== nactive during the specified date range.

The Times Used field calculates the count if one of the following conditions is met:

e  Group Call
e Message to a Group
e Broadcast to a Group

Inactive Users

[Data Source: Voice Server, VCS] Displays users that have not logged into the Vocera system
within the specified date range. Use this information to remove inactive users and improve name
recognition.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:
Table 40: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."
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Filter Name Filter Description

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

== Note:
= | The displayed units drop-down filter may be constrained due to
the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

The Inactive Users report is sorted by facility and unit. The report is listed by user ID, first name,
and last name. Use the report to determine and remove inactive users and to improve name
recognition.

Inactive Users
From: 03/31/2018 21:10 To: 04/30/2018 21:10

Facility: Global
Unit: Lab

User Id First Name Last Name
mhbenner Matthew Benner

Total Inactive Users for Lab : 1

Unit: Patient Services

User Id First Name Last Name
cpaul Catherine Paul

Total Inactive Users for Patient Services : 1

Total Inactive Users for Facility Global : 2

Total Inactive Users : 2

Interruptions

In the Vocera system, interrupt is defined as an alarm, alert, phone call, physical hallway
conversation, text message, and so on that disrupts a person delivering care. The information
collected in this screen will help users to analyze how frequently hospital staffs are being
interrupted.

Call Details

[Data Source: Voice Server, VCS] Detailed review of all call information from a recipient
perspective. Data includes caller and receiver names, call type, call duration, call status, and the
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reason for unavailability. Administrators can use this information to troubleshoot call transactions
or extract the data through CSV for detailed groupings and analytics.

The information displayed on the screen is determined based on the filters that you apply. The

available filters are:

Table 41: Filters

Filter Name

Date Range

Facilities

Units

Call Types

Reasons Unanswered

Filter Description

The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site.

Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

== Note:
—

= | The displayed units drop-down filter may be constrained due to
the Facilities filter.

Unknown Unit display data for all users that are not part of any
department or unit selected within the Facilities filter.

Used to filter call data based on recipient type. The available options are
Address Book, Broadcast, Buddy, Group, Telephone, and User.

Used to filter call data based on reason for call unanswered. The unanswered
reasons are:

e Busy

e (Call Rejected

e (Call Wait Rejected

e (Caller Blocked

e Conference Too Large
e Not Online

® Phone Line Unavailable
e Phone Not Answered

e Unavailable

e Unknown

=== Note: Facility and Unit filters will filter data based on receiver user's facility and receiver
I

| sEr's unit.

The Call Details dashboard lists the calls in a chronological sequence based on the time that a
call was initiated. Administrators can track the type of call and call duration by caller and receiver
names. Call details show both complete and incomplete calls. Incomplete calls occur when the
caller hangs up before reaching the receiver, or when the receiver is unavailable, irrespective of
the caller leaving a message.

To find a specific value, use the Search field.

Following is a sample Call Details dashboard:

Details

2018-04-23 14:14:10 Jehnson, Steve
2018-04-23 14:09:25 Daminic, Jeana
2018-04-23 14:05:44 Dominic, Joana
2018-04-22 1217:10 Rogers, William
2018-04-23 12:55:22 Chan, Peter

Benner, Mathew User 0 | InComplete Canceled

Benner, Mathew User 26 Complete
Benner, Mathew User 42 ' Complete
Drake, Chris User 1 Complete
Chan, Kim Address Book 0 | InComplete Unavailable
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The Call Details dashboard lists the timestamp that the call was initiated, the name of the caller,
call receiver name, type of calls such as a user or group call, duration of the call (in seconds), the
status of the call whether complete or incomplete and the reason for not answering the call.

For example, consider the values provided in the Call Details dashboard. The first entry displays
the following:

2018-04-23 14:14:10 as the time when the call was initiated.

Johnson, Steve is the name of the caller.

Benner, Mathew is the receiver of the call.

User is the type of call.

0 seconds is the duration of the call.

InComplete is status of the call.

Cancel is the reason of the call as the caller canceled the call.

Note: The Reason Unanswered field displays blank if the call was answered.

However, the second entry displays the Status as Complete as the call was answered and
Reason Unanswered field displays blank as the call was accepted by the receiver.

Following is an example of a Group Call:

Details

2018-04-20 18:23:22 Smith, Tom Benner, Cathy Group 14 Complete

2018-04-20 18:23:00 Smith, Tom Paul, Peter Group 0 | InComplete Call Rejected

In the case of Group Calls, if the first user does not answer and the second user answers, then
there will be two entries for the same caller in the Caller Name field. In the example, you can
notice that the caller Smith, Tom made a group call and Paul, Peter (receiver 1) rejected the call.
The group call is then routed to Benner, Cathy (receiver 2). Hence the caller name Smith, Tom
has two entries for the same call.

=== Note: Caller Name and Receiver Name fields display telephone numbers if the call is
== made or received from a telephone.

Call Summary

[Data Source: Voice Server, VCS] Summarizes all call data by call type, response and receiver.
Data includes call volumes by type and response, as well as call details, status, and average call
duration. This dashboard is used to review overall Vocera usage by facility, unit and role such as
call volumes to the specific user level.

Use this dashboard to identify high volume or low volume users.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:
Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site.
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Used to filter data based on user units (common unit name). Common unit

names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

The displayed units drop-down filter may be constrained due to

Unknown Unit display data for all users that are not part of any
department or unit selected within the Facilities filter.

Used to filter data based on Vocera Voice Server Group, Role, and VMP

distribution list of the device. The groups are filtered based on the facilities

Units

= Note:

I

the Facilities filter.
Roles
selected.

I

—

—
Call Types

Note: Filter displays 25 groups sorted based on group name. The filter
fetches groups based on the search criteria.

Used to filter call data based on recipient type. The available options are

Address Book, Broadcast, Buddy, Group, Telephone, and User.

Reasons Unanswered
reasons are:

e Busy
e Call Rejected

e Call Wait Rejected

Caller Blocked

Not Online

Unavailable
Unknown

range or fewer facilities.

Call Summary has the following widgets:

Conference Too Large

Phone Line Unavailable
Phone Not Answered

Used to filter call data based on reason for call unanswered. The unanswered

Note: To generate dashboards quickly, it is recommended that you use a short date

e Types
¢ Responses
¢ Details
Types Details
Total: 6,695 Q searc
- Receiver Name | #Calls 4 # Completed | # Unanswered | % Complete | Average Duration (sec]
Broadeast
_— Drake, Tim 120 56 64 487 201 1124
B Gow Scot, Peter sz ] 2 615 17 375
M cdoressBook  Robins, Keith s0 36 " 72 153 551
M Buddy
M Teiephone
Responses
Total: 6,692
W vailabie W susy
NotLoggedIn Il Phone Not Answered
B Unavailable W Call Wait Rejected
M Cal Rejected M Conference Too Large

W Not Online
M Caller Blocked

M Phone Line Unavailable

6,330 (95%)

-2 3045 .. 21
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The Types widget summarizes the call based on call types for the filter selected. Mouse over a
displayed value on the widget to view the call type and its corresponding percentage.

The percentage of a call type is calculated using the formula: (Type of Call/Total Calls)x100

For example,

e Total Calls—6695

* Broadcast calls—6095

e Percentage of Broadcast calls—(6095/6695)x100 = 91%

_] Note: The decimal values are rounded off to the nearest round figure.

Types
Total: 6,695
M Broadcast
m | W User
- | M Group
66 (1%) ----_ - M Address Book
126 2% e W cudcy
412 (6%) M Telephone

The Responses widget displays the number and percentage of responses received. It also
displays the unanswered calls based on the reason for not answering a call. Mouse over a
displayed value on the widget to view the response type and its corresponding percentage.

The percentage to calculate a response type is based on the formula: (Type of Response/Total
Responses)x100

For example,

e Total Responses—6692

e Number of Responses for Available—6330

e Percentage of Responses for Available —(6330/6692)x100 = 95%

Responses
Total: 6,692
W Available B susy
Mot Logged In Phone Mot Answered
W Unavaiable M Call Wait Rejected
v W Call Rejected B Conference Too Large
] b/ W Mot Online M Fhone Line Unavailable
15 (0%) /' B Caller Blocked

71 {1%)

90 (1%)
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Summarizes the calls received based on receiver perspective in a tabular format. The table lists
the total number of calls received by a user, number of calls completed and its percentage,
number of calls unanswered, average duration of a call, and total time spent on all calls by a user.

To find a specific Receiver Name, use the Search field.

In the following example, consider the data for the first Receiver Name, Drake, Tim:

e (Calls received—120
e Completed calls—56

¢ Unanswered calls—64

e 9% complete —(Completed Calls/Total Calls)x100 = (56/120)x100 = 46.7%

e Average duration—(Total Time/Completed Calls) = 1124/56 = 20.1 seconds
e Total Time—1124 seconds

Details

Drake, Tim 120
Scot, Peter 52
Robins, Keith 50

56 g4 46,7 20 1,124
32 20 615 7 375
36 14 72 5.3 55

Group Interruptions

[Data Source: Voice Server, VCS, VMI] Displays group interruptions for all events. Data
includes total interruptions, summary trend and detailed trend. This dashboard is used to review
group usage for specific events and received calls.

The information displayed on the screen is determined based on the filters that you apply. The

available filters are:

Table 42: Filters

Filter Name

Date Range

Group Facilities

Groups

Interruption Types

Filter Description

The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Used to filter group interruptions data based on facilities (common facility name)
specified while mapping Vocera Voice Server Group Site.

Used to filter group interruptions data based on Vocera Voice Server Group
and VMP distribution list. These groups are filtered based on the group facility
selected.

=== Note: Filter displays 25 groups sorted based on group name. The filter

— | fetches groups based on the search criteria.

Used to filter interruptions data based on the interruption type. Displays calls,
messages, alarms, and alerts.
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Priorities Used to filter interruptions data based on its priority. Displays high, urgent,
normal priority for VMP messages, VMI, and Vocera Voice Server. It also
displays alarms and alert priorities from Engage.

=== Note: The dashboard displays VS/VMP data only. Alarms interrupt type is not considered
I
== as Engage data is not considered for this dashboard.
Totals Summary Trend
Q search.. o W Alerts
Group Facility Group Total Interruptions Lo W calls
B Messages
Faciy1 Stroke Team » I W o
bl Code Blue .|
————— >
—_——m—m
0
—
-— Detailed Trend
v W e
- M Broadcast
- o B Group
- B B Messages
W Total
- i
- :
0
Maets  MCalls B Messsges Org G Py 0 P2, e T, e, S5, Ce, G,

The Group Interruptions dashboard includes a contextual filter.

The contextual filters contain a source and target widgets. In this case, Totals is the source
widget, and Summary Trend and Detailed Trend are the target widgets. Click a Group Facility,
Group, or bar graph to display only the corresponding data in the Summary Trend and Detailed
Trend widgets. For example, click Global to display only the details of Global facility in Summary
Trend and Detailed Trend widgets.

Group Interruptions has the following widgets:

e Totals
e Trended Summary
e Detailed Trend

Totals

The Totals widget displays the total interruptions encountered within a group in a facility. Using
this widget you can quickly compare the interruptions between groups. The total interrupts
displayed is a combination of all interrupts sorted by total interruptions. The widget displays group
facility, group name, and the total interruptions to a group.

Click a group to view the trended and detailed data.

Mouse over a bar graph to view the interrupt type, count of each interrupt, and its corresponding
percentage for the specific group.
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Totals

“e

Group Facility Group Total Interruption
Facility-1 Stroke Team a
Global Code Blue [+]

Facility-2 Surgery Center 9

1

M Alerts  ECalls Messages

The Trended widget summarizes the trend of how the group is interrupted by alerts, calls, or
messages during the selected timeline. The timeline is adaptive based on the date range. For
example, if the date range selected is 1 day, the timeline displays data for every hour. If the date
range is more than a day and less than a month, the timeline displays data for every day.

Click a legend to toggle the display. The Total legend is disabled by default. Click the Total legend
to enable and view the total trended summary.

Summary Trend

10

W Aleris
W Calls
Messages

H Tota

=

The Detailed Trend widget displays the trend for all interruption types such as alerts, broadcast,
group, and messages for the selected timeline. Call interruption type are categorized into groups
calls and broadcasts calls. The timeline is adaptive based on the date range. For example, if the
date range selected is 1 day, the timeline displays data for every hour. If the date range is more
than a day and less than a month, the timeline displays data for every day.

Click a legend to toggle the display. The Total legend is disabled by default. Click the Total legend
to enable and view the total trended summary.
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Detailed Trend

Interruption Summary

[Data Source: Voice Server, Engage, VCS, VMI] Summarizes interruptions for all types
(calls, alerts, alarms and messages) by priority and facility. Data includes summary by facilities,
unit, priority and time trends for all interruption sources. This dashboard is used to compare
interruptions between facilities and units by priorities and specific interruption types.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 43: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

= Note:
| The displayed units drop-down filter may be constrained due to
the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

Interruption Types Used to filter interruptions data based on the interruption type. Displays calls,
messages, alarms, and alerts.

Priorities Used to filter interruptions data based on its priority. Displays high, urgent,
normal priority for VMP messages, VMI, and Vocera Voice Server. It also
displays alarms and alert priorities from Engage.

The interrupts are classified based on interrupt types such as alarms, alerts, calls, and messages.

Interruption Summary has the following widgets:
e Facility Interruptions

* Interruption Trend

e Priority Summary

e Unit Summary
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Facility Interruptions

Priority Summary

:-I

The Facility Interruptions widget displays the number of interruptions that occurred in a facility
during the selected period. The information displayed is classified based on all interrupt types
such as alarms, alerts, messages, and calls. Mouse over a bar chart to display the count for each
interrupt type within a selected facility.

Interruption Trend

.|
.

\I

%, <, <o,
O &

W Alarms

|
.

oty R Tear
“ie 0-7‘/ =

Click a legend to toggle the display. The Total legend is disabled by default. Click the Total legend
to enable and view the total interrupt trend across the selected facilities.

=== Note: If a user is not part of any facility, an interrupt that the user receives is considered
m— a5 Unknown.
Facility Interruptions
100
W Alarms
a0 W Alerts
Global B c:ais
ol Alarms: 0 T
Alerts: 7 VIEssages
= Calls : &7
Messages: 13
20
, mm B =
- LEY N = £ i Ay, i
¢ '{Jltl.-- By C ,r_,cp S -'I'J'tlf'.j. -".,tp._‘_‘r

The widget displays the interruption trend based on the timeline. The widget displays a line graph
for each interruption type and total interruptions. The timeline is adaptive based on the date
range. For example, if the date range selected is 1 day, the timeline displays data for every hour. If
the date range is more than a day and less than a month, the timeline displays data for every day.

Click a legend to toggle the display. The Total legend is disabled by default. Click the Total legend
to enable and view the total interruption trend.
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Interruption Trend

19 Jan
30 Alarms : 0

Alerts: 4 W Alarms
Calls : 15 W Alerts
20 Messages : | M calls
Messages

The Priority Summary widget displays the priority of the messages that are received in a facility.
The data displayed can be used to compare the interruptions and priorities between facilities at a
high level. The total interrupts displayed is a combination of user interrupts distributed by interrupt
priority and segregated by facility. The Total legend is disabled by default. Click the Total legend
to enable and view the total priority trend.

Mouse over a bar graph to view the count of each priority for the specific group.

Priority Summary
100
B High
20 . B Morma
B B Urgent
60
Global
a0 High: 2
MNormal : 23
20 Urgent: 2
0
L G, L= = ey,
Py O =T T ]
.. Sy “ e Heg

The Unit Summary widget summarizes the total interruptions encountered within a specific unit

for the selected date range. The data displayed is classified based on all interrupt types such as
alarms, alerts, messages, and calls. The bar graph identifies the total interruptions encountered

with the respective unit. The Total legend is disabled by default. Click the Total legend to enable
and view the total priority trend.

====1 Note: If a user is part of multiple units, the interruptions that the user received will be
s displayed for all the units that the user belongs to.
"y
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Unit Summary
80
sicu B Alarms
Alarms: 0 .
60 W Alerts
Alerts: 2
i Calls: 14 M Calls
- Messages : 4 Messages
20 — —
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Note: If there are two similar units names in different facilities, the unit name is
succeeded by the facility name in parenthesis. For example, consider NICU unit is
available in both Global and Parkside facilities. Then, the NICU unit will be displayed as
NICU (Global) and NICU (Parkside).

Unit Interruption Summary

[Data Source: Voice Server, Engage, VCS, VMI] Displays consolidated interruption details
for all interruption types (calls, alerts, alarms and messages) within the Vocera environment. The
various views provide detailed data including totals, interruption sources, user responses as well
as contextual views based on specific interruption units types. This dashboard is used to review
total interruptions and associated responses for multiple units.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 44: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

== Note:
s The displayed units drop-down filter may be constrained due to
the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

Interruption Types Used to filter interruptions data based on the interruption type. Displays calls,
messages, alarms, and alerts.

Priorities Used to filter interruptions data based on its priority. Displays high, urgent,
normal priority for VMP messages, VMI, and Vocera Voice Server. It also
displays alarms and alert priorities from Engage.
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Filter Name Filter Description

Source Types Used to filter interrupts data based on the source type.
The source types are:

e (Calls—Address Book, Broadcast, Buddy, Group, Telephone, and
User.
e Messages:
e Badge—Messages sent from a badge.
e (Console—Messages sent from VMP web console, and Vocera
Voice server User console

e Email—Messages sent from email clients to the Vocera Voice
server.

e Smartphone—Messages sent from VCS clients.

e VMP Others—Messages sent from other device.

e VST—Messages sent from VST App.

Engage Alarms and Alerts Types—Alarms and alerts sent from

Nurse Call, Patient Monitor, Report, and so on.

VMI Alert Types—Alerts sent from the VMI client ID that are set in
the VM application.

Note: Source Type filter is used in Interrupt Type.

Unit Interruption Summary has the following widgets:
e Response Totals

e Response Trend

e Source Details

Response Totals V¥ Response Trend

[E101

u u Accepted
Source Details
Interrupt Type  Priority  Source / Description
Events Interruptions Accepts Declines Others Total
* Alerts 9 9 5
- Calls ~ Normal | Address Book 5 0
Broadcast 2 2

Group

User 25 15

b Urgent 8 8 [

Delivery to groups will never have the correct response; that is, no response will be linked with an
Engage appliance?

For example, alarm 1 is sent to group A.

e Group A delivery consists of user 1 and user 2.

e User 1 and User 2 respond.

e Metric Calculation: 1 alarm event, 2 deliveries, 2 responses. Since user does not match
delivery group, the user reply metrics will be calculated and displayed as 0.

The Unit Interruption Summary dashboard includes a contextual filter.
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The contextual filters contain a source and target widgets. In this case, Response Totals is the
source widget, and Response Trend and Source Details are the target widgets. Click a bar
graph in Response Totals widget to display only the corresponding data in the Response Trend
and Source Details widgets. For example, click CCU to display only the details of CCU unit in
Response Trend and Source Details widgets.

The widget displays the total responses by the user sorted by unit for the selected period. The
information displayed is classified based on the types of responses such as Accepted, Declined,
and Others. Mouse over a bar chart to display the name of the unit and the individual count for
the types of responses within the unit. Click a legend to toggle the display. The Total legend is
disabled by default. Click the Total legend to view the trend for the total responses for all units
during the selected date range.

Note: VMP messages are not considered in the widget.

Response Totals V3

N Preop e
Accepted:3 |
Declined : 1
I Others: 1

Clinical Nutriti..

r

SICU

=]

re-Assessment

Women's Diagnost. I

3
ra
U
x
|
.
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x
i
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The widget displays the response trend as a bar graph for the selected timeline. The information
displayed is classified based on the types of responses such as Accepted, Declined, and Others.

=== Note: VMP messages are not considered in the widget.

The timeline is adaptable. For example, if the date range selected is Today or Yesterday, then
the response trend displays data on an hourly basis for the 24-hour time frame. If the date range
selected is more than a day but within a month, then the response trend displays data for every
day in the selected date range. Similarly, if the date range selected is more than a month but
within a year, the response trend displays data for every month in the selected date range.
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Response Trend

20 19 Apr
Accepted: 7
15 Declined : 1

|e3oL

Others : 2
-
) [

24 Apr 25 Apr

Mouse over a value to display the name of the unit and the individual count for the types of
responses within the unit. Click a legend to toggle the display. The Total legend is disabled by
default. Click the Total legend to view the trend for the total responses for all units during the
selected date range.

The Source Details widget displays the count for events, interruptions, response type, and sum
total of responses. Information is sorted by Interrupt Types (Alarms, Alerts, Calls, and Messages)
and is further classified by Priority and Source / Description.

Source Details
Interrupt Type Pririty Source f Description Events Interruptions Accepts Declines Others Total

~ Alerts * High 4 4 2 1 1 4
* Normal 1 1 1 0 0 1
* Urgent 4 4 2 1 1 4
¥ Calls ¥ Normal  Address Book 5 0 0 5 5
Broadcast 2 2 0 0 2
Group 5 5 0 0 5

Use the Search Description option to search on a specific description.

User Interruptions

[Data Source: Voice Server, Engage, VCS, VMI] Provides an interruption summary for specific
users. Data includes interruption types, user ID, name, facility, unit, group, time of occurrence, as

well as a time trend. Use this dashboard to review interruptions for specific users and units as well
as for reviewing specific times where users may be overwhelmed.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 45: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while

mapping Vocera Voice Server User Site and Engage Facility.
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Filter Name Filter Description

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

== Note:
s The displayed units drop-down filter may be constrained due to

the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

Interruption Types Used to filter interruptions data based on the interruption type. Displays calls,
messages, alarms, and alerts.

Priorities Used to filter interruptions data based on its priority. Displays high, urgent,
normal priority for VMP messages, VMI, and Vocera Voice Server. It also
displays alarms and alert priorities from Engage.

Source Types Used to filter interrupts data based on the source type.
The source types are:
e (Calls—Address Book, Broadcast, Buddy, Group, Telephone, and
User.
o Messages:
e Badge—Messages sent from a badge.

e (Console—Messages sent from VMP web console, and Vocera
Voice server User console
* Email—Messages sent from email clients to the Vocera Voice
server.
e Smartphone—Messages sent from VCS clients.
e VMP Others—Messages sent from other device.
e VST—Messages sent from VST App.
e Engage Alarms and Alerts Types—Alarms and alerts sent from
Nurse Call, Patient Monitor, Report, and so on.
e VMI Alert Types—Alerts sent from the VMI client ID that are set in
the VMI application.

= | Note: Source Type filter is used in Interrupt Type.
I
—

The User Interruptions dashboard provides detailed information on interrupts encountered by the
hospital staff within a hospital system. You can view the details of an interrupt encountered by a
particular user.

The interrupts are further classified based on interrupt types such as alarms, alerts, calls, and
messages.

The User Interruptions dashboard has the following widgets:

e Totals
e Trend
e Details
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Totals W% Trend
10 )
Q W Alarms
. T W Alerts
Login Name otal Interruptions sl g
] W cais
6 -
Zion, Cindy 1 | ] n
J \
23 Apr 24 Apr 25 Apr 26 Apr
Details
Q se
Dominic, John Vocera Women's Diagno: Call
Dominic, John Vocera Women's Diagnostic Center Call
Benner, Paul Global Pre-Assessment Pre-Assessment Badge Call
Benner, Paul Global Pre-Assessment Pre-Assessment Alert
Dominic, John Vocera Women's Diagnostic Women's Diagnostic Center  2( Alert
Dominic John  Vecera  'Women's Diagne Gall
Dominic, John  Vocera Women's Diagno 3 Badge Call
Dominic John  Vecera  'Women's Diagne Badge  Gal
Dominic, John  Vocera Women's Diagno: Badge Call
Daminic John  Vocera Women's Diagno 2 | Badge call
Dominic, John Viocera Women's Diagnostic Center 2018-04-24 12:03:17 Call
MAlarms  WAlerts M Calls Messages

Delivery to groups will never have the correct response; that is, no response will be linked with an
Engage appliance?

For example, alarm 1 is sent to group A.

e Group A delivery consists of user 1 and user 2.

e User 1 and User 2 respond.

e Metric Calculation: 1 alarm event, 2 deliveries, 2 responses. Since user does not match
delivery group, the user reply metrics will be calculated and displayed as 0.

The User Interruptions dashboard includes contextual filters.

The contextual filters contain a source and a target widget. In this case, Totals is the source
widget and Trend and Details are target widgets. Click a user in Totals widget to display only
the corresponding user data in the remaining widgets. For example, click user Dominic, John to
display only the details of Dominic, John in Trend and Details widgets.

The Totals widget displays the total number of interruptions encountered by a target user. Data

is sorted based on total interruptions. The Login Name column represents the name of the

user. The Total Interruptions column displays the total interruptions count and a bar graph that
depicts the types of interruptions encountered by the user. Mouse over a bar graph to display the
individual interruption count and its corresponding percentage.

For example, in the following figure, consider the interruptions encountered by user Benner, Paul.

e Total Interruptions—7
e Alarms—0

e Alerts—2
Percentage of Alerts is (2/7)x100=28.57%
e (Calls—5

Percentage of Calls is (5/7)x100=71.43%
e Messages—0
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Totals v

Q, searc
Login Name Total Interruptions +
Zion, Cindy 1
- Alarms : 0 (07%)

Alerts : 2 (28.57%)
Calls : 5 (71.433%)
Messages : 0 (0%)

Balarms  BAlerts ECalls Messages

The Trend widget represents the total interruptions encountered for the selected timeline in a
trended graph. The timeline is adaptive based on the date range. For example, if the date range
selected is 1 day, the timeline displays data for every hour. If the date range is more than a day
and less than a month, the timeline displays data for every day.

Mouse over a timeline or a particular trend graph to display the individual count for each
interruptions type and the total interruptions count.

For example, in the following figure, the count for 23 Apr displays Alarms: 0, Alerts: 3, Calls: 6,
Messages: 0, and Total: 9.

Trend
10
W Alarms
B Alerts
8
B Calls
Messages
6 ~ W Tota
23 Apr
4 Alarms : 0
Alerts: 3
Calls: 6
2 Messages : 0
Total : 9
0 ts
23 Apr 24 Apr 25 Apr 26 Apr
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The Details widget summarizes the details of every interrupt that a user encountered during the
selected date range. Details such as facility, unit, and group that a user belongs is displayed.
The widget also displays the timestamp of the interruption, device that interrupted the user,
response by the user for the encountered interrupt, and unanswered reason if the interrupt was
unanswered. To find a particular value in the displayed fields, use the Search field.

Details
Q

Dominic, John | Vocera Women's Diagnostic Center 2018-04-26 12:10:18 Call No Reply Busy

Dominic, John | Vocera Women's Diagnostic Center 2018-04-26 12:00:20 Call No Reply Caller blocked

Benner, Paul Global Pre-Assessment Pre-Assessment 2018 :02:09 Badge Call Accepted

Benner, Paul Global Pre-Assessment Pre-Assessment 2018-04-25 12:57:19 Alert No Reply

Dominic, John | Vocera Women's Diagnostic Center  Women's Diagnostic Center | 2018-04-25 12:34.09 Alert Accepted

Dominic, lohn  Vocers  Women's Diagnosti 2018-04-24 14, call No Reply Mot logged in

Dominic, John | Vocera Women's Diag 2018 33  Badge Call No Reply Not online

Dominic, John | Vocera Women's Diagnostic Center 2018-04-24 14:19:01 Badge Call No Reply Not online

Dominic, John | Vocera Women's Diagnostic Center 2018-04-24 12:23:08  Badge Call Accepted

Dominic, John | Vocera Women's Diagno: 2018-04-24 12:04:32  Badge Call No Reply Not online

Dominic, John | Vocera Weomen's Diagnostic C 2018-04 7 Call No Reply Caller blocked
Bed Detail

[Data Source: Engage] Lists all alarms and alerts that are sent, accepted, escalated, and not
responded for all beds in a unit with their respective timestamp. It also includes the total time
taken to process the alarm or alert.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 46: Filters

Filter Name Filter Description

The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Date Range

Used to filter Engage alarms and alerts data. For example Nurse Call, Patient
Monitor, Report, and so on.

Note: This list is automatically updated when new integrations are
added through the Vocera Engage Appliance.

Sources

Tiers Used to filter Vocera Engage alerts and alarms data based on using Escalation

Tier information. For example, Tiers can be Primary, Secondary, or Tertiary.

Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Facilities

Units Used to filter data based on user units (common unit name). Common unit

names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

=== Note:
s The displayed units drop-down filter may be constrained due to

the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

Beds

Descriptions

Used to filter alarms and alerts data based on Engage Room-Bed names.

Used to filter Engage alarms and alerts data based on its description.
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Filter Name Filter Description

Priorities Used to filter interruptions data based on its priority. Displays high, urgent,
normal priority for VMP messages, VMI, and Vocera Voice Server. It also
displays alarms and alert priorities from Engage.

The following figure displays a Bed Detail report. Click on a unit name to drill down to view the list
of beds within the unit. To view the details of a particular bed, click on a bed to view the details of
the bed.

vocefa‘ BED DETAILS

From: 04/01/2018 00:00 To: 04/30/2018 2359

Delivered Accepted | Declined

No Reply Accepted time  [Declined time (Sec)| Noreply time (Sec) | Event Delay | Total time
(Sec) (Sec) (Sec)

43 27 19

Delivery to groups will never have the correct response; that is, no response will be linked with an
Engage appliance?

For example, alarm 1 is sent to group A.
e Group A delivery consists of user 1 and user 2.
e User 1 and User 2 respond.

e Metric Calculation: 1 alarm event, 2 deliveries, 2 responses. Since user does not match
delivery group, the user reply metrics will be calculated and displayed as 0.

The following table lists the report parameters and its description.

Column Data Type Description

Delivered numerically-based Count of the events that were
delivered to recipients, such as a
clinician's smartphone.

Accepted numerically-based Count of the events that were
delivered and accepted by
recipients.

Declined numerically-based Count of the events that were
delivered and declined by
recipients.

No Reply numerically-based Count of the events that were
delivered, but neither accepted
nor declined by the recipient. No
Reply indicates an event that is
automatically escalated to the next
tier.

Accepted Time (Sec) numerically-based Total time for a recipient to accept
the event notification.

Declined Time (Sec) numerically-based Total time for a recipient to decline
the event naotification.

No Reply Time (Sec) numerically-based Total time time elapsed when
a recipient does not reply to
an event (usually prior to an
escalation rule).

Event Delay (Sec) numerically-based Amount of time an event may
be intentionally delayed by a rule
configuration.

VOCERA ANALYTICS ADMINISTRATION GUIDE



Using the Ul

Column Data Type Description

Total Time (Sec) numerically-based Total time between event creation
and first accept/decline.

Bed Summary

[Data Source: Engage] Lists the number of events that are accepted, declined, and not
responded per bed. It also lists the average, fastest, and slowest response time for every event.
You can further view the details of an individual unit and a bed.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 47: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Sources Used to filter Engage alarms and alerts data. For example Nurse Call, Patient
Monitor, Report, and so on.
= | Note: This list is automatically updated when new integrations are
= added through the Vocera Engage Appliance.

Tiers Used to filter Vocera Engage alerts and alarms data based on using Escalation
Tier information. For example, Tiers can be Primary, Secondary, or Tertiary.

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

= Note:
= | The displayed units drop-down filter may be constrained due to

the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

Beds Used to filter alarms and alerts data based on Engage Room-Bed names.
Descriptions Used to filter Engage alarms and alerts data based on its description.
Priorities Used to filter interruptions data based on its priority. Displays high, urgent,

normal priority for VMP messages, VMI, and Vocera Voice Server. It also
displays alarms and alert priorities from Engage.

The following figure displays a Bed Summary report. Click on a unit name to drill down to view
the list of beds within the unit. To view the details of a particular bed, click on a bed to view the
details of the bed.

BED SUMMARY
\/Ocera‘ From: 04/0112018 00:00 To: 04/30/2018 2359

Event Count| Delivered] Accepted Reply|Reply Time (Avg)| Event Deiay (Avg)| Total Time (Avg) | Average | Fastest | Slowest | Average | Fastest | Slowest | Average | Fastest | Siowest
ccu ALL 16 5 27 19
NICU ALL 6 a7 31 14
PICU ALL 8 8 8 0

3
0
Rehab  ALL 5 5 5 [} 0
5

Delivery to groups will never have the correct response; that is, no response will be linked with an
Engage appliance?
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For example, alarm 1 is sent to group A.

e Group A delivery consists of user 1 and user 2.
e User 1 and User 2 respond.

Using the Ul

e Metric Calculation: 1 alarm event, 2 deliveries, 2 responses. Since user does not match
delivery group, the user reply metrics will be calculated and displayed as 0.

The following table lists the report parameters and its description.

Column

Event Count

Delivered

Accepted

Declined

No Reply

Reply Time (Avg)

Event Delay (Avg)

Total Time (Avg)

Average Accepted Time (Sec)

Fastest Accepted Time (Sec)

Slowest Accepted Time (Sec)

Data Type

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

Description

Total count of the events that
occurred within the time range
specified for the report.

Count of the events that were
delivered to recipients, such as a
clinician's smartphone.

Count of the events that were
delivered and accepted by
recipients.

Count of the events that were
delivered and declined by
recipients.

Count of the events that were
delivered, but neither accepted
nor declined by the recipient. No
Reply indicates an event that is
automatically escalated to the next
tier.

Amount of time of the events
that are accepted, declined,
or no reply is calculated, and
then divided by the number of
responses.

Count of the amount of time an
event may be intentionally delayed
by a rule configuration. This value
may account for the effect of
escalation design on overall event
delivery time. For example, a
client's escalation strategy may
include a 30 second delay for

a Monitor Tech to evaluate an
alarm/alert.

Total time between event creation
and first accept/decline.

Average amount of time it took
for all events to be accepted.
This is calculated as the total time
that elapsed for an event (the
actual time, plus the delivery time,
plus any intentional event delay),
divided by the number of events
that occurred.

Reports the shortest period of
time that elapsed for a recipient to
accept the event notification; the
fastest accept time.

Reports the longest period of time
that elapsed for a recipient to
accept the event notification; the
slowest accept time.
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Data Type Description

Average Declined Time (Sec) numerically-based Average amount of time it took

for all events to be declined. This
is calculated as the total time
that elapsed (the actual time,
plus the delivery time, plus any
intentional event delay), divided
by the number of events that
occurred.

Fastest Declined Time (Sec) numerically-based Reports the shortest period of

time that elapsed for a recipient to
decline the event notification; the
fastest decline time.

Slowest Declined Time (Sec) numerically-based Reports the longest period of time

that elapsed for a recipient to
decline the event notification; the
slowest decline time.

Average No Reply Time (Sec) numerically-based Average amount of time it took for

all events that never had a reply.
This is calculated as the total time
that elapsed (the actual time,

plus the delivery time, plus any
intentional event delay), divided
by the number of events that
occurred.

Fastest No Reply Time (Sec) numerically-based Reports the shortest period of

time that elapsed when a recipient
never replied to an event.

Slowest No Reply Time (Sec) numerically-based Reports the longest period of time

Mobile Activity Unit

that elapsed when a recipient
never replied to an event.

[Data Source: Engage] Lists the mobile activity of users across all units. It also displays the
total events, events that are delivered, accepted, declined, not responded, and text messages for
every unit. You can further view the details of an individual unit.

The information displayed on the screen is determined based on the filters that you apply. The

available filters are:

Table 48: Filters
Filter Name

Date Range

Sources

Facilities

Filter Description

The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Used to filter Engage alarms and alerts data. For example Nurse Call, Patient
Monitor, Report, and so on.
= | Note: This list is automatically updated when new integrations are
1 added through the Vocera Engage Appliance.

Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.
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Filter Name Filter Description

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

= Note:
s The displayed units drop-down filter may be constrained due to

the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

The following figure displays a Mobile Activity Unit report. Click on a unit name to drill down to
view the list of sources within the unit.

Voo = trs) ¥ MOBILE ACTIVITY UNIT

From: 04/01/2018 00:00  To: 04/30/2018 23:59

UNIT Event Count | Deli | A Decli Mo Reply Text Messages Acm&eg]ﬁme Reply Time({Avg)
ccu 48 48 27 19 2 2
NICU a7 47 31 14 3 2
PICU 8 8 8 0 0 0

Delivery to groups will never have the correct response; that is, no response will be linked with an
Engage appliance?

For example, alarm 1 is sent to group A.

e Group A delivery consists of user 1 and user 2.

e User 1 and User 2 respond.

e Metric Calculation: 1 alarm event, 2 deliveries, 2 responses. Since user does not match
delivery group, the user reply metrics will be calculated and displayed as 0.

The following table lists the report parameters and its description.

Column Data Type Description

Event Count numerically-based Total count of the events that
occurred within the time range
specified for the report.

Delivered numerically-based Count of the events that were
delivered to recipients, such as a
clinician's smartphone.

Accepted numerically-based Count of the events that were
delivered and accepted by
recipients.

Declined numerically-based Count of the events that were
delivered and declined by
recipients.

No Reply numerically-based Count of the events that were
delivered, but neither accepted
nor declined by the recipient. No
Reply indicates an event that is
automatically escalated to the next
tier.
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Column Data Type Description

Text Messages numerically-based Count of text messages
surrounding an event and users,
excluding system messages
containing ‘extension’ in either the
user or recipient.

Accepted Time (Avg) numerically-based Average time it took for recipients
to accept a notification.

Reply Time (Avg) numerically-based Amount of time of the events
that are accepted, declined,
or no reply is calculated, and
then divided by the number of
responses.

Mobile Activity User

[Data Source: Engage] Lists a summary of overall events of users across all units. It also
displays the total events, events that are delivered, accepted, declined, not responded, and text
messages for every user in a unit. You can further view the details of an individual unit and a user.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 49: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Sources Used to filter Engage alarms and alerts data. For example Nurse Call, Patient
Monitor, Report, and so on.
= Note: This list is automatically updated when new integrations are
1 added through the Vocera Engage Appliance.

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

== Note:
== | The displayed units drop-down filter may be constrained due to

the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

The following figure displays a Mobile Activity User report. Click on a unit name to drill down to
view the list of users within the unit. To view the details of a particular user, click a username to
view the details of the user.
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VOCEr W

MOBILE ACTIVITY USER
From: 04/01/2018 00:00  To: 04/30/2018 23:59

Event Count | Delivered

Accepted | Declined

No Reply | Text Message

43 48

Delivery to groups will never have the correct response; that is, no response will be linked with an

Engage appliance?

For example, alarm 1 is sent to group A.
e Group A delivery consists of user 1 and user 2.
e User 1 and User 2 respond.

e Metric Calculation: 1 alarm event, 2 deliveries, 2 responses. Since user does not match
delivery group, the user reply metrics will be calculated and displayed as 0.

The following table lists the report parameters and its description.

Column Data Type

Event Count numerically-based
Delivered numerically-based
Accepted numerically-based
Declined numerically-based
No Reply numerically-based
Text Message numerically-based
Nurse Detail

Description

Total count of the events that
occurred within the time range
specified for the report.

Count of the events that were
delivered to recipients, such as a
clinician's smartphone.

Count of the events that were
delivered and accepted by
recipients.

Count of the events that were
delivered and declined by
recipients.

Count of the events that were
delivered, but neither accepted
nor declined by the recipient. No
Reply indicates an event that is
automatically escalated to the next
tier.

Count of text messages
surrounding an event and users,
excluding system messages
containing ‘extension’ in either the
user or recipient.

[Data Source: Engage] Lists the total events and events that are delivered. It also lists
accepted, declined, and not responded events and its corresponding timestamps for a caregiver.
You can further view the details of an individual unit, a caregiver, and a bed.

The information displayed on the screen is determined based on the filters that you apply. The

available filters are:
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Table 50: Filters

Filter Name

Date Range

Sources

Tiers

Facilities

Units

Beds

Nurses

Using the Ul

Filter Description

The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Used to filter Engage alarms and alerts data. For example Nurse Call, Patient
Monitor, Report, and so on.
= Note: This list is automatically updated when new integrations are

e added through the Vocera Engage Appliance.

Used to filter Vocera Engage alerts and alarms data based on using Escalation
Tier information. For example, Tiers can be Primary, Secondary, or Tertiary.

Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

=== Note:
= | The displayed units drop-down filter may be constrained due to
the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

Used to filter alarms and alerts data based on Engage Room-Bed names.

Used to filter data based on Engage nurses. Displays user login names.

The following figure displays a Nurse Detail report. Click on a unit name to drill down to view the
list of nurses within the unit. To view the list of beds assigned to a particular nurse, click on a

nurse name.

vocera\

NURSE DETAIL
From 04/01/2018 00:00 To: 04/30/2018 23:59

Event Count | Delivered Accepted Declined No Reply | Accepted Time{sec)

Declined Time(sec) | No Reply Time(sec) | EventDelay | Total Time

48 27 19 2

0
0

Delivery to groups will never have the correct response; that is, no response will be linked with an
Engage appliance?

For example, alarm 1 is sent to group A.

e Group A delivery consists of user 1 and user 2.
e User 1 and User 2 respond.

e Metric Calculation: 1 alarm event, 2 deliveries, 2 responses. Since user does not match
delivery group, the user reply metrics will be calculated and displayed as O.

The following table lists the report parameters and its description.

Column

Event Count

Data Type Description

numerically-based Total count of the events that
occurred within the time range
specified for the report.
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Column

Delivered

Accepted

Declined

No Reply

Accepted Time (Sec)

Declined Time (Sec)

No Reply Time (Sec)

Event Delay (Sec)

Total Time (Sec)

Nurse Summary

Using the Ul

Data Type Description

numerically-based Count of the events that were
delivered to recipients, such as a
clinician's smartphone.

numerically-based Count of the events that were
delivered and accepted by
recipients.

numerically-based Count of the events that were
delivered and declined by
recipients.

numerically-based Count of the events that were
delivered, but neither accepted
nor declined by the recipient. No
Reply indicates an event that is
automatically escalated to the next
tier.

numerically-based Total time for a recipient to accept
the event notification.

numerically-based Total time for a recipient to decline
the event notification.

numerically-based Total time elapsed when a
recipient does not reply to
an event (usually prior to an
escalation rule).

numerically-based Amount of time an event may
be intentionally delayed by a rule
configuration.

numerically-based Total time between event creation

and first accept/decline.

[Data Source: Engage] Lists the total events, the time taken for events that are delivered,
accepted, declined, or not responded by a caregiver in a unit. You can use this report to review
all the interruptions for a nurse or mobile user, identifying beds with a high volume of activity.

The information displayed on the screen is determined based on the filters that you apply. The

available filters are:

Table 51: Filters

Filter Name

Date Range

Sources

Tiers

Facilities

Filter Description

The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Used to filter Engage alarms and alerts data. For example Nurse Call, Patient
Monitor, Report, and so on.
= Note: This list is automatically updated when new integrations are
1 added through the Vocera Engage Appliance.

Used to filter Vocera Engage alerts and alarms data based on using Escalation
Tier information. For example, Tiers can be Primary, Secondary, or Tertiary.

Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.
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Used to filter data based on user units (common unit name). Common unit

names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

s The displayed units drop-down filter may be constrained due to
the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

Filter Name Filter Description
Units

== Note:
Beds
Nurses

Used to filter alarms and alerts data based on Engage Room-Bed names.

Used to filter data based on Engage nurses. Displays user login names.

The following figure displays a Nurse Summary report. Click on a unit name to drill down to view
the list of nurses within the unit. Click on a nurse name to drill down and display further details in

the report.

vOCcera M

NURSE SUMMARY

From: 04/01/2018 00:00 To: 04/30/2018 23:59

Event Count

Delivered

Declined

Accepted | | No Reply

48
NICU
PICU

48

27 19
14

0

0

Delivery to groups will never have the correct response; that is, no response will be linked with an

Engage appliance?

For example, alarm 1 is sent to group A.

e Group A delivery consists of user 1 and user 2.

e User 1 and User 2 respond.

e Metric Calculation: 1 alarm event, 2 deliveries, 2 responses. Since user does not match
delivery group, the user reply metrics will be calculated and displayed as 0.

The following table lists the report parameters and its description.

Column

Event Count

Delivered

Accepted

Declined

Data Type

numerically-based

numerically-based

numerically-based

numerically-based

Description

Total count of the events that
occurred within the time range
specified for the report.

Count of the events that were
delivered to recipients, such as a
clinician's smartphone.

Count of the events that were
delivered and accepted by
recipients.

Count of the events that were

delivered and declined by
recipients.
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Column

No Reply

Reply Time (Avg)

Event Delay (Avg)

Total Time (Avg)

Average Accepted Time (Sec)

Fastest Accepted Time (Sec)

Slowest Accepted Time (Sec)

Average Declined Time (Sec)

Fastest Declined Time (Sec)

Slowest Declined Time (Sec)

Average No Reply Time (Sec)
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Data Type

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

Using the Ul

Description

Count of the events that were
delivered, but neither accepted
nor declined by the recipient. No
Reply indicates an event that is
automatically escalated to the next
tier.

Amount of time of the events
that are accepted, declined,
or no reply is calculated, and
then divided by the number of
responses.

Count of the amount of time an
event may be intentionally delayed
by a rule configuration. This value
may account for the effect of
escalation design on overall event
delivery time. For example, a
client's escalation strategy may
include a 30 second delay for

a Monitor Tech to evaluate an
alarm/alert.

Total time between event creation
and first accept/decline.

Average amount of time it took
for all events to be accepted.
This is calculated as the total time
that elapsed for an event (the
actual time, plus the delivery time,
plus any intentional event delay),
divided by the number of events
that occurred.

Reports the shortest period of
time that elapsed for a recipient to
accept the event naotification; the
fastest accept time.

Reports the longest period of time
that elapsed for a recipient to
accept the event notification; the
slowest accept time.

Average amount of time it took
for all events to be declined. This
is calculated as the total time
that elapsed (the actual time,
plus the delivery time, plus any
intentional event delay), divided
by the number of events that
occurred.

Reports the shortest period of
time that elapsed for a recipient to
decline the event notification; the
fastest decline time.

Reports the longest period of time
that elapsed for a recipient to
decline the event notification; the
slowest decline time.

Average amount of time it took for
all events that never had a reply.
This is calculated as the total time
that elapsed (the actual time,

plus the delivery time, plus any
intentional event delay), divided
by the number of events that
occurred.
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Column Data Type Description

Fastest No Reply Time (Sec) numerically-based Reports the shortest period of
time that elapsed when a recipient
never replied to an event.

Slowest No Reply Time (Sec) numerically-based Reports the longest period of time
that elapsed when a recipient
never replied to an event.

Unit Detail

[Data Source: Engage] Lists the total events, events that are delivered, accepted, declined, or
not responded in a unit for a given shift. It also lists the average duration for reply, event delay,
and total time along with the average, fastest, and slowest response time for every action. You
can further view the details of a unit, source, and tier.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 52: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Sources Used to filter Engage alarms and alerts data. For example Nurse Call, Patient
Monitor, Report, and so on.
= Note: This list is automatically updated when new integrations are
1 added through the Vocera Engage Appliance.

Tiers Used to filter Vocera Engage alerts and alarms data based on using Escalation
Tier information. For example, Tiers can be Primary, Secondary, or Tertiary.

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

= Note:
| The displayed units drop-down filter may be constrained due to

the Facilities filter.

Unknown Unit or Department display data for all users that are

not part of any department selected within the Facilities filter.
Descriptions Used to filter Engage alarms and alerts data based on its description.

Priorities Used to filter interruptions data based on its priority. Displays high, urgent,
normal priority for VMP messages, VMI, and Vocera Voice Server. It also
displays alarms and alert priorities from Engage.

The following figure displays a Unit Detail report. Click on a unit name to drill down and display
further details in the report.

voce(a‘ UNIT DETAIL

From: 04/01/2018 00:00 To: 04/30/2018 23:59
Accepted Time (Sec) Declined Time (Sec) No Reply Time (Sec)

Delivered | Accepted

Declined

NoReply | Reply Time (AVg)| Event Delay (AvQ] Tofal Time (Avg) | Average | Fastest | slowest| Average | Fastest | Slowest | Average | Fastest | Slowest
2 245 756 743 237 166 T67

238
238
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Delivery to groups will never have the correct response; that is, no response will be linked with an

Engage appliance?

For example, alarm 1 is sent to group A.

e Group A delivery consists of user 1 and user 2.
e User 1 and User 2 respond.

e Metric Calculation: 1 alarm event, 2 deliveries, 2 responses. Since user does not match
delivery group, the user reply metrics will be calculated and displayed as 0.

The following table lists the report parameters and its description.

Column

Event Count

Delivered

Accepted

Declined

No Reply

Reply Time (Avg)

Event Delay (Avg)

Total Time (Avg)

Average Accepted Time (Sec)

Fastest Accepted Time (Sec)

177

Data Type

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

Description

Total count of the events that
occurred within the time range
specified for the report.

Count of the events that were
delivered to recipients, such as a
clinician's smartphone.

Count of the events that were
delivered and accepted by
recipients.

Count of the events that were
delivered and declined by
recipients.

Count of the events that were
delivered, but neither accepted
nor declined by the recipient. No
Reply indicates an event that is
automatically escalated to the next
tier.

Amount of time of the events
that are accepted, declined,
or no reply is calculated, and
then divided by the number of
responses.

Count of the amount of time an
event may be intentionally delayed
by a rule configuration. This value
may account for the effect of
escalation design on overall event
delivery time. For example, a
client's escalation strategy may
include a 30 second delay for

a Monitor Tech to evaluate an
alarm/alert.

Total time between event creation
and first accept/decline.

Average amount of time it took
for all events to be accepted.
This is calculated as the total time
that elapsed for an event (the
actual time, plus the delivery time,
plus any intentional event delay),
divided by the number of events
that occurred.

Reports the shortest period of
time that elapsed for a recipient to
accept the event naotification; the
fastest accept time.
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Column Data Type Description

Slowest Accepted Time (Sec) numerically-based Reports the longest period of time
that elapsed for a recipient to
accept the event notification; the
slowest accept time.

Average Declined Time (Sec) numerically-based Average amount of time it took

Fastest Declined Time (Sec)

for all events to be declined. This
is calculated as the total time
that elapsed (the actual time,
plus the delivery time, plus any
intentional event delay), divided
by the number of events that
occurred.

numerically-based Reports the shortest period of
time that elapsed for a recipient to
decline the event notification; the
fastest decline time.

Slowest Declined Time (Sec) numerically-based Reports the longest period of time

that elapsed for a recipient to
decline the event notification; the
slowest decline time.

Average No Reply Time (Sec) numerically-based Average amount of time it took for

all events that never had a reply.
This is calculated as the total time
that elapsed (the actual time,

plus the delivery time, plus any
intentional event delay), divided
by the number of events that
occurred.

Fastest No Reply Time (Sec) numerically-based Reports the shortest period of

time that elapsed when a recipient
never replied to an event.

Slowest No Reply Time (Sec) numerically-based Reports the longest period of time

Unit Summary

that elapsed when a recipient
never replied to an event.

[Data Source: Engage] Lists the total events, events that are delivered, accepted, declined,
or not responded in a unit. It also lists the average duration for reply, event delay, and total time
along with the average, fastest, and slowest response time for every action. You can use this
report to compare interruptions for several units including its response time.

The information displayed on the screen is determined based on the filters that you apply. The

available filters are:

Table 53: Filters

Filter Name

Date Range

Sources

Tiers

Facilities

Filter Description

The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Used to filter Engage alarms and alerts data. For example Nurse Call, Patient
Monitor, Report, and so on.
= | Note: This list is automatically updated when new integrations are
1 added through the Vocera Engage Appliance.

Used to filter Vocera Engage alerts and alarms data based on using Escalation
Tier information. For example, Tiers can be Primary, Secondary, or Tertiary.

Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.
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Filter Name Filter Description

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

== Note:
s The displayed units drop-down filter may be constrained due to
the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

To generate meaningful results, select a limited number of parameters to display in the Unit
Summary report. For example, select a one day period, one escalation tier, two or three units,
and all sources.

The following figure displays a Unit Summary report. Click on a unit name to drill down and
display further details in the report.

UNIT SUMMARY
\/Ocera‘ From: 04/01/2018 00:00  To: 04/30/2018 23:59

Accepted Time (Sec) Declined Time (Sec) No Reply Time (Sec)

Declined | No Reply | Reply Time (Avg) | Event Delay (Avg)| Total Time (Avg) | Average | Fastest | Slowest | Average | Fastest | Slowest| Average | Fastest | Slowest

Delivery to groups will never have the correct response; that is, no response will be linked with an
Engage appliance?

For example, alarm 1 is sent to group A.

e Group A delivery consists of user 1 and user 2.

e User 1 and User 2 respond.

e Metric Calculation: 1 alarm event, 2 deliveries, 2 responses. Since user does not match
delivery group, the user reply metrics will be calculated and displayed as 0.

The following table lists the report parameters and its description.

Column Data Type Description

Event Count numerically-based Total count of the events that
occurred within the time range
specified for the report.

Delivered numerically-based Count of the events that were
delivered to recipients, such as a
clinician's smartphone.

Accepted numerically-based Count of the events that were
delivered and accepted by
recipients.

Declined numerically-based Count of the events that were
delivered and declined by
recipients.

No Reply numerically-based Count of the events that were
delivered, but neither accepted
nor declined by the recipient. No
Reply indicates an event that is
automatically escalated to the next
tier.

Reply Time (Avg) numerically-based Amount of time of the events
that are accepted, declined,
or no reply is calculated, and
then divided by the number of
responses.
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Event Delay (Avg)

Total Time (Avg)

Average Accepted Time (Sec)

Fastest Accepted Time (Sec)

Slowest Accepted Time (Sec)

Average Declined Time (Sec)

Fastest Declined Time (Sec)

Slowest Declined Time (Sec)

Average No Reply Time (Sec)

Fastest No Reply Time (Sec)

Slowest No Reply Time (Sec)

Data Type

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based

numerically-based
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Description

Count of the amount of time an
event may be intentionally delayed
by a rule configuration. This value
may account for the effect of
escalation design on overall event
delivery time. For example, a
client's escalation strategy may
include a 30 second delay for

a Monitor Tech to evaluate an
alarm/alert.

Total time between event creation
and first accept/decline.

Average amount of time it took
for all events to be accepted.
This is calculated as the total time
that elapsed for an event (the
actual time, plus the delivery time,
plus any intentional event delay),
divided by the number of events
that occurred.

Reports the shortest period of
time that elapsed for a recipient to
accept the event notification; the
fastest accept time.

Reports the longest period of time
that elapsed for a recipient to
accept the event notification; the
slowest accept time.

Average amount of time it took
for all events to be declined. This
is calculated as the total time
that elapsed (the actual time,
plus the delivery time, plus any
intentional event delay), divided
by the number of events that
occurred.

Reports the shortest period of
time that elapsed for a recipient to
decline the event notification; the
fastest decline time.

Reports the longest period of time
that elapsed for a recipient to
decline the event notification; the
slowest decline time.

Average amount of time it took for
all events that never had a reply.
This is calculated as the total time
that elapsed (the actual time,

plus the delivery time, plus any
intentional event delay), divided
by the number of events that
occurred.

Reports the shortest period of
time that elapsed when a recipient
never replied to an event.

Reports the longest period of time
that elapsed when a recipient
never replied to an event.

Performance Metrics

Performance Metrics folder shows the overall Vocera product adoption and comparison across

date range.
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Event Index

[Data Source: Engage] Provides a summary of users responses to interruption events. Data
includes total events, responses and saves as well as trended data over time. This dashboard
is used to review the progress of platform usage and workflow validation using a percentage of
acceptance or saved events over time.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 54: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

== Note:
s The displayed units drop-down filter may be constrained due to
the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

This dashboard has the following widgets:

e Total Events
e 9% Saved

* % Accepted
* % Declined

e FEvent Trend

Following is a sample Event Index dashboard:

Event Index ¢ s
Analytics - Performance Metrics - Event Index
Date Range : Mar 01 2018 00:00 - Mar 312018 23:59  Facilities : Al Units: All

Total Events Event Trend

105,362 "
% Saved H

8K
) %D«Ilned m
- % Saved : 653 B Total Events
¢ Total Events : 7,951
4K
2
% Accepted N P —mlm

.

% Declined

o

Total Event:

% Utilization Trend

5
x
n

&
&
A

£

e Total Events: Displays the total number of events based on the unique event ID generated by
the Engage system. The data displayed includes both delivered and undelivered events.
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% Saved: Lists the percentage of events that were saved but not delivered because of the set
rules. The calculation is based on the formula: (Total Undelivered Events / Total Events) * 100
For example, consider Total Events is 25, Undelivered Events is 4, then % saved = (4/25) *
100 = 16%

% Accepted: Displays the percentage of delivered events that were accepted. The calculation
is based on the formula: (Accepted Events / (Total Events — Undelivered Events)) * 100

For example, consider Accepted Events is 18, Total Events is 25, and Undelivered Events is 4,
then % Accepted is (18 /21) * 100 = 85.71%

% Declined: Displays the percentage of delivered events that were declined by the Engage
system. The calculation is based on the formula: (Total Declined Events / (Total Events —
Undelivered Events)) * 100

For example, consider Total Event is 25, Declined Events is 12, and Undelivered Events is 4)) ,
then % Declined = (12/21) * 100 = 57%

=== Note: An eventis counted only once even if multiple decline responses exist for a
I
m—— single event.

Total Events

(105,362)

% Saved

% Accepted

% Declined

Note: Percentages for Saved, Accepted, and Declined events cannot be summed.
Summing them will never total upto 100% as one event typically has multiple deliveries.
Also, a single event may have been both declined and accepted and will be accounted for
in each of the categories.
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The Event Trend widget represents the total events in a bar graph and the utilization percentage
in a trended graph. The graph indicates the total number of events that were delivered and
undelivered for the selected date range. Mouse over a bar in the bar graph or a particular trend
graph to display the percentages of accepted events, declined events, saved events, and the
total events for the particular time frame.

For example, in the following figure, the count for 8 March displays % Accepted as 5.9, %
Declined as 0, % Saved as 70.2, and Total Events as 57.

Event Trend
10K W % Accepted
M 3 Declined
eK I I % Saved
_:.J
c
o W Total Events
2 ¢
L
= 08 Mar
E 4K % Accepted: 5.%
% Declined : 0
_ % Sawved : 70.2
2K Total Events: 57
0 ——EE ST - —_— - — == — || —
80
b
c
v
— 60
cC
=l
=
] -
g 20
NN mdm@ 2
Oy 9z 05 09z T 77 7z s 7> g <7 < <5 < <5 3y
Mo T T g, Ty g Sy Uy g Ty Ty T, Sy Ty, Ty, i,

Platform Health Index

[Data Source: Voice Server, VMI] Compares overall Vocera adoption for two specific date
ranges. Data includes user metrics from specific voice call features such as calls to groups,
broadcast calls, speech recognition, text messages, conversations, badge usage by version, VCS
usage, and maximum user logins. Use this dashboard to compare data across two date ranges
to help measure specific facility initiatives.

=== Note: It is recommended that you select similar date ranges. For example, this month

I

= | \ersus the last month and so on. Currently, there is no restriction for selecting the date
ranges.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 55: Filters

Filter Name Filter Description

Date Range 1 Used to filter based on the date range. By default, the value is the current date.
However, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days" or Custom date.

This filter data will be considered as the base of comparison for the
filtered data from Date Range 2.
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Used to filter based on the date range. By default, the value is the current date.

However, you can select from a list of options. For example, you can select the

option "Last 7 days" or "Last 30 days" or Custom date.

This filter data will be considered as the base of comparison for the
filtered data from Date Range 1.

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

facility.

The dashboard consists of the following sections:

e Usage Comparison
e Integration Summary

Usage Comparison

Following is a sample Usage Comparison dashboard:

== Note: Call to User & Other, Call to Group, and Broadcast are grouped based on
== receiver user facility. The count shows the number of times the users was interrupted.
For example, in the screenshot, 20653 times the users were interrupted in a Community

Usage Comparison

*  Facility: Community
Max User Logins
Calls to User & Other
Calls to Group
Broadcasts
% Recognized
B2000s
B3000s
B3000Ns
Vocera Collaboration Suite (VCS)
Events
Conversations

Text Messages

Date Range 1

Total Daily Average

847 56.47
20653 1376.93
4532 328.82
1434 95.60
89.00 % 89.00 %
4 0.27

62 413
760 50.67

0 0
25876 172515
0 ]

0 Q

Date Range 2

Total

ara

24522

5392

1562

89.00 %

65

I

24161

Daily Average

58.60

1634.28

359.48

104,14

89.00 %

0.27

1610.21

0

0

Q

% Change

Total

3.78 %
18.73 %
9.33 %
8.93 %
0.00 %
0.00 %
4.84 %

2.24 %

-6.63 %

Search..

Average

3.78 %
1873 %
9.33 %
8.93 %
0.00 %
0.00 %
4.84 %

224 %

-6.63 %

The following table describes the calculations used for the data points.
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Table 56: Calculations

Field
Date Range

% Change
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Description

e Total—Specifies the total count.

e Daily Average—Specifies the daily average for
the date range selected. The formula used:
Total Count / Daily Average. For example, date
range = 7 days, total count = 70, then the daily
average is 70/7 = 10.

=== Note: The calculation is the same for Date
= Range 1 and Date Range 2.

e Total—Specifies the average percentage of
change in the total count between Date Range
1 and Date Range 2. The formula used: ((Date
Range 2 Total - Date Range 1 Total) / Date
Range 1 Total) x 100. For example, Date Range
1 Total = 847, Date Range 2 Total = 879, then
% change is (879-847/847) x100 = 3.78%

e Average—Specifies the average percentage
of change in daily average for the date range
selected. Formula used: ((Date Range 2 Daily
Average - Date Range 1 Daily Average) / Date
Range 1 Daily Average) x 100. For example,
Date Range 1 Daily Average = 56.47, Date
Range 2 Daily Average = 58.60, then % change
is ((58.60-56.47)/56.47) x100 = 3.78%

Note: An event should have at least 1 delivery for it to be considered.

The following table describes the fields and its description.

Field

Max User Logins

Call to User & Other

Call to Group

Broadcasts

% Recognized

B2000, B3000, B300OON

Vocera Collaboration Suite (VCS)

Events

Conversations

Text Messages

Description

Specifies the total and daily average count for maximum user logins for
the selected date range.

Specifies the calls to user and others. Others include Telephone,
Address Book and Buddy.

Specifies the calls to type Group. Displays the number of times the
users within this facility were interrupted by group interruptions.

Specifies the number of times the user was interrupted by broadcast
done to the group within this facility.

Specifies the percentage of speech recognized. The calculation used is
(recognized / (recognized+rejected+others)) x 100.
= Note: The genie session recognition percentage is grouped
| based on initiator user facility.

Specifies the number of badges used in the facility for the selected
date range. For example, four badges are used in the Community
facility for the selected date range. It can be any activity performed by
these badges.

Specifies the number of VCS mobile app users in the facility for the
selected date range.

Specifies the event count based on the sum of Engage and VMI data.

Specifies the number of conversations that had new text messages
based on receiver user facility for the selected date range. For
example, if there are ten messages for one conversation, the count
for conversations are displayed as 1 and count for messages will be
displayed as 10.

Specifies the number of text messages that were initiated by the
receiver user for the selected date range.
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To find a specific facility or field, use the Search field.

The Integration Summary dashboard displays the integration source or client details and a total
number of integrations from Engage and VMI during the selected date range.

Following is a sample Integration Summary dashboard:

Integration Summary

PATIENT MOMITCR, NURSE CALLS, ORDER, LAB TEST, REPORT 5 NURSE CALLS, PATIENT MONITOR, ORDER, REPORT, LAB TEST 5

cera Messaging VMI_Patient_Monitor, VMITester 2 VMI_Nurse_Call, VMI_Patient_Monitor 2

Voice Index

[Data Source: Voice Server, VMI] Provides a single view containing several summary widgets
that specifically measure new Vocera voice metrics. Data included is Voice Index measuring calls
per day versus unique users, speech recognition attempts, and a time trend showing calls and
logins over time. This dashboard is used to review overall usage of the voice system and measure
adoption progress.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 57: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Fadility.

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

= Note:
| The displayed units drop-down filter may be constrained due to
the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

This dashboard has the following widgets:

¢ Voice Index

e Calls per Day

e Logins per Day

e Voice Trend

e Speech Recognition Attempts
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Speech Recognition Attempts

Voice Index CallsperDay  \pice Trend

@ Logins per Day
@ .
n

B Voice Index

Slume

W Unique Users

Woice Index

Total: 183

15
(o700 B o § o

u u 10 Apr 1n
Recognized  Rejected  Others

Call Volume

Unique User

Apr 12 Apr 13 Apr 14 Apr 15 Apr 16 Apr 17 Apr

This section displays calls per day, logins per day, and Voice Index details for the selected date
range. The widgets are:

Calls per Day — Specifies the average number of calls/broadcasts per day for the selected
date range.

For example, if date range selected is 8 days and total calls made during the selected date
range is 32, then the average calls per day are 32/8=4.

Logins per Day — Specifies the average number of logins per day for the selected date range.
For example, if date range selected is 8 days and total logins during the selected date range is
33, then the average logins per day are 33/8=4.

— Note: Values are rounded off to the nearest whole number.

Voice Index— Specifies the Voice Index per day for the selected date range.

For example, if date range selected is 8 days, average calls per day are 4, and average logins
per day is 4, then Voice Index is calculated by: Average calls per day / Average logins per day,
which is 4/4=1.

Voice Index Calls per Day

Logins per Day

The Voice Trend widget represents the metrics for Voice Index, Call Volume, and Unique Users in
a trended graph for the selected date range. Mouse over a period on the trended graph to display
the individual count for all the three metrics for the particular time frame.
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The Speech Recognition Attempts widget displays the total number of speech recognition
attempts made during the selected date range. The widget is categorized into Recognized,
Rejected and Others. The widget shows the count and its corresponding percentage for
recognized speech attempts compared to rejected, and other speech attempts in a donut format.
The others category considers speech attempts where speech occurred but was not recognized.

Speech Recognition Attempts
Total: 183

| |
Recognized  Rejected  Others

In this scenario:

e Total Speech Recognition Attempts is 183

e Speech Recognized is 98. Speech recognized percentage is 98/183 = 51%
e Speech Rejected is 87. Speech rejected percentage is 87/183 = 48%

e Othersis 2. Others percentage is 2/183 = 1%
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Note: Values are rounded off to the nearest whole number.

Speech Recognition

Speech Recognition reports and dashboards show speech statistics across different entities
of Voice Server (Device, Location, User). These dashboards and reports help in finding access
points, devices, or users with low-speech recognition and troubleshoot similar problems.

Location Statistics

[Data Source: Voice Server, VCS] Displays speech statistics for specific locations in a facility.
Data includes speech recognition rates by the access point with the ability to search. This
dashboard is used to identify specific access points that may have low speech recognition rates
for troubleshooting purposes.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 58: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Access Point Facilities Used to filter data based on facilities (common facility name) specified while
mapping Vocera Voice Server Site and Engage Facility.

Access Point Locations  Used to filter data based on Vocera Voice Server access point location names.
The filter data will be filtered on access point facilities selected.

Recognized Threshold Used to filter data of the Speech statistics. The recognition rate as a percentage
of attempts, and whether the results displayed are above or below that
recognition rate. For example, you can filter data to display all results below a
recognition rate of 50% or above a recognition rate of 75%.

The Location Statistics dashboard displays speech statistics grouped by facility, location name,
and access point MAC address. By default, data is sorted by MAC address of the access point.

Use the Search field to search on a specific MAC address.

The dashboard displays the following speech parameters based on the filters applied:

e Recognized—The number of recognized speech attempts by users on the indicated access
point. The recognized field display the number of occurrences based on the total number of
speech attempts.

* % Recognized—The percentage of successful speech attempts.

¢ Rejected—The number of rejected speech attempts by users on the indicated access point.

¢ % Rejected—The percentage of rejected speech attempts.

e (Others—The number of speech received, but not processed by the Vocera system. Speech
may not be processed if the duration of the speech exceeds the ability of the system to
interpret it or if the speech started earlier than the Genie prompt.

e Speech Attempts—The number of speech attempts made by users on the indicated access
point. The total value include the following parameters: Recognized, Rejected, and Others.

e No Speech Occurrences—The number of communication attempts made by the indicated
MAC address of the access point, where no speech was received. This condition occurs
when users press the Call button and do not say anything. For example, the user may have
forgotten the name of the intended recipient and does not speak. This field shows the number
of times users pressed the Call button without speaking.
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The dashboard allows you to filter results to view specific data, such as results that show low
recognition rates only. For example, a Recognized Threshold % set to Below 70% filters the
results to include only data with a recognition rate between 0% and 69.9%.

To view all data, leave the Recognized Threshold % set to Above 0%. This will show data from
0.01% and will not include 0% data.

To view 0% data, set the Recognized Threshold % to below 0 %.

=== Note: When Vocera badge users respond to Genie prompts, they can press the Call

—_— button to indicate "Yes" or the DND button to specify "No." These button responses are
not treated as speech recognition and therefore are not included in the speech recognition
output for dashboards and reports. This report also excludes attempts that resulted in too
much speech. For example, if the user initiated a call while talking to another user instead
of issuing a command.

The following illustration shows the Location Statistics dashboard when it first appears. Notice
that the location names and the access point MAC addresses are concealed, and only the name
of the facility is visible.

Details Search MAC Address

Facility Location Access Point MAC

Recognized = % Recognized = Rejected % Rejected  Others % Others  Speech Attempts  No Speech Occurrences
» Global 14 609 % g 291 % 0 0% 23 1
» Nerth Edge 126 606 % 20 385% 2 10% 208 26
* South End 58 673% EE] 27% 0 0% 101 22

To view statistics for each location in the facility, click the expanding arrow next to the facility
name to expand the display. Also, click the expanding arrow next to the location name to view
the MAC address of the access point at that location.

The following illustration shows the Location Statistics dashboard with the view expanded to
present statistics by each location and access point MAC address in the facility:

Details Search MAC Address

Facility Location Access Point MAC

Recognized % Recognized Rejected % Rejected Others % Others Speech Attempts No Speech Occurrences

~ Global ~ Mezzanine 1005cadbadat 14 60.9 % 9 3871 % 0 0% 23 1
Floor

* North Edge 126 60.6 % 80 385 % 2 1.0% 208 26

¥ South End 68 67.3% 33 327 % 0 0% 101 22

=== Note: If an access point MAC address is not assigned to a location, it will be listed as
I
s Jnknown Facility and Unknown Location.

Owning Group Statistics

[Data Source: Voice Server, VCS] Provides speech statistics for specific devices. Data
includes owning group of the device, facility of the owning group, MAC address, and speech
recognition statistics. Use this dashboard to identify specific groups or devices that may have low
speech recognition rates for troubleshooting purposes. Data includes speech recognition for login
attempts.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:
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Table 59: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;

however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Owner Facilities Used to filter data based on facilities (common facility name) specified while
mapping Vocera Voice Server Owning Group Site and Engage Facility of the
device.

Owner Groups Used to filter data based on Vocera Voice Server Group of the device. It

displays groups, departments, sub-departments, and VMP distribution lists. The
groups are filtered based on the Owner Facilities selected.

== Note: Filter displays 25 groups sorted based on group name. The filter
| fetches groups based on the search criteria.

The filter also displays VMP distribution list. Filtering on such
groups will not display any data.

Device Versions Used to filter Vocera Voice Server devices based on the device version. It

displays the version of devices available in the Voice Server device management.

== | Note: Telephone is listed as both Device Type and Version in few

| dashboards.

Recognized Threshold Used to filter data of the Speech statistics. The recognition rate as a percentage

of attempts, and whether the results displayed are above or below that
recognition rate. For example, you can filter data to display all results below a
recognition rate of 50% or above a recognition rate of 75%.

The Owning Group Statistics dashboard displays speech statistics grouped by facility, location
name, and access point MAC address. By default, data is sorted by MAC address of the access
point.

Use the Search field to search on a specific MAC address.

The dashboard displays the following speech parameters based on the filters applied:

Recognized —The number of recognized speech attempts by users on the indicated access
point. The recognized field display the number of occurrences based on the total number of
speech attempts.

% Recognized—The percentage of successful speech attempts.

Rejected—The number of rejected speech attempts by users on the indicated access point.
% Rejected—The percentage of rejected speech attempts.

Others—The number of speech received, but not processed by the Vocera system. Speech
may not be processed if the duration of the speech exceeds the ability of the system to
interpret it or if the speech started earlier than the Genie prompt.

Speech Attempts—The number of speech attempts made by users on the indicated access
point. The total value include the following parameters: Recognized, Rejected, and Others.
No Speech Occurrences— The number of communication attempts made by the indicated
device, where no speech was received. This condition occurs when users press the Call
button and do not say anything. For example, the user may have forgotten the name of the
intended recipient and does not speak. This field shows the number of times users pressed
the Call button without speaking.

=== Note: When Vocera badge users respond to Genie prompts, they can press the Call
| Hytton to indicate "Yes" or the DND button to specify "No." These button responses are

not treated as speech recognition and therefore are not included in the speech recognition
output for dashboards and reports. This report also excludes attempts that resulted in too
much speech. For example, if the user initiated a call while talking to another user instead
of issuing a command.
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To display the speech recognition statistics for each owning group, you can sort and filter
statistics by the type of device and also display statistics for individual devices sorted by MAC

addresses.

The following illustration shows the Owning Group Statistics dashboard when it first appears.
Notice that the device types and the device MAC addresses are concealed, and the only name of
the owning group is visible.

Details

Owner Group Device MAC Address Recognized % Recognized Rejected % Rejected Others % Others =~ Speech Attempts No Speech Occurrences

» Cardiac Care Unit 42 33 0 0% 81 12
¥ Lab B3 67.7 % 30 323 % 0 0% 93

* P B X Operator 28 51.9% 25 463 % 1 1.9 % 54 9

1 1.0 % 104 15

* Pediatric Cardiac Intensive Care 69 66.3 % 24 327 %

To view owning group statistics by the type of device, click the expanding arrow next to the
group name to expand the display. Also, click the expanding arrow next to the device type to
view statistics for individual devices in the owning group.

The following illustration shows the Owning Group Statistics dashboard with the view expanded
to present statistics by device type and also statistics for the individual BBOOON devices.

Details
Owner Group  Device MAC Address B .
Recognized = % Recognized  Rejected % Rejected  Others % Others  Speech Attempts  No Speech Occurrences
~CardiacCare | ~B3000N  0009ef320763 4 3% 3 07% 0 0% 81 12
Unit
63 617 % 30 323% 0 0 9
~Lab ~B3000N  0009f320877

~ PB X Operator  ~ B3000N 0009ef3208b2

6% 66.3 % 34 327 % 1 1.0 % 104 15
~ Pediatric ~ B300ON 0009ef3208b1
Cardiac
Intensive Care

Telephone is listed as a device type. However, the Owning Group field for telephone displays
Unknown.

The following illustration shows the statistics for telephone.

Details
OwnerGroup ~ Device MAC Address -
Recognized % Recognizad  Rejected % Rejected  Others % Others Speech Attempts  No Speech Occurrences
~ Unknown ~ Telephane 103 19 322% 40 67.8 % 0 0% 59 18

Speech Statistics

[Data Source: Voice Server, VCS] Summarizes speech statistics by facilities and units. Data
includes percentages for speech recognition and genie usages as well as time trends. This
dashboard is used to review overall adoption and successful usage of Vocera voice recognition.
The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 60: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."
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Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

== Note:

= [he displayed units drop-down filter may be constrained due to
the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

The Speech Statistics dashboard displays the following widgets:

e Attempt Totals—Displays the total number of utterances in the Recognized, Rejected, and
Others categories.

e Attempt Trend—Displays the recognition trend in the Recognized, Rejected, and Others

categories.

e (Genie Totals—Displays the total number of utterances in the Speech and No Speech

categories.

e Genie Trend—Displays the recognition trend in the Speech and No Speech categories.

The Speech Statistics dashboard results are represented both as a summary pie chart and also
as a bar chart showing the trend over time.

Attempt Totals

Genie Totals

B

|
Speech

O

Total: 391

100%
M Recognized
M Rejected
Bl o B Oer
60%
162 (41%) .
40%
20%
0%

Recognized  Rejected  Others

Total: 470

100%
W Speech
W Mo Spesch
20%
60%
40%
391 (83%) .
0%

u
No Speech

Attempt Trend

23 Apr 24 Apr 25 Apr 26 Apr 27 Apr

Genie Trend

23 Apr 24 Apr 25 Apr 26 Apr 27 Apr

VOCERA ANALYTICS ADMINISTRATION GUIDE



194

Using the Ul

This dashboard displays the following types of speech recognition statistics:

Recognized —The number of recognized speech attempts by users on the indicated access
point. The recognized field display the number of occurrences based on the total number of
speech attempts.

% Recognized—The percentage of successful speech attempts.

Rejected—The number of rejected speech attempts by users on the indicated access point.
% Rejected—The percentage of rejected speech attempts.

Others—The number of speech received, but not processed by the Vocera system. Speech
may not be processed if the duration of the speech exceeds the ability of the system to
interpret it or if the speech started earlier than the Genie prompt.

Speech Attempts—The number of speech attempts made by users on the indicated access
point. The total value include the following parameters: Recognized, Rejected, and Others.
No Speech Occurrences— The number of communication attempts made by the indicated
MAC address of the access point, where no speech was received. This condition occurs
when users press the Call button and do not say anything. For example, the user may have
forgotten the name of the intended recipient and does not speak. This field shows the number
of times users pressed the Call button without speaking.

=== Note: When Vocera badge users respond to Genie prompts, they can press the Call
= hHytton to indicate "Yes" or the DND button to specify "No." These button responses are

not treated as speech recognition and therefore are not included in the speech recognition
output for dashboards and reports. This report also excludes attempts that resulted in too
much speech. For example, if the user initiated a call while talking to another user instead
of issuing a command.

The widget breaks down the total number of utterances for the specified facilities, units, and time
range into categories of Recognized, Rejected, and Other (for example, too much speech). The
widget includes speech recognition attempts made after the user has successfully logged into the
Vocera device; it also includes login attempts.

Attempt Totals

Total: 391

Recognized
227 (58%

o B

Recognized  Rejected  Others
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This widget displays the trend of recognition results for the specified facilities and units over
the specified time range, one day at a time. The results are broken down into categories of
Recognized, Rejected, and Others. For example, no speech or too much speech. The widget
includes speech recognition attempts made after the user has successfully logged into the
Vocera device; it also includes login attempts.

The date range is adaptable. For example, if the date range selected is Today or Yesterday, then
the response trend displays data on an hourly basis for the 24-hour time frame. If the date range
selected is more than a day but within a month, then the response trend displays data for every
day in the selected date range. Similarly, if the date range selected is more than a month but
within a year, the response trend displays data for every month in the selected date range.

Attempt Trend
100% [ W Recognized
26 Apr B Rejected
a0 Recognized : 513 Others

Rejected : 47%
Others: 2%

0%

23 Apr 24 Apr 23 Apr 26 Apr 27 Apr

This widget breaks down the total number of utterances for the specified facilities, units, and

time range into categories of Speech and No Speech. The widget includes speech recognition
attempts made after the user has successfully logged into the Vocera device; it also includes login
attempts.

A high percentage of No Speech results could potentially indicate a training issue. For example,
a No Speech result occurs when a user presses the Call button of the device to open a
communication channel and then does not issue a command. If users pause because they
cannot remember the command or do not know the commands, you may need to initiate
additional training.
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Genie Totals

%
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Genie Trend

This widget displays the trend of recognition results for the specified facilities and units over the
specified time range, one day at a time. The results are broken down into categories of Speech
and No Speech. The widget includes speech recognition attempts made after the user has
successfully logged into the Vocera device; it also includes login attempts.
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User Statistics

[Data Source: Voice Server, VCS] Details speech statistics for specific units, users, and
devices. Data includes facilities, units, devices, and MAC address as well as speech recognition
statistics. This dashboard is used to identify specific units, users or devices that may have low
speech recognition rates for troubleshooting purposes.

The information displayed on the screen is determined based on the filters that you apply. The

available filters are:
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Table 61: Filters
Filter Name

Date Range

Facilities

Units

User Names

Recognized Threshold

Using the Ul

Filter Description

The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

= Note:
| The displayed units drop-down filter may be constrained due to
the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

Used to filter data based on the names of the users. They are displayed based
on the LastName, FirstName format.

= | Note: Filter displays 25 users sorted based on username.
I
I

Used to filter data of the Speech statistics. The recognition rate as a percentage
of attempts, and whether the results displayed are above or below that
recognition rate. For example, you can filter data to display all results below a
recognition rate of 50% or above a recognition rate of 75%.

The User Statistics dashboard displays speech statistics grouped by facility, location name, and
access point MAC address. By default, data is sorted by MAC address of the access point.

Use the Search field to search on a specific MAC address.

The dashboard displays the following speech parameters based on the filters applied:

e Recognized—The number of recognized speech attempts by users on the indicated access
point. The recognized field display the number of occurrences based on the total number of

speech attempts.

* % Recognized—The percentage of successful speech attempts.
¢ Rejected—The number of rejected speech attempts by users on the indicated access point.
* % Rejected—The percentage of rejected speech attempts.

e Others—The number of speech received, but not processed by the Vocera system. Speech
may not be processed if the duration of the speech exceeds the ability of the system to
interpret it or if the speech started earlier than the Genie prompt.

e Speech Attempts—The number of speech attempts made by users on the indicated access
point. The total value include the following parameters: Recognized, Rejected, and Others.

* No Speech Occurrences—The number of communication attempts made by the indicated
device, where no speech was received. This condition occurs when users press the Call
button and do not say anything. For example, the user may have forgotten the name of the
intended recipient and does not speak. This field shows the number of times users pressed
the Call button without speaking.

The dashboard allows you to filter results to view specific data, such as results that show low
recognition rates only. For example, a Recognized Threshold % set to Below 70% filters the
results to include only data with a recognition rate between 0% and 69.9%.

To view all data, leave the Recognized Threshold % set to Above 0%. This will show data from
0.01% and will not include 0% data.

To view 0% data, set the Recognized Threshold % to below O %.
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=== Note: When Vocera badge users respond to Genie prompts, they can press the Call

— button to indicate "Yes" or the DND button to specify "No." These button responses are
not treated as speech recognition and therefore are not included in the speech recognition
output for dashboards and reports. This report also excludes attempts that resulted in too
much speech. For example, if the user initiated a call while talking to another user instead
of issuing a command.

The following illustration shows the User Statistics dashboard when it first appears; notice that the
user, device type, and device MAC addresses are concealed, and results are displayed at the unit
level only:

Details Search MAC Address

Unit User Device Device MAC

Recognized % Recognized | Rejected % Rejected  Others | % Others  Speech Attempts  No Speech Occurrences
b NICU 5 857 % 1 143% 0 0% 7 1
b PACU 3 1000% 0 0% 0 0% 3 1
b Lab 25 658% 13 42% 0 0% 38 0
b Women's Diagnostic Center 2 488% 2 488% 1 23% 43 12

To view statistics for individual users, click the expanding arrow next to the unit name to expand
the display; successively clicking to expand the username reveals the user's devices and their
MAC addresses.

The following illustration shows the User Statistics dashboard with the view expanded to present
statistics for individual users and their devices:

Details Search MAC Address
Uit ser Device Device MAC Recognized ~ % Recognized Rejected % Rejected Others % Others Speech Attempts  No Speech Occurrences
~ NICU = Li,Jane  ~B3000N 0009ef320763 6 857 % 1 143% 0 0% 7 1
~ PACU ~ B, Stan ~ B3000N 0009ef3208b1 4] 0 0 0 1
~ Lab * Dominic, John 1 1 500 0 0 2 0
* Paul, Cathy 16 7 304 0 0% 2 0
* Louis, Dan 4 4 50.0 0 0 8 0
* Sanders, Jeremiah 1 250 0 0 4 0
* Blighton, Bill 1 0 0 0 0 1 0
~ Women's * Abraham, Sarah 21 488 % 21 488 % 1 23% 43 12
Diagnostic
Center

Speech Recognition Group Details

[Data Source: Voice Server] Shows recognition statistics sorted by group name, device
type, and individual device. You can use this report to determine if poor speech recognition

is consistent for all devices. For example, suggesting a possible network issue or suggesting

a possible device issue if it is limited only to a specific device. The report includes speech
recognition attempts made after the user has successfully logged into the Vocera device. It also
includes login attempts.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 62: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Owner Facilities Used to filter data based on facilities (common facility name) specified while
mapping Vocera Voice Server Owning Group Site and Engage Facility of the
device.
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Filter Name Filter Description

Owner Groups Used to filter data based on Vocera Voice Server Group of the device. It
displays groups, departments, sub-departments, and VMP distribution lists. The
groups are filtered based on the Owner Facilities selected.

=== Note: Filter displays 25 groups sorted based on group name. The filter
—  fetches groups based on the search criteria.

The filter also displays VMP distribution list. Filtering on such
groups will not display any data.

Device Versions Used to filter Vocera Voice Server devices based on the device version. It
displays the version of devices available in the Voice Server device management.

== | Note: Telephone is listed as both Device Type and Version in few

e dashboards.

Recognized Threshold Used to filter data of the Speech statistics. The recognition rate as a percentage
of attempts, and whether the results displayed are above or below that
recognition rate. For example, you can filter data to display all results below a
recognition rate of 50% or above a recognition rate of 75%.

The report displays the following speech parameters based on the filters applied:

® Recognized—The number of recognized speech attempts by users on the indicated access
point. The recognized field display the number of occurrences based on the total number of
speech attempts.

* % Recognized—The percentage of successful speech attempts.

¢ Rejected—The number of rejected speech attempts by users on the indicated access point.

* % Rejected—The percentage of rejected speech attempts.

e (Others—The number of speech received, but not processed by the Vocera system. Speech
may not be processed if the duration of the speech exceeds the ability of the system to
interpret it or if the speech started earlier than the Genie prompt.

e Speech Attempts—The number of speech attempts made by users on the indicated access
point. The total value include the following parameters: Recognized, Rejected, and Others.

e No Speech Occurrences—The number of communication attempts made by the indicated
MAC address of the access point, where no speech was received. This condition occurs
when users press the Call button and do not say anything. For example, the user may have
forgotten the name of the intended recipient and does not speak. This field shows the number
of times users pressed the Call button without speaking.

The report allows you to filter results to obtain specific data. For example, you can filter the results
to show only low recognition rates or filter the information for results specific to devices with
speech recognition problems. For example, a Recognized Threshold % set to Below 70% filters
the results to include only data with a recognition rate between 0% and 69.9%.

=1 Note: \When Vocera badge users respond to Genie prompts, they can press the Call

= putton to indicate "Yes" or the DND button to specify "No." These button responses are
not treated as speech recognition and therefore are not included in the speech recognition
output for dashboards and reports. This report also excludes attempts that resulted in too
much speech. For example, if the user initiated a call while talking to another user instead
of issuing a command.

The following illustration shows a page from a Speech Recognition Group Details report:
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Speech Recognition Group Details

From: 04i23/2018 00:00 To: 04/27/2018 23:59

Facility: Global
Owner Group: P B X Operator

Speech No Speech
Recognized Rejected Others Attempts Occurrences
PBX B3000N 0007bt5106b1 28 51.9% 25 46.3% 1 19% 54 9
Operator
Total 28 51.9% 25 46.3% 1 19% 54 9
Total 28 51.9% 25 46.3% 1 19% 54 9
Total 28 51.9% 25 46.3% 1 19% 54 9

Owner Group: Pediatric Intensive Care Unit

Speech No Speech
Recognized Rejected Others Attempts Qccurrences
Pediatric B3000N 0006ed2407b1 69 66.3% 34 32.7% 1 1.0% 104 15
Intensive Care
Unit Total 69 66.3% 34 327% 1 1.0% 104 15
Total 69 66.3% 34 327% 1 1.0% 104 15
Total 69 66.3% 3 327% 1 1.0% 104 15

Speech Recognition Location Details

[Data Source: Voice Server] Lists speech recognition statistics for each access point location.
This information can help you determine if a specific access point is failing, overloaded, or
incorrectly configured, and causing poor speech recognition.

The information displayed on the screen is determined based on the filters that you apply. The

available filters are:

Table 63: Filters

Filter Name

Date Range

Access Point Facilities

Access Point Locations

Recognized Threshold

Filter Description

The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Used to filter data based on facilities (common facility name) specified while
mapping Vocera Voice Server Site and Engage Facility.

Used to filter data based on Vocera Voice Server access point location names.
The filter data will be filtered on access point facilities selected.

Used to filter data of the Speech statistics. The recognition rate as a percentage
of attempts, and whether the results displayed are above or below that
recognition rate. For example, you can filter data to display all results below a
recognition rate of 50% or above a recognition rate of 75%.
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The report displays the following speech parameters based on the filters applied:

e Recognized—The number of recognized speech attempts by users on the indicated access
point. The recognized field display the number of occurrences based on the total number of
speech attempts.

* % Recognized—The percentage of successful speech attempts.

¢ Rejected—The number of rejected speech attempts by users on the indicated access point.

* % Rejected—The percentage of rejected speech attempts.

e Others—The number of speech received, but not processed by the Vocera system. Speech
may not be processed if the duration of the speech exceeds the ability of the system to
interpret it or if the speech started earlier than the Genie prompt.

e Speech Attempts—The number of speech attempts made by users on the indicated access
point. The total value include the following parameters: Recognized, Rejected, and Others.

e No Speech Occurrences—The number of communication attempts made by the indicated
MAC address of the access point, where no speech was received. This condition occurs
when users press the Call button and do not say anything. For example, the user may have
forgotten the name of the intended recipient and does not speak. This field shows the number
of times users pressed the Call button without speaking.

This report allows you to filter results to obtain very specific data. For example, you can filter the
results to show only low recognition rates or filter the information for results specific to devices
with speech recognition problems. For example, a Recognized Threshold % set to Below 70%
filters the results to include only data with a recognition rate between 0% and 69.9%. To see 0%
data, leave the Recognized Threshold % set to Below 0%.

Note: When Vocera badge users respond to Genie prompts, they can press the Call
button to indicate "Yes" or the DND button to specify "No." These button responses

are not treated as speech recognition and therefore are not included in the speech
recognition reports. This report also excludes attempts that resulted in too much speech.
For example, if the user initiated a call while talking to another user instead of issuing a
command.

Note: To generate reports quickly, it is recommended that you use short date range or
fewer facilities.

The following illustration shows a page from a Speech Recognition Location Details report:

Speech Recognition Location Details

From: 04/23/2018 00:00 To: 04/27i2018 23:59

Facility: Global
Location: Floor 2
Speech No Speech
Recognized Rejected Others Attempts Occurrences
Global Floor 2 000fam0c3e2 1 100.0% 0 0% 0 0% 1 0
000fam0edet 6 333% 12 66.7% 0 0% 18 1
000fam1d6e5 116 69.0% 51 30.4% 1 0.6% 168 20
000grp7p3ds 3 14.3% 17 81.0% 1 48% 21 5
Total 126 60.6% 80 38.5% 2 1.0% 208 26
Total 126 60.6% 80 38.5% 2 1.0% 208 26
Total 126 60.6% 80 38.5% 2 10% 208 26

Speech Recognition User Details

[Data Source: Voice Server] Provides speech recognition statistics sorted by user, then by
device type, and then by device MAC address. You can use this report to determine if poor

speech recognition occurs for a user on multiple devices. For example, suggesting a possible
user training issue or suggesting a possible device issue if it is limited to a specific device. The
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report includes speech recognition attempts made after the user has successfully logged into the
Vocera device; it does not include login attempts. You can filter the results of this report by facility,
unit, or for one or more specific users.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 64 Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

== Note:

| The displayed units drop-down filter may be constrained due to

the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

User Names Used to filter data based on the names of the users. They are displayed based
on the LastName, FirstName format.

= Note: Filter displays 25 users sorted based on username.
I
I

Recognized Threshold Used to filter data of the Speech statistics. The recognition rate as a percentage
of attempts, and whether the results displayed are above or below that
recognition rate. For example, you can filter data to display all results below a
recognition rate of 50% or above a recognition rate of 75%.

The report displays the following speech parameters based on the filters applied:

¢ Recognized—The number of recognized speech attempts by users on the indicated access
point. The recognized field display the number of occurrences based on the total number of
speech attempts.

¢ 9% Recognized—The percentage of successful speech attempts.

e Rejected—The number of rejected speech attempts by users on the indicated access point.

* % Rejected—The percentage of rejected speech attempts.

e (Others—The number of speech received, but not processed by the Vocera system. Speech
may not be processed if the duration of the speech exceeds the ability of the system to
interpret it or if the speech started earlier than the Genie prompt.

e Speech Attempts—The number of speech attempts made by users on the indicated access
point. The total value include the following parameters: Recognized, Rejected, and Others.

e No Speech Attempts—The number of communication attempts made by the indicated
MAC address of the access point, where no speech was received. This condition occurs
when users press the Call button and do not say anything. For example, the user may have
forgotten the name of the intended recipient and does not speak. This field shows the number
of times users pressed the Call button without speaking.

This report allows you to filter results to obtain very specific data. For example, you can filter the
results to show only low recognition rates or filter the information for results specific to devices
with speech recognition problems. For example, a Recognized Threshold % set to Below 70%
filters the results to include only data with a recognition rate between 0% and 69.9%. To see 0%
data, leave the Recognized Threshold % set to Below 0%.
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=== Note: When Vocera badge users respond to Genie prompts, they can press the Call
— button to indicate "Yes" or the DND button to specify "No." These button responses
are not treated as speech recognitions and therefore are not included in the speech
recognition reports. This report also excludes attempts where the user did not speak and
attempts that resulted in too much speech. For example, if the user initiated a call while
talking to another user instead of issuing a command.

The following illustration shows a page from a Speech Recognition User Details report:

Speech Recognition User Details

From: 04/23/2018 00:00 To: 04/27/2018 23:59

Facility: Global
Unit: NICU

Speech No Speech
Recognized Rejected Others Attempts Attempts
NICU Benner, Mathew | 0007cf410482 B3000N 6 857% 1 143% 0 00% 7 1
Total 6 857% 1 143% 0 0.0% 7 1
Total 6 857% 1 143% 0 00% 7 1
Total 6 857% 1 143% 0 0.0% 7 1
Total 6 857% 1 143% 0 0.0% 7 1

System Usage

Shows call details (calls and broadcasts) from an outgoing perspective. It also provides
information on user activity to the granular level for troubleshooting purposes.

Location Call Summary

[Data Source: Voice Server, VCS] Summarizes outgoing call activity across all units. Details
include call types with call durations, command usage details, devices used type, and outgoing
call volume trends for the selected date range. Use this dashboard to understand overall Vocera
usage (by device or call type) and volume trends as well as the ability to drill into specific units.

The information displayed on the screen is determined based on the filters that you apply. The

available filters are:

Table 65: Filters

Filter Name

Date Range

Facilities

Units

Call Recipient Types

Filter Description

The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

== Note:
= | The displayed units drop-down filter may be constrained due to

the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

Used to filter call data based on recipient type. The available options are
Address Book, Broadcast, Buddy, Group, Telephone, and User.
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Call Priorities Used to filter call data on the priority of the call. List all possible priorities from
Vocera Voice Server and Engage.

== Note: Call priorities can be Normal or Urgent Only. If filtered on any

| Other call priority, the filter result will not show any data.

The dashboard has the following widgets:

e Unit Summary

e (Call Type

e Volume Trend

e Device Usage

e (Call Statistics

e Command Usage

Following is a sample Location Call Summary dashboard:

Unit Summary ¥ Call Type
1 15
: B Address Book Total: 21
10 125 z B Broadcast
< W Buddy
EN © 8w o
= S
E‘u 5 5 & M Teephone y
3
= S M User .
2 = B Use 2 (10%)
4 2 M Avg Call Duration(sec) -
B |
s £ Bz
N N u u u u u [ ]
User Broadcast  AddressBook  Group  Telephone  Buddy
NICU PIcU sicy Waomen's Services
Volume Trend Device Type Usage
15 100%
W Address Book Total: 21
125 0 M Broadcast
o W Buddy
10
] G
= 60% a B Grovp 7(33%)
Yogs @ [l Telephone
s @
3 a0% = B User
[ I
2 2 M Completed Calls
. 20%
5 . u u [ ] u
i Badge Telephone  Android  iOS
24 Apr 25 Apr 26 Apr 27 Apr
Call Statistics Command Usage
Unit t Q Search., Q search..
Call Type Completed Calls Incomplete Calls Complete % Avg Duration(sec) Command Count 4 Percentage
~ Unit:NICU AskForName 35 56%
Broadcast 0 0 0% 0 LogOut 10 16%
Buddy 0 0 0% o cal 6 10%
Telephone 0 0 0% 0 Broadeast s 8%
User 1 0 100% 2 Dial E 5%
Group 0 0 0% 0 AskForPhoneNumber 2 3%
Address Book 0 1 0% 0 PlayTMessages 1 2%

The Location Call Summary dashboard includes contextual filters.

The contextual filters contain a source and a target widget. In this case, Unit Call Summary is
the source widget and the remaining widgets are target widgets. Click a unit to display only the
corresponding data in the remaining widgets. For example, click NICU to display only the details
of NICU unit in all the other widgets.

Unit Summary

The widget summarizes the total calls made in each unit. The parameters considered are total
calls made in each unit and average call duration for the selected time frame. Data includes
calls made to Address Book, Broadcast, Buddy, Group, Telephone, and User. The widget also
displays the trend for average call duration. The Y-axis on the left displays the total number of
calls and the Y-axis on the right displays the average call duration. Mouse over a bar chart to
display the types of calls made and the average duration of a call for the selected unit.
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Unit Summary V5

12 15
W Address Book

1 125 M Broadcast
NICU 3
Address Book : 1 L[‘:—E] W Guddy
= Broadcast : 0 o 2 M Group
G Buddy: 0 o
% Group : 0 75 € W Telephone
E lTJeIeph:ne :0 %_ W User
ser: 5
3 5 o C TS
Avg Call Duration(sec) : 2 o W 2vg Call Duration(sec)
m
)

NICU PICU sICU Women's Services

In this example, the following calls were made from the unit NICU:

e Address Book—1
e User—1
Total calls made—2

Average Call Duration (seconds)—2

The widget displays the different types of calls made at the Vocera Voice Server for the

selected time frame. Data includes calls made to Address Book, Broadcast, Buddy, Group,
Telephone, and User. Mouse over a slice on the pie chart to display the type of call made and its
corresponding percentage.

Consider the data in the following figure:
e Total Calls—21

e User—9
Percentage of User calls: (9/21)x100=43%
e Buddy—1

Percentage of Buddy calls: (1/21)x100=5%
e Telephone—2

Percentage of Telephone calls: (2/21)x100=10%
e Group—2

Percentage of Group calls: (2/21)x100=10%
¢ Address Book—2

Percentage of Address Book: (2/21)x100=10%
e Broadcast—5

Percentage of Broadcast: (5/21)x100=24%

@ Note: The decimal values are rounded off to the nearest round figure.
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Call Type
Total: 21

User
9 (43%)

Telephone

Address Book

Group

User

Broadcast

|
Buddy

receivers for the particular broadcast call.

206

%

Volume Trend

Note: The count for a broadcast call is considered as 1, irrespective of the number of

This widget displays the call volume trend for the selected time frame. The left side of the chart
displays the total number of calls and the right side of the chart displays the percentage of
completed calls. The widget also displays the trend for completed calls. Mouse over a bar chart
to display the types of calls made and the percentage of completed calls for the selected timeline.

Volume Trend
15

25 Agr.

Address Book: 1
Broadcast: 0

Buddy: 0

Group : 1

Telephone : 1

User:5

Completed Calls : 37.5%

125

Total Calls

26 Apr

24 Apr

100%
W Address Book

M Broadcast

W Buddy

M Group

W Telephone

W User

B Completed Calls

s|led peie|diod

20%

0%
2T Apr

Device Usage

This widget displays the number of times a device was used to make calls. The devices used

within the Vocera system are categorized based on

Android, iOS, badge, and telephone. Mouse

over a slice on the pie chart to display the device type and its corresponding percentage. The

widget also displays the total number of calls made.
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Device Type Usage

Total: 21
Badge
- 4 5

Badge Telephcone

Android 05

This table displays the call statistics for the values that are displayed in the above four widgets.
Based on the type of calls, it also lists the completed and incomplete calls, the percentage of
completed calls and the average duration of the calls for each call type.

Use the Search field to search on a particular unit.

Call Statistics

Unit

= Unit: NICU
Broadcast 0
Buddy 0
Telephone 0
User 1
Group 0
Address Book 0

Q, Searc
0% 0
0% 0
0% 0
100% 2
0% 0
0% 0

This table displays the list of commands used within a unit. It also displays the number of times

and its corresponding percentage for the commands used.

=== Note: For commands that are less frequently used, the percentage might be 0% based

=== 0on the average calculation.

Use the Search field to search on a particular command.
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Command Usage
Q Se

AskForName 35 56%
LogOut 10 16%
Call ] 10%
Broadcast 5 8%
Dial 3 5%
AskForPhoneMNumber 2 3%
PlayTMessages 1 2%

=== Note: In certain scenarios, the sum of percentages might be more than 100 due to
I
= rounding off value to the nearest whole number.

User Activity Details

[Data Source: Voice Server, VCS] Provides details of commands used and specific activities
performed for specific users. Data displayed includes transaction times, commands, user activity,
device version and call status. Use this dashboard to perform ad-hoc troubleshooting, gathering
details on specific user transactions and activity, and reviewing specific command utilization by
unit.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 66: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

== Note:

= | The displayed units drop-down filter may be constrained due to

the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.
User Names Used to filter data based on the names of the users. They are displayed based
on the LastName, FirstName format.

Note: Filter displays 25 users sorted based on username.

=== Note: To generate dashboards quickly, it is recommended that you use a short date
== range or fewer facilities.

Following is a sample User Activity Details dashboard:

208 VOCERA ANALYTICS ADMINISTRATION GUIDE



209

Using the Ul

Command Usage

Q searc

AskForName
LogOut

Cal

Broadcast

Dial
AskForPhoneN...
PlayTMessages

ConnectTo

Call Utilization

~  User Name: John, David

~  Date: 4/25/2018
15111

~  User Name: Solomon, Jake

~  Date: 4/26/2018

124401 Logout
12:42:15 Call Addres...
120717 Call User
12:03:42 Call User
120052 Call User
12:00:16 Login

~  Date: 4/25/2018
145207 Call User
145108 Logout

Call Teleph...

Out

M oo e o

Telephone

23000
Unknown
B3000N
B3000N
B3000N

B3000N

Unknown

B3000N

o

ncomplete due to User Canceled Trueman, Sam

Complete

ncomplete due to User Unavailable Vincent, Paul
ncomplete due to User Phone not answ... | Baptist, John
ncomplete due to User Not online Baptist, John
User Accepted Baptist, John
Complete

ncomplete due to User Not logged in Baptist, John

Complete

The Command Usage table displays the list of commands used by a user. It also displays the
number of times a command was used and its corresponding percentage.

=== Note: For commands that are less frequently used, the percentage might be 0% based
I
=== Oon the average calculation.

Use the Search field to narrow down the data based on your search.

Command Usage

AskForMame
LogQOut
Ca

Broadcast

Dial

AskForPhoneN...

PlayThMessages

ConnectTo

35

10

10

(W8]

[R]

&l

14%

14%

10%

The Call Utilization table displays a date-wise call utilization details for the selected user.
Information such as the time of call, activity, incoming or outgoing call

The User Activity Details dashboard displays the activities of selected users from selected facilities
and units. It provides a detailed view of the following activities of users on each day:

Call Time

Incoming Calls
Outgoing Calls
Duration

Device Version
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e Status of the call
¢ Party Involved

Use the Search field to search on a particular user name or field value.

Call Utilization
Q
~  User Name: John, David
~  Date: 4/25/2018
15111 Call Teleph... n 0 Telephone ncomplete due to User Canceled Trueman, Sam
~  User Name: Solomon, Jake
~  Date: 4/26/2018
12:14:01 Logout - - B3000N Complete
12:12:15 Call Addres... Qut 0 Unknown ncomplete due to User Unavailable Vincent, Paul
12:07:17 Call User n 0 B3000N ncomplete due to User Phone not answ... Baptist, John
12:03:42 Call User n 0 B3000N ncomplete due to User Not online Baptist, John
12:00:52 Call User Qut 2 B3000N User Accepted Baptist, John
12:00:16 Login - - B3000N Complete
~  Date: 4/25/2018
145207 Call User n 0 Unknown ncomplete due to User Nat logged in Baptist, John
14:51:08 Logout - - B3000N Complete

=== Note: The device version field displays Unknown if the user is not logged in or the call is
I
mm— sent to a voice message.

User Call Details

[Data Source: Voice Server, VCS] Compares details of overall call usage and statistics for one
or many users. Details include total volumes, calls trends, devices used, completion percentages,
and specific call durations of a user within the Vocera system. Use this dashboard for reviewing
unit volume trends and identifying specific training opportunities for specific users and units.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 67: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Fadility.

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

= Note:
| The displayed units drop-down filter may be constrained due to

the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

Call Recipient Types Used to filter call data based on recipient type. The available options are
Address Book, Broadcast, Buddy, Group, Telephone, and User.
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User Names Used to filter data based on the names of the users. They are displayed based
on the LastName, FirstName format.

== Note: Filter displays 25 users sorted based on username.
I
—

=== Note: To generate dashboards quickly, it is recommended that you use a short date
= range or fewer facilities.

The User Call Details dashboard has the following widgets:

e User Comparison

e (Call Trend

e Device Type Usage
e Call Statistics

e (Call Detalil

The following figure displays a sample User Call Details dashboard.

User Comparison Y
2 .
100% W Address Baok
M Brosdeast
6 80% M Buddy
S
n 3 M Growp
= % T
] B o © M Telephone
T 2 W s
il 0%~
o W Completed Calls
B @
- b
0 3
Baptist John Benner, Catherine Josh, Patrick Mary, Regina Paul, Joanna Richard, Tim Thomas, Victor Vincent. Paul
Call Trend Device Type Usage
20 100%
B Address Book Total: 27
B Broadcast
- 80% Wy W 83000N
o
§ W W Telephone
2 )%,
= 60% T M Telephone
T} t m
= U
5 g ser
e 4% W Completed Calls
. B
2%
0 o —Ez
24 Apr 25 Apr 26 Apr 27 hpr
Call Statistics Call Detail
Caller + Q, Search, Q, Search..
Call Type Completed Calls Incomplete Calls Complete % Avg Duration(sec) Date ! Receiver Call Type Call status Duration(sec]
~  Caller: Baptist, John ~  Caller: Baptist, John
Telephone 0 [ 0% [ 2018-0426121215  Rogers, Daniel AddressBook | InComplete 0
Buddy 0 [ 0% [ 2012042612005 Eastman, Clive User Complete 2
Group 0 0 0% 0 v Caller: Benner, Catherine
Address Book 0 1 0% 0 2018-04-26 12:1348 User InComplete 0
User 1 [ 100% 2~ Caller: Josh, Patrick
Broadeast 0 [ 0% [ 20180425 16:1050  Peters, Samuel User Complete 3
~  Caller: Benner, Catherine 2018-042514:5808  Ells, Joyce User InComplete o
Brosdcast 0 [ 0% [ 20180425 145403 Peters, Samuel User Complete 4

User Comparison

The User Comparison widget displays a comparative chart between all users, groups, address
book entries, buddy, telephone, and broadcasts within a facility for the selected time frame. The
widget also displays the trend for completed calls. Mouse over a bar chart to display the types of
calls made and the average percentage of completed calls for the selected user.
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User Comparison

Mary. Regina
Address Book: 1
Broadcast: 2

100%

Buddy : 0
Group : 0

Telephone : 0

User:3

Completed Calls : 33.3%

Total Calls
s|[eD peR(diiod

W Completed Calls

In this example, the user Mary, Regina has made the following calls:

e Address Book—1
e Broadcast—2
e User—3

Total calls made—6

Completed Calls Percentage—33.3%

This widget displays the call trend for the selected time frame based on the timeline. The timeline
is adaptive based on the date range. For example, if the date range selected is 1 day, the timeline
displays data for every hour. If the date range is more than a day and less than a month, the
timeline displays data for every day. The Y-axis on the left displays the total number of calls and
the Y-axis on the right displays the percentage of completed calls. Mouse over a bar chart to
display the types of calls made and the average percentage of completed calls for the selected
timeline. Click a legend to toggle the display.

Call Trend
20 100%
W Address Boo
26Apr W Ercadcast
Address Book : 2 20%
15 Broadcast : 7 - B Buddy
Buddy : 1 o Group
o : - |
= Group : | 8% T M Telephone
o Telephone : 1 o
o 10 User:7 g W User
o Completed Calls : 21.6% a0% Q Completed Calls
Iy
5
20%
0 0%
24 Apr 27 Apr

The Device Type Usage widget displays the total calls by device type. The widget also includes
the percentage of calls placed by each type of device. Mouse over a device type to display the
total number of devices used including its percentage.

For example, in this scenario:

Total number of devices used—27

Total number of BSOOON used—20

Percemtage of B30OON used = (20/27) x100 = 74%
Total number of Telephone used—7

Percemtage of Telephone used = (7/27) x100 = 26%
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]— Note: The decimal values are rounded off to the nearest round figure.
I
I

Device Type Usage
Total: 27

B B3000MN
B Telephone

B3000N
20 (74%)

R () (742%)

Call Statistics

The Call Statistics table displays the call statistics for each caller. It lists the number of calls made
based on the type of calls, completed and incomplete calls, the percentage of completed calls
and the average duration of the calls for each call type.

Use the Search field to search on a particular field value.

Call Statistics

Caller t Q, Search..
Call Type Completed Calls Incomplete Calls Complete % Avwg Duration(sec)

~  Caller: Baptist, John

Telephone 0 0 0% 0
Buddy 0 0 0% 0
Group 0 0 0% 0
Address Book 0 1 0% 0
User 1 0 100% 2
Broadcast 0 0 0% 0

*  Caller: Benner, Catherine

Broadcast 0 0 0% 0

Call Detall

The table lists the details of the call such as date and time of the call, receiver, call type, status of
the call whether complete or incomplete, and the duration of the call.

Use the Search field to search on a particular field value.
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Call Detall

~  (Caller: Baptist, John

2018-04-26 12:12:15 Rogers, Daniel Address Book InComplete 0

[R]

2018-04-26 12:00:52 Eastman, Clive User Complete
~  Caller: Benner, Catherine
2018-04-26 12:12:48 User InComplete 0

*  (Caller: Josh, Patrick

2018-04-25 16:10:50 Peters, Samuel User Complete 3

2018-04-25 14:58:08 Ellis, Joyce User InComplete 0

2018-04-25 14:5403 Peters, Samuel User Complete 4
Broadcasts

[Data Source: Voice Server, VCS] Summarizes the broadcasts sent by a user to groups within
a facility. The information includes date and time, user details, and duration of each broadcast in a
unit. The result displayed is based on the group receiving the broadcast.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 68: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Group Facilities Used to filter group interruptions data based on facilities (common facility name)
specified while mapping Vocera Voice Server Group Site and Engage Facility.

Group Units Used to filter data based on unit (common unit name). The common unit names
are referenced from a crosswalk table cwunit that are mapped from Vocera
Voice Server Group department.

The Broadcasts report summarizes the broadcasts sent by a user to groups. The information
includes the date and time of each broadcast, the user who initiated the broadcast, the cost
center to which the user belongs, and the duration of each broadcast. The information is listed by
the group receiving the broadcast.

=== Note: The Broadcasts report includes broadcasts that were made using Vocera Connect
I

Following is a sample Broadcasts report:

VOCERA ANALYTICS ADMINISTRATION GUIDE



215

Using the Ul

Broadcasts

From: 04/18/2018 22:11  To: 04/21/2018 22:11

Group Facility: Global
Group Unit: L and D

User Name Cost Centers
04/19/2018 12:57:02 Simpson, Sarah 1000000 0

Total Broadcasts: 1

Average Duration (sec):

Group Unit: OB GYN

OB GYN

User Name Cost Centers
04/19/2018 12:57:34 Simpson, Sarah 1000000 27

Total Broadcasts: 1

Average Duration (sec): 27.00

Facility Totals

Total Broadcasts: 2

Average Duration (sec): 27.00
Report Totals

Total Broadcasts: 2
Average Duration (sec): 27.00

Device Version Usage

[Data Source: Voice Server, VCS] Displays the total number of calls made using Vocera
devices including call percentage. Results are generated based on the date range specified.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 69: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

The Device Version Usage report provides two types of information such as the overall device
version usage and the usage trend for each device. Data includes number of calls including

its percentage and total calls and percentage for the different types of devices used within the
selected time frame.

Device version usage results are grouped by devices. For each device, two different reports are
provided:

e A table showing overall usage of device versions
¢ Aline chart showing usage for each device

Following is the first page of a sample report that shows the overall device version usage.
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Device Version Usage
From: 04/18/2018 22:11  To: 04/21/2018 22:11

Overall Device Version Usage
Number of Calls Percentage of Calls
AccessAnywhere 3 13.04%
Android VCS 1 4.35%
Apple VCS 2 8.70%
B3000N 17 73.91%
Total 23 100.00%

Following are the consecutive pages in a report that display the usage trend for every device used
within the selected date range.

Device Version: AccessAnywhere
32
]
23
w 24
=
; 2
E 18
£
Z 12
=
]
Ll 17
04
o 18 Apr
Device Version: Android VCS
| &
D3
@
o]
L=}
%S 04
£
E
= 04
-
]
(=
D2
o
10 fpr

=== Note: The Y-axis displays a decimal value if the date range selected has lesser number of

—
m— Calls.
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Device Version: Apple VCS

: h !

Total Number of Calls

12 Apr 0 Apr

Device Version: B3000N

12

. A
——

Total Number of Calls

18 Apr 20 Apr

Outgoing Calls Detail

[Data Source: Voice Server, VCS] Provides information about each outgoing call including the
date and time of the call, the number or the person to whom the call was made, and the duration
of the call. It also includes the total number of calls placed by the user for both complete and
incomplete calls.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 70: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.
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Filter Name Filter Description

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

== Note:
s The displayed units drop-down filter may be constrained due to
the Facilities filter.

Unknown Unit or Department display data for all users that are

not part of any department selected within the Facilities filter.

The Outgoing Calls Detail report provides information on all calls placed by the user, receiver

name or group, total time spent on the calls, average duration of the call, and facility and report
totals.

=== Note: To generate reports quickly, it is recommended that you use short date range or
| |ess number of facilities.

Following is a sample Outgoing Calls Detail report:

Outgoing Calls Detail

From: 04/25/2018 23:43 To: 05/02/2018 23:43

Facility: Global

Unit: Pre-Assessment

John, Steve Total Calls: 4
Called Reason Incomplete
04/26/2018 12:03:42 Blake, Terry Not online
04/26/2018 12:07:17 Blake, Terry Phone not answered
04/26/2018 12:13:00 Unknown Reason
Subtotal: 3
Completed Calls Called Accepted By Duration (sec)
04/26/2018 12:11:35 Women's Services Dominic, John 8
Subtotal: 1
Average Duration (sec):8 Total Call Time: 00:00:08
Facility Totals
Total Calls: 4

Total Call Time: 00:00:08
Average Duration per Call (sec): .00

Report Totals

Total Calls: 4
Total Call Time: 00:00:08
Average Duration per Call (sec): .00

System Call Volume Trend

[Data Source: Voice Server, VCS] Displays incoming and outgoing call volume trend for

various data sources for a specified date range. It also provides data for each facility as well as
the overall system.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:
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Date Range

Facilities
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Filter Description

The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

The System Call Volume Trend report shows all Vocera calls including PBX calls. You can plot
the trend over daily, weekly, or monthly periods. If you generate the report for multiple sites, the
report provides data for each site as well as the overall system.

Call volume results are grouped by site. For each site, three different reports are provided:

A line chart that displays call volume trends over time

A pie chart showing slices for each category of call volume results

A table showing detailed call volume data

A pie chart that displays slices for each category of call volume results
A pie chart that displays slices for each category of call volume results
A table that displays detailed call volume data

Call volume results are categorized as follows:

e To Badge User

e To Group

e To Phone

e To Address Book Entry
e To Broadcast

Following is a sample System Call Volume Trend report:

The line chart shows call volume trends over time.

System Call Volume Trend
From: 04/20/2018 00:00 To: 04/26/2018 23:59
Daily Trend
Facility: Global
Call Volume
Facility: Global
o0

H "

. A

] PR

= f‘ Y

'E ) - Address Book

_E’ 2 \ [l Broadcast

E / i\ Il Group

5 /

Ex _/r ) Telephone

E H Y - User

= B i .

s - i

= N

3 P =" — ;

Ry 23 Agr 24 Agr 25 Apr 26 Apr

The pie chart displays slices for each category of call volume results.
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System Call Volume Trend

From: 04/20/2018 00:00 To: 04/26/2018 23:59

Daily Trend

Facility: Global

@ Address Book 3 6.1%
Broadcast 1 20%

@ Group B8 163%
@ Telephone 2 A1%
& User 35 T14%

Total 43 100.0%

The table displays detailed call volume data.

System Call Volume Trend

From: 04/20/2018 00:00 To: 04/26/2018 23:59

Daily Trend

Facility: Global

Total | Address Book Broadcast Group Telephone User
20 Apr 7 1 0 5 0 1
23 Apr 1 2 0 2 0 7
24 Apr 13 1] 0 0 0 18
25 Apr ] 1] 0 0 1 5
26 Apr 7 1] 1 1 1 4
Total 49 3 1 8 2 35

User Activity

[Data Source: Voice Server, VCS] Displays the activities of users in a Vocera system. It
provides a detailed view of the activities performed by users on each day.

The information displayed on the screen is determined based on the filters that you apply. The
available filters are:

Table 72: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.
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Filter Name Filter Description

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

== Note:
s The displayed units drop-down filter may be constrained due to

the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

User Names Used to filter data based on the names of the users. They are displayed based
on the LastName, FirstName format.

== | Note: Filter displays 25 users sorted based on username.
I
I

=== Note: To generate reports quickly, it is recommended that you use short date range or
I
| |css number of facilities.

The User Activity report shows the activities of selected users from selected facilities and units. It
provides a detailed view of the following activities performed by users for each day:

¢ Incoming Calls

e Qutgoing Calls

¢ Broadcasts

e Login/Logout

e DND (turning Do Not Disturb on or off)
e Push-to-Talk (Instant Conference)

e \oice Messages

e Add/Remove from Group

There are several events the report cannot capture. It only captures events that occur when users
are connected to the organization's Wi-Fi network. Consequently, it cannot capture when users
roam off network or power off their devices. It also does not report on automatic logouts or on
calls made remotely using Vocera Collaboration Suite or Vocera Access Anywhere.

The User Activity report can take a long time to generate. Consequently, you may want to
schedule this report to run overnight.

Following is a sample User Activity report:
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User Activity
From: 041252018 23:43  To: 051022018 23:43

Facility: Global

Unit: Pre-Assessment

User Name: Paul, Joanna

Date: 04/26/2018

Activity Direction |[Duration  Device Version  Status Party Involved
11:59:34 Login - - B3000N Complete -
12:00:52 Call User In 2 B3000N User Accepted Benner, Cathy
12:01:10 DND - - - On
12:01:11 DND - - - off
12:02:09 Call Group In 5 B3000N User Accepted Deminic, John
12:03:42 Call User Qut 0 B3000N Incomplete due te User Not enline Benner, Cathy
12:07:17 Call User Out 0 B3000N Incomplete due to User Phone not | Benner, Cathy

answered

12:11:35 Broadcast Out 8 B3000N User Accepted Philip, Julia
12:13:00 Call User QOut 0 Unknown Unknown reason
12:13:13 Logout - - B3000N Complete

Custom Reports

[Data Source: Voice Server, Engage, VCS, VMI] Specific custom created reports are viewed
from this folder. Using Crystal Reports, you can customize your own reports for Vocera Analytics
and add it to the Report Console.

To access the Vocera Analytics Server database, you must install Crystal Reports 2016 and the
MySQL Connector/ODBC 3.51 driver on a computer other than the one on which the Vocera
Analytics Server is installed. You must also set up an ODBC data source.

The information displayed on screen is determined by the filters that you apply. Sample filters
included with this sample report are:

Table 73: Filters

Filter Name Filter Description

Date Range The date range to include in the results. By default, the value is the current date;
however, you can select from a list of options. For example, you can select the
option "Last 7 days" or "Last 30 days."

Facilities Used to filter data based on user facilities (common facility name) specified while
mapping Vocera Voice Server User Site and Engage Facility.

Units Used to filter data based on user units (common unit name). Common unit
names are referenced from a crosswalk table cwunit that are mapped from
Vocera Voice Server User Department and Engage Units.

= Note:
| The displayed units drop-down filter may be constrained due to
the Facilities filter.

Unknown Unit or Department display data for all users that are
not part of any department selected within the Facilities filter.

To create a custom report, you must add your report as a menu item and create a report
template file.

1. Open the custom-menu. json file from the following location: <Install Drive>\Path of
Visualization Server folder\ conf\custom-menu.json.

For example: C:\Analytics\visualizationserver\conf\custom-menu.json.

222 VOCERA ANALYTICS ADMINISTRATION GUIDE




223

Using the Ul

=== Note: You must add the custom report so that it shows as a sub-menu inside the
I
== | main menu of the report.

2. Define your custom report as shown below:

[{

"menuId" : "custom_report",

"name" : "Sample Custom Report",
"reportId" : "sample_custom_report",
"url" : "/sample_custom_report",

"templateUrl":"report/report.tpl.html",

"parent":"custom",

"params" : {
"templateFileName" : "“samplecustomreport.rp.tpl”,
"description” : "This is the sample report which summarizes Outgoing
Calls.™

s
"items" : []
}
1

The following table lists the menu item and its description:

Property Description

menuld An unique identifier for the menu.

name Name of the report that will be displayed under

menul.
reportld An unique identifier for the report.
url An unique relative URL that would be displayed on

the address bar of the browser.

templateUrl The templateUrl for reports is report/
report.tpl.html. Refer the section for
information on how to create a report template file.

parent Name of the parent menu.

params > template_file_name The name of the report template file created under
conf\Report Template in Visualization Server.

params > description A short description of the report.

1. Create a report template file in the following location: <Install Drive>\Path of Visualization
Server folder\ conf\Report Templates

For example: C:\Analytics\visualizationserver\conf\Report Templates

== Note: The .rpt file must be created/copied at C:\Analytics\reports.

A report template file content is compiled into a report page in the Vocera Analytics Web
console.

2. Define your report template file as shown below:
The name format for the report template file must be given as: <Report Name>.rpt.tpl)

<va-report rpt-name="Outgoing Calls by Users - Summary">
<va-report-container
rpt-file="0OutgoingCallsSummary.rpt"
filter-params="fromTime|toTime|sites|units"/>

<va-filter>

<va-date-range-picker/>
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<va-dropdown name="sites" label="Facilities"

bind-name="Site_Clause"
table-name="cwfacility"
column-name="common_facility_id"
filter-data-source="cwfacilities"
header="A11"

select-limit="10"
place-holder-text="Select Facilities"
multiple="true"/>

<va-dropdown name="units" label="Units"

</va-filter>

</va-report>

bind-name="Unit_Clause"
table-name="cwunit"
column-name="common_unit_id"
filter-data-source="cwunits"
filter-params="sites"
header="A11"

select-limit="10"
place-holder-text="Select Units"
multiple="true"/>

The following table lists the custom control name and its description:

Custom Control Name
va-report
va-filter

va-date-range-picker

va-dropdown

va-report-container

Description
Container of the whole report page.
Container of filters used in the report template.

Date range picker. It automatically creates the key fromTime and
toTime.

It is a drop-down control. It has the following parameters:

e name: Name of the drop-down to be shown as a label.

e bind-name: Parameter name in Crystal reports to which the value
should map.

* table-name: Table name to form the where clause.

e column-name: Column Name to form the where clause.

e filter-data-source: Relative path of rest api. The preceding forward
slash is not required.

e header: The value to be shown in the drop-down when nothing is
selected. Specify it as "All."

e select-limit: The maximum number of elements that can be used in
the drop-down.

e multiple: Set it to true if multi selection need to be enabled.

Container of the Crystal report frame.

e rpt-file: Name of the rpt file.

o filter-params: List of parameters separated by a pipe () that the
report depends on. The parameters fromTime and toTime keys are
automatically created when va-date-range-picker is included in the
template.

The following table lists the rest APl and its description.

Rest API Description

/assets/test_resource/aboveBelow.json Filters data in Speech dashboards based on
recognized percentage that can be above or below a
certain threshold.

/assets/test_resource/addressBookTypes.json Filters data based on the address book type such as
a person or a place.

/assets/test_resource/deviceType.json Filters data by device types such as Android, Badge,

or iOS.
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/assets/test_resource/incomingCallTypes.json

/assets/test_resource/reasonsUnAnswered.json

/assets/test_resource/reportTypes.json

/cwfacilities

/cwunits

/deviceVersions

/deviceVersionsByType

/exceptionTypes

/interruptTypes

/locations

/priorities

/searchGroups

/searchUsers

/sourceTypes

/usersByUnits

/vmiClients

Using the Ul

Description

Filters data based on incoming call type in
Interruption dashboards.

Filters data based on the reasons unanswered in
Interruption dashboards.

Filters data by report type such as a dashboard or a
report.

Filter data by facilities from crosswalk table.

Filters data by units from crosswalk table using
facility as a parameter.

Filters data by device version.

Filters data by device versions and using device type
as a parameter.

Filters data based on exception types that might
come in package scheduler.

Filters data based on interrupt types such as alarms,
alerts, calls, messages.

Filters data based on the location within a facility
using facility as a parameter.

Filters data by priority.

Filters data by groups using facility and a search
string as parameters.

Filters data by users and takes facility, unit and a
search string as parameters.

Filters data by interruption source using interrupt
type as parameter.

Filters data by users using unit and a search string
as parameters.

Filters data based on VMI client.

Administrator Settings

This section describes the administrator settings that are used to manage users and schedule

reports.

User Management

User Management tab allows you to import users from an Active Directory server and manage

users.

To acess the User Management option:

Navigate to Settings > User Management on the top right corner of the Vocera Analytics

Visualization Server.

The Manage User page displays a list of users that are imported. The following screenshot is an

example.
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Manage Users

=
Q
Allen
James
Frank

Andrew

Q
Foster
Lee
Prince

Benner

Q
afoster
jlee
fprince

abenner

Q () -
afoster@hospital.com  Clinical [ |
jlee@hospital.com Clinical ]
fprince@hospital.com Clinical ]
abenner@hospital.com  Administrator |
Update Role Update State

You can use the corresponding Search field to view the details of a user.

The following table describes the fields in the Manage Users page.

Field
Check box

First Name

Last Name

User Name

Email ID

Assigned Role

Current State

Description

Allows you to select or deselect a user to perform a task.

Displays the first name of the user.

Displays the last name of the user.

Displays the username of the imported user.

Displays the email ID of the user.

Displays the role that the user is assigned. Based on the role assigned, the user

can perform activities.

Displays the status of the user. A current state are displayed as the folowing:
tiny green box—denotes that the user is active and can login to the

Analytics application.

The entire row grayed out—denotes that the user is inactive and
consequently the user cannot access the Analytics application.

You can update the role of a user based on the activities they perform. To update role for a user,
perform the following tasks:

Select an user.
Click Update Role.
The Select Role dialog box is displayed.

Select one of the roles. For example: Administrator.

Click Update.

The new role is applied to the user.

You can activate or deactivate a user based on their current state. To update the state of a user,
perform the following tasks:

1.
2.

Select an user.
Click Update State.
The Select State dialog box is displayed.

Select one of the options. For example: Deactivate.

Click Update.

The user is deactivated.

=== Note: By default, an user is active.
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You can import users from an Active Directory server into Vocera Analytics. Importing users allow
you to manage users, list users, assign a role to each user, and activate or deactivate a user.

To import a user, perform the following tasks:

1. Select an option from the Search Base dropdown. A Search Base filter specifies the base
distinguished names. For example, DC=hospital, DC=com.

=== Note: The available options are based on your base distinguished names set for your
s Organization.

2. Select an option from the Field dropdown. A Field filter specifies the options available to
search. For example, First Name. The options available are:
e First Name
e |Last Name
e User Name
e Email ID
e Title
e Depatment
e Group
3. Select an option from the Operator dropdown. The Operator filter specifies the action to be
used based on the search criteria. For example, Contains. The options available are:
e Contains
L] =
o I=
4. Enter a value in the Value field. The Value field specifies the keyword related to the filters that
you have selected. For example, nancy.
5. Click Search.
The search result is displayed based on the Search Base, Field, Operator, and Value selected.

Import Users

Filters

Search Base DC=hospital DC=com v Field First Mame v Operator Contains v Value

Nany feid nrsid nreid@hospital com

Nancy Thormas

Nancy Williams nwilliams@hospital.com

Report Scheduler

The Report Scheduler tab allows you to schedule automatic generation and distribution of
reports.

Vocera Analytics provides several reports, and manually generating and distributing each report
on a recurring basis is time-consuming. The Report Scheduler makes it simple and easy to
schedule reports, automatically generates and distribute reports to the appropriate users.

The Report Scheduler allows you to:

e Schedule reports that can be distributed to a shared file server or a mailing list proactively.
e Make efficient use of reports by distributing them to a variety of different users.
¢ Reduce administration of Vocera servers.

To access the Report Scheduler option:
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Navigate to Settings > Report Scheduler on the top right corner of the Vocera Analytics
Visualization Server.

Adding Package Details
Package details help you provide basic information about the report package.

1. Click Package details.
The package details page is displayed.

Add Package ¢ 3

Report Scheduler

_ Cancel I ™ save

+ Enabled
MName Daily Report
Assigned to Facility Global -
Description Daily Lab Report

Schedule

Date Range

Reports

Destination

2. Provide information as per the table in the following table:

Enabled Ensure that the checkbox is checked to enable the package
schedule.
To disable the package schedule, uncheck the Enabled
check box.

Name Enter a name for the report package (up to 50 characters).

Assigned to Facility Select a facility for the package. The facility you select will be used

for the Facility and Facility report parameters of the owner and also
filter email recipients for package destinations.

Description Enter a description of the report package (up to 250 characters).

Scheduling Report Package

The schedule section specifies the timeframe for which the report package must be scheduled.

1. Click Schedule.
The schedule page is displayed.
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Hourly Daily Weekly Monthly Yearly

® Every 1 ¥ | day(s)at 12 v Qa0 v PM Y

Every week day (Monday through Friday) at 01 T o AM T

2. Select options as required per the information mentioned in the following table:

Field Description

Hourly Click Hourly to generate reports on an hourly basis.
Specify the interval and the time that the report package should be
scheduled.

Daily Click Daily to generate reports on daily basis.

To schedule the report package every day, select Every 1 day(s).
To skip days, select Every 2 day(s), Every 3 day(s), and so on, up
to the number of days you want to skip. Specify the interval and the
time that the report package should be scheduled.

To schedule the report package only on weekdays, select Every
Week Day (Monday through Friday) at and specify the time that
the report package should be scheduled.

Weekly Click Weekly to generate reports on a weekly basis.
To schedule the report package every week, select the day or days
that you want to schedule.
Ensure boxes are checked for the days of the week (Sunday
through Saturday) you want to schedule the report package. You
can check multiple boxes.

Monthly Click Monthly to generate reports on a monthly basis.
To schedule the report package every month, select On the n day
of every x month(s) and specify the time that the report package
should be scheduled. For example, On the 2nd day of every 1
month(s) at 05: 30 PM.
To skip months, select On the n day of every 2 month(s), On
the n day of every 3 month(s), and so on, up to the number of
months you want to skip.
You can also schedule the report package based on any day of
the week in a month. For example, On the Last Friday of every 1
month(s) at 6:00 PM.

Yearly Click Yearly to generate report on a yearly basis.
To schedule the report package every year, select Every (month)
on the n day and specify the time that the report package should
be scheduled. For example, Every January on the 1st day at 06: 30
PM.
You can also schedule the report package based on any week of a
month. For example, On the First Monday of December at 4:00 PM.

The date range section specifies the date range to be considered for the report package.

1.

Click Date Range.
The Date Range page is displayed.
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Last Hour(s) @ Last 1 : Dayl(s) Last L Week(s) Last Month(s)

2. Select options as required per the information mentioned in the following table:

Date Range Use the date range controls to specify the date range for the report:
Click one of the following:

Last n Hour(s)

Last n Day(s)

Lastn Week(s)

Last n Month(s)

n denotes the relative range. Select a number in the field to specify
how large the range is.

For example: Last n Days includes the day that the report is
generated. If you specify “Last 1 Days” for the date range, the
report includes data from the previous day until the time of the
scheduled dataload for the current day

Reports

The Reports section lets you select the reports to be be added to the report package. It also lets
you define the report format, filename and maximum file size of the generated report package.

1. Click Reports.
The Report page is displayed.

7
Report Name Format

Integration Message Unit Activity PDF M Delete
Integration Message Group Activity PCF - Delete
Badge Firmware PDF - Delete
Integration Message User Activity POF - Delete
Append as suffix to file name dd-mm-yyyy -
Add Reports to Zip on [l
Filename Daily Report

Max file size limit (kb) 4096 :

2. Select options as required per the information mentioned in the following table:

Add Report Click the + to open the Add Reports dialog box and add reports to
the package. Click Save to close the dialog box.

Edit Report Filter Click the Edit to edit the report filters.

Bulk Filter Update Click Bulk Filter Update open the Edit Report Parameters dialog
box and edit the filter parameters. Click Save to close the dialog
box.

Format Select the format for the reports that are included in the report
package.The options are:

e PDF
e CsV
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Delete Select a report and click the Delete to delete a report that you
added.

Append as suffix to file name Select a timestamp option to append it to the report package.

Add Reports to Zip Select ON to automatically zip the report package.

Filename Specifies the filename of the report package.

Max file size limit (kb) Specifies the maximum file size of the report package. The default
file size is 4096 KB. However, you can increase or decrease the file
size.

Destination

The Destination page of the Add/Edit Package Schedule dialog box lets you specify the
destination of the report package. You can link the report to a destination folder or distribute it as
an attachment by email.

1. Click Destination.
The following Destination page is displayed.

“ john savio@hospital.com % | Add recipient emails ‘

Send As Attachment -
Subject Daily Report is attached
Body Your daily lab report is attached to this email. Thank you.

2. Select options as required per the information mentioned in the following table:

Add recipient emails Specifies the email address of the recipient that receives the report
package.

Send As Specifies the delivery format of the report package. You can link the
report to a destination folder or send it as an attachment.

Subject Specifies the subject of the email for the report package.

Body Specifies the contents of the email.
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This section provides general troubleshooting information that you may encounter using Vocera
Analytics.

Sequence For Restarting Vocera Analytics After MariaDB Lock
Wait Timeout

The MariaDB service must be restarted before starting any other service in case of a lock wait
timeout by Engage Data Export adapter. This topic describes the sequence of steps to be
followed to restart the services successfully.

The Engage Data Export adapter experiences lock wait timeout if there is a loss of network
connectivity.

To resolve the lock wait timeout, the database service on Windows must be restarted prior to
restarting the other services, or Engage Data Export adapter. Specifically, the MariaDB service
must be restarted prior to Spark and Data Export Adapter. The Spark service has the Hikari
Connection Pool that must be created again with the database in a normal state. The Data Export
Adapter can be restarted earlier, however it will not be able to successfully resume operation until
the database is reset and restarted.

Perform the following sequence of steps for stopping and starting services:

1. Use the Stop All Services button to stop services that may be currently accessing the
database.

2. Navigate to the Windows Services and Stop the MariaDB service.
The MariaDB service is now stopped.

3. Restart the MariaDB Windows service.

4. Use the Start All Services button to start services for Vocera Analytics.

5. Restart any other processes such as Engage Data Export adapters.
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Database Schema Tables Overview

This section provides an overview of the tables of Vocera Analytics usage.

The following is a list of tables used in Vocera Analytics:

Vocera Voice Server Dimension Tables
Vocera Voice Server Fact Tables
Summary Tables

VMP Tables

Engage Dimension and Fact Tables
Engage Report Summary Tables
CrossWalk Tables

Database View Tables

The Vocera Analytics Schema Guide provides complete documentation on the list of tables
included in the database schema. For more information, see http://pubs.vocera.com/analytics/
analytics_1.0.0/help/va_dbschema_help/index.html#topics/va_tbl_intro.html
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The following table displays the glossary terms and its corresponding definition.

Term

Alarm Analytics

Alarms

Alerts

Chart

Chart Options

Conversations

Dashboard

Event Priority

Event Type

Facility

Interrupt

Interrupt Types

Interruptions

Interruption Analytics

Definition

Detailed analytics on all alarm data available from medical devices.
Analytics include alarms that are not prioritized or processed by
middleware but may make "noise in the room."

Alarm is an audible, vibratory, or visual signal that a potential or actual
hazard exists. Alarms can be generated from a medical device or system
such as patient monitor, ventilators, IV pumps.

Alert an audible, vibratory, or visual signal that a potential or actual
hazard exists. Alerts are generated nurse call, labs, orders and not from
medical devices.

Charts are analytical data represented in graphical format and are
located inside a widget and presents.

Chart use JSON formatted configuration information while building the
chart.

Configuration information such as argument axis configuration, value axis
configuration, legends, series colors are also part of chart options.

Conversations are aggregation or grouping of messages. Conversations
can be unlimited in number. It could be ad-hoc, based on patient, call. It
can also be aggregated based on an alarm or event.

An information management tool that is used to track KPIs, metrics and
other key data points relevant to a business, department, or a specific
process. The dashboard uses data visualizations and simplify complex
data sets and provide users awareness of current performance at a
glance. Dashboard consists of multiple widgets.

The event (alarm, alert, call) includes source interruption priorities that are
available for analytics. Event Priority includes Call Priority (Urgent, Panic,
Normal) or Alarm Priority (High, Medium, Low, Urgent).

The Event Type (by Interruption Category)
e Alert—Lab and Order
e Alarm—Massimo and Patient Monitor

e Call Interruption Types—Badge, Phone, Broadcast Call, Group Call,
and Patient Call

e Message Interruption Type—Email, Text, Broadcast message or
notification, and Group message

Facility is an individual hospital site available within the organization.

Interrupts are notifications to staff within an enterprise through the Vocera
System in the form of calls, messages, alarms, alerts, and so on.

Interrupts types are call, texts, notifications, alarms, alerts, and so on.

Interruptions are notifications that stop a person delivering care.
Interruptions are alarms, alerts, phone calls, physical hallway
conversations, text messages, and so on.

Interruption Analytics are metrics or dashboard data that help with
interruption fatigue as well as usage and adoption of technology.
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Term Definition

Interruption Category Interruption Categories are Alarm, Alerts, Messages, and Calls.
Interruption Priority Interruption Priorities are Urgent, High, Medium, Low, and Normal.

KPI KPI (Key Performance Indicators) is a mechanism to track performance

at an individual, organization or industry level. These indicators are a set
of quantifiable measures used to compare performance over a specific

period.
Messages Messages refer to text message received by the users.
Near Real-Time Typically referred to waveforms and is usually between 5-15 seconds

where clinicians expect current information to make clinical decisions.

Notifications A one-way message received by users and to which users are unable
to respond. Notifications are typically delivered to clinicians in bulk to
communicate an event such as Code Silver (active shooter).

Receiver The target of the interrupt. In case of calls, it is the call receiver (user/
group), and similarly for messages, it is message receiver (user or group).
In case of alarms, it is the staff or staff group that gets the alarm.

Sender The source of the interrupt. In case of calls, it is the caller. In case of
messages, it is the sender. In case of alarms, it is the patient monitor or
nurse call (data source).

Widget A container of one or more charts. Multiple charts are presented in
multiple tabs inside a widget.
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