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Configure the Vocera HL7 Adapter to enable communication with other HL7-capable systems via the
Vocera Platform.

Adapters send information to and receive information from Vocera Platform, as well as monitor and
collect data. Each adapter is configured to allow Vocera Platform to communicate with a specific type

of resource and any devices that resource may control. For example, the Vocera HL7 Adapter (Health
Level 7) is used to connect with an existing HL7 capable system. By creating multiple Vocera HL7 Adapter
instances, an installation can allow for communication with different departments and system types
within a single facility.

A Vocera HL7 Adapter is used to communicate with any other system or database that is HL7 capable.
It brings the pertinent information, such as lab results, to Vocera Platform and stores those events in
the Data Manager. This information is then potentially later sent to the recipient database of that HL7
message based upon Appliance configurations. The content of the message varies depending on the HL7
configuration in the Appliance, but any HL7 message may include data such as patient information and
history, lab results, and radiology reports.

At least one connection must be configured, either inbound or outbound. An inbound connection brings
messages from an HL7 server to the Vocera Platform system, while an outbound connection allows Vocera
Platform to communicate to the HL7 server.

In the figure below, installers can see how information and data is communicated between systems.
Vocera Platform receives data from all three of these systems for potential use in later HL7 messages.
It also sends information back to a Clinical Information System, such as the EMR or HIS, as well as to
Allscripts MyWay EHR.

EXTENSION's HL7 Messaging Integration

 Clinical
Informatial
System

EXTENSION

The minimum requirements for a Vocera HL7 Adapter installation are described here.

Vocera Platform supports HL7 2.x.
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UNDERSTANDING A VOCERA HL7 ADAPTER CONFIGURATION

This is the port used to receive HL7 messages.

This port number must match the port number used by the system sending HL7 messages. See Using Ports
in Adapter Guide Requirements on page 5 for additional information.
Some ports are not recommended for use when configuring an adapter.

f Warning: Do NOT use the following ports for an adapter configuration: 22, 8888, 8443, 1099,

52517, 3700, 3820, 3920, 4848, 7676, 8080, 8181, 8686, 13579, 36123, 41776, 52071, 5432, 80, 443,
25
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Description of the settings that enable direct communication between the Vocera HL7 Adapter and the

Vocera Platform.

Select an empty field and begin typing, or select an existing value and type over it. To keep an existing

value, do not edit that field.

1. Access the Vocera Platform Web Console and navigate to the adapters.
See Navigating the Vocera Platform Adapters on page 37 for instructions.

2. Select New Adapter in the Action menu, or select an adapter you wish to configure and then select
Edit, to display the configuration fields. The configuration fields are the same for new and existing
adapters.

3. Navigate to the New Adapter option, or navigate to an existing adapter to edit. See Creating a New
Adapter on page 40 and Editing an Adapter on page 39 for instruction as needed.

The configuration fields are the same for new and existing adapters.
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CONFIGURING A VOCERA HL7 ADAPTER

Component Name: HL7 B
Reference Name: HL7
Enabled:

Time Zone: System EI

Outbound Connection

Outbound Connection: ]

Inbound Connections

Connections Add]

~ New Inbound Connecti..., Port: 1

Reference Name: New Inbound Connection
Message Format: ER7 EI
Port: 1
Suppress Acknowledgments: =]
Settings
Message Timeout: 1

Report Non-Matching Messages as
Audit Events:

Report Applied Preprocessing Rules: [

Preprocessing Rules [Add]
Message Definitions Add a definition... B
~ New Message Definiti..., Reports Not Active

Reference Name: New Message Definition
Active: ]
Discard: ]
Active When Repeating: a
Starting Dataset: Reports EI
Message Type: ORU-RO1
Segment Definitions [ Add Segment Definition ]
» New Segment Definition Not Required

[ Clone ]

B e o)

4. Complete the General Settings configuration fields as described in the table.

General Settings Configuration Fields Description

Component Name Click the Component Name field to display a list of the
systems and devices that the Vocera Platform currently
supports. Select the name of the adapter to create.
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CONFIGURING A VOCERA HL7 ADAPTER
General Settings Configuration Fields Description

Reference Name Enter a short descriptive name in the Reference Name
field to uniquely identify an adapter instance. It may
demonstrate the adapter function or other information;
for example, Production adapter may differentiate a
live adapter from a development or "sandbox" adapter.

Enabled Select the Enabled checkbox to allow the Vocera
Platform to use the new adapter. The Vocera Platform
ignores the adapter if this option is disabled.

Time Zone Enter the time zone to use when processing dates
and times without a time zone. This setting controls
how date/time values in messages are interpreted and
encoded.

5. Complete the Outbound Connection configuration settings.

‘Outbound Connection: v

Message Format: ER7 B
Server Name: localhost

Port: 1

Outbound Connection Configuration Fields Description

Outbound Connection Vocera Platform can use an outbound connection
to communicate with an HL7 server for processing
outbound messages. Configure the outbound
connection with the following information.

At least one connection, inbound or outbound, must be configured
for the Vocera HL7 Adapter to function. If Outbound Connection is
unchecked, an inbound connection and message type are created in
the system by default.

When sending outbound HL7 messages, a version of 2.3 is used by
default in the message header of each message sent. If required, the
version sent may be adjusted by an implementation specialist via a
configurable interface property.

Message Format Select the message format (ER7 or XML) that this
facility will use for this outbound connection. This field
is required.

Server Name Enter the host name or IP address of the server to
which the outbound connection will connect. This field
is required and must be a valid server name for an
outbound connection.

Port Enter the server port on which HL7 messages and

acknowledgments are transmitted. This field is
required and must be a number between 1 and 65535.

6. Complete the Inbound Connections configuration settings.
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CONFIGURING A VOCERA HL7 ADAPTER

Inbound Connections

Connections
~ New Inbound Connecti...,
Reference Name:
Message Format:
Port:

Suppress Acknowledgments:

Settings

Message Timeout:

Audit Events:

Port: 6661

New Inbound Connection

ER7

6661

60

Report Non-Matching Messages as V!

Report Applied Preprocessing Rules:

Configure one or more connections for processing inbound HL7 messages. At least one connection,
inbound or outbound, must be configured for the Vocera HL7 Adapter to function. If Outbound
Connection is unchecked, an inbound connection and message type are created in the system by default.
Click Add to create an inbound connection, and the configuration fields shown below display. Click

to expand an existing connection and edit the configuration, or click Add to create additional inbound

connections to support additional HL7 servers.

Click Remove to delete a specific inbound connection. The last inbound connection can only be
removed if there is an outbound connection; the Remove option is not displayed in this event.

Inbound Connections Configuration Fields

Reference Name

Message Format

Port

Suppress Acknowledgments

Description

Enter a descriptive name for the collection of settings
that define this connection.

Select the message format (ER7 or XML) that this
facility will use for this inbound connection. This field
is required.

Enter the server port on which HL7 messages and
acknowledgments are transmitted. This field is
required and must be a number between 1 and 65535.
It is recommended that each connected system be assigned to a
separate port. The number for threads available for processing
inbound messages is proportional to the number of available ports,
and the reporting of inactivity is also by port.

The thread pool that handles connections and the initial reading of
messages has a limited number of threads per inbound connection. It
is designed to handle no more than two actual network connections
per configured "inbound connection", which implies each connecting
system should have a separate inbound connection configured.

In addition, detection of idle input is done separately for each
configured inbound connection. If multiple systems connect to the
same inbound connection port and one of them gets into a bad state
where it is no longer sending messages, it would not be noticed if the
other systems on the same inbound connection continue processing
successfully.

Select this checkbox to prevent the adapter from
sending HL.7 acknowledgments in response to messages
on inbound connections. This option may be useful

for older versions of the Philips patient monitoring
systems.
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Inbound Connections Configuration Fields

Message Timeout

Report Non-Matching Messages as Audit Events

Report Applied Preprocessing Rules

CONFIGURING A VOCERA HL7 ADAPTER
Description

Enter the number of minutes expected to elapse
between messages. The value must be a number
between 1 and 10000. When this timeout period is
exceeded, audit event 600 is generated to report that
the connection is idle.

Check this box if the system should log an audit event
when a received message does not match a message
definition.

Check this box if the system should log an audit event
when a preprocessing rule changes a message's content.

7. Complete the Preprocessing Rules configuration settings.

10

Preprocessing Rules

~ NMD, \[NMD\|, [NMD~NO2|

Purpose: NMD
Active: ¥

Regex: \INMDY|
Replacement String: INMD*ND2|

Active

Preprocessing rules are used to modify non-standard received messages before they are matched
against configured message definitions. Configure one or more preprocessing rules.

The preprocessing rules are applied, in listed order, when a message is first received on an inbound

connection as follows:
1. A message is received.

2. Each subsequent incidence of the received message that matches the regular expression is replaced
by the replacement string, creating a new message.

3. Repeat steps a and b for each preprocessing rule in listed order on the new message.
4. Match the new message against the configured message definitions.

Expand an existing preprocessing rule to edit the configuration, or click Add to create additional
preprocessing rules. Click Remove to delete a specific preprocessing rule.

Preprocessing Rules Configuration Fields

Purpose

Active

Regex

Description

Enter the purpose of the preprocessing rule. This field
is required. The purpose should concisely describe the
rule and be easily understood.

Select the Active checkbox to allow this preprocessing
rule to be used in the facility's HL7 implementation.

Enter a regular expression to match against received
messages for this preprocessing rule. This field is
required, and must be a valid regular expression.

See Understading Regular Expressions for an overview
explanation and examples of Regex code and mappings.

m===| Note: To prevent high CPU loads, each regular

== cxpression used in the appliance is limited to
run for five seconds. If the regular expression's
processing time exceeds this threshold, an audit
event is generated and the regex fails to match
results.
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11

Preprocessing Rules Configuration Fields

Replacement String

CONFIGURING A VOCERA HL7 ADAPTER

Description

Enter the replacement string of a preprocessing rule to
be substituted for each match of the regular expression.
This field is required.

8. Complete the Message Definitions configuration settings.

Message Definitions

~ Reports ORU-RO1, Reports
Reference Name:

Active:

Active When Repeating:

Reset Interval:
Repeat Interval:

Alert Priorities:

Starting Dataset:

Message Type:

Add a definition... B

Reports ORU-RO1
v

v

v Advanced Configuration

Message defined attributes which identify
the alert

These must be populated by a field regular expression
mapping

Observation Time alert_time
Attribute:

Alert Type alert_type
Attribute:

Alert Location bed.room.facility.name
Attributes: bed.unit.name

bed.room.reom_number
bed.bed_number

Attributes calculated by the adapter
Do not populate these in field regular expression
mappings

Alert State activity_state
Attribute:

Alert Id Attribute: clinical_id

600
240

JELUFFIB*
*: *APNEA*

Reports

ORU-RO1

Active

At least one message definition is required if there is an inbound connection configured for the Vocera
HL7 Adapter. You can use custom message definitions or predefined definitions from a collection.
Active messages are matched to definitions according to the order listed.

Configured message definitions will match a received message when:

* The message definition is active.

definition.

definition

The message type of the received message matches one of the message types of the message

The received message has a matching segment for each required segment definition in the message

Expand an existing message definition to edit the configuration, or click Add a definition... to create
additional message definitions. Click Clone or Remove to copy or delete a specific message definition.
A cloned version of the message type will have a unique reference name and will not be active, by

default. Drag and drop message definitions to re-order the list; for example, you might select ORM-001
and drag it to the top of the list of definitions.

VOCERA HL7 ADAPTER CONFIGURATION GUIDE



CONFIGURING A VOCERA HL7 ADAPTER

To create a new definition, select a message definition from the Add a definition menu, and then an
associated event from the Select an event dropdown menu. The message definition appears at the
bottom of the list of definitions, preconfigured with known segment definitions.

Message Definitions Configuration Fields

Reference Name

Active

Discard

Active When Repeating

Advanced Configuration

Observation Time Attribute

Alert Type Attribute
Alert Location Attributes

Alert State Attribute
Alert ID Attribute

Reset Interval

Repeat Interval

Description

Enter a descriptive name for this message definition.
This field is required.

Select this Active checkbox if the message type is

to be used to match messages and make the message
definition active in the system. Active message types
are matched in the order specified in the configuration.

Select this Discard checkbox to discard matching
messages, instead of storing them in the dataset. This
option is hidden when Active When Repeating is
checked. Selecting Discard removes two configuration
options: Active When Repeating, and Starting
Dataset.

Select the Active When Repeating checkbox if the
message represents an alert that will be received
repeatedly and repetitions should be ignored. This
option is hidden when Discard is checked above.
Complete the additional information as described in
Advanced Configuration.

Click Advanced Configuration to display the alert
mapping configuration fields.

The Advanced Configuration settings are displayed when the Active
When Repeating box is checked, presenting a set of conditions that
may be considered active as long as they keep repeating. Not every
received message is saved.

Enter the attribute that stores the time the alert was
received.

Enter the attribute that stores the type of the alert.

Enter the attributes that store the alert's unique
location.

Enter the attribute that stores the calculated current
alert state.

Enter the attribute that stores the calculated ID for the
alert record.

Enter the time in seconds that may elapse after the last
instance of a repeated alert is received before the alert
should be set to inactive. The value must be between 1
and 3600 seconds.

Enter the time in seconds that may elapse between
repeating events, after which period a repeated alert of
this message type should be recognized as a new event
and a new record created in the database. The value
must be between 1 and 3600 seconds.
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CONFIGURING A VOCERA HL7 ADAPTER
Message Definitions Configuration Fields Description

Alert Priorities Enter an ordered list of regular expressions to be
matched against the alert type value; listed in highest
to lowest priority. If multiple alerts are received in
the same message, the highest priority alert will be
recorded as active and all other alerts will be recorded
as suppressed. For example, an APNEA alert will be
suppressed when a higher priority FIB alert is active.

See Understading Regular Expressions for an overview
explanation and examples of Regex code and mappings.

Starting Dataset Select the starting dataset for the relative data
mappings for the message definition where data for
the received message should be stored. This option is
hidden when Discard is checked. This field is required.

Message Type Enter the HL7 message type for this message definition
in the format MessageType-Event Type, such as ORU-
RO1. This field is required. Enter multiple message
types as a comma separated list of values. This field
allows special characters -, , or ~ to be used as
separators, such as ADT-AO1 or ADT ™ AO1.

9. Complete the Message Type Segment Definitions configuration settings.

Segment Definitions [ Add Segment Definition ]
~ PVl Required
Name: PV1
Description: Patient Visit
Active: 24
Required: v
Dataset Mapping: Linked child record per segment B
Link To: Patients
1 ‘ 2 ‘E | 4 ‘ 5 ‘6 ‘ 7 ‘8 |9 ‘10|1l‘12‘13‘14‘15|16‘17‘18‘19‘20|21‘22|23‘24‘25
Must Match Regular
Expression:
Regex: (W)
Regex Mapping: line_number=$1
26‘27‘ZB|29‘30‘31‘32‘33|34‘35|36‘37‘38‘§‘

At least one segment definition must be provided for a message definition. A segment definition will
match a received segment when:

* The name of the received segment matches the name of the segment definition.
* The received segment has each field matching the regex if it is required to match.
* A repeated segment matches if any of the repeated segments match.

====1 Note: All HL7 messages build their MSH segments with an internal segment definition. All
existing MSH segment definitions are ignored.

Click Add Segment Definition to create additional segments. A New Segment Definition expansion
box will appear at the bottom of the segment list. Drag and drop segment definitions to re-order the
list; for example, you might select the New Segment Definition and drag it to the top of the list for
configuration.
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CONFIGURING A VOCERA HL7 ADAPTER

Expand an existing segment definition to edit the configuration. Links at the bottom of this field are
provided to clone or remove a segment definition, remove the last field definition, and add a field

definition.

Message Type Segment Definitions Configuration Fields

Name
Description
Active
Required

Dataset Mapping

Link To

Field Definitions

Must Match Regular Expression

14

Description

Enter the HL7 name for this segment definition. This
field is required.

Enter a description of the new segment created for this
message definition. This field is optional.

Select this checkbox if the segment definition is active
for this adapter.

Select this checkbox if the segment definition must be
matched for its message definition to be matched.

Select an option from the dropdown menu that will
determine how to map the field data from segments
matching this definition. Select to add the data to the
parent record (taking into account segment groups),
to create separate parent records for each matching
segment, or to create separate linked child records for
each matching segment.

The dropdown menu options display as follows:

* Add to parent record

e Parent record per segment

* Linked child record per segment

The Link To field is displayed when the "Linked child
record per segment' option is selected in the Dataset
Mapping dropdown menu.

Enter the name of a link to a dataset, relative to the message
definition's starting dataset, in which to store attribute mappings.

At least one field definition must be configured for

a segment definition. A field definition will match a
received field if the received field content matches the
regular expression of the field definition. A repeated
field matches if any of the repeated fields match the
regular expression specified.

Links at the bottom of this field are provided to clone or remove a
segment definition, remove the last field definition, and add a field
definition.

Expand an existing field definition (click the tab number; e.g., 1, 2, or
3 below) to edit the configuration.

Check the Must Match Regular Expression
checkbox to require that the field definition must be
matched for its segment definition to be matched. The
field definition need not be matched for the segment
definition to be matched.

See Understading Regular Expressions for an overview
explanation and examples of Regex code and mappings.
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CONFIGURING A VOCERA HL7 ADAPTER
Message Type Segment Definitions Configuration Fields Description

Regex Enter a regular expression to capture values from
received field content. This field is required if the Must
Match Regular Expression box is checked, and must
be a valid regular expression.

See Understading Regular Expressions for an overview
explanation and examples of Regex code and mappings.

Special characters determine the number of expected components
and sub-components in a field. The special character ' ~'is used

to separate components in a field, and '&' is used to separate sub-
components in a component. These characters should not be used for
another purpose in the regular expression.

* The HL7 component separator '~ ' and the sub-
component separator '&' do not need to be escaped.

* The regular expression will only be matched against
the number of components and sub-components
specified. Extra (unspecified) components and sub-
components will be discarded.

* Components and sub-components can be ignored
without specifying a regular expression. As an
example, the regular expression "™ ~ (.*)" would
ignore the first two components and capture the
third.

e No special consideration is needed for optional components and
sub-components. If an optional component or sub-component
is not in a received field, its capture group will be mapped to an
empty string.

Regex Mapping Enter one or more attributes or attribute paths, one
per line, to be filled with data from the above regular
expression. This field is required.

See Understading Regular Expressions for an overview
explanation and examples of Regex code and mappings.

Specify the regex mapping from the capture groups of the Regex
above to attribute paths starting from the Clinicals dataset. Two
attribute mapping patterns are supported; plain attribute list, and
statement of equality.

Plain attribute list: Each item in the mapping is a simple

attribute path. The first capture group of the matched regular
expression is used as the value of the first attribute path in

the list, and so on. The number of capture groups in the regex

must match the number of attribute paths in the list. The

syntax is dataset_link_attribute name.attribute_name, or
dataset_attribute_name. If this segment links to another dataset, all
attribute paths used in the regex mappings implicitly start with the
link used in Link To.

Statement of equality: The left-hand side of the statement

is the attribute path, while the right-hand side is the

value that the attribute path should be set to. On the

right side, use numbered captured groups (such as $1) to

reference elements matched, or literal strings. The syntax is
dataset_link attribute name.attribute name=LITERAL, or
dataset_attribute name=$1, or example with two_capture groups=
$2:$1

To build a single attribute path value from multiple fields,

add a subscript to the path. The final value will be built

from the various values in subscript order. For example,
dataset_attr name[0]=XXX and dataset_attr name[l]=YYY will
result in dataset_attr name=XXXYYY.

10.Select one of the available options to exit the adapter configuration page. See Saving an Adapter on page
41 for details.

View inbound message statistics, download a log of HL7 messages received, or test the configured
connections in the Vocera HL7 Adapter.

15 VOCERA HL7 ADAPTER CONFIGURATION GUIDE



Adapter Statistics

CONFIGURING A VOCERA HL7 ADAPTER

Inbound message statistics display in the sidebar in the adapter details page under Adapter Statistics.

The number of messages received, processed, and sent since the adapter was last started are shown in this
statistics summary. The number of messages waiting to be processed and to be sent are displayed as the

inbound and outbound queue depth, respectively.

Click the Refresh button to display the latest statistics.

HL7 Message Logs

Adapter Statistics

The below statistics are the number of messages
received, processed, and sent since the adapter
started. The statistics also include the current queue
depth of messages waiting to be processed and the
queue depth for the messages waiting to be sent.

« Messages Received — 21

= Messages Processed — 18
* Messages Sent — 21
 Inbound Queue Depth — 0
* Outbound Queue Depth — 0

You can download a log of HL7 messages received by this adapter for a specified time range. The adapter
must be running to download a message log file. Click the select box to display a list of message logs.

16
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HL7 Message Logs

Select a log of HL7 messages received by this adapter
for a given time range to download from the below list

Select a HL7 message log to download... ~

CONFIGURING A VOCERA HL7 ADAPTER

Select a message log from the list displayed in the dropdown menu. The browser will display a dialog

allowing you to save or open the download file.

HL7 Message Logs

Select a log of HL7 messages received by this adapter
for a given time range to download from the below list.

SentMessages.log hd

Additional HL7 Actions

You can send a sample HL7 message over any one of the configured connections for testing purposes in the

Additional HL7 Actions section.

17
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CONFIGURING A VOCERA HL7 ADAPTER

Additional HL7 Actions

Specify an HL7 message and select a connection to
send it on from the below list

Server Name: localhost, Port: 6661 ~

Specify a message to send...

Select the connection you wish to test in the dropdown list, and paste a sample HL7 message in the text
field. Click the Send Message button to test the connection configuration.

Once sent, the message status displays below the button; the test message was sent successfully in this
example.

Additional HL7 Actions

Specify an HLT message and select a connection to send
it on from the below list.

Server Name: localhost, Port: 6661 ~

MSH|~~\&|||11]10RU"RO1|HP1389630240257 |P| =
2.31111118859/1

PID||11234]|Jones Goerge||19640101 M

PV1| |IINICU~"N01&0&0
OBR|11111120140113112400

OBX| ITX|5"Hard Inop”MDIL-ALERT|1|EcgOut
EQUIP MALFI||IIIF

OBX| |TX|1"Red Alarm"MDIL-ALERT|L1|*¥** ad
RPNERIIIIIIFE

| Successfully sent the message. |

Understanding HL7 Messaging Specifications

Message specifications define the layout of the HL7 records that Vocera Platform expects to receive from
an HIS at a customer site.
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CONFIGURING A VOCERA HL7 ADAPTER

Health Level Seven (HL7) and its members provide a framework (and related standards) for the exchange,
integration, sharing, and retrieval of electronic health information. These standards define how
information is packaged and communicated from one party to another, setting the language, structure and
data types required for seamless integration between systems. HL7 standards support clinical practice and
the management, delivery, and evaluation of health services, and are recognized as the most commonly
used in the world. Source: HL7.org

This implementation guide is based on the HL7 version 2.X Standard for HL7 message types such as ADT
(Admit, Discharge, Transfer), ORM (Order), ORU (Observation) and RAS (Treatment Administration) which
are to be sent to the Vocera Platform application by a Health Information System (HIS). This specification
contains the minimum requirements for these commonly used HL7 trigger events within the Vocera
Platform application. This list is not exhaustive; should a site utilize an HL7 message type not listed here,
refer to this external source for trigger event construct guidance: HL7-Definitions-Caristix.com

The following message specifications define the layout of the HL7 records that Vocera Platform expects

to receive from an HIS. A sender will create an HL7 version 2.X trigger event message. The sender will
send the HL7 trigger event message to the Vocera Platform application at the provided IP address and port
(6661 by default) in accordance to the Minimum Lower Layer Protocol (MLLP). The library that Vocera
Platform uses to recognize HL7 messages is based on version 2.6, allowing recognition of most inbound
HL7 messages.

Outbound messages can be optionally customized and enabled upon request. Vocera Platform creates these
outbound messages to the sender using HL7 version 2.3 by default; if a different HL7 version is required
for outbound HL7 messages from Vocera Platform to a customer source, the appropriate version can be
specified in the interface property. Configure the "hl7.outbound.version" field in the interface.properties
file with the HL7 version needed to implement the appropriate sending HL.7 version used.

The following trigger events are supported by Vocera Platform.

ADT-A01 Admit / Visit Notification

ADT-A02 Transfer A Patient

ADT-A03 Discharge/End Visit

ADT-A04 Register A Patient

ADT-A05 Pre-admit A Patient

ADT-A06 Change An Outpatient To An Inpatient
ADT-AQ7 Change An Inpatient To An Outpatient
ADT-A08 Update Patient Information

ADT-A09 Patient Departing - Tracking

ADT-All Cancel Admit / Visit Notification
ADT-A12 Cancel Transfer

ADT-A13 Cancel Discharge/ End Visit

ORM-001 Order Message
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ORU-RO1

RAS-017

Unsolicited Transmission Of An Observation

Message

Pharmacy/treatment Administration Message

ADT messages are sent to Vocera Platform including the demographic, status, and location information of
a patient. Vocera Platform aggregates this data and uses it to provide context to the various alerts and/or

other events generated.

Segment

MSH

Segment

PID

20

Field

O N o o g o g W

Field Component Description Field Type Required
1 1 Field Separator String Y
2 4 Encoding Characters String Y
3 180 Sending Application String Y
4 180 Sending Facility String Y
5 180 Receiving Application String Y
6 180 Receiving Facility String N
7 26 Date/Time of Message Date/Time Y
(YYYYMMDDTTTT)
8 40 Security String N
9 7 Message Type String Y
10 20 Message Control ID String Y
11 3 Processing ID String N
12 8 Version ID String Y
13 15 Sequence Number String N
14 180 Continuation Pointer String N
15 2 Accept Acknowledgement String N
Type
16 2 Application String N
Acknowledgement Type
17 2 Country Code String N
18 6 Character Set String N
19 Principal Language of String N
Message
Component Attribute Description Field Type Required
1 mrn Unique Patient ID String Y
1 last name Patient Last Name String Y
2 first name Patient First Name String Y
3 middle name Patient Middle Name String N
4 suffix Patient Name Suffix  String N
5 prefix Patient Name Prefix  String N
1 dob Patient Date of Birth Date (YYYYMMDD) N
1 sex Patient Sex String N
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Segment Field Component Attribute Description Field Type Required
PVl 3 1 bed.room.unit.name Assigned Unit Name  String Y
3 2 bed.room.room number Assigned Room String Y
Number
3 3 bed.bed number Assigned Bed Number Integer Y
17 1 provider.cell phone numbe: Admitting Provider String N
Cell Phone Number (NNNNNNNNNN)
17 2 provider.last name Admitting Provider String Y
Last Name
17 3 provider.first name Admitting Provider String Y
First Name
17 4 provider.middle name Admitting Provider String N
Middle Name
17 5 provider.suffix Admitting Provider String N
Suffix
17 6 provider.title Admitting Provider String N
Title
17 6 provider.title Admitting Provider String N
Title
17 7 provider.degree Admitting Provider String N
Degree
17 9 provider.npi Admitting Provider String Y
NPI or Unique
Identifier
39 1 facility name Facility Name String N
41 1 status Patient Status String N
44 1 admit_date Admit Date Date/Time Y
(YYYYMMDDTTTT)
45 1 discharge date Discharge Date Date/Time N
(YYYYMMDDTTTT)
PV2 3 1 reason Admit Reason String N

The ROL segment contains the data necessary to add, update, correct, and delete from the record persons
involved, as well as their functional involvement with the activity being transmitted. For Vocera Platform
deployments utilizing the ROL segment, additional datasets and rules will need to be custom-built by

the Vocera Platform Implementation Engineer. Columns in the table below are incomplete because the
segment data will be custom-built.

=—=| Note: Not included in the Vocera Platform EMDAN standard solution.

Segment Field Component  Attribute Description Field Type Required
ROL 1 Role Instance ID N

2 Action Code N

3 Role-ROL Y

4 Role Person Y
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Segment Field Component Attribute Description

5 Role Begin Date/Time

6 Role End Date/Time

7 Role Duration

8 Role Action Reason

9 Provider Type

10 Organization Unit
Type

11 Office/Home Address/
Birthplace

12 Phone

CONFIGURING A VOCERA HL7 ADAPTER

Field Type

Required

Z =2 2 2 2 =

=z

ORU messages contain lab result information that is used to deliver critical lab result notifications. Vocera
Platform only receives ORU messages that are intended to trigger an alert to the appropriate recipient.

Segment Field Component Description Field Type Required
MSH 1 1 Field Separator String Y
2 4 Encoding Characters String Y
3 180 Sending Application String Y
4 180 Sending Facility String Y
5 180 Receiving Application String Y
6 180 Receiving Facility String N
7 26 Date/Time of Message Date/Time Y
(YYYYMMDDTTTT)
8 40 Security String N
9 7 Message Type String Y
10 20 Message Control Id String Y
11 3 Processing Id String N
12 8 Version Id String Y
13 15 Sequence Number String N
14 180 Continuation Pointer String N
15 2 Accept Acknowledgement String N
Type
16 2 Application String N
Acknowledgement Type
17 2 Country Code String N
18 6 Character Set String N
19 Principal Language of String N
Message
Segment Field Component Attribute Description Field Type Required
PID 3 1 patient.mrn Patient ID Mapped ID Y
5 1 patient.last name Patient Name String Y
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23

Field

B0 N o o g O

S

16

16

16

16

16

16

16

17

Component
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Attribute

patient.first name
patient.middle name
patient.suffix
patient.prefix
patient.dob
patient.sex

abbreviation

name

order time
provider.last name
provider.first name
provider.middle name
provider.suffix
provider.title
provider.degree

provider.npi

provider.cell phone numbe:

results.abbreviation

results.name
results.value

results.range

results.units
results.note
results.flag
results.status

results.time

Description

Patient Name
Patient Name
Patient Suffix
Patient Prefix
Patient Date of Birth
Patient Sex

Test Name
Abbreviation

Test Name
Observation Date/
Time

Ordering Provider
Last Name

Ordering Provider
First Name

Ordering Provider
Middle Name

Ordering Provider
Suffix

Ordering Provider
Title

Ordering Provider
Degree

Ordering Provider
NPI or Unique ID

Order Callback
Telephone Number

Result Name
Abbreviation

Result Name
Result Value

Result Reference
Range

Result Units
Result Notes
Result Flag
Result Status
Result Time

patient.bed.room.unit.name Assigned Patient

Location

patient.bed.room.room nun Assigned Patient

patient.bed.bed number

Location

Assigned Patient
Location

CONFIGURING A VOCERA HL7 ADAPTER

Field Type

String

String

String

String

Date (YYYYMMDD)
String

String

String
Date/Time
(YYYYMMDDTTTT)
String
String
String
String
String
String
String
String

String

String
String
String

String

String

String

String

Date/Time
(YYYYMMDDTTTT)
String

Integer

Integer
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Segment Field Component Attribute Description Field Type Required
39 1 patient.facility name Facility Name String N
41 1 patient.status Status String N
44 1 patient.admit date Admit Date Date/Time Y
(YYYYMMDDTTTT)
45 1 patient.discharge date Discharge Date Date/Time N
(YYYYMMDDTTTT)

ORM messages include details of an Order that was placed in the health information system (HIS). ORM
messages will trigger an order notification such as STAT or NOW and deliver the relevant information to
the appropriate recipient.

Segment Field Component Description Field Type Required
MSH 1 1 Field Separator String Y
2 4 Encoding Characters String Y
3 180 Sending Application String Y
4 180 Sending Facility String Y
5 180 Receiving Application String Y
6 180 Receiving Facility String N
7 26 Date/Time of Message Date/Time Y
(YYYYMMDDTTTT)
8 40 Security String N
9 7 Message Type String Y
10 20 Message Control Id String Y
11 3 Processing Id String N
12 8 Version Id String Y
13 15 Sequence Number String N
14 180 Continuation Pointer String N
15 2 Accept Acknowledgement String N
Type
16 2 Application String N
Acknowledgement Type
17 2 Country Code String N
18 6 Character Set String N
19 3 Principal Language of String N
Message
Segment Field Component Attribute Description Field Type Required
PID 3 1 patient.mrn Patient ID Mapped ID Y
5 1 patient.last name Patient Name String Y
5 2 patient.first name Patient Name String Y
5 3 patient.middle name Patient Name String N
5 4 patient.suffix Patient Name String N
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Segment Field Component Attribute Description Field Type Required
5 5 patient.prefix Patient Name String N
7 1 patient.dob Patient Date of Birth Date (YYYYMMDD) N
8 1 patient.sex Patient Sex String N
PV1 3 1 patient.bed.room.unit.name Assigned Patient String Y
Location
3 2 patient.bed.room.room nun Assigned Patient Integer Y
Location
3 3 patient.bed.bed number  Assigned Patient Integer Y
Location
ORC 5 1 status Order Status String Y
9 1 order time Ordered Time Date/Time Y
(YYYYMMDDTTTT)
OBR 4 1 order code Order Code String Y
2 description Order Description String Y
16 2 provider.last name Ordering Provider String Y
Last Name
16 3 provider.first name Ordering Provider String Y
First Name
16 4 provider.middle name Ordering Provider String N
Middle Name
16 5 provider.suffix Ordering Provider String N
Suffix
16 6 provider.title Ordering Provider String N
Title
16 7 provider.degree Ordering Provider String N
Degree
16 9 provider.npi Ordering Provider String Y

NPI or Unique ID

17 1 provider.cell phone numbe: Order Callback String N
Telephone Number

RAS messages include details of an pharmacy/treatment that was placed in the health information system
(HIS). RAS messages will trigger an pharmacy/treatment notification and deliver the relevant information
to the appropriate recipient.

Segment Field Component Description Field Type Required
MSH 1 1 Field Separator String Y

2 4 Encoding Characters String Y

3 180 Sending Application String Y

4 180 Sending Facility String Y

5 180 Receiving Application String Y

6 180 Receiving Facility String N

7 26 Date/Time of Message Date/Time Y

(YYYYMMDDTTTT)
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Field
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Field Component Description Field Type Required
8 40 Security String N
9 7 Message Type String Y
10 20 Message Control Id String Y
11 3 Processing Id String N
12 8 Version Id String Y
13 15 Sequence Number String N
14 180 Continuation Pointer String N
15 2 Accept Acknowledgement String N
Type
16 2 Application String N
Acknowledgement Type
17 Country Code String N
18 6 Character Set String N
19 3 Principal Language of String N
Message
Component Attribute Description Field Type Required
1 patient.mrn Patient ID Mapped ID Y
1 patient.bed.room.unit.name Assigned Patient String Y
Location
2 patient.bed.room.room nun Assigned Patient Integer Y
Location
3 patient.bed.bed number Assigned Patient Integer Y
Location
1 order code Entity Identifier String
1 status Order Status String Y
1 dosage Quantity Composite Quantity
with Units
2 frequency Interval Repeat Interval
3 description Duration String
1 order time Ordered Time Date/Time Y
(YYYYMMDDTTTT)
1 provider.npi ID Number String
2 provider.last name Provider Family FN (Family Name)
Name
3 provider.first name Provider Given Name String

Support and implementation staff may need to search HL7 logs on a Vocera Platform appliance for
troubleshooting or performance tuning efforts.

For additional Vocera Platform HL7 information, see Understanding HL7 Messaging Specifications on page

18.
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The logs are present in the system as a stream of HL7 message data, such as the following. On Linux
systems, the HL7 message separator is displayed as "™ M" and does not result in a visual separation,
making it difficult to read the log:
MSH|~~\&|Extension||||||ADT~A@8|3168|T|2.3~MPID| | |9876543211234567| |Smith~John

| [ IM*MPV1] | |UNIT10171| | |[e987654Grant sarah| [ [[[[TITITITITITITTTTTITITITTTIFACILITYL]]
ADMAMROL | 1] |

Registered Nurse|Brown”Jane|12345678912345~MROL|2| |Registered Nurse|Jones*Mary |
987654321122433~MROL | 3| |

Registered Nurse|Smith”Sally|12345678987654~MROL |4||Registered Nurse|White~James |
98765432198765

In the same HL7 log shown below, bold text marks the '™~ M' segment separator to show where one
message segment ends and the next message segment begins:

MSH|~~\&|Extension|| ||| |ADT~A@8|3168|T|2.3 "~ MPID|||9876543211234567| |Smith~John| | |M
~MpV1|||unITir01 | | | [@987654~Grantrsarah| | [ || [I[TITITIFTTITIITITITITIT]|FACILITY1]|ADM
~MROL|1]| |Registered Nurse|Brown”Jane|12345678912345”~ MROL|2||Registered Nurse|
Jones”Mary |

987654321122433 ~ MROL | 3| |Registered Nurse|Smith~Sally|12345678987654 ~ MROL |4||Registered
Nurse |White~James|98765432198765

A new line can be added after the message segment separator so that each message segment appears on

a separate line, making it easier to read the logs at a glance. Note that the '~ M' characters display at the
end of each new line in the example message. Whatever method is used to view the logs on separate lines,
Vocera Platform recommends preserving the message separation characters to maintain data integrity for
additional troubleshooting or tuning.

MSH|~~\&|Extension|| ||| |ADT~A@8|3168|T|2.3"M
PID|||9876543211234567| |Smith~John| | |[MAM
Pv1|||uNiT17@171]| || |@987654~GrantrSarah| || [ || 1IITITIITITEITIIEITLTT] ] | FACILITYL | | ADMAM

ROL|1| |Registered Nurse|Brown”Jane|12345678912345"M
ROL|2||Registered Nurse|Jones“Mary|987654321122433"M
ROL|3| |Registered Nurse|Smith~Sally|1234567898765"M
ROL|4| |Registered Nurse|White~James|98765432198765

The Linux "tr" (translate) command can be used to view the logs directly in the Terminal, one message
segment per line.

tr "\r" "\n" < file.txt

The tr command does not leave the ™ M characters at the end of the line. However, since this command
only displays the text in the Terminal window, it does not change the file and data integrity is not at risk.

Combined with grep's command-line regular expression search, the tr command can be used to find and
display HL7 messages. In this example, "file.txt" is the file or the path to the file you want to view, and
"search" is the element to search for.

tr "\r" "\n" < file.txt | grep "search"

Use the following grep commands as needed to display the desired search results:

Command Behavior

-Bn Changes the number of lines you see before the line with
the found element to be n lines

-An Changes the number of lines you see after the line with
the found element to be n lines
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Command Behavior

-Cn-n Changes the number of lines you see before and after the
line with the found element to be n lines

The "vi" editor can be used to modify the contents of a log file. Vocera Platform recommends copying the
log file and saving it to a remote location (such as the /tmp or home directory) before modifying the file.

After making changes, it is possible to simply view the contents or to save the modified file for further
investigation later. Additionally, it is recommended to preserve a representation of the carriage return
characters for the most reliable interpretation after the modification has been made.

The command shown below replaces the carriage return with ~ M and a new line:
:%s/<ctrl-v><ctrl-M>/~M<ctrl-v><ctrl-M>/g
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An HL7 rule specifies how to generate (and send) a single message when an event occurs. An outbound
connection must be specified on the Vocera HL7 Adapter instance for the rule in order to send the

message.

When the Vocera HL7 Adapter is triggered to send messages to a recipient, an HL7 rule defines the
parameters used to formulate the message. The HL7 rule is defined on a dataset, and builds an HL7
message from the dataset record (including linked records) that triggered the rule.

See the Vocera Platform Dataset Guide for information about working with rules. See Configuring a Vocera
HL7 Adapter on page 6 for information about the adapter settings.

In the Adapter Settings, configure the Rule Settings fields to manage building the message.

Adapter Settings

The information provided is either invalid or incomplete.

+ Required: Message Type

Rule Settings

Build from Message Type: Select a message fype...
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Message Type

Click the Build from Message Type field and select a Message Type from the dropdown list that
displays. In the example below, the Message Type of ADT is selected.

Adapter Settings

The information provided is either invalid or incomplete.

+ Required: Message Type

Select a message type...

Rule Settings Custom
ADR
Build from Message Type: Select an event +
BAR

BPS
BRT

BTS
o (22221 o

csu

Once the Message Type is selected, the Select an event... field appears. Click on the field to display a
dropdown menu, and choose from the events associated with the Message Type selected above. In the
example below, the Event of AO1 is selected.

Adapter Settings
The information provided is either invalid or incomplete.
# Required: Message Type
Rule Settings
Build from Message Type: ADT | e, I
AD1
AD2
. A03
AD4
(PR—--- e
A6
Aor
A8
A09
v

Once the Event Type is selected, the Application Identifier field appears. This is an optional entry field,
and the entry is used in the MSH segments Field 3 (sending application) and possibly in Field 5 (receiving
application). The identifier is expected to contain a GUID, or two GUIDs separated by an underscore (' )
character. The identifier will be split at the underscore character and the second GUID will be used as the
receiving application.

Application ldentifier: | |

If desired, select a new Message Type and Event in the Build from Message Type fields to replace this
definition. Generating a new definition will replace the existing configuration in the Message Type field.
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Message Type The HL7 Message Type to send. This will be used as the
message type (MSH field 9) in the outgoing message.
This is a required field.

Application Identifier The value to use for the HL7 sending application (MSH
field 3). If the value contains an ' ', then the part after it
will be used as the receiving application (MSH field 5).

Segment Definitions

At least one segment definition must be provided for a message definition. Each segment definition will
cause a single segment (or more if Repeating Link Path is configured) to be added to the message.

Note: All HL7 messages build their MSH segments with an internal segment definition. All existing
MSH segment definitions are ignored.

Click Add Segment Definition to create additional segments. A New Segment Definition expansion box
will appear at the bottom of the segment list. Drag and drop segment definitions to re-order the list; for
example, you might select the New Segment Definition and drag it to the top of the list for configuration.

Expand an existing segment definition to edit the configuration. Links at the bottom of this field are
provided to remove a segment definition, remove the last field definition, and add a field definition.

Name: ROL

Repeating Link Path: epic_assignment

Name The HL7 name of the segment definition to be generated.
This field is automatically populated if the segment is
generated from the Message Type selection options. This
is a required field.

Repeating Link Path This optional field specifies a link path relative to the
triggering object and determines the number of instances
of the segment to generate, based on the number of
linked objects found at that path. One instance of the
segment will be generated for each object found using
the path.
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At least one field definition must be configured for a segment definition. Each field definition defines the

content of the corresponding field in the segment.

Expand an existing field definition to edit the configuration. Configure a field definition as described in
the table below. In this example, the ROL segment definition will use the role.name attribute path in the
message content to send.

1|2‘E|4|5‘6|7|3|9‘10|11|1213|

Content Type:

Content:

Attribute Paths

role.name

Content Type

Content

32

Indicates how the information specified in the Content
field will be used when generating the field for the
message. Content Type options are Attribute Paths, Text,
Sequence Number (described below). This is a required
field.

Attribute Paths: Indicates that the field content is
treated as a set of attribute paths rooted in the triggering
object. Constant text can be placed in single or double
quotes. HL7 separators should not use quotation marks.
This option is recommended over the Text option unless
the field contains fixed text.

Text: Indicates that the field content contains the exact
text to be placed in the field. Any HL7 separators will be
included without quotation marks.

Sequence Number: Indicates the field will contain a
sequentially generated segment identifier. This option
should be used when the Repeating Link Path value is set
for the segment and the field is defined to be a "Set ID".
If present, the field content will contain the first value to
use (default value is 1).

The content to be sent for the message; the
interpretation of this content depends on the Content
Type value selected above. Use the default HL7
separators; © for components and & for subcomponents.
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ADT, ORM, ORU message details are published in the Understanding HL7 Messaging Specifications on
page 18. This page describes each message type by segment, field, component, description, field type, and
its required status.
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Adapters are installed on the Vocera Platform in a solution package, or individually as needed by the
customer.

The Vocera Platform uses adapters to integrate with external systems and devices. Each adapter is
configured by the user to include information that will allow the Vocera Platform to communicate and
interact with a specific type of resource and, depending on the adapter, devices that resource may control.
Adapters can allow the Vocera Platform to monitor and collect data, as well as send data out, when
triggered manually or automatically.

When implementing Vocera Platform at a customer site, use this document to install an adapter that is not
supplied in the Gold Image. Otherwise, you will install a needed adapter when instructed in the solution
package installation process described in the Vocera Platform Installation Guide.

In the event that the repository reference file has been compromised, you can re-create the platform
repository.

This information should be specified on the related adapter's Release Information page in the wiki. See
Releases and navigate to the needed adapter.

1. Verify that the adapter resides in a repository which is in Yetc/yum.repos.d/.

2. If the repolist or yum commands fail, verify that the file exists and try again. For example, use the
following code to verify the repository exists on the Vocera Platform appliance:

[tpx-admin@engage log]$ cat /etc/yum.repos.d/vocera.repo
3. Verify the output appears as shown.

# NOTICE: Only use the General Availability (platform-6.X-ga) repository for customer
deployments.

# Use of Controlled Release (platform-6.X-cr) or Software Quality Assurance
(platform-6.X-sqga) in

# accordance to process QOP-75-01 Production Work Order and History Record, contact
your

# manager for questions.

[Platform-6.0]

name=Platform-6.0
baseurl=https://box.voceracommunications.com/Platform-6.0-GA
enabled=1

gpgcheck=0
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Install or uninstall a Vocera Platform adapter at a customer site on a Vocera system for a customer.
Execute the following steps using the system's command prompt.

1. Verify that the adapter resides in a repository which is in /etc/yum.repos.d/.
2. Run the following commands:

sudo yum clean all
sudo yum check-updates

3. Verify that the rpm package to be installed is available using the following command:
sudo yum list available | grep extension

4. Install the adapter by specifying its rpm package name in place of <package-name> in the code below.
(This information should be specified on the related Release Information page in the wiki; see Release
Notes.)
sudo yum install <package-name>

5. Uninstall an adapter by specifying its rpm package name in place of <package-name> in the code
below. (This information should be specified on the related Release Notes page; see Release Notes.)

sudo yum remove <package name>

Replicate these steps using the needed adapter package, in order to install adapters other than the example
given here.

1. Verify the repo file contains the repos up to and including the release of interest.
[tpx-admin@engage log]$ cat /etc/yum.repos.d/vocera.repo

# NOTICE: Only use the General Availability (platform-6.X-ga) repository for customer
deployments.

# Use of Controlled Release (platform-6.X-cr) or Software Quality Assurance
(platform-6.X-sqga) in

# accordance to process QOP-75-01 Production Work Order and History Record, contact
your

# manager for questions.

[Platform-6.0]

name=Platform-6.0
baseurl=https://box.voceracommunications.com/Platform-6.0-GA
enabled=1

gpgcheck=0

2. Execute the following commands:

[tpx-admin@engage log] $ sudo yum check-updates
Loaded plugins: langpacks, product-id, subscription-manager
This system is not registered to Red Hat Subscription Management. You can use
subscription-manager to register.
Quartz
| 3.6 kB ©00:00:00
(1/2): Quartz/group gz
| 483 B ©00:00:00
(2/2): Quartz/primary_db
| 29 kB ©00:00:00
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3. Verify the package is available, using the following command:

[tpx-admin@engage log] $ sudo yum list available | grep extension
extension-navicare-interface.x86 64 1.3.6-0 Platform 5.0

4. Install the needed adapter; in this example, install the Navicare adapter:

[tpx-admin@engage log] $ sudo yum install extension-navicare-interface

Loaded plugins: langpacks, product-id, subscription-manager

This system is not registered to Red Hat Subscription Management. You can use
subscription-manager to register.

Resolving Dependencies

--> Running transaction check

---> Package extension-navicare-interface.x86_64 0:1.3.6-0 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch

Version Repository Size
Installing:

extension-navicare-interface x86_64

1.3.3-0 Quartz 59 k

Transaction Summary

Install 1 Package

Total download size: 59 k
Installed size: 62 k
Is this ok [y/d/N]: y
Downloading packages:
extension-navicare-interface-1.3.6-0.x86_64.rpm
| 59 kB ©0:00:00
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction
Installing : extension-navicare-interface-1.3.6-0.x86_64
1/1
Verifying : extension-navicare-interface-1.3.6-0.x86_64
1/1

Installed:
extension-navicare-interface.x86 64 0:1.3.6-0

Complete!
5. This completes the steps to install an adapter.
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Access the Adapters tab and use the filter or search tools to display a specific adapter.

This page is used by all the adapter guides, and therefore, the adapter used as an example here may not be
the adapter that you are working with currently.

1.

Access the Vocera Platform Web Console and sign in with your system credentials.

Vocera Platform

righ 018

D
D
AT

2. Select Settings > Adapters in the navigation menu.

\VeleSIEAIN/AY Adapters e

Attention!
You were logged in successfully!

Enabled Adapters Filter Disabled: v Q Search

= | Name Component Name Enabled

StaffAssignment true

xmpp XMPP true

The Adapters page displays.

3. Select an adapter to work with from the list displayed in the grid, or select the New Adapter Action

37

option to create a new adapter.

On the Adapters page you can identify adapters by their name or component name. The Enabled
column (displaying a true or false status) indicates whether the adapter is active on the system, or
disabled.

The bottom row of the grid reports the number of adapters displayed, of the available adapters.

The Filter Disabled box is checked by default, and displays only the enabled adapters that are
configured on the Vocera Platform.
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vocera\ Il Adapters 2
Manage ‘ .
Status Enabled Adapters Filter Disabled: [V Q search

Name ‘Component Name ‘ Enabled

Seftings CustomAudit for CUCM CustomAudit true
System Configuration CustomAudit for SpectraLinkXML CustomAudit true
User Defaults DataUpdate for Alerts DataUpdate true
Adapters DataUpdate for Basic Assignment DataUpdate true
Datasets DataUpdate for Facility Setup DataUpdate true
Workflows DataUpdate for FunctionalRoles DataUpdate true
Network Settings DataUpdate for XMPP DataUpdate true
\Voice License XMPP XMPP true
Platform License 1060

Database Backups

Badge Properties Editor

Configuration Packages
Installed Software

4. Uncheck the Filter Disabled box to display all the adapters that have been installed, including those
that are not currently enabled. The column title now displays All Adapters.

The Filter Disabled box is checked by default.

Adapters () .’J
|

All Adapters Q search
Name ‘ Component Name ‘ Enabled
AlarmNotification HL7 false
Amion Amion false
Ascom Ascom false
compliancelogger ComplianceLogger false
DataUpdate for Basic Assignment DataUpdate false
Earlysense Earlysense false
HL7 Epic ADT HL7 false
IncomingEmail IncomingEmail false
IncomingWCTP IncomingWCTP false
NaviCare NaviCare false
NihonKohden NihonKohden false
OutgoingEmail OutgoingEmail false
QGenda QGenda false
sa StaffAssignment true
SOAPSubscriber SOAPSubscriber false
SOAPublisher SOAPPublisher false
Sotera Sotera false
SpacelabsCEl SpacelabsCEI false
SpectraLinkXML SpectraLinkXML false
staff assignment StaffAssignment false
Xmpp XMPP true
1-210f21

5. Enter a term in the Search field to locate a needed adapter on the system.
The search field is identified by a text field with a magnifying glass icon. The search is performed on
the Name and Component Name columns.
When results are returned, the column header displays Adapters Search Results and an x icon allows
you to clear the search field.

Adapters (2 )

-~ =
Adapters Search Results Filter Disabled: [| ‘ Q custom [x]
Name ‘ Component Name Enabled
CustomAudit for CUCM CustomAudit true
CustomAudit for SpectralinkXML CustomAudit true

1-20f2
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Edit an adapter that has been installed on the Vocera Platform.

This page is used by all the adapter guides, and therefore, the adapter used as an example here may not be
the adapter that you are working with currently.

1. Access the Vocera Platform Web Console and navigate to the adapters.
See Navigating the Vocera Platform Adapters on page 37 for instructions.
2. Select the adapter to edit in the Adapters list.

Adapters 2 ]
Enabled Adapters Filter Disabled: [ Q search
Name Component Name Enabled
AlarmNotification HL7 false
Ascom Ascom false
ComplianceLogger ComplianceLogger false
CUCM CUCM false
CustomAudit for CUCM CustomAudit true

o * f
3. Select Edit in the adapter's menu.
ComplianceLogger Adapter _ea

r Remove

Reference Name:
Component Name:

Enabled:
Main Settings

Retention:

ComplianceLogger
ComplianceLogger

false

|

It Might Help to Know...

‘You are currently viewing the primary details
for this adapter. You may also choose to
edit or remove it from the system by
selecting the appropriate action on the page.
Areas that are highlighted with a red
background indicate that there is missing
infermation.

Version: 1104

6 years

,l

The Update Adapter page for the adapter displays.
4. Edit the adapter's settings to revise the configuration as needed. See the adapter-specific configuration

page for details on working with settings for this adapter.

Select an empty field and begin typing, or select an existing value and type over it. To keep an existing

value, do not edit that field.

Update Adapter

Reference Name:

Enabled:

Main Settings

Retention:

CompliancelLogger

=]

6 years

B e conco

(2]

Form Description

Edit the details for the 'ComplianceLogger'
adapter.

Element Help

Select an element to display the description
for it.

5. Select one of the options to exit the Update Adapter page. See Saving an Adapter on page 41 for

details.
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Access the Vocera Platform Web Console to work with adapters, or create a new adapter when prompted
in the package import process.

This page is used by all the adapter guides, and therefore, the adapter used as an example here may not be
the adapter that you are working with currently.
1. Access the Vocera Platform Web Console and navigate to the adapters.
See Navigating the Vocera Platform Adapters on page 37 for instructions.
2. Select New Adapter in the Action menu on the Adapters page.

vocera Il Adapters &
Manage ‘
N J
Status Enabled Adapters Filter Disabled: [ Q Search
Name Component Name ‘ Enabled
Settings . .
AlarmNotification HL7 false
System Configuration Ascom Ascom false
User Defaults ComplianceLogger ComplianceLogger false
Adapters cucum CcuUcM false
Datasets CustomAudit for CUCM CustomAudit true
The Create a New Adapter dialog displays.
3. Complete the configuration fields.
Create a New Adapter 2

. Upload bundle

Form Description

) This form allows you to create a new
Component Name: H Adapter within the system.
Reference Name: Element He’p
Select an element to display the description
forit.
Enabled: O
Name Description
Component Name * Select the Component Name field dropdown arrow to display a list of the systems
and devices that Vocera currently supports. Select the name of the adapter to
create.
Reference Name Enter a short descriptive name in the Reference Name field to uniquely identify an
adapter instance. It may demonstrate the adapter function or other information;
for example, Production adapter may differentiate a live adapter from a
development or "sandbox" adapter.
Enabled Select the Enabled check box to allow Vocera Platform to use the new adapter.

Vocera ignores the adapter if this option is disabled.

4. Select Upload Bundle in the Action menu to install a package on a Vocera Platform.

Use the Upload Bundle feature to install when the adapter is not available in the Component Name
dropdown list, and you have downloaded the needed adapter bundle to a storage location.
5. Click on Browse to navigate to the bundle to install.
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Upload a Bundle 0a

© Cancel . Upload

Form Description

_ Uploading a bundle will allow you to install a
Bundle to u Ioad._Browse... No file selected.
P new adapter component or upgrade an

existing one.

Element Help

Select an element to display the description
forit.

6. Select one of the Action options to exit from the Upload a Bundle dialog.
* Upload: Upload the selected bundle to the appliance.
* Cancel: Close the Upload a Bundle dialog without making a change to the system.

Saving an Adapter
Close an adapter configuration dialog using the Save, Reset, or Cancel options.

This page is used by all the adapter guides, and therefore, the adapter used as an example here may not be
the adapter that you are working with currently.

When creating a new adapter, the options at the bottom of the adapter configuration page are Save, and
Cancel.

When editing an existing adapter, the options are Save, Reset, and Cancel.

Choose an option to close the dialog:

Save Select Save to store the adapter configuration in the
system, when the fields are set to desired specifications.

Cancel Select Cancel to close the configuration window without
saving your changes to the system.

Reset Select Reset to clear all fields without closing the
window, in order to select other specifications for the
adapter's settings.

Deactivating an Adapter

Temporarily deactivate an adapter to avoid unintentional use of it in an implementation.
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This page is used by all the adapter guides, and therefore, the adapter used as an example here may not be
the adapter that you are working with currently.
1. Access the Vocera Platform Web Console and navigate to the adapter to deactivate.
See Navigating the Vocera Platform Adapters on page 37 for instructions.
2. Select Edit in the Actions menu to access the Update page for the adapter.

XMPP Adapter &
=
Reference Name: XMPP It Might Help to Know...
Component Name: XMPP You are currently viewing the primary details for
) this adapter. You may also choose to edit or
Enabled: true remove It from the system by selecting the
appropriate action on the page. Areas that are
Main Adapter Settings Version- 4.0.0175 highlighted with a red background indicate that
P 9 there is missing information

3. Un-check the Enabled box to temporarily deactivate the adapter.

When deactivated, the Vocera system will ignore the adapter. You can easily enable or disable the
adapter at any time.

®
Update Adapter (2]
Form Description
Edit the details for the 'XMPP' adapter.
Reference Name: XMPP
Element Help
‘.\ Enabled: ] Select an element to display the description
) forit.
Required Datasets
Actors: Actors
Assignments: Assignments B

4. Select one of the options to exit the Update Adapter page. See Saving an Adapter on page 41 for
details.

Permanently remove an adapter from the Vocera system.

This page is used by all the adapter guides, and therefore, the adapter used as an example here may not be
the adapter that you are working with currently.

Use the remove function to permanently delete the adapter from the system. Alternatively, you can disable
an adapter and the Vocera system will ignore it.

Warning: Remove cannot be undone. If any system features use this adapter, removing the adapter
prevents the features from functioning.

1. Access the Vocera Platform Web Console and navigate to the adapter to remove.
See Navigating the Vocera Platform Adapters on page 37 for instructions.
2. Select Remove in the Actions menu to permanently delete the adapter.

XMPP Adapter a

|
\y .

Reference Name: XMPP It Might Help to Know...

Component Name: XMPP You are currently viewing the primary details for

: this adapter. You may also choose to edit or
Enabled: true remove it from the system by selecting the
appropriate action on the page. Areas that are
Main Adapter Settings Version: 4.0.0.175 highlighted with a red background indicate that
P 9 there is missing information
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3. Click Ok in the confirmation window.

Before You Click OK...

Removing this adapter may cause unexpected results in the system. Please make sure that you really
want to perform this action before pressing 'Ok'. Once the adapter has been removed there will be no way
of retrieving its data.

- e

* Ok: Confirm the choice to remove the adapter from the system.
* Cancel: Return to the adapter page without making a change.

NAVIGATING THE VOCERA PLATFORM ADAPTERS

4. Confirm that the adapter no longer displays in the Adapters list view, when a success message displays.
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Adapters 0a

Attention!
The adapter was removed from the system successfully.
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